November 2005

doc.: IEEE 802.11-05/1112r1

IEEE P802.11
Wireless LANs

	TGr Meeting Minutes November 2005 Session 

	Date:  2005-11-18

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Michael Montemurro
	Chantry Networks
	1900 Minnesota Cr, Suite 125. Mississauga, ON. L5N 3C9
	905-363-6413
	michael.montemurro@siemens.com





Tuesday November 15, 2005
8:00am

Call to order

· Agenda – document 11-05/1111r1
· Review operating rules for a Task Group.

· Review IEEE 802 policies and procedures for Intellectual Property.

· Approve minutes from the September session – document 11-05/899r0
Minutes are approved unanimously.
· Approve minutes from the Teleconference sessions – document 11-05/1038r2
Minutes are approved unanimously.
· Discussion on Agenda – document 11-05/1111r1

Revised agenda will be updated as document 11-05/1111r2

· Presentation of TGr draft 0.09 by Bill Marshall

· Discussion of document 11-05/1037r8 by Bill Marshall

No discussion.

MOTION: To accept the comment resolutions highlighted in yellow in document 11-05/1037r8 and instruct the editor to incorporate them into the draft.
By: Bill Marshall
Second: Michael Montemurro
Discussion: 
· None.

Result: 18 – Yes; 0 – No; 1 – Abstain. Motion Passes.

MOTION: Instruct the editor to change all occurrences of “AP1” to “Current TAP” and “AP2” to “Target TAP” in figures 121c, 121d, 121e, 121f, and 121h.
By: Kapil Sood

Second: Nancy Cam-Winget

Discussion: 
· None.

Result: Motion Passes Unanimously.

· Discussion of document 11-05/1048r1 by Michael Montemurro

None.

MOTION: Instruct the editor to incorporate the changes from document 11-05/1048r1 into the draft.

By: Michael Montemurro

Second: Bill Marshall

Discussion: 
· None.

Result: Motion Passes Unanimously.

· Discussion of document 11-05/1099r0 by Nancy Cam-Winget
The IETF is replacing the term “AAA key” to MSK. We should craft a motion later in the meeting to replace the occurrences of “AAA key” with MSK.

MOTION: Instruct the editor to incorporate the changes from document 11-05/1099r0 into the draft.

By: Nancy Cam-Winget

Second: Timothy Wong

Discussion: 
· None.

Result: Motion Passes Unanimously.

· Discussion of document 11-05/1116r0 by Nancy Cam-Winget
We should eliminate the term NAS from the TGr draft. We would need to craft another motion to eliminate the NAS from the TGr draft.

The term NAS means nothing in IEEE 802.11. It is used much too liberally in the TGr draft.

The NAS term is used in many places in the document. Another submission would have to address the use of the term in the draft.

We should change the use of NAS in this document to R0KH-ID

There are two independent changes in this document: the clarification on key holder IE and the removal of the R1KH-ID.

Discussion on the removal of the R1KeyHolder ID from the FTIE:

We have three entities: R0KeyHolder, R1KeyHolder, and AAA Server. This looks to be a three-party protocol. We should define an 802.11 protocol that supports the components.  

We should not move the R1KeyHolder ID from the FTIE. By removing it, we remove the ability of a TSTA to decide whether it is possible to transition to that target TAP. 
If we define keys, we should be managing them. The only key that the IETF defines is the top level key.

An extension to the IETF protocols could address the multiple level key hierarchies.

We currently don’t have any binding to the key holder IE’s. The R1 Key Holder IE does not need to be named.

We should provide a solution to address how future EAP versions will work with TGr in the future.

TGr constructed a key hierarchy that is based on one piece of key material in the EAP authentication.

If we are using the MSK, we need to be consistent to ensure that we are using EAP properly.

The draft should be reviewed by external experts to ensure that we are using EAP correctly.

If the Authenticator is split between multiple boxes, then there is no way for the STA to authenticate the authenticator.

The IETF will not address keying hierarchy specified by TGr.

The obligation of TGr is to define a clean interface to EAP, which will preserve TGr mechanisms as EAP changes.

There may be a benefit to advertising the physical topology by including the R1KeyHolder.

Submission 11-05/555r0 suggested that there are at least 4 architectures that could support this key hierarchy. This submission implies that there is really only one key hierarchy.

We should be defining requirements based on our key hierarchy and passing them on to the IETF.

The R1KeyID is required to authenticate both the R0Key holder and the R1Key holder.
The key derivations are dependent on the Key Holder IE’s. They need to be advertised so that the STA can derive keys.

The R1KeyID is not an NAS ID, only R0KeyID is a NAS ID

The R1KeyID it is a logical entity.

From the R0 standpoint, whoever got the R0 had to do 802.1x authentication. The R1 is a TGr construct. We have defined naming conventions and protocols to address the R0 and R1 keys in the TGr draft.
This concept should be taken offline and addressed by another submission.

We need to clarify the definition for the R0KeyID and R1KeyID.

Discussion about the clarification on the R0KeyHolder IE:

The mobility domain IE should be able to replace the need for the R0KeyHolder IE. AP’s could advertise the same mobility domain IE but different KeyHolder IE’s.

If the AP advertises the mobility domain IE, it can get to the R0KeyHolder IE.

If we don’t advertise the R0KeyHolder ID’s, the STA cannot roam. The STA will need to probe or beacon before it roams.

This change takes an explicit construct and makes it an implicit construct.

By addressing the problem in this manner, we can elminiate configuration issues.
The mobility domain was introduced to identify potential roaming candidates to ta TAP and guarantees reachability of TAP within the domain.

Removing the KeyHolder IE could affect the delivery of keys in the infrastructure.

The implication of this approach is that key delivery may be guaranteed.

The implicit naming is less flexible. However this particular part of the amendment does not require flexibility. 

MOTION: To instruct the editor to incorporate the proposed comment resolutions for 324, 330, 333, 336, and 337, from document 11-05/1037r8 into the draft.

By: Nancy Cam-Winget

Second: Michael Montemurro

Discussion: 
· None.

Result: Motion passes unanimously.

· Discussion removal of clause 5.4.5.2 by Michael Montemurro

We decided on the conference call that if someone wants to preserve it, they should provide new text.

No text has been proposed.

MOTION: Remove section 5.4.5.2 from the draft and renumber the following sections appropriately.

By: Michael Montemurro

Second: Kapil Sood

Discussion: 
· The information in 5.4.5.2 describes problems with the current standard. This text should not appear in the TGr amendment.
· The text really describes the problem statement. 

· We should not leave this text in the draft if it is irrelevant.

Result: 16 – Yes; 0 – No; 12 – Abstain.

· Recess until the 1:30pm session.

Tuesday November 15, 2005

1:30 pm

· Call to order

· Discussion on document 11-05/957r0 by Michael Montemurro
If a clause is Mandatory, then all content of that clause is mandatory

QoS should be dependent on IEEE 802.11e (CF12)

This is a first cut of the PICS, and all items are subject to change.

Change CF12 needs to be changed to CF13

The QoS procedures need to be classified as mandatory to implement.
The base fast transitioning mechanism is optional. If an implementor decides to implement FT, then they have to implement all mandatory elements of FT.
The reservation mechanism should be optional to use, but mandatory to implement for an AP.  

The PICS deals with implementation, not use.  All compliant implementations should meet the mandatory PICS requirements.
Pre-reservation should be optional.  It should not be mandatory on AP and optional on TSTA.  The FTIE can advertise the options, if the pre-reservation has been implemented.

Motion to be done tomorrow based on document 11-05/957r1.

· Discussion on document 11-05/1184r0 by Jon Edney
The restructuring is good, but information was missing when the draft was restructured.

The text is missing the third error condition where there is a policy violation.

Pg 60, section 8A.5 discusses the MLME primitives that are called when the resources are provisioned in the MAC.

Section 8A.5.6.1, the “shall” should be changed to “may”

The conditional “shall” should not be a “may”

The purpose of the RIC was to replace a series of ADDTS requests after re-association.

This text change is fine as long as you make sure that the flowchart is consistent. 
MOTION: To instruct the editor to incorporate the text from document 11-05/1046r0, with the 2nd paragraph of 8A.4.5.1 replaced with the following text: “In generating the RD information element for a Traffic Stream, if the TS is a downstream flow then the RD may also include one or more TCLAS object(s) (defined in section 11e 7.3.2.16), and (if multiple TCLAS objects are included) a TCLAS Processing object (defined in section 11e 7.3.2.18).”
By: Jon Edney
Second: Bill Marshall

Discussion: 
· none
Result: Motion passes unanimously.

· Discussion on document 11-05/1097r0 by Nancy Cam-Winget
Does that mean that we are requiring implementations to compute the MIC in the hardware/lower MAC level?
We are implying that the header information needs to be conveyed to the supplicant.

We now need to send the information in the EAPKIE as well as the frame header.

The IE’s before the count IE would not be included in the MIC

MOTION: Instruct the editor to incorporate the changes from document 11-05/1098r0 into the draft.

By: Nancy Cam-Winget

Second: Kapil Sood.
Discussion: 
· None.

Result: Motion Passes Unanimously.

· Discussion of document 11-05/884r1 by Kapil Sood.

The authentication using PSK for TGr is consistent with 802.11i.

The use of the term “authentication” in the proposed text should be clarified.

The term XXKey is confusing.

MOTION: Instruct the editor to incorporate the changes from document 11-05/1054r1 into the draft, deleting the first sentence of the first paragraph, and changing the second sentence of the first paragraph, so that the sentence says “The Fast BSS-Transition key hierarchty can be used with either IEEE 802.1X EAP authentication or PSK.”
By: Kapil Sood
Second: Bill Marshall
Discussion: 
· None.

Result: Motion Passes Unanimously.

· Discussion on fast transition back to the same AP
What is the situation under which this happens?

Devices do this to change their association parameters. You could explicitly prohibit this operation.
The usage scenarios between TGw and TGr are different.

In the TGw document, un-protected re-associations were not allowed.

A fast transition to the same AP requires that you go back to the FT-Auth state. 

We do not have text in the draft to explicitly state that the port is closed until the Auth completes.

One of the submissions that we have today, we say that the port is opened at the re-association response.
When you transition to the next AP, the port is blocked. The port is only opened after re-association is complete. 

The port has to be blocked while the PTK is negotiated.

If the port is opened and the FT fails, does that mean that the port is closed.

The simple solution is to say that once you send the “FT Auth Request”, the port is blocked.

When you initiate the FT, you block the port.
· Discussion about a request assigned numbers from the ANA

We should not request the numbers now; otherwise they may need to be blocked in future as the TGr amendment evolves.

We should request the assigned numbers from the ANA at the last moment.

· At the editors meeting, TGr was going to be following TGk and TGp. As a result, it looks at though TGr will preceed TGp. The TGr draft will have to be updated to reflect this.

MOTION: Instruct the technical editor to produce the new draft incorporating the changes that have been accepted by the Task Group.

By: Bill Marshall

Second: Dorothy Stanley

Discussion: 
· None.

Result: 14 – Yes; 0 – No; 1 – Abstain.

· Discussion on the “To-Do List” – Document 11-05/853r9

The “To-Do List” document will be updated as Document 11-05/853r10
· Recess until the Wednesday 8am session.

Wednesday November 16, 2005

8:00 am

· Call to order

· Presentation of document 11-05/1185r0 by Kapil Sood

None.

MOTION: Instruct the editor to incorporate the changes from document 11-05/1185r0 into the draft, changing the mib variable names as necessary.

By: Kapil Sood

Second: Nancy Cam-Winget.

Discussion: 
· None.

Result: Motion Passes Unanimously.

· Presentation of document 11-05/1195r0 by Kapil Sood

None.

MOTION: Instruct the editor to incorporate the changes from document 11-05/1195r0 into the draft.

By: Kapil Sood

Second: Bill Marshall
Discussion: 
· None.

Result: Motion Passes Unanimously.

· Presentation of document 11-05/1199r0 by Rajneesh Kumar
The text to describing how MLME primitives are used in QoS procedures was inconsistent with the MLME primitives themselves. This text clarifies the QoS procedures.

MOTION: Instruct the editor to incorporate the changes from document 11-05/1199r0 into the draft.

By: Rajneesh Kumar

Second: Bill Marshall

Discussion: 
· None.

Result: Motion Passes Unanimously.

· Presentation of document 11-05/957r1 by Michael Montemurro
The “TBD” should be updated because there is now text to describe the TGr mechanism for PSK. The clause should be 8.5A.4.

MOTION: Instruct the editor to incorporate the changes from document 11-05/957r1 into the draft, changing “TBD” to “8.5A.4”.

By: Michael Montemurro

Second: Bill Marshall

Discussion: 
· None.

Result: Motion Passes Unanimously.

· Presentation of document 11-05/1089r1 by Jon Edney

When the STA is not in PS-mode, the AP would indicate that there are frames waiting. The STA could use that information to influence when the STA would BSS-Transition.

This proposal introduces race conditions that would occur depending on whether or not the STA is or is not powersave mode.
Often a STA will roam when there is degradation in link quality. This could influence the STA to postpone Fast Transitiion even though the link quality is poor.
If your link quality is poor, you should fast transition earlier.

This bit would have to be in use continuously at the AP. The STA would start observing the bit prior to BSS-Transition.

The AP knows when to set the bit to 0 – when there were no packets buffered for a STA.

This bit will be set depending on the size of the buffer on the AP. 
If frames are coming in every 10ms, there are no issues. This really proposal addresses traffic burst.

The probability of the STA losing packets is no different regardless of whether the “more data” bit is set, because the STA would not know the scheduling of the traffic.

When the STA goes back to active mode after PS, how does it know when to stop the PS-Polling? After the next beacon? The STA only uses PS-Poll when it is in power-save mode.
The STA has to make a decision whether the “more data” bit is set. In some cases it could be helpful if the AP knows the traffic pattern. 

The “more data” bit is set by the AP when there is more than one packet buffered for the STA.

This “more data” bit could be weighed into the transition algorithm on the STA.

MOTION: Instruct the editor to incorporate the changes from document 11-05/1091r0 into the draft.

By: Jon Edney

Second: Guenter Kleindl
Discussion: 
· This would be better handled at a higher level where a switch could indicate that there is data waiting for the STA.
· This solution would not be useful when there is congestion because the “more data” bit would always be set.

· In the case when there is bursty traffic because the STA does not know the traffic is scheduled to arrive.

· This proposal would change the bias of the STA in deciding when to roam.

· For some traffic patterns it will work; for others it won’t.

· There has been a set of rules defined by IEEE 802.11e to interpret the “more data” bit. In IEEE 802.11e, the bit was only set when the STA was in a PS mode. This proposal only affects behavior when the bit is active mode.

· In IEEE 802.11e, there are triggers that are defined based on Access Categories. The usage of the “more data” bit could conflict with some PS modes as defined by IEEE 802.11e.

· When the STA goes out of PS-mode, it transmits a frame with the PS-bit to indicate that it has become active. 
· There was quite a bit of discussion in IEEE 802.11e. TGr needs to ensure that the “more data” bit rules in this proposal do not affect the behaviour defined by IEEE 802.11e.

· This is a clever way of improving transition algorithms. This is an opportunity for innovation.

CALL THE QUESTION: 6 – Yes; 2 – No. The question is called.

Result: 11 – Yes; 6 – No; 3 - Abstain. Motion Fails.
· Presentation of document 11-05/1105r0 by Jon Edney

The RTT/CTT frame transmissions occur prior to re-association.

The data frames at the new AP would need to be buffered. This buffering behaviour may be linked to the re-association deadline.

These messages need to be added to the FT mechanism because they need to occur just prior to transition.

If older frames trickle in, the AP would just drop the frames.

The old AP would have to monitor frames and traffic.

It would be nice to roll these concepts into the existing messages.
How does the AP know when to signal the STA that it should move?

The STA does not transmit data during this period, it would only receive data. The STA does not send data frames after it sends an RTT.

There have not been any detailed simulations to quantify the performance improvements. It would help to support this proposal.
Once the STA issues the RTT to an AP, it then must transition to that AP.

This proposed mechanism does not require channel switches.

The target TAP should not send the CTT until the DS has been updated. Unfortunately, we cannot specify what goes on in the DS.

This mechanism occurs at the beginning of the re-association process, rather than the end of the reservation process.
If the STA does not receive the CTT, it would still complete the transition. When the STA issues the RTT, it sets a timer. When the timer expires without receiving the CTT, the STA would complete the re-association.

The spirit of the proposal is good.

You would need to update the replay counters to maintain security.

A quantification of the performance gain would support this proposal.

STRAW-POLL: Does the group believe that this type of approach is of value to TGr? 

Result: 22 – Yes; 0 – No;
· Discussion of document 11-05/1190r0 by Frank Ciotti

The ResourceRequestLimit is applied on a STA per STA basis, not on a BSS basis.
The dot11ResourceRequestTimeout should be expressed in TU’s as a unsigned32

· Recess until the 4pm session.
Wednesday November 16, 2005

4:00 pm

· Call to order.

· Discussion of document 11-05/1204r0 by Kapil Sood
The statement “Replace the following on page 36, line 30 with the following” is ambiguous. The intention is to replace the PMK-R0 and R0Name derivation with those defined in this submission.

This Clause numbers are missing with this submission. However the editor has agreed that he can work with the submission as it is.

The MD-ID should be added to the acronym definition clause. 

MOTION: Instruct the editor to incorporate the changes from document 11-05/1204r0 into the draft.

By: Kapil Sood

Second: Michael Montemurro

Discussion: 
· None.

Result: Motion Passes Unanimously.

· Discussion on document 11-05/1190r1 by Frank Ciotti

None.

MOTION: Instruct the editor to incorporate the changes from document 11-05/1190r1 into the draft, where on dot11Compliance the changes to make the element dot11SMTbase6, and in the description of the dot11SMTbase6 should begin “The SMTbase6 object…”
By: Frank Ciotti
Second: Nancy Cam-Winget
Discussion: 
· None.

Result: Motion Passes Unanimously.

· Discussion on document 11-05/1210r0 by Bill Marshall

It wasn’t clear that the messages applied to the same key.
The key lifetime in the text was bound to the lifetime of the PTK.

We need some performance study to determine the default values of dot11RemoteRequestTimeout and dot11RemoteRequestLimit.

The dot11RemoteRequestTimeout should be expressed in TU’s.

MOTION: Instruct the editor to incorporate the resolutions given in document 11-05/1210r0 into the draft, changing the default on slide 8 to “dot11RemoteRequestTimeout = 2000 TU’s”, and the section number on slide 6 to 8.5.2.
By: Bill Marhsall
Second: Kapil Sood
Discussion: 
· None.

Result: Motion Passes Unanimously.

· Discussion on the “AAA key” term

We discussed changing the term “AAA key” to “MSK” this week.

We are using the “AAA key” as a variable, why does the term have to be the same.

The “AAA key” has been removed from the EAP document and replaced by “MSK”.

The term “MSK” appears in IEEE 802.11i once. The “AAA key” is used throughout the IEEE 802.11i draft.

The changes to the base standard will be done through sponsor ballot comments to the IEEE 802.11ma draft. 

MOTION: Instruct the editor to replace the instance of “AAA key” to “MSK” in the TGr draft.

By: Nancy Cam-Winget

Second: Bernard Aboba

Discussion: 
· None.

Result: Motion Passes Unanimously.

· Discussion on some inconsistencies in the PMK-R1 definition in the draft

Bullet 2 of 8.5A.2 on line 1 of draft 0.10 is inconsistent. The PMK-R1 is derived from PMK-R0.
MOTION: To change in 8.5A.2 first paragraph, bullet item 2, “R1 Key holder, R1KH”, to “R0 Key Holder, R0KH”, and delete from the three bullet items the naming of the keys.

By: Frank Ciotti

Second: Kapil Sood

Discussion: 
· None.

Result: Motion Passes Unanimously.

· The following motion will produce the next draft, which should be labelled draft 0.11.

· The change history can be left in the draft as an editor’s comment.

· We have not added any new references, but we may need to reference something in the future.

· The neighbour report clause will be left in – but will not include proposed text at this time.

MOTION: Instruct the technical editor to produce a new draft incorporating the changes that have been accepted by the Task Group.

By: Michael Montemurro

Second: Jesse Walker

Discussion: 
· None.

Result: 21 – Yes; 0 – No; 0 – Abstain.
· Discussion of document 11-05/1216r0 by Dorothy Stanley

TGr does not currently specify a mechanism for how PMK-R1 keys are distributed. This introduces a dependency on the IETF.
We have to make sure that we can move forward with this while we continue work in TGr.

The document could be put through an individual submission in either the informational track or the standards track. You could publish a draft on a standards track and get it submitted within a year.

The TSTA’s are completely unaware of this protocol. TGr would write the individual submission to the IETF to resolve the issue with key distribution.

The TGr draft has to state the protocol requirements and refer as an example to a particular IETF RFC.

We would follow a similar process to what was done by IEEE 802.11i for RADIUS. They refer to using RADIUS as an example mechanism for authentication.
We need to make a reference in the TGr amendment to an internet draft that we write and submit to the IETF. When the draft becomes an RFC, we amend the TGr draft to refer to the RFC.

The timeline for RFC publication and TGr line up well.

This work would define a third AP to AP protocol in TGr.

The RRB is purely a transport mechanism. It has an Ethertype defined, and is an L2 protocol.

Pre-authentication is between an STA and a target AP over the DS.

The currently defined protocols do no resolve what is being defined here.

We are using it for this particular task, but it could be generalized for other uses.

IEEE 802.11 is currently concerned with MAC and PHY. However IEEE 802.11i specified an Authentication Server.

We need to determine the content for an IETF submission.

We need to identify a set of people to work on this in an adhoc fashion, but the adhoc group should report status: Michael Montemurro, Clint Chaplin, Nancy Cam-Winget, Kapil Sood, Jesse Walker, Dorothy Stanley, and Frank Ciotti. Anyone who is interested can email Dorothy Stanley.
Recess until the 10:30am session.

Thursday November 17, 2005

10:30 am

· Call to order.

· Discussion on next steps – Next Meetings/Ad-hoc meetings/Teleconferences
Start teleconferences on December 14th on a weekly basis

MOTION: Hold weekly IEEE 802.11 TGr teleconferences for one hour duration starting December 14th 2005 at 11:00 ET and continuing through the end of March 2006.

By: Michael Montemurro

Second: Nancy Cam-Winget

Discussion:

·  We can cancel meetings as needed.

Result: Motion passes unanimously.

We would have an adhoc meeting after the January meeting. 

The meeting could be on February 7-9 with possible locations of Toronto (Michael Montemurro), Boston (Michael Montemurro), Chicago (Frank Ciotti), Phoenix (Kapil Sood), and Herndon VA (Dorothy Stanley).

MOTION: Hold an IEEE 802.11 TGr ad-hoc meeting on February 7-9, 2006.

By: Jesse Walker

Second: Donald Eastlake III

Discussion:

· The WG requires the meeting location to be specified 30 days before the meeting. We will need to announce the location by that time.

· The letter ballot would need to start no later that December 2nd – so we should have letter ballot comments to address.

Result: Yes – 17; No – 0; Abstain – 0.

· Recess into adhoc session until noon.
Thursday November 17, 2005

12:00 noon

· Call to order.

· Discussion on going to letter ballot.

MOTION: Instruct the technical editor to rename IEEE 802.11r draft 0.11 as IEEE 802.11r draft 1.0.

By: Bill Marshall

Second: Kapil Sood

Discussion: 
· None.

Result: 18 – Yes; 0 – No; 0 – Abstain.

MOTION: Believing the draft to be complete and free of unresolved technical issues, Task Group r resolves to forward 802.11r draft 1.0 to the working group for the purpose of conducting a 40-day working group letter ballot.  The purpose of the working group letter ballot is to forward the draft to sponsor ballot.
– The text of the motion to be presented to the working group will be “Move to authorize a 40-day Working Group Letter Ballot of 802.11r draft 1.0 to start no later than 12/02/2005, asking the question “Should the 802.11r draft 1.0 be forwarded to sponsor ballot?””

By: Kapil Sood

Second: Bill Marshall

Discussion:

· None.

Result: 19 – Yes; 0 – No; 0 – Abstain.

· The process that was used to address comments from the task group review should be used for letter ballot comments.

· Adjourn for the week.
Notice: This document has been prepared to assist IEEE 802.11. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.





Release: The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.  The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.11.





Patent Policy and Procedures: The contributor is familiar with the IEEE 802 Patent Policy and Procedures <� HYPERLINK "http://%20ieee802.org/guides/bylaws/sb-bylaws.pdf" \t "_parent" �http:// ieee802.org/guides/bylaws/sb-bylaws.pdf�>, including the statement "IEEE standards may include the known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  Early disclosure to the Working Group of patent information that might be relevant to the standard is essential to reduce the possibility for delays in the development process and increase the likelihood that the draft publication will be approved for publication.  Please notify the Chair <� HYPERLINK "mailto:stuart.kerry@philips.com" \t "_parent" �stuart.kerry@philips.com�> as early as possible, in written or electronic form, if patented technology (or technology under patent application) might be incorporated into a draft standard being developed within the IEEE 802.11 Working Group. If you have questions, contact the IEEE Patent Committee Administrator at <� HYPERLINK "mailto:patcom@ieee.org" \t "_parent" �patcom@ieee.org�>.























Submission
page 17
Michael Montemurro, Chantry Networks


