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1. Overview

This submission presents updates to Draft 0.09 to clarify the semantics of the Key Lifetime TIE and when it begins:
· As the key lifetime is specified for a STA to target TAP link, semantically, the lifetime corresponds to the PTK (or PTKSA) lifetime

· The key lifetime commences once the 802.1X is opened.
2. Changes to the Draft 0.09
Changes to Section 8.5A.1:

Update the 3rd paragraph as follows:

The lifetime of the keys is bound to the lifetime of the PSK or AAA-key.  For example, the RADIUS protocol communicates the AAA-key’s key lifetime through the Session-Timeout attribute.  It is important to note that any keys derived from the AAA-key (or PSK) cannot have a lifetime that is greater than its parent.
Add the following paragraph after the 3rd paragraph:
The lifetime of a PTKSA shall be no greater than the lifetime of the PMKSA and is specified by the TIE specifying the Key Lifetime in Message 3 of the 4-way handshake during First Contact, or by the (re)association response.  The Key Lifetime defines the PTKSA lifetime in seconds.  The PTKSA lifetime begins when a successful (re)association has been completed and the 802.1X controlled port has been opened.”
Changes to Section 8A.1.2:

Add the following paragraph after the 3rd paragraph:
Upon successful PTKSA establishment, the target TAP provides the PTKSA lifetime in the Key Lifetime TIE in the (re)association response.  The Key Lifetime TIE defines the PTKSA duration in seconds; this timer commences when the 802.1X controlled port is opened.
Add the following sentence  at the end of  Section 8A.2:

Once the 802.1X port is open, the PTK key lifetime timer is initiated to ensure that the life time of the PTKSA is no longer that the value provided in the Message 3 Key Lifetime TIE.

Changes to Section 8A.3:

Update the sentence on page 50, line 61 as follows, and also the penultimate paragraph of 8A.4.1 and 8A.4.2:
In the (Re)association response, the target TAP shall specify the PTKSA lifetime. The Key Lifetime TIE defines the PTKSA duration in seconds; this timer shall commence when the 802.1X controlled port is opened.
Add the following sentence to the last paragraph of the sections 8A.3,  8A.4.1 and 8A.4.2:

In addition, the PTK key lifetime timer shall be initiated to ensure that the life time of the PTKSA is no longer that the value provided in the (Re)association response’s Key Lifetime TIE.
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Abstract


The document provides the updates to TGr Draft 0.09 to clarify key lifetime usage. 
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