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Modify the last paragraph of Section 7.2.3.4 as follows:

For a Fast BSS Transition, the Association request is used to request or confirm the availability of resources that the STA needs to complete its connection.  For a Fast BSS Transition when RSNA is enabled, the TSTA asserts liveness of the PTK by including the ANonce provided by the target TAP, and authenticatinges the frame by including a valid MIC in the EAPKIE.  The MIC shall protect the 802.11 header as well as the fields starting with the Count IE up to and including the EAPKIE; see Section 8.5.2 for full details of the MIC construction.  The RSN information element is bitwise identical to the RSN IE presented in the Fast Transition Authentication Request Frame.

Modify the 4th sentence of the last paragraph in Section 7.2.3.5 as follows:

The MIC shall protect the 802.11 header as well as the fields starting with the Count IE up to and including the EAPKIE; see Section 8.5.2 for full details of the MIC construction.
Modify the 3rd  sentence of the last paragraph in Section 7.2.3.6 as follows:

The MIC shall protect the 802.11 header as well as the fields starting with the Count IE up to and including the EAPKIE; see Section 8.5.2 for full details of the MIC construction.

Modify the 4th sentence of the last paragraph in Section 7.2.3.7  as follows:

The MIC shall protect the 802.11 header as well as the fields starting with the Count IE up to and including the EAPKIE; see Section 8.5.2 for full details of the MIC construction.

Modify the last sentence on page 17, line 4  in Section 7.2.3.5 as follows:

Further, the MIC specified in the EAPKIE shall protect the 802.11 header as well as the information elements starting with the Count IE to and including the EAPKIE; see Section 8.5.2 for full details of the MIC construction.
Modify the last paragraph of Section 7.3.2.45 as follows:

The MIC field in the EAPOL-Key message provides cryptographic protection over multiple information elements of the frame in which it appears.  When the EAPKIE is preceeded by a Count IE, then the MIC is calculated concatenating the 802.11 header followed by the Count IE up through and including the end of the EAPKIE; see Section 8.5.2 for full details of the MIC construction.  When the frame does not contain a Count IE prior to the EAPKIE, then the value of the MIC is undefined.

Add the following text at the end of the “8.5.2 EAPOL-Key frames” caption:

Modify the “Key MIC” description ( item “h”) in Section 8.5.2 as follows:

h) Key MIC. This field is 16 octets in length when the Key Descriptor Version subfield is 1 or 2.  When the EAPOL-Key is transported as an 802.11 data frame,  the EAPOL-Key MIC is a MIC of the EAPOL-Key frames, from and including the Key Descriptor Version field (of the Key Information field), to and including the Key Data field, calculated with the Key MIC field set to 0.  Otherwise, when the EAPOL-Key is encapsulated as an EAPKIE in a management frame, the MIC protects most of the 802.11 header as well as information elements provided in the management frame commencing with the Count IE through and including the EAPKIE.   The EAPKIE MIC includes protection of the 802.11 header with the following exceptions:
· Frame Control field: the Retry (bit 11), Power management (bit 12) and More Data (bit 13) subfields are muted to 0 and the Protected subfield (bit 14) must be set to 1.

· Duration field: this field shall be muted to 0
· Sequence control field: this field shall be muted to 0
If the Encrypted Data subfield (of the Key Information field) is set, the Key Data field is encrypted prior to computing the MIC.

1) Key Descriptor Version 1: HMAC-MD5; IETF RFC 2104 and IETF RFC 1321 together define this function

2) Key Descriptor Version 2: HMAC-SHA1-128
Modify the 2nd to last item  in Section 8.5A.8.3  as follows:

- The MIC shall protect the contents of the message, starting with the 802.11 header followed by the information elements commencing with the Count IE up to and including the EAPKIE; see Section 8.5.2 for full details of the MIC construction. The MIC shall be calculated using the KCK, by the algorithm dependent on the value of Key Descriptor Version.
Modify the 3rd  to last item  in Section 8.5A.8.3  as follows:

- The MIC shall protect the contents of the message, starting with the 802.11 header followed by the information elements commencing with the Count IE up to and including the EAPKIE; see Section 8.5.2 for full details of the MIC construction. The MIC shall be calculated using the KCK, by the algorithm dependent on the value of Key Descriptor Version.

Add the following sentence to the end of Sections 8A.3, 8A.4.1, 8A.4.2:

When the 802.1X port is opened, the EAPOL-Key frame replay counter shall be initialized to 0.  The Authenticator shall increment the key replay counter on each successive EAPOL Key frame transmitted as an 802.11 data frame.
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Abstract


This document specifies the text to clarify the use of the EAPKIE replay counters and MIC. 





The changes in this submission are based on the D0.09 version of the TGr specification document.  
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