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Abstract

This document contains a normative text proposal for diagnostics, fulfilling requirement 2070.
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7. Frame formats

7.1 MAC frame formats

7.2.3.3 Disassociation frame format

Insert new row into table 6 as follows:

Table 6—Disassociation frame body

	Order
	Information
	Notes

	x
	Diagnostics Log Element
	The Diagnostics log element may be present if dot11WirelessDiagnosticsLoggingEnabled is true. 


7.2.3.4 Association Request frame format

Insert new row into table 7 as follows:

Table 7—Association Request frame body

	Order
	Information
	Notes

	x
	Diagnostics Log Element
	The Diagnostics log element may be present if dot11WirelessDiagnosticsLoggingEnabled is true. 


7.2.3.5 Association Response frame format

Insert new row into table 8 as follows:

Table 8—Association Response frame body

	Order
	Information
	Notes

	x
	Diagnostics Log Element
	The Diagnostics log element may be present if dot11WirelessDiagnosticsLoggingEnabled is true. 


7.2.3.6 Reassociation Request frame format

Insert new row into table 9 as follows:

Table 9—Association Request frame body

	Order
	Information
	Notes

	X
	Diagnostics Log Element
	The Diagnostics log element may be present if dot11WirelessDiagnosticsLoggingEnabled is true. 


7.2.3.7 Reassociation Response frame format

Insert new row into table 10 as follows:

Table 10—Reassociation Response frame body

	Order
	Information
	Notes

	X
	Diagnostics Log Element
	The Diagnostics log element may be present if dot11WirelessDiagnosticsLoggingEnabled is true. 


7.2.3.8 Probe Request frame format

Insert new row into table 11 as follows:

Table 11—Probe Request frame body

	Order
	Information
	Notes

	X
	Diagnostics Log Element
	The Diagnostics log element may be present if dot11WirelessDiagnosticsLoggingEnabled is true. 


7.2.3.9 Probe Response frame format

Insert new row into table 12 as follows:

Table 12—Probe Response frame body

	Order
	Information
	Notes

	X
	Diagnostics Log Element
	The Diagnostics log element may be present if dot11WirelessDiagnosticsLoggingEnabled is true. 


7.2.3.10 Authentication frame format

Insert new row into table 13 as follows:

Table 13—Authentication frame body

	Order
	Information
	Notes

	X
	Diagnostics Log Element
	The Diagnostics log element may be present if dot11WirelessDiagnosticsLoggingEnabled is true. 


7.2.3.11 Deauthentication frame format

Insert new row into table 14 as follows:

Table 14—Deauthentication frame body

	Order
	Information
	Notes

	X
	Diagnostics Log Element
	The Diagnostics log element may be present if dot11WirelessDiagnosticsLoggingEnabled is true. 


7.2.3.12 Action frame format

Insert new row into table 15 as follows:

Table 15—Action frame body

	Order
	Information
	Notes

	X
	Diagnostics Log Element
	The Diagnostics log element may be present if dot11WirelessDiagnosticsLoggingEnabled is true. 


7.3.1.11 Action field

Insert the following new row into table 21 and update the reserved value as shown:

Table 21—Category values

	Name
	Value
	See clause

	Wireless Network Management
	X
	7.4.x

	Reserved
	x-127
	-


7.3.2 Information Elements

Insert Element ID x, and TBD into Table 22 and change the Reserved row accordingly: 

Table 22—Element IDs

	Information Element
	Element ID

	Diagnostic Log Message
	x

	Reserved
	x-255

	
	


Insert the following new clauses:

7.3.2.x Diagnostic Log Message element

The format of the Diagnostic Log Message element is shown in Figure v1.

	
	
	
	
	
	(optional)
	
	
	
	

	
	Element ID
	Length
	Vendor OUI
	Flags
	In Response To Field
	Log Message Code
	Reporter Version 
Length
	Reporter Version
	Log Message

	Octets:
	1
	1
	3
	1
	10
	4
	1
	Variable
	Variable


Figure v1 —Diagnostics Log Message element format

The Element ID field is equal to the Diagnostics Log Message value in Table 20.

The value of Length field depends on the presence of the In Response To Field, and the length of the Reporter Version (as encoded in the Reporter Version Length field).  The maximum value is 255, which places necessary restrictions on the maximum value of the Reporter Version Length field, as well as the lengths of the variable fields.

The Vendor OUI specifies the organizationally unique identifier used to select the category of log messages to which this message belongs.  The OUI need not be similar to those in any of the address fields of the containing frame.  The order of the OUI field shall follow the ordering convention for MAC addresses from 7.1.1.  The value FF-FF-FF shall represent an unknown category of log messages.  The value 00-00-00 is reserved.  All other values are vendor specific.

The Flags field is a bit field with the following bits defined.

	
	
	

	
	In Response To Field Present 
	Reserved

	Bit:
	0
	1-7


Figure v2— Flags field
— In Response To Field Present (bit 0) is used to indicate that the optional In Response To Field is present in the element.

The In Response To field is present if and only if the In Response To Field Present bit is set in the Flags field.  This field may be present if the transmitter wishes to convey that one particular frame that it received in the past (possibly a management frame) led to the generation of the log message.  The In Response To field is defined in Figure v3.

	
	
	
	

	
	Frame Control
	Sequence Control
	Transmitter Address

	Octets:
	2
	2
	6


Figure v3 —In Response To field format
The Frame Control field represents the value of the Frame Control field of the frame the STA had received in the past and that it wishes to call out in this element.  The format of the Frame Control field is defined in section 7.1.3.1.  The More Data, Power Management, More Fragment, and Retry bits may be set, individually or in combination, to any of the frames received that represent the frame that the STA is identifying, or may be 0 if the fields are not considered useful in identifying the frame.

The Sequence Control field represents the value of the Sequence Control field of the frame the STA had received in the past and that it wishes to call out in this element.  The format of the Sequence Control field is defined in section 7.1.3.4.  The Fragment Number field may be set to any of the fragments of the frame that the STA is identifying, or may be 0 if the field is not considered useful in identifying the frame.

The Transmitter Address field is the Transmitter Address of the frame that the STA is identifying, as defined in 7.1.3.3.7.

The Log Message code is a vendor-specific code used to represent the type of message encoded.  Any 4-octet value may be used.

The Reporter Version Length field is the number of octets that the Reporter Version field holds.  The minimum value is 0, and the value shall not lead to a length for the Reporter Version field greater than one that, including the remainder of the element, the overall Length field can represent.  

The Reporter Version field holds the vendor-specific version of the function on the transmitting STA that generated the log message.  

The Log Message field holds the vendor-specific log message that the STA is conveying.  The length of the Log Message field is taken to be the Length field, minus the value of the Reporter Version Length field, minus 4 octets.

7.4 Action frame format details

7.4.x Wireless Network Management action details

Several Action frame formats are defined for Wireless Network Management purposes. An Action field, in the octet field immediately after the Category field, differentiates the formats. The Action field values associated with each frame format are defined in Table v.

 


Table v1 — Wireless Network Management Action field values
	Action field value 
	Description

	x
	Diagnostics Log Message Post

	x-255
	Reserved


7.4.x.x Diagnostics Log Message Post frame format 

The Diagnostics Log Message Post frame uses the Action frame body format and is transmitted by a STA delivering diagnostic log messages.  The format of the frame is shown in 

	
	
	
	(optional)

	
	Category
	Action
	TSF

	Octets:
	1
	1
	8


Figure v2 — Diagnostics Log Message Post frame body format

The Category field shall be set to the value indicating the Wireless Network Management category, as specified in Table 19a in 7.3.1.11. 

The Action field shall be set to the value indicating Diagnostics Log Message Post, as specified in Table v1 in 7.4.x

The TSF, if present, shall be set to the TSF value used in the BSS or IBSS at the time the log message was generated.  There are no precision or accuracy bounds placed on this field.

10. Layer management
10.3 MLME SAP Interface

 [### To be completed ####]

11. MAC sublayer management entity

11.x Radio Management Procedures

This clause describes the radio management actions and the procedures for requesting and reporting radio management action between STAs.

11.X.5 Specific management actions

11.X.5.1 Diagnostic Log Messages

The Diagnostic Log Message IE, as well as the Diagnostic Log Message Post Action frame, provide a means and a protocol for STAs to deliver arbitrary log messages.

It is expected that Diagnostic Logging would be turned on for one or more STA sets, or BSSs, in a network, to let an administrator, user, or other function gain additional information about the state of the STAs, in an over-the-air protocol.  Although nothing precludes these messages from being sent on a normally-operating network, the overhead that logging introduces is non-trivial.

11.x.5.1.1 Diagnostic Log Message IE

Any STA may transmit a Diagnostic Log Message IE in any Management frame in which the field is allowed, so long as dot11WirelessDiagnosticsLoggingEnabled is true.  These log message IEs contain arbitrary information that the STA wishes to convey to other STA on the network.  No additional action is expected upon the receipt of a frame containing the Diagnostic Log Message IE, although none is precluded.  

The Diagnostic Log Message IE is defined to let a wide variety of implementation specific log messages be conveyed.  In most cases, it is expected that the intended audience of the contents of the information be either the AP or a non-AP STA in a BSS.  The contents of the Diagnostic Log Message are meant to give an indication of the state of the transmitting STA.  

Because the state of a STA may be dependant on the implementation, the Diagnostic Log Message provides a way for a STA to declare the category of the message though use of the Vendor OUI field.  This category is meant to refer to the entirely of messages that any device using that Vendor OUI as its category may send, and is not meant to specifically refer to categories of operation, such as security or roaming.  Thus, the Vendor OUI establishes a space of log messages, all of which may be specific to the vendor.  The Log Message Code field is used to represent the specific log message type that the STA is conveying, and should be unique within the same Vendor OUI space.  Implementers must not use Vendor OUIs to which their organizations are not assigned.

The In Response To field is meant to let a STA identify one of the specific frames the STA has received that led to this log message being generated.  The In Response To field is optional, and can be used to provide additional tracking information.  For example, if a STA disassociates with an AP in a BSS because it received a beacon from that BSS with a new TSF that has changed value far quicker than time would allow, it may provide in its Disassociation message a Diagnostic Log Message IE with an In Response To field pointing to the beacon responsible for the problem.

The Reporter Version is meant to convey the vendor-specific version code of the STA or the function within that is generating the log message.  This version code is meant to be either a full or abbreviated, string of octets, whose readability by humans should be similar to that typically employed with SSIDs.  Thus, a Reporter Version, coded in ASCII, of “2.3.1-build44” is a reasonable use of the field.

The Log Message field itself should specify the particular message being conveyed.  This message is vendor specific, and should elaborate on the meaning of the Log Message Code, or should convey additional information specific to the log message being generated.

Placing a Diagnostic Log Message IE in a Management frame, other than a Diagnostic Log Message Post Action frame, is meant to convey that the containing frame is fundamentally related to—such as being in response to—the action or event detection that triggered the STA to deliver the log message.  Additionally, the time the log message was generated is taken to be the time the Management frame containing the IE is received.
11.x.5.1.2 Diagnostic Log Message Post Action frame 

A STA may have accumulated diagnostic log messages, and may wish to deliver them.  To do so, the STA may append the Diagnostic Log Message IEs in a Diagnostic Log Message Post Action frame.  By doing so, the STA is conveying that, either there is no effect to the operation of the 802.11 state machine by the triggering of the log event, or that the change in operation occurred some time in the past and the log message is being delivered later.

The Action frame contains an optional TSF field, to convey the time the log message was generated.  No accuracy is required, but STAs that are not capable of knowing this value should not transmit one.
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