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Abstract

This document contains a normative text proposal in support of a Diagnostics and Troubleshooting protocol in accordance with REQ20370.
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7. Frame formats

7.1 MAC frame formats

7.2.3.4 Association Request frame format

Insert a new row into table 7 as shown below:

Table 7—Association Request frame body

	Order
	Information
	Notes

	7
	Wireless Network Management Capability
	Wireless Network Management Capability shall be present if dot11WirelessManagementImplemented is true.

	
	
	


7.2.3.6 Reassociation Request frame format

Insert a new row into table 9 as shown below:

Table 9—Reassociation Request frame body

	Order
	Information
	Notes

	7
	Wireless Network Management Capability
	Wireless Network Management Capability shall be present if dot11WirelessManagementImplemented is true.

	
	
	


7.3.1.11 Action field

Insert the following new row into table 19a and update the reserved value as shown:

Table 19a—Category values

	Name
	Value
	See clause

	Wireless Network Management 
	x
	7.4.6

	Reserved
	(x+1)–127
	—


7.3.2 Information Elements

Insert Element ID x, and TBD into Table 20 and change the Reserved row accordingly: 

Table 20—Element IDs

	Information Element
	Element ID

	Wireless Network Management Capability
	x

	Event Log Request
	x+1

	Event Log Report
	x+2

	Diagnostic Request
	x+3

	Diagnostic Report
	x+4

	Reserved
	x+5, 255

	
	


7.3.2.21 Measurement Request element

Change Table 20b in 7.3.2.21 as follows:

Table 20b—Measurement Type definitions for measurement requests

	Name
	Measurement Type
	Measurement Use

	Basic Request
	0
	Spectrum Management

	Clear Channel Assessment (CCA) request
	1
	

	Receive power indication (RPI) histogram request
	2
	

	Channel load request
	3
	Radio Resource Measurement

	Noise histogram request
	4
	

	Beacon request
	5
	

	Frame request
	6
	

	STA statistics request
	7
	Radio Resource Measurement & Wireless Network Management

	LCI request
	8
	Radio Resource Measurement

	QoS metrics request
	9
	Radio Resource Measurement & Wireless Network Management

	Multicast Diagnostics
	10
	Wireless Network Management

	Reserved
	11-254
	N/A

	Measurement Pause request
	255
	Radio Resource Measurement


7.3.2.21.10 STA Statistics Request

Change Figure k11 in 7.3.2.21.10 as follows:

	
	
	
	
	

	
	Randomization Interval
	Measurement Duration
	Group Identity
	Triggered Reporting (optional)

	Octets:
	2
	2
	1
	variable


Figure k11—Measurement Request field format for a STA Statistics Request

Change Table k4 in 7.3.2.21.10 as follows:

Table k4—Group Identity for a STA Statistics Request

	Statistics Group Name
	Group Identity

	STA Counters from dot11CountersTable
	0

	BSS Load as described in 7.3.2.29
	1

	RSNA Counters
	2

	Reserved
	3 – 255


Insert the following at end of subclause 7.3.2.21.10:

The Triggered Reporting field is used to specify trigger conditions and thresholds for triggered STA Statistics measurements. It is only present when setting up triggered reporting for Statistics Groups STA Counters from dot11CountersTable or RSNA Counters. See 11.11.9.7.
The format of Triggered Reporting field for STA Counters is shown in Figure v1.

	
	
	
	
	
	

	
	STA Counter Trigger Condition
	dot11Failed
Threshold
	dot11Retry
Threshold
	dot11Multiple
Retry
Threshold
	dot11Frame
Duplicate
Threshold

	Octets:
	1
	2
	2
	2
	2

	
	
	
	
	
	

	
	dot11RTS
Failure
Threshold
	dot11ACK
Failure
Threshold
	dot11FCS
Error
Threshold
	Measurement Count
	Trigger Timeout

	
	2
	2
	2
	2
	2


Figure v1—Triggered Reporting Field for STA Counters

STA Counter Trigger Condition is a bit-field that specifies reporting triggers when requesting triggered STA Statistics reporting. The format of STA Counter Trigger Condition is shown in Figure v2.

	
	
	
	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4
	B5
	B6
	B7

	
	dot11Failed
	dot11Retry
	dot11Multiple
Retry 
	dot11Frame
Duplicate
	dot11RTS
Failure
	dot11ACK
Failure
	dot11FCS
Error
	Reserved

	Bits
	1
	1
	1
	1
	1
	1
	1
	1


Figure v2 — STA Counter Trigger Condition field 

· Each bit in the STA Counter Trigger Condition field is set to 1 to request that a STA Statistics Report be generated when the corresponding STA counter defined in Figure k25 (in 7.3.2.22.10) increases by a value greater than or equal to the value of the corresponding STA counter threshold in Figure v1, within the total number of MSDUs given in Measurement Count. One or more trigger conditions may be set with specified thresholds.
The Trigger Timeout field contains a value in units of 100 TU during which a measuring STA shall not generate further triggered STA Statistics Reports after a trigger condition has been met.

The Measurement Count field contains a number of MSDUs used in determining trigger thresholds as described above.
The format of Triggered Reporting field for RSNA Counters is shown in Figure v3.

	
	
	
	
	
	
	

	
	RSNA Trigger Condition
	dot11RSNAStats
TKIPICVErrors Threshold
	dot11RSNA
StatsTKIPLocal
MICFailures Threshold
	dot11RSNA
StatsTKIPRemote
MICFailures Threshold
	dot11RSNAStats
CCMPReplays Threshold
	dot11RSNA
StatsCCMP
DecryptErrors Threshold

	Octets:
	2
	2
	2
	2
	2
	2

	
	
	
	
	
	
	

	
	dot11RSNAStats
TKIPReplays Threshold
	dot11RSNAStats
Broadcast
MICErrors Threshold
	Measurement Count
	Trigger Timeout
	
	

	Octets:
	2
	2
	2
	2
	
	

	
	
	
	
	
	
	


Figure v3—Triggered Reporting Field for RSNA Counters

RSNA Trigger Condition is a bit-field that specifies reporting triggers when requesting triggered STA Statistics reporting. The format of Trigger Condition is shown in Figure v4.

	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4

	
	RSNAStats
TKIPICV
	RSNA
StatsTKIP
LocalMIC
	RSNA
StatsTKIP
RemoteMIC
	RSNAStats
CCMPReplays
	RSNA
StatsCCMP
Decrypt

	Bits:
	1
	1
	1
	1
	1

	
	
	
	
	
	

	
	B5
	B6
	B7-B15
	
	

	
	RSNAStats
TKIPReplays
	RSNAStats
BroadcastMIC
	Reserved
	
	

	Bits:
	1
	1
	9
	
	

	
	
	
	
	
	


Figure v4— RSNA Trigger Condition field 

· Each bit in the Trigger Condition field is set to 1 to request that a STA Statistics Report be generated when the corresponding RSNA Error or Failure counter defined in Figure v8 (see 7.3.2.22.10) increases by a value grater than or equal to the value of the corresponding RSNA Failure Threshold in Figure v3 within the total number of MSDUs given in Measurement Count. One or more trigger conditions may be set with specified thresholds.
The Trigger Timeout field contains a value in units of 100 TU during which a measuring STA shall not generate further triggered STA Statistics Reports after a trigger condition has been met.

The Measurement Count field contains a number of MSDUs to be used in determining trigger thresholds as described above.

Insert the following clause after 7.3.2.21.12

7.3.2.21.13 Multicast Diagnostics Request

The Measurement Request field corresponding to a Multicast Diagnostics Request is shown in Figure v5. The response to a Multicast Diagnostics Request is a Multicast Diagnostics Report.

	
	
	
	
	

	
	Randomization Interval
	Measurement Duration
	Multicast MAC Address
	Multicast Triggered Reporting (optional)

	Octets:
	2
	2
	6
	3


Figure v5—Measurement Request field format for a 
Multicast Diagnostics Request

Randomization Interval shall be set to the desired maximum random delay in the measurement start time, expressed in TUs. The use of Randomization Interval is described in 11.11.3. Randomization Interval is not used and shall be set to 0 when requesting triggered Multicast diagnostics.

Measurement Duration shall be set equal to the duration of the requested measurement, expressed in TUs. Requested Measurement Duration for a Multicast Diagnostics Report shall always be an integral number of beacon intervals. When setting up a triggered multicast diagnostics alert, Measurement Duration is not used and shall be set to 0.

Multicast MAC Address contains the MAC address of the multicast traffic (the multicast group) to which the request relates. Multicast MAC address may also be set to the broadcast address to request diagnostic reporting on broadcast traffic.

The Multicast Triggered Reporting field is used to specify trigger conditions and thresholds. It is only present when setting up triggered management diagnostic reporting. The Multicast Triggered Reporting field is as shown in Figure v6.

	
	
	
	

	
	Multicast Trigger Condition
	Report Timeout
	Trigger Timeout

	Octets:
	1
	1
	1


Figure v6—Multicast Triggered Reporting field

Multicast Trigger Condition is a bit-field that specifies reporting triggers for triggered management diagnostic reporting. The format of Multicast Trigger Condition is shown in Figure v7.

	
	
	
	

	
	B0
	B1
	B7

	
	Report Timeout
	Reserved

	Bits:
	1
	6


Figure v7 —Multicast Trigger Condition field

· Report Timeout is set to 1 to request that a Multicast Triggered Report be generated when no multicast frames with the monitored multicast or broadcast address are received in a time that equals to value given in Report Timeout Field. 

The Report Timeout field contains a time value in units of 10 TU to be used as the threshold value for the Report Timeout trigger condition.

The Trigger Timeout field contains a value in units of 100 TU during which a measuring STA shall not generate further Multicast Triggered Reports after a trigger condition has been met.

7.3.2.22 Measurement Report element

Change Table 20c in 7.3.2.22 as follows:

Table 20c—Measurement Type definitions for measurement reports

	Name
	Measurement Type
	Measurement Use

	Basic report
	0
	Spectrum Management

	Clear Channel Assessment (CCA) report
	1
	

	Receive power indication (RPI) histogram report
	2
	

	Channel load report
	3
	Radio Resource Measurement

	Noise histogram report
	4
	

	Beacon report
	5
	

	Frame report
	6
	

	STA statistics report
	7
	Radio Resource Measurement & Wireless Network Management

	LCI report
	8
	Radio Resource Measurement

	QoS metrics report
	9
	Radio Resource Measurement & Wireless Network Management

	Multicast Diagnostics
	10
	Wireless Network Management

	Reserved
	11-255
	N/A


7.3.2.22.10 STA Statistics Report

Change Figure k24 in 7.3.2.22.10 as follows:

	
	
	
	

	
	Measurement Duration
	Statistics Group Data
	Reporting Reason

	Octets:
	2
	Variable
	Variable


Figure k24—Measurement Report field format for a STA Statistics Report

Insert a new row into table k8 as shown below:
Table k8—Group Identity for a STA Statistics Report

	Group Identity Requested
	Statistics Returned

	2
	dot11RSNAStatsTKIPICVErrors (Counter32)
dot11RSNAStatsTKIPLocalMICFailures (Counter32)
dot11RSNAStatsTKIPRemoteMICFailures (Counter32)
dot11RSNAStatsCCMPReplays (Counter32)
dot11RSNAStatsCCMPDecryptErrors (Counter32)
dot11RSNAStatsTKIPReplays (Counter32)
dot11RSNAStatsBroadcastMICErrors (Counter32)

	3– 255
	None


Insert the following text at the end of 7.3.2.22.10:

The format of the Measurement Report field for RSNA Counters Group is shown in Figure v8
	
	
	
	
	
	

	
	dot11RSNAStats
TKIPICVErrors
	dot11RSNA
StatsTKIPLocal
MICFailures
	dot11RSNA
StatsTKIPRemote
MICFailures
	dot11RSNAStats
CCMPReplays
	dot11RSNA
StatsCCMP
DecryptErrors

	Octets:
	4
	4
	4
	4
	4

	
	
	
	
	
	

	
	dot11RSNAStats
TKIPReplays
	dot11RSNAStats
Broadcast
MICErrors
	
	
	

	Octets:
	4
	4
	
	
	

	
	
	
	
	
	


Figure v8— Measurement Report field format for RSNA Counters Group

The Reporting Reason field is a bit field indicating the reason that the measuring STA sent the STA Statistics report. It is only present if Statistics Group Name is STA Counters from dot11CountersTable or RSNA Counters.

The Reporting Reason field for STA Counters is shown in Figure v9.

	
	
	
	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4
	B5
	B6
	B7

	
	dot11Failed
	dot11Retry
	dot11Multiple
Retry 
	dot11Frame
Duplicate
	dot11RTS
Failure
	dot11ACK
Failure
	dot11FCS
Error
	Reserved


	Bits
	1
	1
	1
	1
	1
	1
	1
	1


Figure v9—Reporting Reason field for STA Counters

The Reporting Reason field for RSNA Counters is shown in Figure v10.

	
	B0
	B1
	B2
	B3
	B4

	
	RSNAStats
TKIPICV
	RSNA
StatsTKIP
LocalMIC
	RSNA
StatsTKIP
RemoteMIC
	RSNAStats
CCMPReplays
	RSNA
StatsCCMP
Decrypt

	Bits:
	1
	1
	1
	1
	1

	
	
	
	
	
	

	
	B5
	B6
	B7-B15
	
	

	
	RSNAStats
TKIPReplays
	RSNAStats
BroadcastMIC
	Reserved
	
	

	Bits:
	1
	1
	9
	
	

	
	
	
	
	
	


Figure v10—Reporting Reason field for RSNA Counters

In a requested STA Statistics Report, all bit fields in the Reporting Reason field are set to 0.

Insert the following clause after 7.3.2.22.12

7.3.2.22.13 Multicast Diagnostics Report

The format of the Measurement Report field of a Multicast Diagnostics report is shown in Figure v11.

	
	
	
	
	
	

	
	Measurement Start Time
	Measurement Duration
	Multicast MAC Address
	Multicast Reporting Reason
	Multicast Received MSDU Count

	Octets:
	1
	2
	6
	1
	4


Figure v11—Measurement Report field 
format for a Multicast Diagnostics Report

The Measurement Start Time shall be set to the value of the STA TSF timer at the time the measurement started. For a triggered Multicast Diagnostics report, this shall be the TSF value at the reporting STA when the trigger condition was met.

Measurement Duration shall be set equal to the duration over which the Multicast Diagnostics Report was measured, expressed in TUs. Reported Measurement Duration for a Multicast Diagnostics Report shall always be an integral number of beacon intervals due to the measurement process. Measurement Duration is not used in triggered diagnostics reporting and shall be set to 0.

Multicast MAC Address contains the MAC address of the multicast traffic (the multicast group) to which the report relates.

The Multicast Reporting Reason field is a bit field indicating the reason that the measuring STA sent the Multicast Diagnostics report. The Multicast Reporting Reason field is shown in Figure v12.

	
	
	
	

	
	B0
	B1
	B7

	
	Report Timeout Trigger
	Reserved

	Bits:
	1
	6


Figure v12—Multicast Reporting Reason field

· The Report Timeout Trigger bit set to 1 indicates that Multicast Diagnostics Report was generated as a triggered report due to the Report Timeout trigger.

The Multicast Received MSDU Count contains the total number of multicast MSDUs for the Multicast MAC Address that were received during the Measurement Duration. For a triggered multicast diagnostics measurement this shall be the total number of frames received with the indicated Multicast MAC Address.

In a requested Multicast STA Performance Report, all bit fields in the Reporting Reason field are set to 0.

Insert the following new clauses after 7.3.2.31

7.3.2.32 Wireless Network Management Capability Information element

The Wireless Network Management Capability Information element contains information about the wireless network management capabilities of a STA. The information field is two octets in length and contains the Wireless Network Management Capabilities field as shown in Figure v13.

	
	
	
	

	
	Element ID
	Length
	Wireless Network Management Capabilities

	Octets:
	1
	1
	2


Figure v13—Wireless Network Management Capability Information element format

The Wireless Network Management Capabilities field is a bit field indicating the advertised management capabilities of the STA. The Wireless Network Management Capabilities field is shown in Figure v14.

	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B15

	
	Multicast
	Event Log 
	Diagnostics Channel
	Reserved

	Bits:
	1
	1
	1
	12


Figure v14—Wireless Network Management Capabilities

· The Multicast bit set to 1 indicates the STA supports Multicast diagnostics as described in 11.15.1.1. The Multicast bit set to 0 indicates that the STA does not support this service.

· The Event Log bit set to 1 indicates the STA supports Event Log diagnostics as described in 11.15.2. The Event Log bit set to 0 indicates that the STA does not support this service.

· The Diagnostics Channel bit set to 1 indicates the STA supports Diagnostics Channel as described in 11.15.3. The Diagnostics Channel bit set to 0 indicates that the STA does not support this service.

· All other bits are reserved and shall be set to 0 on transmission and ignored on reception

The lack of a Wireless Network Management Capability element shall be interpreted as the STA having no advertised Wireless Network Management Capabilities.

7.3.2.33 Event Log Request element

The Event Log Request element contains a request that the receiving STA undertake the specified event log report action. It contains the triggers for the events to be reported when STA gets triggered in certain problems or failure scenarios, and filters that specify the specific events to be reported. The format of the Event Log Request element is shown in Figure v15.

	
	
	
	
	
	

	
	Element ID
	Length
	Even Log Token
	Event Log Type
	Event Log Request

	Octets:
	1
	1
	1
	1
	variable


Figure v15— Event Log Request element format

The Element ID field is equal to the Event Log Request value in Table 20.

The value of the Length field is variable and depends on the length of the Event Log Request field. The minimum value of the Length field is 2 (based on a minimum length for the Event Log Request field of 0 octets).
The Event Log Token shall be set to a nonzero number that is unique among the Event Log Request elements sent to each destination MAC address for which a corresponding Event Log Report element has not been received.

The Event Log Type shall be set to a number that identifies an event log request or event log report. The Event Log  Types that have been allocated for event log requests are shown in Table v1 and event log reports are shown in Table v3 (in 7.3.2.34).
Table v1- Event Log Type Definitions for Event Log Request 
	Name
	Event Log Type

	Transition Event Log Request
	0

	RSNA Event Log Request
	1

	Direct Link Event Log Request
	2

	System Log (Syslog) Request
	3

	Reserved
	4 – 255


The Event Log Request field contains the specification of the event log request corresponding to the Event Log Type as described in 7.3.2.33.1 through 7.3.2.33.3. The Event Log Request field is not present when requesting a Syslog report. The Event Log Request field is only present when requesting an alerting event log report or filtering event log report. 
The Event Log Request element is included in an Event Log Request frame as described in 7.4.6.1. The use of Event Log Request element and frames is described in 11.15.2. 
7.3.2.33.1 Transition Event Log Request 

The Event Log Request field corresponding to Transition Event Log Request is shown in Figure v16. 

	
	
	
	
	
	
	

	
	Alert Condition
	Frequent Transition Count Threshold (optional)
	Transition Filter Condition
	Filter Target BSSID (optional)
	Filter Source BSSID (optional)
	Transition Time Threshold (optional)

	Octets:
	1
	1
	1
	6
	6
	2


Figure v16—Event Log Request field format for Transition Event Log 

Alert Condition is a bit-field that specifies reporting triggers when a requesting an alerting event log report. The format of Alert Condition is shown in Figure v17.

	
	
	
	

	
	B0
	B1
	B7

	
	Frequent Transition 
	Reserved

	Bits:
	1
	7


Figure v17 —Alert Condition field

· Frequent Transition bit (0) is set to 1 to request that an alerting event log report be generated when the total transition count during the five seconds is equal to the value given in Frequent Transition Count Threshold field. 

The Frequent Transition Count Threshold field contains a value representing the number of transition times during five seconds to be used as the trigger value for an alerting event log report. It shall only be present when Frequent Transition bit is set to “1”. 

Transition Filter Condition is a bit-field that specifies reporting filter conditions for Transition Event Log Reporting. The format of the Transition Filter Condition field is shown in Figure v18.

	
	
	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4
	B5
	B7

	
	Target BSSID 
	Source BSSID 
	Transition Time
	Failed Transition 
	Succeeded Transition
	Reserved

	Bits:
	1
	1
	1
	1
	1
	3


Figure v18—Transition Filter Condition field

· Target BSSID is set to 1 to request that a Transition Event Log Report includes the transition event entry only the Target BSSID is equal to the Filter Target BSSID. 

· Source BSSID is set to 1 to request that a Transition Event Log Report includes the transition event entry only the Source BSSID is equal to the Filter Source BSSID. 

· Transition Time is set to 1 to request that a Transition Event Log Report includes the transition event entry only the Transition Time is greater than or equal to the Transition Time Threshold. 

· Failed Transition is set to 1 to request that a Transition Event Log Report includes the transition event entry only the Transition Result value is non-zero. 

· Succeeded Transition is set to 1 to request that a Transition Event Log Report includes the transition event entry only the Transition Result value is zero.

If all of the bits in the Transition Filter Condition field are set to 0, the reporting STA shall report all events according to the requested event log type.
The Filter Target BSSID field shall contain a 6-byte BSSID representing the address of the AP to be used as the filter value for the Target BSSID filter condition. It shall only be present when the Target BSSID bit is set to 1
The Filter Source BSSID field shall contain a 6-byte BSSID representing the address of the AP to be used as the filter value for the Source BSSID filter condition. It shall only be present when the Source BSSID bit is set to 1.
The Transition Time Threshold field contains a value representing the number of Transition time to be used as the threshold value for the Transition Time filter condition in milliseconds. It shall only be present when the Transition Time bit is set to 1.
7.3.2.33.2 RSNA Event Log Request 

The Event Log Request field corresponding to RSNA Event Log Request is shown in Figure v19.

	
	
	
	

	
	RSNA Filter Condition
	Filter Target BSSID (optional)
	Filter Auth Type (optional)

	Octets:
	1
	6
	1


Figure v19— The Event Log Request field format for RSNA Event Log 

RSNA Filter Condition is a bit-field that specifies reporting filter conditions for RSNA Event Log Reporting. The format of the RSNA Filter Condition field is shown in Figure v20.

	
	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4
	B7

	
	Target BSSID 
	Auth Type
	Failed RSNA 
	Succeeded RSNA
	Reserved

	Bits:
	1
	1
	1
	1
	4


Figure v20—RSNA Filter Condition field

· Target BSSID is set to 1 to request that a RSNA Event Log Report includes the RSNA event entry only the Target BSSID is equal to the Filter Target BSSID. 

· Auth Type is set to 1 to request that a RSNA Event Log Report includes the RSNA event entry only the Auth Type is equal to the Filter Auth Type.

· Failed RSNA is set to 1 to request that a RSNA Event Log Report includes the RSNA event entry only the RSNA Result value is non-zero. 

· Succeeded RSNA is set to 1 to request that a RSNA Event Log Report includes the RSNA event entry only the RSNA Result value is zero.

If all of bits in Filtering Reporting Condition field are set to 0, the reporting STA shall report all events according to the requested event log type.
The Filter Target BSSID field shall contain a 6-byte BSSID representing the address of the AP to be used as the filter value for the Target BSSID condition.
The Filter Auth Type field shall contain one of Auth Types described in Table v6 to be used as the filter value for the event log report.
7.3.2.33.3 Direct Link Event Log Request 

The Event Log Request field for a Direct Link Event Log Request is shown in Figure v21.

	
	
	
	

	
	Direct Link Filter Condition
	Filter Peer QSTA address (optional)
	Filter Connection Time (optional)

	Octets:
	1
	6
	2


Figure v21— Event Log Request field format for Direct Link Event Log 

Direct Link Filter Condition is a bit-field that specifies reporting filter conditions for Direct Link Event Log Reporting. The format of the Direct Link Filter Condition field is shown in Figure v22.

	
	
	
	
	

	
	B0
	B1
	B2
	B7

	
	Peer QSTA Address
	Connection Time
	Reserved

	Bits:
	1
	1
	6


Figure v22—Direct Link Filter Condition field

· Peer QSTA Address is set to 1 to request that a Direct Link Event Log Report includes the Direct Link event entry only whose peer QSTA address is equal to the MAC address in Filter Peer QSTA Address.
· Connection Time is set to 1 to request that a Direct Link Event Log Report includes the Direct Link event entry only whose connection time is greater than or equal to the Filter Connection Time.

If all of bits in the Direct Link Filter Condition field are set to 0, the reporting STA shall report all event log data according to the requested event log type.
The Filter Peer QSTA Address field shall contain a 6-byte MAC address representing the address of the QSTA to be used as the value for the Peer QSTA filter.

The Filter Connection Time field should contain the connection time in milliseconds to be used as the Connection Time filter value.

7.3.2.34 Event Log Report element

The Event Log Report element contains an Event log report. The format of the Event Log Report element is shown in Figure v23.
	
	
	
	
	
	
	
	

	
	Element ID
	Length
	Event Log Token
	Event Timestamp
	Event Log Type
	Event Log Status
	Event Log Report

	Octets:
	1
	1
	1
	8
	1
	1
	variable


Figure v23—Event Log Report element format

The Element ID field is equal to the Event Log Request value in Table 20.

The value of the Length field is variable and depends on the length of the Event Log Report field. The minimum value of the Length field is 11 (based on a minimum length for the Event Log Report field of 0 octets)

The Event Log Token field shall be set to the Event Log Token in the corresponding Event Log Request element.

The Event Timestamp field shall be set to the value of the STA TSF timer when the event was logged.

The Event Log Type shall be set to a number that identifies an event log request or event log report. The Event Log Types that have been allocated for event log request are shown in Table v2 (in 7.3.2.33) and event log reports are shown in Table v3.

Table v2- Event Log Type Definitions for Event Log Report 

	Name
	Event Log Type

	Transition Event Log Report
	0

	RSNA Event Log Report
	1

	Direct Link Event Log Report
	2

	System Log (Syslog) Report
	3

	Reserved
	4 - 255


The Event Log status shall be set to a value in Table v3, indicating the client’s response to the Diagnostic Request indicated by the Dialog Token.

Table v3—Event Log Status values
	Status Value
	Description

	0
	Successful

	1
	Fail

	2
	Refused

	3
	Incapable

	4–255
	Reserved


The Event Log Report field shall be null if there is no event or no event that meets the Filtered Reporting Condition if one or more  filtered reporting conditions are specified in the Event Log Request frame. Otherwise, it shall contain the specification of the event log report, as described in 7.3.2.34.1 through 7.3.2.34.4.

The Event Log Report element is included in an Event Log Report frame as described in 7.4.6.2. The use of Event Log Report element and frames is described in 11.15.3
7.3.2.34.1 Transition Event Log Report 

The format of the Event Log Report field corresponding to a Transition Event Log Report is shown in Figure v24.

	
	
	
	
	
	
	
	
	
	

	
	Source BSSID 
	Target BSSID
	Transition Time 
	Transition Reason
	Transition Result
	Source RCPI 
	Source RSNI
	Target RCPI
	Target RSNI

	Octets:
	6
	6
	2
	1
	2
	1
	1
	1
	1


Figure v24—Event Log Report format for Transition Event Log 

The Source BSSID field shall contain the 6-byte BSSID address of the associated AP prior to the attempted transition.

The Target BSSID field shall contain the 6-byte BSSID address of the AP that is the target of the attempted Transition.

The Transition Time field should contain the transition time in milliseconds. The transition time is defined as the difference from the last time a frame could have been transmitted on the source BSS to the time when a non-802.1x data frame can be attempted on the target BSS.

The Transition Reason field shall indicate the reason why a transition attempt occurred and shall contain one of the values in Table v4.

Table v4—Transition Reasons 

	Transition Reason Value
	Description

	0
	Unspecified

	1
	Normal roam, poor link (excessive retries, too much interference, RSSI too low, etc.)

	2
	Normal roam, load balancing

	3
	AP has insufficient capacity (TSPEC rejected)

	4
	Infrastructure directed roam

	5
	First association to WLAN

	6
	Roaming in from cellular or other WAN

	7
	Roaming out to cellular or other WAN

	8
	Normal roam, better AP found

	9
	Deauthenticated or Disassociated from the previous AP

	10
	AP failed 802.1X EAP Authentication

	11
	AP failed 802.1X 4-way handshake

	12
	Received too many replay counter failures

	13
	Received too many data MIC failures

	14
	Received too many management MIC failures

	15
	Exceeded maximum number of retransmissions

	16 - 255
	Reserved


The Transition Result field shall contain the result of the attempted transition and shall be one of the values specified in Table v5.

The Source RCPI indicates the received channel power of the most recently measured frame from the Source BSSID before STA reassociates to the Target BSSID. The Source RCPI is reported in dBm, as defined in the RCPI measurement clause for the PHY Type.

The Source RSNI indicates the received signal to noise indication of the most recently measured frame from the Source BSSID before STA reassociates to the Target BSSID. The Source RSNI is reported in dBm.

The Target RCPI indicates the received channel power of the first measured frame just after STA reassociates to the Target BSSID. The Target RCPI is reported in dBm, as defined in the RCPI measurement clause for the PHY Type.

The Target RSNI indicates the received signal to noise indication of the first measured frame just after STA reassociates to the Target BSSID. The Target RSNI is reported in dBm.
Table v5—Transition Result 

	Transition Result Value
	Description

	0
	Success

	1
	Unspecified failure

	2-9
	Reserved

	10
	Cannot support all requested capabilities in the Capability Information field

	11
	Reassociation denied due to inability to confirm that association exists

	12
	Association denied due to reason outside the scope of this standard

	13
	Responding station does not support the specified authentication algorithm

	14
	Received an Authentication frame with authentication transaction sequence number out of expected sequence

	15
	Authentication rejected because of challenge failure

	15
	Authentication rejected due to timeout waiting for next frame in sequence

	17
	Association denied because AP is unable to handle additional associated stations

	18
	Association denied due to requesting station not supporting all of the data rates in the BSSBasicRateSet parameter

	19
	Association denied due to requesting station not supporting the short preamble option

	20
	Association denied due to requesting station not supporting the PBCC Modulation option

	21
	Association denied due to requesting station not supporting the Channel Agility option

	22
	Association request rejected because Spectrum Management capability is required

	23
	Association request rejected because the information in the Power Capability element is unacceptable

	24
	Association request rejected because the information in the Supported Channels element is unacceptable

	25
	Association denied due to requesting station not supporting the Short Slot Time option

	26
	Association denied due to requesting station not supporting the DSSS-OFDM option

	27-39
	Reserved

	40
	Invalid information element

	41
	Invalid group cipher

	42
	Invalid pairwise cipher

	43
	Invalid AKMP

	44
	Unsupported RSN information element version

	45
	Invalid RSN information element capabilities

	46
	Cipher suite rejected per security policy

	47-50
	Reserved

	51
	Association denied because the ListenInterval is too large

	52-220
	Reserved

	221
	Vendor Specific

	222 - 6535
	Reserved


7.3.2.34.2 RSNA Event Log Report 

The format of the Event Log Report field corresponding to a RSNA Event Log Report is shown in Figure v25.

	
	
	
	
	

	
	Target BSSID
	RSN IE
	Auth Type
	RSNA Result

	Octets:
	6
	variable
	1
	1


Figure v25—Event Log Report format for RSNA Event Log 

The Target BSSID field shall contain the 6-byte BSSID address of the AP accepting the authentication attempt.

The RSN IE field shall contain the entire contents of the negotiated RSN IE at the time of the authentication attempt.

The Auth Type field shall contain the Auth Type in use at the time of the authentication attempt and shall be set to one of the values in Table v6.
Table v6 - EAP Types 

	Auth Type Value
	Description

	0
	Pre-shared KEY

	1
	LEAP

	2
	PEAP

	3
	PEAPv0

	4
	PEAPv1

	5
	EAP-MD5

	6
	EAP-SIM

	7
	EAP-TTLS

	8
	EAP-SIM

	9 - 255
	Reserved


The RSNA Result field shall contain the result of the RSNA establishment attempt and shall be set to one of the values in Table v7.

Table v7- RSNA Results

	RSNA Result
	Description

	0
	Success

	1
	Failure - Group Key Handshake timeout

	2
	Failure - Information element in 4-Way Handshake different from (Re)Association Request/Probe Response/Beacon frame

	3
	Failure - Invalid group cipher

	4
	Failure - Invalid pairwise cipher

	5
	Failure - Invalid AKMP

	6
	Failure - Unsupported RSN information element version

	7
	Failure - Invalid RSN information element capabilities

	8
	Failure - IEEE 802.1X authentication failed

	9
	Failure - Cipher suite rejected per security policy

	10 - 255
	Reserved


7.3.2.34.3 Direct Link Event Log Report 

The format of the Event Log Report field corresponding to a Direct Link Event Log Report is shown in Figure v26.

	
	
	

	
	Peer QSTA 
Address
	Connection Time

	Octets:
	6
	2


Figure v26 —Event Log Report format for Direct Link Event Log 

The Peer QSTA Address field shall contain the 6 byte MAC address of the Direct Link peer QSTA.

The Connection Time field should contain the connection time in milliseconds.  The transition time is defined as the difference from the first time a frame could have been transmitted between the reporting QSTA and Peer QSTA to the time of the direct link teardown. 

7.3.2.34.4 Syslog Event Log Report 

The format of the Event Log Report field corresponding to a Syslog Event Log Report is shown in Figure v27.
	
	

	
	Syslog Msg

	Octets:
	variable


Figure v27—Event Log Report format for Syslog Event Log 

The Syslog Msg field shall contain a Syslog message as described in RFC 3164 (The BSD syslog Protocol).

7.3.2.35 Diagnostic Request element

The Diagnostic Request element contains a request that the receiving STA undertake the specified diagnostics action. The format of Diagnostic Request element is shown in Figure v28.

	
	
	
	
	
	

	
	Element ID

	Length

	Diagnostic  Token
	Diagnostic  Request Type
	Diagnostic IEs

	Octets:
	1
	1
	1
	1
	variable


Figure v28—Diagnostic Request element format

The Element ID field is equal to the Event Log Request value in Table 20.

The value of the Length field is variable and depends on the length of the Diagnostic Request field. The minimum value of the Length field is 2 (based on a minimum length for the Diagnostic Request field of 0 octets)

The Diagnostic Token shall be set to a nonzero number that is unique among the Diagnostic Request elements sent to each destination MAC address for which a corresponding Diagnostic Report element has not been received.

The Diagnostic Request Type shall be set to a number that identifies a type of diagnostic request. The defined Diagnostic Request Types are shown in Table v8. 

Table v8—Diagnostic Request Type definitions
	Name
	Request Type Value

	Client Report
	0

	802.11 Authentication
	1

	Association
	2

	802.1X Authentication 
	3

	Reserved
	4 - 255


The Diagnostic IEs field shall contain zero or more Diagnostic Information Elements depending on the specific Diagnostic Request Type. The specific Diagnostic Information Elements required for each Diagnostic Request Type are described in sections 7.3.2.35.1 through 7.3.2.35.4. The individual Diagnostic Information Elements are described in section 7.3.2.35.5.
7.3.2.35.1 Client Report request

The Diagnostic Request field corresponding to a Client Report Diagnostic Request Type is shown in Table v8
Table v8—Client Report request contents

	Order
	Information

	1
	Client Report Group Type


7.3.2.35.2 802.11 Authentication request

The Diagnostic Request field corresponding to an 802.11 Authentication Request Type is shown in Table v9
Table v9—802.11 Authentication request contents

	Order
	Information

	1
	AP Descriptor

	2
	Profile ID


7.3.2.35.3 Association request

The Diagnostic Request field corresponding to an Association Request Type is shown in Table v10.

Table v10—Association request contents

	Order
	Information

	1
	AP Descriptor

	2
	Profile ID


7.3.2.35.4 802.1X Authentication request

The Diagnostic Request field corresponding to an 802.1X Authentication Request Type is shown in Table v11.

Table v11—Authentication request contents

	Order
	Information

	1
	AP Descriptor

	2
	EAP Method

	3
	802.1X credentials

	4
	Profile ID


7.3.2.35.5 Diagnostic Information Element descriptions

The following sections describe the various Diagnostic Information Elements that may be included in Diagnostic Elements field of a Diagnostic Request element or a Diagnostic Report element. The format of a Diagnostic element is shown in Figure v29.
	
	
	
	

	
	Diagnostic Element ID
	Length
	Diagnostic Information Element Contents

	Octets:
	2
	2
	Variable


Figure v29—Diagnostic Request IE format
The Diagnostic Element ID field indicates the Diagnostic Information Element type and shall be set to any allocated value in Table v9.

The Length field shall be set to total length of the element minus Element ID and Length fields.
The Diagnostic Information Element Contents field carries the content specifics of an individual element type and is described in the subsections that follow.  

Table v12—Diagnostic Request Element ID Values 

	Value
	Description

	0
	AP descriptor

	1
	802.1X credentials

	2
	Profile ID

	3
	Manufacturer OUI

	4
	Manufacturer ID string

	5
	Manufacturer model string

	6
	Manufacturer serial number string

	7
	Radio type

	8
	Firmware Version

	9
	MAC address

	10
	Antenna Type

	11
	Antenna gain

	12
	Radio channels

	13
	Data Rates

	14
	SSID

	15
	Device name

	16
	Device Type

	17
	Tx power levels 

	18
	Data rates  

	19
	Encryption type

	20
	Authentication type

	21
	EAP Method

	22
	Key Management

	23
	Power Save Mode

	24
	Status Code

	25
	Vendor Specific Option

	26-65355
	Reserved


7.3.2.35.5.1 AP Descriptor

The format of the AP descriptor is described in Figure v30.
	
	
	
	

	
	BSSID
	Channel Number
	Regulatory Class

	Octets:
	6
	1
	1


Figure v30—AP descriptor 

The BSSID field is a 6-byte field as described in 7.1.3.3.3 that identifies the BSS of the AP Descriptor.

The Channel Number field indicates the current operating channel of the AP represented by the BSSID in the AP Descriptor.

The Regulatory Class field contains an enumerated value from Annex J specifying the frequency band in which the Channel Number is valid.
7.3.2.35.5.2 802.1X Credentials

The format for the 802.1X credentials is shown in Figure v31.
	
	

	
	Credentials

	Octets:
	1


Figure v31—802.11 credentials format

The Credentials field indicates the type of credential. The valid values for this field are shown in Table v13.

Table v13—802.1X Credential Type Values

	Value
	Description

	0
	Pre-shared key

	1
	Username and password

	2
	X.509 certificate

	3
	Other certificate

	4
	One time password

	5
	SecureID token

	6–254
	Reserved

	255
	None


7.3.2.35.5.3 Profile ID

The format for the Profile ID is shown in Figure v32
	
	

	
	Profile ID

	Octets:
	1


Figure v32—Current Profile Indication format

The Profile ID field contains a profile indication that matches a Profile ID from a Client Profile.

7.3.2.35.5.4 Client Report Group Type

The format for the Client Report Group Type is shown in Figure v33.
	
	

	
	Group Type

	Octets:
	1


Figure v33—Client Report Group Type format

The Client Report Group Type is a one byte field that indicates the type of information to be reported in the Client Report and shall be set to any of the allocated values in Table v14.

Table v14—Client Report Group Type definitions

	Client Report Group Type
	Value

	Manufacturer Information
	0

	Operating Parameters
	1

	Capabilities
	2

	Configuration Profile
	3

	Reserved
	4 – 255


7.3.2.35.5.5 Manufacturer OUI

The format for the Manufacturer OUI is shown in Figure v34.
	
	

	
	OUI

	Octets:
	3


Figure v34—Manufacturer OUI format

The OUI field contains an Organizational Unique Identification, the first 24-bits of the network connected device, which indicate the specific vendor for that device.

7.3.2.35.5.6 Manufacturer ID String 

The format for the Manufacturer ID string is shown in Figure v35.
	
	

	
	ID

	Octets:
	variable


Figure v35—Manufacturer ID string format

The ID field contains an ASCII string indicating the manufacturer identifier of the wireless network adaptor.

7.3.2.35.5.7 Manufacturer Model String 

The format for the Manufacturer model string is shown in Figure v36.
	
	

	
	Model

	Octets:
	variable


Figure v36—Manufacturer model string format
The Model field contains an ASCII string indicating the model of the wireless network adaptor.

7.3.2.35.5.8 Manufacturer Serial Number String

The format for the Manufacturer serial number string is shown in Figure v37.
	
	

	
	Serial Number

	Octets:
	variable


Figure v37—Manufacturer ID string format

The Serial Number field contains an ASCII string indicating the serial number of the wireless network adaptor.

7.3.2.35.5.9 Radio Type

The format for the Radio Type is shown in Figure v38.
	
	

	
	Radio Type

	Octets:
	1


Figure v38—Manufacturer ID string format
The Radio Type field contains the type of radio in use by the wireless network adaptor and shall be set to one of the values in Table v15.

Table v15—Radio Types
	Radio Type
	Value

	Unused
	0

	FHSS
	1

	DSSS
	2

	IRBASEBAND
	3

	OFDM
	4

	HRDSSS
	5

	ERP
	6

	Reserved
	7-255


7.3.2.35.5.10 Firmware Version

The format for the Firmware Version is shown in Figure v39.
	
	

	
	Firmware Version

	Octets:
	variable


Figure v39—Firmware Version format
This Firmware Version field contains an ASCII string identifying the version of firmware currently installed on the wireless network adaptor.
7.3.2.35.5.11 MAC Address

The format for the MAC address is shown in Figure v40.
	
	

	
	MAC Address

	Octets:
	6


Figure v40—MAC address format
This MAC Address field contains the 48-bit IEEE 802 MAC address of the wireless client adaptor.
7.3.2.35.5.12 Antenna Type

The format for the Antenna Type is shown in Figure v41.
	
	

	
	Antenna Type

	Octets:
	1


Figure v41—Antenna Type format

The Antenna Type field contains the type of antenna connected to the wireless network adaptor and shall be set to one of the values in Table v16.
Table v16—Antenna Types
	Antenna Type
	Value

	Omni-directional collinear
	0

	Omni-directional diversity
	1

	Omni-directional other
	2

	Directional yagi
	3

	Directional panel
	4

	Directional sector
	5

	Directional other
	6

	Unknown
	7

	Reserved
	8-255


7.3.2.35.5.13 Antenna Gain

The format for the Antenna gain is shown in Figure v42.
	
	

	
	Antenna Gain

	Octets:
	1


Figure v42—Antenna gain format
The Antenna Gain field contains the peak gain in dBi of the antenna for directional antennas and the average gain in dBi for omni-directional antennas connected to the wireless network adaptor.
7.3.2.35.5.14 Radio Channels

The format for the Radio channels is shown in Figure v43.
	
	

	
	Radio Channels

	Octets:
	variable


Figure v43—Radio channels format

The Radio Channels field contains a list of one or more radio channel numbers. Each byte in the Radio Channels field represents an individual channel number.
7.3.2.35.5.15 TX Power
The format for the OS Tx Power is shown in Figure v44.
	
	
	

	
	Tx Power Mode
	Tx Power

	Octets:
	1
	variable


Figure v44—Tx Power format
Tx Power Mode: This field identifies the transmit power mode of the client STA and shall be set to one of the values in Table v17.

Table v17—Tx Power Modes
	Tx Power Mode
	Value

	Fixed
	0

	Automatic
	1

	Reserved
	2-32


If the Tx Power Mode field is set to be Fixed then this field contains one or more Tx Power values where each byte in the Tx Power field contains a 2’s complement value indicating a Tx Power level in dBm. If the Tx Power Mode field is not set to Fixed then this field shall be omitted.

7.3.2.35.5.16 Data Rates

The format for the Data Rates is shown in Figure v45.
	
	

	
	Data Rates

	Octets:
	variable


Figure v45—Data Rates format

The Data Rates field contains one or more Data Rate value. Each byte in the Data Rate field is encoded with an MSB set to a 1 to indicate that the data rate is in the basic rate set and the remaining 6 bit value multiplied by 0.5 Mbit/s to indicate the data rate.
7.3.2.35.5.17 Encryption Type

The format for the Encryption Type is shown in Figure v46.

	
	

	
	Encryption Type

	Octets:
	1


Figure v46—Encryption Type format

The Encryption Type field identifies the data encryption method and shall be set to one of the values in Table v18.
Table v18—Encryption definition
	Encryption
	Value

	None
	0

	WEP 40
	1

	WEP 104
	2

	TKIP
	3

	CKIP
	4

	AES-CCMP
	5

	Reserved
	6–254

	Unknown
	255


7.3.2.35.5.18 Authentication Type

The format for the Authentication Type is shown in Figure v47.
	
	

	
	Authentication Type

	Octets:
	1


Figure v47—Authentication Type format

The Authentication Type field identifies the authentication method and shall be set to one of the values in Table v19.

Table v19—Auth Method definition
	Auth Method
	Value

	None
	0

	Pre-Shared Key
	1

	EAP
	2

	Reserved
	3–254

	Unknown
	255


7.3.2.35.5.20 EAP Method

The format for the EAP method is shown in Figure v48.
	
	

	
	EAP method

	Octets:
	1


Figure v48—EAP method format

The EAP Method field contains a value that identifies a particular EAP method and shall be set to one of the values in Table v6.

7.3.2.35.5.21 Power Save Mode

The format for the Power Save Mode is shown in Figure v49.
	
	

	
	Power Save Mode

	Octets:
	1


Figure v49—Power Save Mode format

The Power Save Mode field indicates the type of power save configured on the wireless network adaptor and shall be set to one of the values in Table v20.

Table v20—Power Save Mode definition
	Power Save Mode
	Value

	Constantly Awake
	0

	Normal Power Save 
	1

	Max Power Save
	2

	U-APSD
	3

	S-APSD
	4

	Reserved
	5–254

	Unknown
	255


7.3.2.35.5.22 Status Code

The format for the Status Code is shown in Figure v50.
	
	

	
	Status Code

	Octets:
	1


Figure v50—Status Code format

The Status Code field shall contain the final 802.11 Status code received at the end of the applicable operation.

7.3.2.35.5.23 Key Management

The format for Key Management is shown in Figure v51.
	
	

	
	Key Management

	Octets:
	1


Figure v51—Key Management format

The Key Management field identifies the key management method and shall be set to one of the values in Table v21.

Table v21—Key Mgmt definition
	Key Mgmt
	Value

	None
	0

	Static WEP
	1

	Dynamic WEP
	2

	WPA
	3

	WPA+CCKM
	4

	WPA2
	5

	WPA2+CCKM
	6

	CCKM
	7

	Reserved
	8–254

	Unknown
	255


7.3.2.35.5.24 Vendor Specific Option

The format for Vendor Specific Option is shown in Figure v51.
	
	
	
	
	

	
	Option Name Len
	Option Name
	Option Value Len
	Option Value

	Octets:
	1
	variable
	1
	Variable


Figure v52—Vendor Specific format
The Option Name Len field shall be set to the length in bytes of the Option Name field.

The Option Nam field is an ASCII text string identifying the proprietary option name.

The Option Value Len field be set to the length in bytes of the Option Value field.

The Option Value field is an ASCII text string identifying the value of the proprietary option.
7.3.2.36 Diagnostic Report element

The Diagnostic Report element contains a Diagnostic report. The format of the Diagnostic Report element is shown in Figure v53.

	
	
	
	
	
	
	

	
	Element ID

	Length

	Diagnostic Token
	Diagnostic Report Type
	Diagnostic Status
	Diagnostic IEs

	Octets:
	1
	1
	1
	1
	1
	variable


Figure v53—Diagnostic Report element format

The value of the Length field is variable and depends on the length of the Diagnostic Report field. The minimum value of the Length field is 3.

The Diagnostic Token field shall be set to the Diagnostic Token in the corresponding Diagnostic Request element. The Diagnostic Report Type field shall be set to a number that identifies the Diagnostic report. Those Diagnostic Report Types that have been allocated are shown in Table v22.

Table v22—Diagnostic Report Definitions for Diagnostic Report Request

	Name
	Report Type Value

	Client Report
	0

	802.11 Authentication
	1

	Association
	2

	802.1X Authentication
	3

	Reserved
	4 – 255


The Diagnostic Report field shall contain the results of the diagnostic request as described in sections 7.3.2.36.1 through 7.3.2.36.4
The Diagnostic Status field shall be set to a value in Table v23, indicating the client’s response to the Diagnostic Request indicated by the Dialog Token.

Table v23—Diagnostic Status values
	Status Value
	Description

	0
	Successful

	1
	Fail

	2
	Refused

	3
	Incapable

	4-255
	Reserved


The Diagnostic IEs field shall contain zero or more Diagnostic Information Elements depending on the specific Diagnostic Report Type. The specifications of the specific Diagnostic Information Elements required for each Diagnostic Report Type are described in sections 7.3.2.36.1 through 7.3.2.36.4. The individual Diagnostic Information Elements are described in section 7.3.2.35.5.

7.3.2.36.1 Client Report 

The Diagnostic IEs field corresponding to a Client Report is populated differently depending on the Client Report Group Type element that was included in the Client Report Diagnostic Request element.

The Diagnostic IEs field corresponding to a Diagnostic Report element of type Client Report with a Client Report Group Type of Manufacturer Information is shown in Table v24.

Table v24—Client Report for Group Type Manufacturer Information contents

	Order
	Information

	1
	Manufacturer OUI

	2
	Manufacturer ID string

	3
	Manufacturer model string

	4
	Manufacturer serial number string

	5
	Radio type

	6
	Firmware Version

	7
	MAC address

	8
	Antenna Type

	9
	Antenna gain

	10
	Vendor Specific Option


The Diagnostic IEs field corresponding to a Diagnostic Report element of type Client Report with a Client Report Group Type of Operating Parameters is shown in Table v25.

Table v25—Client Report for Group Type Operating Parameters contents

	Order
	Information

	1
	MAC Address

	2
	Radio channels

	3
	Tx Power

	4
	Data Rates

	5
	SSID

	6
	Device name

	7
	Device Type

	8
	Data rates  

	9
	Encryption type

	10
	Authentication type

	11
	EAP Method

	12
	Key Management

	13
	Profile ID

	14
	Vendor Specific Option


The Diagnostic IEs field corresponding to a Diagnostic Report element of type Client Report with a Client Report Group Type of Capabilities is shown in Table v26.

Table v26—Client Report for Group Type Capabilities contents

	Order
	Information

	1
	Radio channels

	2
	Tx Power

	3
	Data Rates

	4
	Data rates  

	5
	Encryption type

	6
	Authentication type

	7
	EAP Method

	8
	Key Management

	9
	Vendor Specific Option


The Diagnostic IEs field corresponding to a Diagnostic Report element of type Client Report with a Client Report Group Type of Configuration Profile is shown in Table v27.

Table v27—Client Report for Group Type Configuration Profile contents

	Order
	Information

	1
	Radio channels

	2
	Tx Power

	3
	Data rates  

	4
	Encryption type

	5
	Authentication type

	6
	EAP Method

	7
	Key Management

	8
	SSID

	9
	Profile ID

	10
	Vendor Specific Option


7.3.2.36.2 802.11 Authentication Report

The Diagnostic IEs field corresponding to a Diagnostic Report element of type 802.11 Authentication Report is shown in Table v28.

Table v28—802.11 Authentication Report contents

	Order
	Information

	1
	AP Descriptor

	2
	Status Code


7.3.2.36.3 Association Report

The Diagnostic IEs field corresponding to a Diagnostic Report element of type Association Report is shown in Table v29.

Table v29—Association Report contents

	Order
	Information

	1
	AP Descriptor

	2
	Status Code


7.3.2.36.4 802.1X Authentication Report

The Diagnostic IEs field corresponding to a Diagnostic Report element of type 802.1X Authentication Report is shown in Table v30.

Table v30—802.1X Authentication Report contents

	Order
	Information

	1
	AP Descriptor

	2
	EAP Method

	3
	Credential Type

	4
	Status Code


Insert the following after clause 7.4.5:

7.4 Action frame format details

7.4.6 Wireless Network Management action details

Several Action frame formats are defined for Wireless Network Management purposes. An Action field, in the octet field immediately after the Category field, differentiates the formats. The Action field values associated with each frame format are defined in Table v31. 

Table v31—Wireless Network Management Action field values

	Action field value 
	Description

	0
	Event Log Request

	1
	Event Log Report

	2
	Diagnostic Request

	3
	Diagnostic Report


7.4.6.1 Event Log Request frame format

The Event Log Request frame uses the Action frame body format and is transmitted by a STA to request another STA to report one or more event logs or to set Event Log alert conditions. The format of the frame is shown in Figure v54.

	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Event Log Request Element

	Octets:
	1
	1
	1
	variable


Figure v54—Event Log Request frame body format 

The Category field shall be set equal to the value indicating the Wireless Network Management category, as specified in Table 19a in 7.3.1.11 

The Action field shall be set equal to the value indicating Event Log Request frame, as specified in Table v31 in 7.4.6.
The Dialog Token field shall be set to a nonzero value chosen by the STA sending the event log request to identify the request/report transaction.

The Event Log Request Element field shall contain one or more of the Event Log Request elements described in 7.3.2.33. The number and length of the Event Log Request elements in an Event Log Request frame is limited by the maximum allowed MMPDU size.

7.4.6.2 Event Log Report frame format

The Event Log Report frame uses the Action frame body format and is transmitted by a STA in response to an Event Log Request frame or reporting alert condition. The format of the Event Log Report frame body is shown in Figure v55.

	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Event Log Report Elements 

	Octets:
	1
	1
	1
	Variables


Figure v55— Event Log Report frame body format 

The Category field shall be set equal to the value indicating the Management category, as specified in Table 19a in 7.3.1.11. 

The Action field shall be set equal to the value indicating Event Log Report, as specified in Table v31 in 7.4.6.
The Dialog Token field shall be set to the value in any corresponding Event Log Request frame. If the Log Report frame is not being transmitted in response to an Event Log Request frame, then the Dialog token shall be set to 0.
The Event Log Report Elements field shall contain one or more of the Event Log Report elements described in 7.3.2.34. The number and length of the Event Log Report elements in an Event Log Report frame is limited by the maximum allowed MMPDU size.
7.4.6.3 Diagnostic Request frame format

The Diagnostic Request frame uses the Action frame body format and is transmitted by a STA requesting another STA to execute a diagnostic test. The format of the frame is shown in Figure v56.

	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Diagnostic Request Elements

	Octets:
	1
	1
	1
	variable


Figure v56—Diagnostic Request frame body format 

The Category field shall be set equal to the value indicating the Wireless Network Management category, as specified in Table 19a in 7.3.1.11 

The Action field shall be set equal to the value indicating Diagnostic Request frame, as specified in Table v31 in 7.4.6.
The Dialog Token field shall be set to a nonzero value chosen by the STA sending the Diagnostic request to identify the request/report transaction.

The Diagnostic Request Elements field shall contain one or more of the Diagnostic Request elements described in 7.3.2.35. The number and length of the Diagnostic Request elements in a Diagnostic Request frame is limited by the maximum allowed MMPDU size.

7.4.6.4 Diagnostic Report frame format

The Diagnostic Report frame uses the Action frame body format transmitted by a STA in response to a Diagnostic Request frame. The format of the Diagnostic Report frame body is shown in Figure v57.

	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Diagnostic Report Elements 

	Octets:
	1
	1
	1
	Variables


Figure v57—Diagnostic Report frame body format 

The Category field shall be set equal to the value indicating the Management category, as specified in Table 19a in 7.3.1.11. 

The Action field shall be set equal to the value indicating Diagnostic Report, as specified in Table v31 in 7.4.6.
The Diagnostic field shall be set to the value in any corresponding Diagnostic Request frame. 
The Diagnostic Report Elements field shall contain one or more of the Diagnostic Report elements described in 7.3.2.36. The number and length of the Diagnostic Report elements in a Diagnostic Report frame is limited by the maximum allowed MMPDU size.

10. Layer management

10.3 MLME SAP Interface

Change 10.3.6 as follows:

10.3.6 Associate

10.3.6.1 MLME-ASSOCIATE.request

10.3.6.1.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-ASSOCIATE.request
(
PeerSTAAddress,
AssociateFailureTimeout,
CapabilityInformation,
ListenInterval,
Supported Channels,
RSN Information Element,
QoSCapability,
WirelessManagementCapabilities
)

Insert the following row at the end of the parameter table

	
	
	
	

	Name
	Type
	Valid Range
	Description

	WirelessManagementCapabilities
	As defined in the Wireless Network Management Capabilities element
	As defined in the Wireless Network Management Capabilities element
	Specifies the Wireless Network Management capabilities of the non-AP STA. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true.


10.3.6.3 MLME-ASSOCIATE.indication

10.3.6.3.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-ASSOCIATE.indication
(
PeerSTAAddress,
RSN Information Element,
CapabilityInformation,
Supported Rates,
QoSCapability,
WirelessManagementCapabilities
)

Insert the following row at the end of the parameter table

	
	
	
	

	Name
	Type
	Valid Range
	Description

	WirelessManagementCapabilities
	As defined in the Wireless Network Management Capabilities element
	As defined in the Wireless Network Management Capabilities element
	Indicates the Wireless Network Management capabilities of the non-AP STA. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true.


Change 10.3.7 as follows:

10.3.7 Reassociate

10.3.7.1 MLME-REASSOCIATE.request

10.3.7.1.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-REASSOCIATE.request
(
PeerSTAAddress,
AssociateFailureTimeout,
CapabilityInformation,
ListenInterval,
Supported Channels,
RSN Information Element,
QoSCapability,
WirlessManagementCapabilities
)

Insert the following row at the end of the parameter table

	
	
	
	

	Name
	Type
	Valid Range
	Description

	WirelessManagementCapabilities
	As defined in the Wireless Network Management Capabilities element
	As defined in the Wireless Network Management Capabilities element
	Specifies the Wireless Network Management capabilities of the non-AP STA. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true.


10.3.7.3 MLME-REASSOCIATE.indication

10.3.7.3.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-REASSOCIATE.indication
(
PeerSTAAddress,
RSN Information Element,
CapabilityInformation,
Supported Rates,
QoSCapability,
WirelessManagementCapabilities
)

Insert the following row at the end of the parameter table

	
	
	
	

	Name
	Type
	Valid Range
	Description

	WirelessManagementCapabilities
	As defined in the Wireless Network Management Capabilities element
	As defined in the Wireless Network Management Capabilities element
	Indicates the Wireless Network Management capabilities of the non-AP STA. This parameter shall only be present if the MIB attribute dot11WirelessManagementImplemented is true.


11. MAC sublayer management entity

Change paragraphs 2 and 3 of 11.11.8 as follows:

11.11.8 Triggered Autonomous Reporting

In radio measurement, all autonomous reporting shall be subject to trigger conditions set by the enabling STA that determine when measurement reports are issued. This is termed triggered autonomous reporting and provides a method for reporting during continuous background measurement. An example of the use of triggered autonomous measurement is for reporting problem conditions in continuous, non-invasive statistical monitoring. 

Within radio measurement, tTriggered autonomous reporting is defined only for the Transmit QoS Metrics measurement type – see 11.11.9.10. Within Wireless Network Management, triggered autonomous reporting is used for Diagnostic Management Alerts.

Insert the following at the end of 11.11.8:

A number of triggered measurements may run concurrently at a non-AP STA. The number of simultaneous triggered measurements supported is outside the scope of the standard. Each triggered measurement is logically separate: reporting conditions such as Trigger Timeout periods shall only apply to the measurement for which they are established.

11.11.9.7 STA Statistics Report

Insert the following at the end of 11.11.9.7:

A STA may request that a STA Statistics report be sent when statistics of interest reach a defined threshold. This is termed a triggered STA Statistics measurement and shall be requested by setting the Enable and Report bits to 1 within a Measurement Request Element containing the STA Statistics Measurement Type. The Measurement Request field shall contain a STA Statistics Request with the trigger conditions specified in the Triggered Reporting field. One or more trigger conditions may be set with specified thresholds. See 11.11.8.

A STA accepting a triggered STA Statistics measurement shall measure the requested statistics. If a trigger condition occurs, the measuring STA shall send a STA Statistics measurement report to the requesting STA. The measuring STA shall not send further triggered STA Statistics reports until the Trigger Timeout period specified in the request has expired, or new trigger conditions have been requested. Measurement of STA Statistics shall continue during the reporting timeout period.

If a STA receives a requested STA Statistics measurement when triggered STA Statistics measurement is in progress, the triggered measurement shall be suspended for the duration of the requested measurement. When triggered measurement resumes the counted statistics shall be reset.

STA Statistics reported in a triggered STA Statistics report shall be the values accumulated over the number of transmitted MSDUs prior to the trigger event given in the Measurement Count field of the measurement request that established the trigger condition. Measurement duration shall not be used in triggered STA statistics measurement and the Measurement Duration field in both the Measurement Request and any Measurement Report shall be set to 0.

Once accepted by a measuring STA, a triggered STA Statistics measurement continues to be active until:

· The measuring STA disassociates or successfully reassociates, or

· The measurement is terminated by the requesting QSTA. 

All triggered STA Statistics measurements shall be terminated at a measuring STA by receiving a triggered STA Statistics measurement request with the Enable bit set to 1 and the Report bit set to 0. A STA requesting a triggered STA Statistics measurement may update the trigger conditions by sending a triggered STA Statistics measurement request specifying the new trigger conditions.

Insert 11.15 as follows:
11.15 Wireless Network Management Procedures

This clause describes the management actions and the procedures for requesting and reporting wireless network management action between STAs.

11.15.1 Diagnostic Alerts

Wireless network management diagnostic reporting shall use the triggered autonomous reporting protocol described in 11.11.8.

An AP shall not request an optional management diagnostic alert from a STA unless the STA advertises support for the diagnostic type by setting the appropriate bit within the Wireless Network Management Capabilities element.

Where a STA has indicated support, one or more requests to enable triggered reporting for Diagnostic Management Alerts may be included within a Radio Measurement request frame. If the STA has Radio Measurement Capability, one or more triggered QoS metrics requests, or requested radio measurements may also appear within the same Radio Measurement frame.

The Measurement Start Time field of a triggered diagnostic report shall contain the value of the STA TSF timer at the time the trigger condition occurred to an accuracy of ±1TU.

11.15.1.1 Multicast Diagnostics Reporting

Multicast Diagnostics reporting allows an AP to receive information concerning the receive statistics of multicast and broadcast traffic at associated STAs. A non-AP STA that supports Multicast Diagnostics Reporting shall set the Multicast capability bit in the Radio Management Capabilities element to 1.

An AP may send a Multicast Diagnostics request to a non-AP STA that has indicated multicast diagnostics capability. If the STA accepts the request it shall count the number of received MSDUs with the specified multicast address during the requested Measurement Duration. This value shall be returned in a Multicast Diagnostics report.

An AP may request that triggered Multicast Diagnostic reporting is enabled at associated non-AP STAs that have indicated multicast diagnostics capability. To enable Multicast Diagnostic reporting, the AP shall send a Measurement Request element containing a Multicast Diagnostics Request Type and with Enable and Report bits set to 1 within a Measurement Request frame. See 11.11.8. The Multicast MAC Address and trigger conditions for diagnostic reporting shall be specified in the request. 

Multicast Diagnostic reporting may be requested for broadcast traffic by setting Multicast MAC address to the broadcast address.
A non-AP STA accepting a request for multicast diagnostic reporting shall send a Multicast Diagnostics Report to the requesting STA if the specified trigger condition occurs. The measuring non-AP STA shall not send further Multicast Diagnostics Reports until the Trigger Timeout period specific in the request has expired, or revised trigger conditions have been requested.

Once accepted, Multicast Diagnostics reporting continues to be active for the specified Multicast MAC address until any of the following occurs:

· Receipt of a Measurement Request element containing a Multicast Diagnostics Request Type and with Enable bit set to 1 and Report bits set to 0 within a Measurement Request frame.

· Receipt of a Measurement Request element containing a Multicast Diagnostics Request Type, with Enable and Report bits set to 1, but with no trigger conditions.

· The STA leaves the Multicast Group or disassociates

11.15.2 Event Log Request and Report
The Event Log Request and Event Log Report frames provide the means and a protocol to exchange the logged events needed to enable network real-time diagnostics. 
A STA interested in receiving event logs from another STA may send an Event Log Request frame containing a unique Dialog Token to the STA. If the STA receives an Event Log Request frame without error and it supports the Event Logging service, it shall respond with an Event Log Report frame that includes the Dialog Token that matches the one in the Event Log Request frame. A Dialog Token value of zero shall be used when sending an Event Log Report that is triggered by an event alert and not in response to an Event Log Request.
Within each Event Log Request frame there may be one or more Event Log Request elements. Each Event Log Request element contains a unique Event Log Token that identifies the element within the Event Log Request Frame. Each Event Log Report element that corresponds to the Event Log Request element shall contain the same Event Log Token that was included in the original request. An Event Log Token of zero shall be used when sending and Event Log element that is triggered by an event alert and not in response to an Event Log Request.
Only a single Event Log Request frame shall be outstanding at a given STA at any time. If a STA receives a subsequent Event Log Request frame with a different Dialog Token before the Event Log Report from a previous request has been completed, the STA shall respond only to the most recent request.
All outstanding Event Log Requests are cancelled upon an AP transition. Note however that the STA buffer of events shall not be cleared as a result of AP transitions.
All Event Log Report elements shall include an Event Log Status field that indicates the overall result of the event log transaction. If the STA is able to return any Event Log Report elements then a value of Successful shall be returned. If the STA is unable to process the request at that time, a value of Refused shall be returned. If the STA does not support the Event Log protocol it shall return a value of Incapable indicating that the requester should not request again.
Both the Event Log Request frame and the Event Log Report frame shall only be sent with a unicast destination address accept when making an Event Log Request for event log alerts. If a client STA receives an Event Log Request frame with a broadcast, or multicast destination address and the Event Log Request frame does not contain only event alert requests, it shall discard the frame. An Event Log Request shall only be sent from an AP to a non-AP STA. Event Log Requests sent to an AP shall be discarded by the AP.
When a STA sends an Event Log Request frame to another STA it shall indicate the type of event log requested by setting the Event Log Type field in each included Event Log Request element. The reporting STA shall only send Event Log Report elements specified for each of the requested Event Log Types. The reporting STA shall send all available Event Log Report elements for the requested Event Log Type. Each STA supporting a particular Event Log Type must maintain a minimum of 5 events for each Event Log Type. The total number of event returned for any one request depends on the Event Log Filters and the current total accumulated events.
In the event that the Event Log Report elements do not fit into a single MMPDU, the reporting STA shall send the remaining elements in additional frames until all Event Log Report elements have been returned to the requesting STA. Each subsequent Event Log Report frame and Event Log Report elements shall include the same Dialog Token and Event Log Token respectively that was sent in the corresponding Event Log Request frame. When multiple MMPDUs are required, the client shall always include complete Event Log Report elements and not fragment an element across multiple MMPDUs.
11.15.2.1 Event Log Filtering and Alerting
The Event Log Request may contain filter conditions that specify a subset of events to be reported and triggered alert conditions that establish event reporting when a STA experiences problem or failure conditions. 

A filter condition is used to reduce the total number of Event Log Report elements returned for a given Event Log Report. If any of the Filtering Condition bits are set in the Event Log Request, the corresponding Event Log Report shall only include the logged events that meet the specified filtering condition. Event log filtering applies to all Event Log Reports including those generated by triggered alert conditions.
An event log can also be sent as an alert report to the requesting STA when a defined alerting condition is experienced – usually related to a problem or failure. For example, a request may be made that a Transition Event Log Report is sent by a STA when the number of AP transitions within a time period exceeds a defined threshold. Reception of such an alert highlights a potential problem and may help in the diagnosis of, in this case, an unstable network or a weak coverage area. 
Event log alerting shall be established at a STA by sending an Event Log Request frame containing one or more Event Log Request elements containing the required alerting conditions. Relevant alerting conditions are defined for each event log type.
A STA shall the concurrent operation of one alerting condition for each event log type. Subsequent Event Log Requests accepted for the same Event Log Type with alerting conditions shall replace any current event log alerting at a STA, either cancelling, or establishing new alert conditions depending on the contents of the request.
An AP transition shall cancel all Event Log alerting. An Event Log Request that requests immediate response, i.e. no alerting conditions, shall not cancel Event Log alerting.
11.15.3 Diagnostic Request and Report

The Diagnostic Request and Diagnostic Report protocol provides the means to diagnose and debug complex network issues.

A STA interested in gathering information or diagnosing a problem with another STA may send a Diagnostic Request frame containing a unique Dialog Token to another STA. If a STA receives a Diagnostic Request frame without error and it supports the Diagnostic service, the STA shall respond with a Diagnostic Report frame that includes the Dialog Token that matches the one in the Diagnostic Request frame. A Dialog Token value of zero is a reserved value and shall not be used.

Within each Diagnostic Request frame there may be one or more Diagnostic Request elements. Each Diagnostic Request element contains a unique Diagnostic Token that identifies the element within the Diagnostic Request Frame.  Each Diagnostic Report element that corresponds to the Diagnostic Request element shall contain the same Diagnostic Token that was included in the original request. A Diagnostic Token of zero is reserved and shall be used.

Only a single Diagnostic Request frame shall be outstanding at a given STA at any time.  If a STA receives a subsequent Diagnostic Request frame with a different Dialog Token before the Diagnostic Report from a previous request has been completed, the STA shall only respond to the most recent request.

All outstanding Diagnostic Requests are cancelled upon an AP transition.

All Diagnostic Report elements shall include a Diagnostic Status field that indicates the overall result of the transaction. If the STA is able to complete the diagnostic request made in the Diagnostic Request element, then a value of Successful shall be returned. If the STA is unable to process the request at that time a value of Refused shall be returned. If the STA does not support the Diagnostic service it shall return a value of Incapable indicating that the requester should not request again.

Both the Diagnostic Request frame and the Diagnostic Report frame may only be sent with a unicast destination address. If a STA receives a Diagnostic Request or Report frame with a broadcast or multicast destination address it shall discard the frame.

In the event that the Diagnostic Report elements do not fit into a single MMPDU, the reporting STA shall send the remaining elements in additional frames until all Diagnostic Report elements have been returned to the requesting STA. Each subsequent Diagnostic Report frame and Diagnostic Report elements shall include the same Dialog Token and Diagnostic Token respectively that was sent in the corresponding Diagnostic Request frame. When multiple MMPDUs are required, the STA shall always include complete Diagnostic Report elements and not fragment an element across multiple MMPDUs.

11.15.3.1 Client Report

The Client Report Diagnostic Request is a mechanism used by client and AP for the purpose of exchanging client information. An AP may send a Diagnostic Request frame indicating a Client Report request to any client that has associated and authenticated with the AP. The Client Report Request frame identifies what type of information is desired by selecting an information group. The following groups are available:

· Manufacturer Information – for retrieving data about the NIC card in use

· Operating Parameters – for retrieving the details of the clients current operational modes

· Capabilities – for retrieving information about the client’s capabilities

· Configuration Profile – for retrieving information about the configuration of the client

Upon receipt of the Diagnostic Request frame containing a Client Report Request the client generates one or more Diagnostic Report elements each containing a Client Report that included the requested information. 

11.15.3.1.2 Client Report Grouping

In order to simplify the information being requested by a Diagnostic Request element of type Client Report, various Client Report Group Types are provided.  When STA sends a Diagnostic Request element of type Client Report to another STA, the receiving STA shall only send Diagnostic information elements allowed for the requested Client Report Group Type.  The reporting STA shall send all available Diagnostic information elements for the requested Client Report Group Type.  If a STA is unable to provide a given Diagnostic information element, then that element may be omitted from the Diagnostic Report element.    

11.15.3.1.2.1 Manufacturer Information Group

The purpose of the Manufacturer Information Group is for a requesting STA to discover all the static manufacturer specific data about another STA.  A STA receiving a Diagnostic Request element of type Client Report with a Client Report Group Type set to Manufacturer Information shall respond with a Diagnostic Report element that includes all available Diagnostic information elements allowed for the group.
11.15.3.1.2.2 Operating Parameters Group

The purpose of the Operating Parameters Group is for a requesting STA to discover various important operating parameters currently in use by another STA.  A STA receiving a Diagnostic Request element of type Client Report with a Client Report Group Type set to Operating Parameters shall respond with a Diagnostic Report element that includes all available Diagnostic information elements defined for the group.  The receiving STA shall populate the Diagnostic Report element with the parameters that were in use at the time that the Diagnostic Request element was received.
The Diagnostic Report element returned includes a Profile ID element that uniquely identifies the configuration profile responsible for the parameters selection returned in this Diagnostic Report.  
11.15.3.1.2.3 Capabilities Group

The purpose of the Capabilities Group is for a requesting STA to discover the range of capabilities available from another STA.  A STA receiving a Diagnostic Request element of type Client Report with a Client Report Group Type set to Capabilities shall respond with a Diagnostic Report element that includes all available Diagnostic information elements defined for the group.  

The Diagnostic information elements included in the Diagnostic Report element shall describe the available capabilities and not just the current settings of the respective parameters.  It is important that the requesting STA discover what the responding STA is capable of  rather than how it is configured.
11.15.3.1.3 Configuration Profile Group

The purpose of the Configuration Profile group is for a requesting STA to discover all the available configuration profiles on another STA.  Each returned Diagnostic Report element shall include all allowed Diagnostic elements for the specified Client Report Group Type.  A STA that supports multiple profiles may include multiple Diagnostic Report elements in a single Diagnostic Report frame (or multiple frames if required) for each configuration profile.  Each Diagnostic Report element representing a different configuration profile shall contain a Profile ID element that uniquely identifies the configuration profile available on the reporting STA.

11.15.3.2 802.11 Authentication

The purpose of the 802.11 Authentication diagnostic is to determine that the client is able to perform an 802.11 authentication properly with a designated WLAN. This test directs an 802.11 authentication to be completed with a specific AP.

To initiate the test, the AP shall send a Diagnostic Request frame containing an 802.11 authentication request to the client. All parameters required to complete the 802.11 authentication are included in the Diagnostic Request element.
Upon receipt of the Diagnostic Request frame containing a Diagnostic Request element specifying an 802.11 authentication request, the client shall cause the normally instantiated protocol stack to perform the 802.11 authentication using the requested parameters.
Upon completion of the test, the client shall respond with a Diagnostic Report frame that includes a Diagnostic Report element that describes the result of the operation.

11.15.3.3 Association

The purpose of the Association diagnostic is to determine that the client is able to associate properly with a designated WLAN. This test directs an association to be completed with a specific AP.

To initiate the test, the AP shall send a Diagnostic Request frame containing an Association request to the client.  All parameters required to complete the association are included in the Diagnostic Request element.  

Upon receipt of the Diagnostic Request frame containing a Diagnostic Request element specifying an Association request, the client shall cause the normally instantiated protocol stack to perform the association using the requested parameters.
Upon completion of the test, the client shall respond with a Diagnostic Report frame that includes a Diagnostic Report element that describes the result of the operation.

11.15.3.4 802.1X Authentication 

The purpose of the 802.1X Authentication diagnostic is to determine that the client is able to properly complete an 802.1X authentication with a designated WLAN. This test directs an association and 802.1X authentication to be completed with a specific AP.

To initiate the test, the AP shall send a Diagnostic Request frame containing an 802.1X Authentication request to the client. All parameters required to complete the operation including the association and 802.1X authentication are included in the Diagnostic Request element.
Upon receipt of the Diagnostic Request frame containing a Diagnostic Request element specifying an 802.1X authentication request, the client shall cause the normally instantiated protocol stack to perform the association and 802.1X authentication using the requested parameters.
Upon completion of the test, the client shall respond with a Diagnostic Report frame that includes a Diagnostic Report element that describes the result of the operation.

Insert A.4.14 into Annex A as follows:

Annex A

A.4 PICS proforma–IEEE Std. 802.11, 1999 Edition

A.4.3 IUT configuration 

Append this entry to the end of the IUT configuration table:

	
	
	
	
	

	Item
	IUT configuration
	References
	Status
	Support

	*CFv
	Is Wireless Network Management supported?
	7.3.2.32
	O
	Yes, No, N/A

	
	
	
	
	


Insert this new clause after clause A.4.13:

A.4.14 Wireless Network Management extensions

	
	
	
	
	

	Item
	Protocol Capability
	References
	Status
	Support

	
	Are the following Wireless Network Management capabilities supported?
	
	
	

	RME1
	Wireless Network Management Capabilities element
	7.3.2.32
	CFv:M
	Yes, No, N/A

	RME2
	Management Diagnostic Alerts
	11.11.15
	CFv:M
	Yes, No, N/A

	
RME2.1
	
Measurement Request frame
	7.4.2.1
	CFv:M
	Yes, No, N/A

	
RME2.2
	
Measurement Report frame
	7.4.2.2
	CFv:M
	Yes, No, N/A

	
RME2.3
	
Protocol for Triggered Measurements
	11.11.8
	CFv:M
	Yes, No, N/A

	
RME2.4
	
Triggered STA Statistics Report
	7.3.2.22.10,
11.11.9.7
	CFv:M
	Yes, No, N/A

	
RME2.5
	
Triggered QoS Metrics Report
	7.3.2.22.11,
11.11.9.10
	 (CFv AND CF12):O
	Yes, No, N/A

	
RME2.6
	
Multicast Diagnostics Reporting
	7.3.2.22.12,
11.15.1.1
	CFv:O
	Yes, No, N/A

	
RME3
	
Event Log 
	11.15.2
	CFv:M
	Yes, No, N/A

	

RME3.1
	

Event Log Request
	7.3.2.33
	(CFv AND CF1):M
	Yes, No, N/A

	
RME3.2
	

Event Log Report
	7.3.2.34
	(CFv AND CF12):M
	Yes, No, N/A

	
RME4
	
Diagnostics Channel
	11.15.3
	CFv:M 
	Yes, No, N/A

	
RME4.1
	

Diagnostics Request
	7.3.2.35
	(CFv AND CF1):M
	Yes, No, N/A

	
RME4.2
	

Diagnostics Report
	7.3.2.36
	 (CFv AND CF12):M 
	Yes, No, N/A


Add the following MIB attributes to Annex D:

Annex D

In the dot11StationConfig table of Annex D, insert the following entries at the end of the dot11StationConfigEntry sequence list:

Dot11StationConfigEntry ::=

    SEQUENCE {

…

dot11WirelessManagementImplemented TruthValue }

Insert the following elements at the end of the dot11StationConfigTable element definitions:

dot11WirelessManagementImplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only 

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the station 

implementation is capable of supporting one or more Radio

Management services.

The default value of this attribute is FALSE."

::= { dot11StationConfigEntry TBD } 
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