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Abstract

This document contains a normative text proposal in support of a Diagnostics and Troubleshooting protocol in accordance with REQ20370.


Contents
37. Frame formats


37.1 MAC frame formats


37.3.1.11 Action field


37.3.2 Information Elements


37.3.2.v1 Alert Request element


47.3.2.v2 Alert Report element


67.3.2.v3 Event Log Request element


77.3.2.v3.1 Transition Event Log Request


87.3.2.v3.2 RSNA Event Log Request


97.3.2.v2.3 Direct Link Event Log Request


97.3.2.v3.4 Syslog Event Log Request


97.3.2.v4 Event Log Report element


107.3.2.v4.1 Transition Event Log Report


137.3.2.v4.2 RSNA Event Log Report


147.3.2.v4.3 Direct Link Event Log Report


157.3.2.v3.4 Syslog Event Log Report


157.3.2.v5 Diagnostic Request element


167.3.2.v5.1 Diagnostic Specification element descriptions


207.3.2.v5.2 Client Report request


207.3.2.v5.2 802.11 Authentication request


207.3.2.v5.3 Association request


217.3.2.v5.4 802.1X Authentication request


217.3.2.v6 Diagnostic Report element


227.3.2.v6.1 Client Report


247.3.2.v6.2 802.11 Authentication Report


247.3.2.v6.3 Association Report


247.3.2.v6.4 802.1X Authentication Report


257.4 Action frame format details


257.4.x Wireless Network Management action details


257.4.x.1 Alert Request frame format


267.4.x.1 Alert Report frame format


267.4.x.1 Event Log Request frame format


267.4.x.2 Event Log Report frame format


277.4.x.1 Diagnostic Request frame format


277.4.x.2 Diagnostic Report frame format


2810. Layer management


2810.3 MLME SAP Interface


2811. MAC sublayer management entity


2811.x Wireless Network Management Procedures


2811.x.x Specific management actions


2811.x.x.1 Alert Request and Alert Report


2911.x.x.2 Event Log Request and Report


2911.x.x.3 Diganostic Request and Report


2911.x.x.3.1 Client Report


2911.x.x.3.2 802.11 Authentication


2911.x.x.3.3 Association


3011.x.x.3.4 802.1X Authentication




7. Frame formats

7.1 MAC frame formats

7.3.1.11 Action field

Insert the following new row into table 19a and update the reserved value as shown:

Table 19a—Category values

	Name
	Value
	See clause

	Wireless Network Management
	x
	7.4.x

	Reserved
	x-127
	-


7.3.2 Information Elements

Insert Element ID x, and TBD into Table 20 and change the Reserved row accordingly: 

Table 20—Element IDs

	Information Element
	Element ID

	Alert Request elemet 
	x

	Alert Report element
	x+1

	Event Log Request element
	x+2

	Event Log Report element
	x+3

	Diagnostic Request element
	x+4

	Diagnostic Report element
	x+5

	Reserved
	x+6, 255

	
	


Insert the following new clauses:

7.3.2.v1 Alert Request element
The Alert Request element contains the triggers for an alert to be reported when STA gets triggered in certain problems or failure scenarios. The format of the Alert Request element is shown in Figure v1. 

	
	
	
	
	
	

	
	Element ID
	Length
	Alert Mode
	Transition Count Threshold (optional)
	RSNA Failure Threshold (optional) 

	Octets:
	1
	1
	2
	1
	1


Figure v1 —Alert Request element format

The Element ID field is equal to the Alert Request value in Table 20.

The value of the Length field is variable and depends on the Alert Mode value. The minimum value of the Length field is 2. 
Alert Mode is a bit-field that specifies what kind of Altert Reports can be sent. The Alter Mode is shown in Figure v2.
	
	
	
	
	
	

	
	B0
	B1
	B1
	B3
	B15

	
	Frequently Transition 
	RSNA Failure 
	Blacklisted BSS 
	Reserved

	Bits:
	1
	1
	1
	14


Figure v2 —Filter Condition field
· Frequently Transition bit (0) is set to 1 to request that a Transition Alert Report be generated when the total transition count during the five seconds is equal to the value given in Transition Count Threshold field. 
· RSNA Failure bit (1) is set to 1 to request that a RSNA Failure Alert be generated when any of Error or Failure counts that was defined  Figure v5 (in 7.3.2.v1) is equal to the value given in RSNA Failure Threshold field. 

· Blacklisted BSS bit (2) is set to 1 to indicate that a Blacklisted BSS Alert can be generated.

The Transition Count Threshold field contains  a value representing the number of transition times during five seconds to be used as the trigger value for a Tranistion Alert Report. It shall not be present if Frequently Transition bit is set to “0”. 

The RSNA Failure Threshold field contains  a value representing the number of RNSA errors to be used as the trigger value for a RSNA Alert Report. It shall not be present if RSNA Failure bit is set to “0”. 

7.3.2.v2 Alert Report element
The Alert Report element contains an alert that gets triggered in certain problem or failure scenarios. The format of the Alert Report element is shown in Figure v3.
	
	
	
	
	

	
	Element ID
	Length
	Alert Type
	Alert Report

	Octets:
	1
	1
	1
	variable


Figure v3—Alert Report element format

The Element ID field is equal to the Alert Report value in Table 20.

The value of the Length field is variable and depends on the length of the Alert Report field. 

The Alert Type shall be set to a number that indentifies a alert report. The Alert Types that have been allocated for alert reports are shown in Table v1. 
Table v1- Alert Type Definitions for Alert Report
	Name
	Event Log Type

	Transition Alert Report
	0

	RSNA Failure Alert Report
	1

	Blacklisted BSS Alert Report
	2

	Reserved
	3 - 255


The Alert Report field shall contain the specification of a alert report, as described in 7.3.2.v1.1 through 7.3.2.v1.3. It shall not be null. 
The Alert Report element is included in an Alert Report frame as described in 7.4.x.1. The use of Alert Report element and frames is described in 11.x.x.1.

7.3.2.v2.1 Transition Alert Report 

The format of the Alert Report field corresponding to a Transition Alert Report is shown in Figure v4.
	
	
	
	

	
	Transition Count 
	Time Duration 
	Transition Reason  

	Octets:
	1
	2
	1


Figure v4—Alert Reprot format for Transition Alert 
The Transition Count field shall indicate the total succeed transition count during the time duration. 

The Time Duration field shall be set to the duration of the total transition count has been measured over, in TUs.
7.3.2.v2.2 RSNA Failure Alert Report 

The format of the Alert Report field corresponding to a RSNA Failure Alert Report is shown in Figure v5.
	
	
	
	
	
	

	
	dot11RSNAStats
TKIPICVErrors
	dot11RSNA
StatsTKIPLocal
MICFailures
	dot11RSNA
StatsTKIPRemote
MICFailures
	dot11RSNAStats
CCMPReplays
	dot11RSNA
StatsCCMP
DecryptErrors

	Octets:
	4
	4
	4
	4
	4

	
	
	
	
	
	

	
	dot11RSNAStats
TKIPReplays
	dot11RSNAStats
Broadcast
MICErrors
	dot11RSNAMgmt
StatsTKIP
ICVErrors
	dot11RSNAMgmt
StatsTKIPLocal
MICFailures
	dot11RSNAMgmt
StatsKIPRemote
MICFailures

	Octets:
	4
	4
	4
	4
	4

	
	
	
	
	
	

	
	dot11RSNAMgmt
StatsCCMP
Replays
	dot11RSNAMgmt
StatsCCMP
DecryptErrors
	dot11RSNAMgmt
StatsTKIP
Replays
	dot11RSNAMgmt
StatsBroadcast
MICErrors
	

	Octets:
	4
	4
	4
	4
	

	
	
	
	
	
	


Figure v5—Alert Report format for RSNA Failure Alert
7.3.2.v2.3 Blacklisted BSS Alert Report 

The format of the Alert Report field corresponding to a Blacklisted BSS Alert Report is shown in Figure v6.
	
	Zero or more BSS IDs

	
	BSSID list

	Octets:
	6 x n


Figure v6— Alert Report format for Blacklisted BSS Alert
The BSSID list is one or more BSSID being listed as blacklisted BSS by the reporting STA. 
7.3.2.v3 Event Log Request element
The Event Log Request element contains a request that the receiving STA undertake the specified event log report action. The format of the Event Log Request element is shown in Figure v7. 
	
	
	
	
	
	

	
	Element ID
	Length
	Event Log Token
	Event Log Type
	Filtering Reporting Condition

	Octets:
	1
	1
	1
	1
	variable


Figure v7— Event Log Request element format

The Element ID field is equal to the Event Log Request value in Table 20.

The value of the Length field is variable and depends on the length of the Filtering Reporting Condition field. The minimum value of the Length field is 2 (based on a minimum length for the Filtering Reporting Condition field of 0 octets)

The Event Token shall be set to a nonzero number that is unique among the Event Log Request elements sent to each destination MAC address for which a corresponding Event Log Report element has not been received.
The Event Log Type shall be set to a number that indentifies a event log request or event log report. The Event Log  Types that have been allocated for event log requests are shown in Table v2 and event log reports are shown in Table v3 (in 7.3.2.v3).

Table v2- Event Log Type Definitions for Event Log Request 
	Name
	Event Log Type

	Transition Event Log Request
	0

	RSNA Event Log Request
	1

	Direct Link EventLog Request
	2

	System Log (Syslog) Request
	3

	Reserved
	4 - 255


The Filtering Reporting Condition is used to specify reporting conditions for the specified event log type. It shall contain the specification of the Filtering Reporting Condition as described in 7.3.2.v3.1 through 7.3.2.v3.4. If the Filtering Reporting Condition field is null, the reporting STA shall report all event log in accordance to the requesting event log type.
The Event Log Request element is included in a Event Log Request frame as described in 7.4.x.2. The

use of Event Log Request element and frames is described in 11.x.x.2.

7.3.2.v3.1 Transition Event Log Request 
The Filtering Reporting Condition field for Roaming Event Log Request is as is as shown in Figure v8. 
	
	
	
	
	

	
	Filter Confidition
	Filter Target BSSID 
	Filter Source BSSID
	Transition Time Threshold

	Octets:
	1
	6
	6
	2


Figure v8—Filtered Reporting Condition field format for Romaing Event Log 
Filter Condition is a bit-field that specifies reporting filter condition when requesting a Filterng Roaming Event Log Report. The format of Filter Condition of Roaming Event Log is shown in Figure v9.

	
	
	
	
	
	
	
	

	
	B0
	B1
	B2
	B3
	B4
	B5
	B7

	
	Target BSSID 
	Source BSSID 
	Transition Time
	Failed Transition 
	Succeeded Transition
	Reserved

	Bits:
	1
	1
	1
	1
	1
	5


Figure v9—Filter Condition field

· Target BSSID bit (0) is set to 1 to request that a Roaming Event Log Report includes the roaming event entry only whose Target BSSID is equal to the Filter Target BSSID. 

· Source BSSID bit (1) is set to 1 to request that a Roaming Event Log Report includes the roaming event entry only whose Source BSSID is equal to the Filter Source BSSID. 

· Transition Time bit (2) is set to 1 to request that a Roaming Event Log Report includes the roaming event entry only whose Transition Time is equal to, or larger than Transition Time Threshold. 

· Failed Transition bit (3) is set to 1 to request that a Roaming Event Log Report includes the roaming event entry only whose Transition Result value is non-zero. 
· Succeeded Transition bit (4) is set to 1 to request that a Roaming Event Log Report includes the roaming event entry only whose Transition Result value is zero.

The Filter Target BSSID field shall contain a 6-byte BSSID representing the address of the AP to be used as the filter value for Target BSSID condition.

The Filter Source BSSID field shall contain a 6-byte BSSID representing the address of the AP to be used as the filter value for Source BSSID condition.

The Transition Time Threshold field contains a value representing the number of  Transition time to be used as the threshold value for the Transition Time condition.

7.3.2.v3.2 RSNA Event Log Request 

The Filtered Reporting Condition field for RSNA Event Log Request is as is as shown in Figure v10. 

	
	
	

	
	Filter Confidition
	Filter Target BSSID 

	Octets:
	1
	6


Figure v10—Filtered Reporting Condition field format for RSNA Event Log 
Filter Condition is a bit-fild that specifies reporting filter condition when requesting a Filtering RSNA Event Log Report. The format of Filter Condition of RSNA Event Log is shown in Figure v11.

	
	B0
	B1
	B2
	B3
	B7

	
	Target BSSID 
	Failed RSNA 
	Succeeded RSNA
	Reserved

	Bits:
	1
	1
	1
	5


Figure v11—Filter Condition field
· Target BSSID bit (0) is set to 1 to request that a RSNA Event Log Report includes the RSNA event entry only whose Target BSSID is equal to the Filter Target BSSID. 

· Failed RSNA bit (1) is set to 1 to request that a RSNA Event Log Report includes the RSNA event entry only whose RSNA Result value is non-zero. 

· Succeeded RSNA bit (2) is set to 1 to request that a RSNA Event Log Report includes the RSNA event entry only whose RSNA Result value is zero.

The Filter Target BSSID field shall contain a 6-byte BSSID representing the address of the AP to be used as the filter value for Target BSSID condition.

7.3.2.v2.3 Direct Link Event Log Request 

The Filtered Reporting Condition field for Direct Link Event Log Request is as is as shown in Figure v12. 

	
	

	
	Filter Peer BSSID 

	Octets:
	6


Figure v12—Filtered Reporting Condition field format for Direct Link Event Log 

The Filter Peer BSSID field shall contain a 6-byte BSSID representing the address of the STA to be used as the filter value for peer BSSID condition.

7.3.2.v3.4 Syslog Event Log Request 

The Filtered Reporting Condition field for Syslog Event Log Request is undefined. 

7.3.2.v4 Event Log Report element
The Event Log Report element contains a Event log report. The format of the Event Log Report element is shown in Figure v13.
	
	
	
	
	
	

	
	Element ID

	Length

	Event Log Token
	Event Log Type
	Event Log Report

	Octets:
	1
	1
	1
	1
	variable


Figure v13—Event Log Report element format

The Element ID field is equal to the Event Log Request value in Table 20.

The value of the Length field is variable and depends on the length of the Event Log Report field. The minimum value of the Length field is 2 (based on a minimum length for the Event Log Report field of 0 octets)

The Event Log Token field shall be set to the Event Log Token in the corresponding Event Log Request element.

The Event Log Type shall be set to a number that indentifies a event log request or event log report. The Event Log  Types that have been allocated for event log request are shown in Table v2 (in 7.4.x.v2) and event log reports are shown in Table v3.
Table v3- Event Log Type Definitions for Event Log Report 
	Name
	Event Log Type

	Transition Event Log Report
	0

	RSNA Event Log Report
	1

	Direct Link Event Log Report
	2

	System Log (Syslog) Report
	3

	Reserved
	4 - 255


The Event Log Report field shall be null if there is no event or no event that meets the Filtered Reporting Condition if one or more  filtered reporting conditions are specified in the Event Log Request frame. Otherwise, it shall contain the specification of the event log report, as described in 7.3.2.v4.1 through 7.3.2.v4.4.
The Event Log Report element is included in a Event Log Report frame as described in 7.4.x.2. The

use of Event Log Report element and frames is described in 11.x.x.3
7.3.2.v4.1 Transition Event Log Report 

The format of the Event Log Report field corresponding to a Roaming Event Log Report is shown in Figure v14.

	
	
	
	
	
	

	
	Source BSSID 
	Target BSSID
	Transition Time 
	Transition Reason
	Transition Result 

	Octets:
	6
	6
	2
	1
	2


Figure v14—Event Log Report format for Transition Event Log 
The Source BSSID field shall contain the 6-byte BSSID address of the associated AP prior to the attempted transition.
The Target BSSID field shall contain the 6-byte BSSID address of the AP that is the target of the attempted Transition.
The Transition Time field should contain the transition time in milliseconds.  The transition time is defined as the difference from the last time a frame could have been transmitted on the source BSS to the time when a non-802.1x data frame can be attempted on the target BSS.
The Transition Reason field shall indicate the reason why a transition attempt occurred and shall contain one of the values in Table v4.

Table v4- Transition Reasons 
	Transition Reason Value
	Description

	0
	Unspecified

	1
	Normal roam, poor link (excessive retries, too much interference, RSSI too low, etc.)

	2
	Normal roam, load balancing

	3
	AP has insufficient capacity (TSPEC rejected)

	4
	Infrastructure directed roam

	5
	First association to WLAN

	6
	Roaming in from cellular or other WAN

	7
	Roaming out to cellular or other WAN

	8
	Normal roam, better AP found

	9
	Deauthenticated or Disassociated from the previous AP

	10
	AP failed 802.1X EAP Authentication

	11
	AP failed 802.1X 4-way handshake

	12
	Received too many replay counter failures

	13
	Received too many data MIC failures

	14
	Received too many management MIC failures

	15
	Exceeded maximum number of retransmissions

	16 - 255
	Reserved


The Transition Result field shall contain the result of the attempted transition and shall be one of the values specified in Table v5.

Table v5- Transition Result 
	Transition Result Value
	Description

	0
	Success

	1
	Unspecified failure

	2-9
	Reserved

	10
	Cannot support all requested capabilities in the Capability Information field

	11
	Reassociation denied due to inability to confirm that association exists

	12
	Association denied due to reason outside the scope of this standard

	13
	Responding station does not support the specified authentication algorithm

	14
	Received an Authentication frame with authentication transaction sequence number

out of expected sequence

	15
	Authentication rejected because of challenge failure

	15
	Authentication rejected due to timeout waiting for next frame in sequence

	17
	Association denied because AP is unable to handle additional associated stations

	18
	Association denied due to requesting station not supporting all of the data rates in the

BSSBasicRateSet parameter

	19
	Association denied due to requesting station not supporting the short preamble

option

	20


	Association denied due to requesting station not supporting the PBCC Modulation

option

	21
	Association denied due to requesting station not supporting the Channel Agility

option

	22
	Association request rejected because Spectrum Management capability is required

	23
	Association request rejected because the information in the Power Capability element is unacceptable

	24
	Association request rejected because the information in the Supported Channels

element is unacceptable

	25
	Association denied due to requesting station not supporting the Short Slot Time

option

	26
	Association denied due to requesting station not supporting the DSSS-OFDM option

	27-39
	Reserved

	40
	Invalid information element

	41
	Invalid group cipher

	42
	Invalid pairwise cipher

	43
	Invalid AKMP

	44
	Unsupported RSN information element version

	45
	Invalid RSN information element capabilities

	46
	Cipher suite rejected per security policy

	47-50
	Reserved

	51
	Association denied because the ListenInterval is too large

	52-220
	Reserved

	221
	Vendor Specific

	222 - 6535
	Reserved


7.3.2.v4.2 RSNA Event Log Report 

The format of the Event Log Report field corresponding to a RSNA Event Log Report is shown in Figure v15.

	
	
	
	
	

	
	Target BSSID
	RSN IE
	802.11i Auth Type
	RSNA Result

	Octets:
	6
	variable
	1
	1


Figure v15—Event Log Report format for RSNA Event Log 

The Target BSSID field shall contain the 6-byte BSSID address of the AP accepting the authentication attempt.

The RSN IE field shall contain the entire contents of the negotiated RSN IE at the time of the authentication attempt.

The 802.11i Auth Type field shall contain the 802.11i Auth Type in use at the time of the authentication attempt and shall be set to one of the values in Table v6.
Table v6 - EAP Types 
	802.11i Auth Type Value
	Description

	0
	Pre-shared KEY

	1
	LEAP

	2
	PEAP

	3
	PEAPv0

	4
	PEAPv1

	5
	EAP-MD5

	6
	EAP-SIM

	7
	EAP-TTLS

	8
	EAP-SIM

	9 - 255
	Reserved


The RSNA Result field shall contain the result of the RSNA establishment attempt and shall be set to one of the values in Table v7.
Table v7- RSNA Results
	RSNA Result
	Description

	0
	Success

	1
	Failure - Group Key Handshake timeout

	2
	Failure - Information element in 4-Way Handshake different from (Re)Association Request/Probe Response/Beacon frame

	3
	Failure - Invalid group cipher

	4
	Failure - Invalid pairwise cipher

	5
	Failure - Invalid AKMP

	6
	Failure - Unsupported RSN information element version

	7
	Failure - Invalid RSN information element capabilities

	8
	Failure - IEEE 802.1X authentication failed

	9
	Failure - Cipher suite rejected per security policy

	10 - 255
	Reserved


7.3.2.v4.3 Direct Link Event Log Report 

The format of the Event Log Report field corresponding to a Direct Link Event Log Report is shown in Figure v16.
	
	
	

	
	Peer STA 
Address
	Connection Time

	Octets:
	6
	2


Figure v16 —Event Log Report format for Direct Link Event Log 

The Peer QSTA Address field shall contain the 6 byte MAC address of  the peer of  Direct Link.

The Connection Time field should contain the conntection time in milliseconds.  The transition time is defined as the difference from the first time a frame could have been transmitted between the reporting STA and Peer QSTA to the time when the direct link teardown. 

7.3.2.v3.4 Syslog Event Log Report 
The format of the Event Log Report field corresponding to a Syslog Event Log Report is shown in Figure v17 .

	
	Syslog Msg

	Octets:
	variable


Figure v17—Event Log Report format for Syslog Event Log 
The Syslog Msg field shall contain a Syslog message as described in RFC 3164 (The BSD syslog Protocol).
7.3.2.v5 Diagnostic Request element
The Diagnostic Request element contains a request that the receiving STA undertake the specified diagnostics action. The format of Diagnostic Request element is shown in Figure v18.

	
	
	
	
	
	

	
	Element ID

	Length

	Diagnostic  Token
	Diagnostic  Request Type
	Diagnostic Request

	Octets:
	1
	1
	1
	1
	variable


Figure v18—Diagnostic Request element format

The Element ID field is equal to the Event Log Request value in Table 20.

The value of the Length field is variable and depends on the length of the Diagnostic Request field. The minimum value of the Length field is 3 (based on a minimum length for the Diagnostic Request field of 0 octets)

The Diagnostic Token shall be set to a nonzero number that is unique among the Diagnostic Request elements sent to each destination MAC address for which a corresponding Diagnostic Report element has not been received.

The Diagnostic Request Type shall  be set to a number that identifies a type of diagnostic request. Those Diagnostic Request Types that have been allocated for measurement requests are shown in Table v8. 
Table v8 -  Diagnostic Request Type definitions
	Name
	Request Type Value

	Client Report
	0

	802.11 Authentication
	1

	Association
	2

	802.1X Authentication 
	3

	Reserved
	4 - 255


The Diagnostic Request field shall contain the specifications of the diagnostic request as described in sections 7.3.2.v4.1 through 7.3.2.v4.5.
7.3.2.v5.1 Diagnostic Specification element descriptions

The following sections describe the various Diagnostic Specification elements that may be included in Diagnostic Specification field of a Diagnostic Request element or a Diagnostic Report element.  The format of a Diagnostic Specification element is shown in Figure v19.

	
	Element ID
	Length
	Request Content

	Octets:
	2
	2
	Variable


Figure v19 - Diagnostic Request Specification IE format
The Element ID field indicates the Diagnostic Specification element type and shall be set to any allocated value in Table v9.
The Length field shall be set to total length of the element minus Element ID and Length fields.
This Request Content field carries the content specifics of an individual Request ID.  
Table v8 - Diagnostic Request Specificaiton Element ID Values 
	Value
	Description

	0
	AP descriptor

	1
	802.1X parameters

	2
	802.1X credentials

	4
	Abort reason

	5
	Profile ID

	6
	Manufacturer OUI

	7
	Manufacturer ID string

	8
	Manufacturer model string

	9
	Manufacturer serial number string

	10
	Radio type

	11
	Firmware Version

	12
	MAC address

	13
	Antenna Type

	14
	Antenna gain

	16
	Radio channels

	18
	Data Rates

	19
	SSID

	20
	Device name

	21
	Device Type

	23
	Tx power levels 

	24
	Data rates  

	25
	Encryption type

	26
	Authentication type

	27
	EAP Method

	28
	Power Save Mode

	29
	Status Code

	29-65355
	Reserved


7.3.2.v5.1.1 AP Descriptor
The format of the AP descriptor is described in Figure v20.
	
	BSSID
	Channel Number
	Regulatory Class

	Octets:
	6
	1
	1


Figure v20 – AP descriptor 
The BSSID field is a 6-byte field as described in 7.1.3.3.3 that identifies the BSS of the AP Descriptor.

The Channel Number field indicates the current operating channel of the AP represented by the BSSID in the AP Descriptor.

The Requlatory Class field containe an enumerated value from #reference specifying the frequency band in which the Channel Number is valid.
7.3.2.v5.1.2 802.1X Parameters

The format of the 802.1X parameters is a single byte.  The values for the EAP methods are shown in Table v9
Table v9 - 802.1X Parameters, EAP Method Identifier

	Value
	EAP Method

	0
	LEAP

	1
	PEAP

	2
	PEAPv0

	3
	PEAPv1

	4
	EAP-FAST

	5
	EAP-TLS

	6
	EAP-TTLS

	7
	EAP-MSCHAP-v2

	8-255
	Reserved


7.3.2.v5.1.3 802.1X Credentials

7.3.2.v5.1.4 Abort Reason

The format of the Abort Reason is a single byte.  The values for the abort reason are shown in Table v10.
Table v10 - Abort Reason

	Value
	Description

	0
	Reserved

	1
	Timeout waiting for response from client

	2
	Cancelled by operator

	3-255
	Reserved


7.3.2.v5.1.5 Profile ID
7.3.2.v5.1.6 Client Report Group Type

The Client Report Group Type is a one byte field that indicates the type of information to be reported in the Client Report and shall be set to any of the allocated values in Table v11.

Table v11 - Client Reqport Group Type definitions

	Client Report Group Type
	Value

	Manufacturer Information
	0

	Operating Parameters
	1

	Capabilities
	2

	Configuration Profile
	3

	Reserved
	4 – 255


7.3.2.v5.1.7 Manufacturer OUI

7.3.2.v5.1.8 Manufacturer ID String 

7.3.2.v5.1.9 Manufacturer Model String 

7.3.2.v5.1.10 Manufacturere Serial Number String

7.3.2.v5.1.11 Radio Type

7.3.2.v5.1.12 Firmware Version

7.3.2.v5.1.13 MAC Address
7.3.2.v5.1.14 Antenna Type
7.3.2.v5.1.15 Antenna Gain

7.3.2.v5.1.16 Radio Channels

7.3.2.v5.1.18 TX Power Levels
7.3.2.v5.1.19 Data Rates
7.3.2.v5.1.20 Encryption Type
7.3.2.v5.1.21 Authentication Type
7.3.2.v5.1.22 EAP Method
7.3.2.v5.1.23 Power Save Mode
7.3.2.v5.1.24 Status Code
7.3.2.v5.2 Client Report request
The Diagnostic Request field corresponding to a Client Report Diagnostic Request Type is shown in Table v12.
Table v12 - Client Report request contents

	Order
	Information

	1
	Client Report Group Type


7.3.2.v5.2 802.11 Authentication request

The Diagnostic Request field corresponding to an 802.11 Authentication Request Type is shown in Table v13
Table v13 - 802.11 Authentication request contents

	Order
	Information

	1
	AP Descriptor

	2
	Profile ID


7.3.2.v5.3 Association request

The Diagnostic Request field corresponding to an Assocation Request Type is shown in Table v14.

Table v14 - Association request contents

	Order
	Information

	1
	AP Descriptor

	2
	Profile ID


7.3.2.v5.4 802.1X Authentication request
The Diagnostic Request field corresponding to an 802.1X Authentication Request Type is shown in Table v15.

Table v15 - Authentication request contents

	Order
	Information

	1
	AP Descriptor

	2
	802.1X parameters

	3
	802.1X credentials

	4
	Profile ID


7.3.2.v6 Diagnostic Report element   

The Diagnostic Report element contains a Diagnostic report. The format of the Diagnostic Report element is shown in Figure v21.

	
	
	
	
	
	
	

	
	Element ID

	Length

	Diagnostic Token
	Diagnostic Report Type
	Diagnsotic Status
	Diagnostic Report

	Octets:
	1
	1
	1
	1
	1
	variable


Figure v21— Diagnostic Report element format

The value of the Length field is variable and depends on the length of the Diagnostic Report field. The minimum value of the Length field is 2.

The Diagnostic Token field shall be set to the Diagnostic Token in the corresponding Diagnostic Request element. The Diagnostic Report Type field shall be set to a number that identifies the Diagnostic report. Those Diagnostic Report Types that have been allocated are shown in Table v16
Table v16- Diagnostic Report Definitions for Diagnostic Report Request
	Name
	Report Type Value

	Client Report
	0

	802.11 Auhthentication
	1

	Association
	2

	802.1X Authentication
	3

	Reserved
	4 – 255


The Diagnostic Report field shall contain the results of the diagnostic request as described in sections 7.3.2.v5.1 through 7.3.2.v5.5
The Diagnostic Status field shall be set to a value in Table v17, indicating the client’s response to the Diagnostic Request indicated by the Dialog Token.

Table v17 - Diagnostic Status values
	Status Value
	Description

	0
	Successful

	1
	Fail

	2
	Refused

	3
	Incapable

	4-255
	Reserved


7.3.2.v6.1 Client Report 

The Diagnostic Report field corresponding to a Client Report Type is populated differently depending on the Client Report Group Type element that was included in the Client Report Request element.

The Diagnostic Report field corresponding to a Client Report Type with a Client Report Group Type of Manufacturer Information is shown in Table v18.

Table v18 - Client Report for Group Type Manufacturer Information contents

	Order
	Information

	1
	Manufacturer OUI

	2
	Manufacturer ID string

	3
	Manufacturer model string

	4
	Manufacturer serial number string

	5
	Radio type

	6
	Firmware Version

	7
	MAC address

	8
	Antenna Type

	9
	Antenna gain


The Diagnostic Report field corresponding to a Client Report Type with a Client Report Group Type of Operating Parameters is shown in Table v19.

Table v19- Client Report for Group Type Operating Parameters contents

	Order
	Information

	1
	MAC Address

	2
	Radio channels

	3
	Tx Power

	4
	Data Rates

	5
	SSID

	6
	Device name

	7
	Device Type

	8
	Tx power levels 

	9
	Data rates  

	10
	Encryption type

	11
	Authentication type

	12
	EAP Method

	13
	Profile ID


The Diagnostic Report field corresponding to a Client Report Type with a Client Report Group Type of Capabilities is shown in Table v20.

Table v20 - Client Report for Group Type Capabilities contents

	Order
	Information

	1
	Radio channels

	2
	Tx Power

	3
	Data Rates

	4
	Tx power levels 

	5
	Data rates  

	6
	Encryption type

	7
	Authentication type

	8
	EAP Method


The Diagnostic Report field corresponding to a Client Report Type with a Client Report Group Type of Configuration Profile is shown in Table v21.

Table v21 - Client Report for Group Type Configuration Profile contents

	Order
	Information

	1
	Radio channels

	2
	Tx Power

	3
	Data Rates

	4
	Tx power levels 

	5
	Data rates  

	6
	Encryption type

	7
	Authentication type

	8
	EAP Method

	9
	SSID


7.3.2.v6.2 802.11 Authentication Report

The Diagnostic Report field corresponding to an 802.11 Authentication Report Type is shown in Table v22.
Table v22- 802.11 Authentication Report contents

	Order
	Information

	1
	AP Descriptor

	2
	Status Code


7.3.2.v6.3 Association Report

The Diagnostic Report field corresponding to an Association Report Type is shown in Table v23.
Table v23- Association Report contents

	Order
	Information

	1
	AP Descriptor

	2
	Status Code


7.3.2.v6.4 802.1X Authentication Report
The Diagnostic Report field corresponding to an 802.1X Authentication Report Type is shown in Table v24.

Table v24 - 802.1X Authentication Report contents

	Order
	Information

	1
	AP Descriptor

	2
	Status Code


7.4 Action frame format details
7.4.x Wireless Network Management action details

Several Action frame formats are defined for Wireless Network Management purposes. An Action field, in the octet field immediately after the Category field, differentiates the formats. The Action field values associated with each frame format are defined in Table v25. 
Table v25— Wireless Network Management Action field values
	Action field value 
	Description

	0
	Alert Request

	1
	Alert Report

	2
	Event Log Request

	3
	Event Log Report

	4
	Diagnostic Request

	5
	Diagnostic Report

	6-255
	Reserved


7.4.x.1 Alert Request frame format
The Alert Request frame uses the Action frame body format and is transmitted by a STA setting altert report conditions and triggers for another STA. The format of the Alert Request body is shown in Figure v22.
	
	
	
	

	
	Category
	Action
	Alert Request elements  

	Octets:
	1
	1
	varibles


Figure v22— Alert Request frame body format

The Category field shall be set to the value indicating the Wireless Network Management category, as specified in Table 19a in 7.3.1.11. 

The Action field shall be set to the value indicating Alert Request, as specified in Table v10 in 7.4.x.
The Alert Request Elements field shall contain one Alert Report elements described in 7.3.2.v1. 
7.4.x.1 Alert Report frame format
The Alert Report frame uses the Action frame body format and is transmitted by a STA reporting alerting information.The format of the Alert Report body is shown in Figure v23.
	
	
	
	

	
	Category
	Action
	Alert Report Elements

	Octets:
	1
	1
	varibles


Figure v23— Alert Report frame body format

The Category field shall be set to the value indicating the Wireless Network Management category, as specified in Table 19a in 7.3.1.11. 

The Action field shall be set to the value indicating Alert Report, as specified in Table v1 in 7.4.x

The Alert Report Elements field shall contain one or more of the Alert Report elements described in 7.3.2.v3. The number and length of the Alert Report elements in a Alert Report frame is limited by the maximum allowed MMPDU size.

7.4.x.1 Event Log Request frame format

The Event Log Request frame uses the Action frame body format and is transmitted by a STA requesting another STA to report one or more event logs. The format of the frame is shown in Figure v24.

	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Event Log Request Elements

	Octets:
	1
	1
	1
	variable


Figure v24—Event Log Request frame body format 

The Category field shall be set equal to the value indicating the Wireless Network Management category, as specified in Table 19a in 7.3.1.11 

The Action field shall be set equal to the value indicating Event Log Request frame, as specified in Error! Reference source not found. in 7.4.x.

The Dialog Token field shall be set to a nonzero value chosen by the STA sending the event log request to identify the request/report transaction.

The Event Log Request Elements field shall contain one or more of the Event Log Request elements described in 7.3.2.v1. The number and length of the Event Log Request elements in a Event Log Request frame is limited by the maximum allowed MMPDU size.

7.4.x.2 Event Log Report frame format

The Event Log Report frame uses the Action frame body format transmitted by a STA in response to a Event Log Request frame. The format of the Event Log Report frame body is shown in Figure v25.
	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Event Log Report Elements 

	Octets:
	1
	1
	1
	Variables


Figure v25— Event Log Report frame body format 

The Category field shall be set equal to the value indicating the Management category, as specified in Table 19a in 7.3.1.11. 

The Action field shall be set equal to the value indicating Event Log Report, as specified in Error! Reference source not found. in 7.4.x.

The Dialog Token field shall be set to the value in any corresponding Event Log Request frame. If the Log Report frame is not being transmitted in response to a Event Log Request frame, then the Dialog token shall be set to 0.

The Event Log Report Elements field shall contain one or more of the Event Log Report elements described in 7.3.2.v2. The number and length of the Event Log Report elements in a Event Log Report frame is limited by the maximum allowed MMPDU size.

7.4.x.1 Diagnostic Request frame format

The Diagnostic Request frame uses the Action frame body format and is transmitted by a STA requesting another STA to excute a diagnostic test. The format of the frame is shown in Figure v26.
	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Diagnotic Request Elements

	Octets:
	1
	1
	1
	variable


Figure v26—Diagnostic Request frame body format 

The Category field shall be set equal to the value indicating the Wireless Network Management category, as specified in Table 19a in 7.3.1.11 

The Action field shall be set equal to the value indicating Diagnostic Request frame, as specified in Error! Reference source not found. in 7.4.x.

The Dialog Token field shall be set to a nonzero value chosen by the STA sending the Diagnostic request to identify the request/report transaction.

The Diagnostic Request Elements field shall contain one or more of the Diagnostic Request elements described in 7.3.2.v1. The number and length of the Diagnostic Request elements in a Diagnostic Request frame is limited by the maximum allowed MMPDU size.

7.4.x.2 Diagnostic Report frame format

The Diagnostic Report frame uses the Action frame body format transmitted by a STA in response to a Diagnostic Request frame. The format of the Diagnostic Report frame body is shown in Figure v27.

	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Diagnostic Report Elements 

	Octets:
	1
	1
	1
	Variables


Figure v27— Diagnostic Report frame body format 

The Category field shall be set equal to the value indicating the Management category, as specified in Table 19a in 7.3.1.11. 

The Action field shall be set equal to the value indicating Diagnostic Report, as specified in Error! Reference source not found. in 7.4.x.

The Diagnostic field shall be set to the value in any corresponding Diagnostic Request frame. 

The Diagnostic Report Elements field shall contain one or more of the Diagnostic Report elements described in 7.3.2.v2. The number and length of the Diagnostic Report elements in a Diagnostic Report frame is limited by the maximum allowed MMPDU size.

10. Layer management

10.3 MLME SAP Interface

TBD
11. MAC sublayer management entity

11.x Wireless Network Management Procedures

This clause describes the management actions and the procedures for requesting and reporting wireless network management action between STAs.

11.x.x Specific management actions
11.x.x.1 Alert Request and Alert Report

Alerts that will get triggered in certain problem or failure scenarios will help the network to diagnostic the problems and gain management attention. 
The Alert Request provides a mean for a STA to set up the expectation or the triggers for another STA to send an Alert Report. An Alert Report shall be sent to the requesting STA when the trigger condition is triggered. If there is no trigger to be set up, the Alert Report shall be sent whenever a STA wants to send it. 

The Transition Alert Report shall be sent by a STA when the STA has been roaming from one AP to another for a certain amount of time during the specified time duration. This alert may indicate an unstable network or a weak coverage area. 

The RSNA Failure Alert Report shall be sent by a STA when any one or more of the RSNA failure counters exceeds the specified threshold. At that time the STA will report all failure counters that have  been collected. This alert can be used by the network to detect attackers and diagnostic encryption problems at an early stage.

The Blacklisted BSS Alert Report can be sent by a STA to report “bad” BSSs or “barred” BSSs with which the STA has problem to (re)associate. .  Using Blacklisted BSS Alert report, the network can further diagnose these blacklisted BSSIDs to decide whether or not these blacklisted APs shall be excluded in the Neighbour Report.  

11.x.x.2 Event Log Request and Report

The Event Log Request and Event Log Report frames provide the means and a protocol to exchange the logged events needed to enable network real-time diagnostics. 

An STA receiving an Event Log Request shall respond with an Event Log Report Frame containing, respectively, one or more Event Log Report elements. A STA can report all of the traces or only a subset of all the traces. If any of the  Filtering Condition bits are set in the Event Log Request, the Event Log Report shall only include the logged events that meet the specified filtering condition.

11.x.x.3 Diganostic Request and Report

11.x.x.3.1 Client Report

The Client Report Diagnostic Request is a mechanism used by client and AP for the purpose of exchanging client information.  An AP may send a Diagnostic Request frame indicating a Client Report request to any client that has associated and authenticated with the AP.  The Client Report Request frame identifies what type of information is desired by selecting an information group.  The following groups are available:

· Manufacturer’s Information – for retrieving data about the NIC card in use

· Operating Parameters – for retrieving the details of the clients current operational modes

· Capabilities – for retrieving information about the client’s capabilities

· Clonfiguration Profile – for retrieving information about the configuration of the client

Upon receipt of the Diagnostic Request frame  containing a Client Report Request the client generates one or more Diagnostic Report elements each containing a Client Report that included the requested information. 

11.x.x.3.2 802.11 Authentication

The purpose of the 802.11 Authentication diagnostic is to determine that the client is able to perform an 802.11 authentication properly with a designated WLAN.  This test directs an 802.11 authentication to be completed with a specific AP.

To initiate the test, the AP shall send a Diagnostic Request frame containing an 802.11 authentication request to the client.  All parameters required to complete the the 802.11 authentication are included in the Diagnostic Request element.  

Upon receipt of the Diagnostic Request frame containing a Diagnostic Request element specifying an 802.11 authentication request, the client shall cause the normally instantiated protocol stack to perform the 802.11 authentication using the requested parameters.  

Upon completion of the test, the client shall respond with a Diagnostic Report frame that includes a Diagnostic Report element that describes the result of the operation.
11.x.x.3.3 Association

The purpose of the Association diagnostic is to determine that the client is able to associate properly with a designated WLAN.  This test directs an association to be completed with a specific AP.

To initiate the test, the AP shall send a Diagnostic Request frame containing an Association request to the client.  All parameters required to complete the the association are included in the Diagnostic Request element.  

Upon receipt of the Diagnostic Request frame containing a Diagnostic Request element specifying an Association request, the client shall cause the normally instantiated protocol stack to perform the association using the requested parameters.  

Upon completion of the test, the client shall respond with a Diagnostic Report frame that includes a Diagnostic Report element that describes the result of the operation.

11.x.x.3.4 802.1X Authentication 
The purpose of the 802.1X Authentication diagnostic is to determine that the client is able to properly complete an 802.1X authentication with a designated WLAN. This test directs an association and 802.1X authentication to be completed with a specific AP.
To initiate the test, the AP shall send a Diagnostic Request frame containing an 802.1X Authentication request to the client.  All parameters required to complete the operation including the association and 802.1X authentication are included in the Diagnostic Request element.  

Upon receipt of the Diagnostic Request frame containing a Diagnostic Request element specifying an 802.1X authentication request, the client shall cause the normally instantiated protocol stack to perform the association and 802.1X authentication using the requested parameters.  

Upon completion of the test, the client shall respond with a Diagnostic Report frame that includes a Diagnostic Report element that describes the result of the operation.
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