Nov 2005

doc.: IEEE 802.11-05/xxxxr0

IEEE P802.11
Wireless LANs

	Interference Detection & Signature Matching

	Date:  2005-Nov-3

	Author(s):

	Name
	Company
	Phone
	email

	Roger Durand
	AutoCell Labs
	1.978.264.4884 x229
	rdurand@autocell.com

	Floyd Backes
	AutoCell Labs
	1.978.264.4884 x225
	fbackes@autocell.com

	Joe Epstein
	Meru Networks
	1.408.215.5343
	jepstein@meru.com

	Mike Montemurro
	Chantry Networks
	1.905.363.6413
	michael.montemurro@seimens.com

	Larry Stefani
	AutoCell Labs
	1.978.264.4884 x227
	lstefani@autocell.com




MultiRFPowerLevelProp    Normative Text    
· Frame formats

· 3.2.21 Measurement Request Element

Insert the following row at the appropriate location in Table 25:

	Interference detection request
	3


Change the following row in Table 25:

	Reserved
	43-255


Change the text of subclause 7.3.2.21 as follows:

The Measurement Request field shall be null when the Enable bit is set to 1 and shall contain the specification of the measurement request, as described in 7.3.2.21.1 through 7.3.2.21.4 when the Enable bit is set to 0.

Insert the following subclause with the figure included therein, renumbering as necessary:

· Interference Detection request

A Measurement Type in the Measurement Request element may indicate an interference detection request. A response to an interference detection request is an interference detection report. It is optional for a STA to generate an interference detection report in response to an interference detection request. The Measurement Request field corresponding to an interference detection request is shown in Measurement Request field format for an interference detection request.
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· Measurement Request field format for an interference detection request

The Channel Number field shall be set to the channel number for which the measurement request applies (as defined in 17.3.8.3.3).

The Measurement Start Time field shall be set to the TSF at the time (± 32 s) at which the requested interference detection request measurement shall start. A value of 0 shall indicate it shall start immediately.

The Measurement Duration field shall be set to the duration of the requested measurement, expressed in TUs.

The Sample Time Width field shall be set to the duration for each sample, expressed as an unsigned integer in units of s. The Sample Time Width must be no greater than the Measurement Duration.

· Measurement Report element

Insert the following row at the appropriate location in Table 26:

	Interference detection report
	3


Change the following row in Table 26:

	Reserved
	43-255


Change the text of subclause 7.3.2.22 as follows:

The Measurement Report field shall be null when the Late bit is set to 1, the Incapable bit is set to 1, or the Refused bit is set to 1. Otherwise, it shall contain the specification of the measurement report, as described in 7.3.2.22.1 through 7.3.2.22.4

Insert the following subclause with the figures included therein, renumbering as necessary:

· Interference detection report

A Measurement Type in the Measurement Report element may indicate an interference detection report. It is optional for a STA to support the generation of this report. The format of the Measurement Report field corresponding to an interference detection report is shown in Measurement Report field format for an interference detection report.
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· Measurement Report field format for an interference detection report

The Channel Number field shall contain the channel number to which the interference detection report applies (as defined in 17.3.8.3.3).

The Measurement Start Time field shall be set to the TSF at the time (± 32 s) at which the interference detection report measurement started.

The Measurement Duration field shall be set to the duration over which the interference detection report was measured, expressed in TUs.

The Sample Time Width field shall be set to the duration for each sample, expressed as an unsigned integer in units of s. The Sample Time Width must be no greater than the Measurement Duration.

The Map field is coded as a bit field, as shown in Map field format for an interference detection report below, and shall contain the following bits:

· CW bit, which shall be set to 1 when CW interference is detected. Otherwise, the CW bit shall be set to 0.

· Pulse bit, which shall be set to 1 when pulse interference is detected. Otherwise, the Pulse bit shall be set to 0.

· Congestion, which shall be set to 1 when interference caused by congestion is detected. Otherwise, the Congestion bit shall be set to 0.

The CW Level field shall be set to the detected continuous wave interference level, expressed as a signed integer in units of decibels relative to 1 mW (dBm). This field is valid when the CW bit is set to 1 in the Map field.

The Pulse Level field shall be set to the detected pulse interference level, expressed as a signed integer in units of decibels relative to 1 mW (dBm). This field is valid when the Pulse bit is set to 1 in the Map field.

The Pulse Width field shall be set to the duration of the detected pulse interference, expressed as an unsigned integer in units of s. This field is valid when the Pulse bit is set to 1 in the Map field.

The Congestion field shall be set to the percentage of congestion detected, expressed as an unsigned integer from 0 to 100. This field is valid when the Congestion bit is set to 1 in the Map field.
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· Map field format for an interference detection report

· MLME

Insert the following subclause with the tables included therein, renumbering as necessary:

· Interference Detection procedures

This subclause describes interference detection procedures that can be used to determine channel quality for channel selection, operation, and reporting.

· Interference Detection and Signature Mapping

The Interference detection techniques requires a mechanism for quieting the channel and a mechanism for sampling energy in the channel relative to sample period and measurement duration. The interference results can be forwarded for signature mapping. The signature mapping techniques require a mechanism for matching the signature results to known sources of interference for identification. Once a source of interference is characterized and/or matched, appropriate responses or countermeasures may be taken to improve likelihood of successful transmissions.

· Interference Detection Channel Quieting

In order for the measurement mechanism to not be contaminated by valid 802.11 energy, the channel must be temporarily quieted during the Measurement Duration specified in the Measurement Request frame of type Interference Detection request. There are several methods to quiet a channel. For example, transmitting a CTS frame, extending the NAV, or transmitting a Quiet element in a Beacon or Probe Response frame. The quiet interval must be large enough to cover the Measurement Duration.

· Interference Detection Measurement Mechanism

All known 802.11 radios employ a digitization method known as an analog-to-digital converter which conducts samples of the energy in the channel. This converter normally outputs energy in a voltage format. The interference detection method employs this converter to sample the energy at the converter and to add any amplifier gain in the radio cascade chain, in order to normalize the energy to the antennae connector. The normalized output for each sample is optimally convertible to units of decibels relative to 1 mW (dBm).

· Interference Detection Sampling Period and Duration

The Sample Time Width specified in the Measurement Request frame of type Interference Detection request is the period of an individual measurement sample. Ideally, this period should be shorter in time than an IFS time window or the shortest pulse width on the target interference list. For this example we will be using 10 s. Other sample periods may be used with the tradeoff of resolution versus measurement granularity. The duration of the samples is the number of concurrent samples to run during the quiet interval. The maximum number of concurrent samples can be calculated by dividing Measurement Duration by Sample Time Width. Ideally, the Measurement Duration is longer than the worst case interference pulse duration. For example, a 50 Hz single-cycle microwave over may have high energy pulses as long as 8.6 ms. For pulse measurement of a 2.4 GHz channel, a 10 s sample for 2000 samples would be used to measure for a total duration of 10 s * 2000 or 20 ms.

· Interference Detection Sampling Results

The sampling results is the accumulated energy in the channel of all transmitters that did not hear the channel quieting command. In a noise-free environment, the energy results are flat, at or close to the white noise floor across time. In a noisy environment, the energy rises and falls with the pulse characteristics of the source of interference across time. This energy waveform is called an amplitude signature. Such pulse wave shapes can be matched to determine the type of interference heard.

11.8.6 Signature Mapping

The sampling results when viewed across time result in the amplitude signature of the interfering transmitter. By finding the power inflection point of the rising and falling edge of the wave form, for example 12 dB lower in energy from the peak of the signature, the type of transmitter may be derived through signature mapping. The signature raw results may be used to derive an optimal countermeasure.

Signature Results for 2.4 GHz Band details known signature results for the 2.4 GHz band dependent on sampling resolution.

	· Signature Results for 2.4 GHz Band

	Pulse Duration (s)
	Probable Interference Type

	duration < 182
	Transient noise

	182 < duration < 428
	Bluetooth

	428 < duration < 550
	Bluetooth or short sync pulse from a FHSS base station

	550 < duration < 1343
	FHSS phone

	1343 < duration < 2685
	Microwave oven on an adjacent channel

	2685 < duration < 3661
	Single pulse microwave oven on the adjacent channel or a double pulse microwave oven

	3661 < duration < 8541
	Single pulse microwave oven

	8541 < duration
	Continuous wave or equivalent


· Countermeasures

The signature results can be used to derive a countermeasure to optimize the radio transmission probability of success. This includes, but is not limited to

· fragmentation of frames

· increasing transmitter power

· synchronizing transmissions between interference pulses

· changing operating channels

· Interference impact on CQI

The interference results degrade the usability of the channel relative to the expected noise floor, dB for dB in the presence of CW interference. For all other pulse type interference, there is a percentage dB degradation of the interference pulse width multiplied by the pulse repetition (i.e. % time occupancy of the pulse).

Motion: “The substantive text IEEE 802/11_05_ xxxxr0 Interference Detection addresses objectives: degradations caused by contention or other issues, channel selection and dynamic channel selection, site survey mode, access point coordination, and neighbor learning process is worthy of inclusion in the base draft”
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