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Abstract

This contribution contains details of the proposal on broadcast management frame protection.

1 Broadcast Protection in 802.11i

To protect data frames (confidentiality, authentication, integrity, and replay protection) 802.11i defines the mechanism called CCMP. CCMP is based on the CCM of the AES encryption algorithm. CCM combines CTR for confidentiality and CBC-MAC for authentication and integrity. CCM protects the integrity of both the MPDU Data field and selected portions of the IEEE 802.11 MPDU header. CCM is a generic mode that can be used with any block-oriented encryption algorithm. CCM requires a fresh temporal key for every session. CCM also requires a unique nonce value for each frame protected by a given temporal key, and CCMP uses a 48-bit packet number (PN) for this purpose. Reuse of a PN with the same temporal key voids all security guarantees.

The output of the CCM encryption is the encrypted Data and MIC. Packet format proposed by the 802.11i is presented on the Figure 1.
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Figure 1: 802.11i packet format

For protection of data packets two keys are used: PTK ​​– for the unicast packets and GTK – for the broadcast packets.  PTK is unique for any pair of nodes and therefore provides strong authentication of unicast packets. GTK is known to all members of the BSS. So nodes can not identify the real source of the broadcast message. They can only detect the fact that a message came within the group. In such an approach, insider attack is possible. 

For the 802.11 network to function security, the protection of management frames is equally important as the protection of data frames.  So it too requires strong authentication mechanism. Protection provided by the 802.11i is enough for the unicast frames, but broadcast frames need an additional protection. In this document we propose approach for protection of broadcast management frames. 

2 Solution
We propose to use two modes of broadcast management frame protection:

1. Basic mode

2. Advanced mode

Basic mode provides protection of broadcast management frames against only outside attacker (using GTK as it is defined by 802.11i). Advanced mode provides protection as against outside attacker, as against the inside attacker. To achieve protection of broadcast packets against the inside attacker a strong authentication method should be used. Traditional solutions such as asymmetric signature or one/multi-time signature are not suitable for management frames protection because of their high computational/network overheads. Another opportunity for this task is TESLA protocol [1 
]. However TESLA protocol also has disadvantages – namely, the authentication is delayed. This disadvantage makes TESLA also unsuitable for management frames protection. 

Below we describe the TESLA protocol and method of its modification, which allows use of the slightly modified TELSA mechanism for management frames protection.
2.1.1 Description of TESLA

TESLA works in the following way. Broadcast sender generates sequence of keys
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 is some hash function and 
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 is generated in the random way. During association with the network new node obtains 
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 as the public verification key of the broadcast sender.  

Time in the network is divided into intervals. The broadcast message
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All messages received in interval 
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 are buffered and can be verified only after reception of any message 
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 sent in the next interval 
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, which includes key 
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 node:

1. Verifies key 
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 using 
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2. Verifies MICs contained in packets received in interval 
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 using key 
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Such division of time into intervals and delay in keys disclosure is needed to guarantee that all destinations have received the message before appropriate key is disclosed. Otherwise malicious nodes could impersonate a broadcast sender.

Unfortunately, delayed authentication is not suitable for management frames, because some management frames contain time-sensitive information which should be applied immediately after reception (e.g. beacon). 

2.1.2 Immediate TESLA

Bellow we describe how to protect only one hop broadcast. But some broadcast management frames should be transmitted on multiple hops, e.g. routing management packets in 802.11s. Providing end-to-end security for multi-hop broadcast requires key management mechanisms, which is not defined by the 802.11i. So the only way to protect multi-hop broadcast is to implement it as a sequence of protected one hop broadcasts.

For the one hop broadcasts, destinations receive broadcast packet approximately at the same time, so delay before key disclosure is not necessary and verification key could be included in the same packet with MIC.

Depending on the type of broadcast frames, confidentiality may or may not be feasible.  There are two ways in which broadcast frames are protected.

· In the case when packet authentication is only required the broadcast packet could be formed in the following way: 

· 
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· If authentication and confidentiality is required then the broadcast packet could be formed in the following way: 

· 
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In both cases the verification key 
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 is protected by GTK. This is done because of the following reason. Attacker could jam some stations, when broadcast source sends authenticated broadcast packet 
[image: image24.wmf]j

P

. As result a jammed station would not receive broadcast packet, and so could not recognize that 
[image: image25.wmf]j

K

 is disclosed. In this case attacker, knowing 
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 from the received broadcast packet 
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, could send altered broadcast packet 
[image: image28.wmf]'

j

P

 to the jammed station. If 
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 were not encrypted, then any wireless node could launch such attack. If this key is encrypted, such an attack could be executed only by nodes which know GTK, i.e. node which were authenticated by AP.
3 Packet Format
For the protection of the broadcast management frame, two types of packets shall be used:

1. For basic mode: packet format defined by 802.11i. 

2. For advanced mode:

a. If encryption of the management data is required
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b. If encryption of the management data is not required
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Where extended MIC contains:

1. Verification Key = 16 octets

2. MIC = 8 octets

3. Advanced PN = 2 octet – number of the key in the hash chain.

CCMP header has the following structure.
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Bit b0 in the 4th octet shall be used as a flag to indicate whether encryption is applied, where b0=1 indicates data is encrypted and b0=0 indicates data is not encrypted.

4 Key Management

For verification of broadcast packet protected in the advanced mode a node should obtain public verification key 
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 (root of the hash chain) from the broadcast sender. This key should be transferred during 4-Way Handshake or Group Key Handshake in the same packet with GTK. 

Essentially, there are two ways to manage this key:

1. Public verification key is equal to GTK, i.e. 
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 is random variable. In this case, we don’t need to change packet format in the 4-Way Handshake or Group Key Handshake protocols. However, when some user leaves the group, GTK should be updated, but it is not necessary to generate new hash chain for Immediate TESLA moreover generation require additional computational overheads. This problem could be solved in the following way. Suppose that the last disclosed verification key is
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. If some node leaves the group, broadcast sender initiates Group Key Handshake, where it transmits 
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 as new GTK and new public verification key. All nodes replace old public verification key 
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 by new public verification key 
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2. Public verification key and GTK are two independent keys. Advantage of this approach is flexibility, i.e. these keys could be managed (e.g. updated) independently. For example, when some node leaves the group, it is not necessary to do anything with public verification key. However, maintaining of two different keys causes changes in packet formats in the 4-Way Handshake or Group Key Handshake protocols.

The first method is a more preferable method as it requires fewer changes to existing standards..

5 Capability

The RSN IE shall contain advertisement of the capability of the node as follows:
	Element ID
	Len
	Ver
	Group Cipher
	Pairwise Cipher Suite Count
	Pairwise Cipher Suite List
	AKM count
	AKM List
	RSN capabilities
	PMKID count
	PMKID List
	IMT Group Cipher

	1
	1
	2
	4
	2
	4*i
	2
	4*j
	3
	2
	16*k
	4


Table 1: RSN Information Element
	RSN Capability fields
	Element ID

	Pre-auth
	0

	No pairwise
	1

	PTKSA replay counter
	2:3

	GTKSA replay counter
	4:5

	IMT supported
	6

	IMT mandatory
	7

	Reserved
	8:15


Table 2: RSN Capability field description
	IMT supported
	IMT mandatory
	State

	0
	0
	Not supported

	0
	1
	Invalid

	1
	0
	Supported, but not enabled

	1
	1
	Supported and enabled


Table 3: IMT flags description
	OUI
	Suite
	IMT Cipher Suite Selector

	00-0F-AC
	0
	Reserved

	00-0F-AC
	1
	AES-128-CMAC

	00-0F-AC
	2-255
	Reserved

	Vendor OUI
	Other
	Vendor specific

	Other
	Any
	Reserved


Table 4: IMT Cipher Suite Selector description
AES-128-CMAC means:

1. For creation of the hash-chain in immediate TESLA we use: hash(string) = Truncate-128(SHA-256(string)) 

2. For creation of the MIC we use CBC-MAC propose in 802.11i: MIC(K, string) = AES-128-CMAC(K, string) 
6 Comparison with broadcast protection defined by 802.11i

Let compare our solution with broadcast protection defined by 802.11i.
	
	GTK
	Our approach

	Attack time and fake information propagation


	Attacker could broadcast fake information on behalf of another node in any moment just after receiving appropriate GTK key. This fake information will be accepted by all nodes.
	Attacker could broadcast fake packet only instead of the packet of the legal node. This fake packet will be accepted only by nodes who did not receive the original packet of the legal node.

	Attack scenario


	Attacker only needs one legal device without special equipments.
	As the attack could be launched only to nodes who did not receive the original packet of the legal node, attacker should prevent receiving of the original packet by some nodes, but in the same moment receive the original packet herself. 

It is possible only if 

1. Attacker uses directed antenna for noising the channel to prevent receiving the original packet by some nodes  

2. Attacker uses two devices. The first device is used to receive the original packet and the second device is used for noising the channel to prevent receiving the original packet by some nodes.

	Attack detection


	This attack could be detected only by the node on behalf of which the attacker sent the fake packet.

However attacker could easily avoid this situation (for example, see picture).
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	Attack could be detected by the nodes which receive as the original packet as the fake packet (see picture).
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Attacker 1 is noising the channel during the original packet transmission. Attacker 2 receives the original packet and transmits the fake packet after that.


For the case of GTK attacker could send the fake packets to anyone in any time and this attack practically not detectable.

For the case of our approach usage attacker could send the fake packet only instead of the original packet and only to nodes who did not receive the original packet. Attacker needs additional equipment (direct antenna or additional device). And this attack could be detected by other nodes in the network.
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