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Normative text for Association MAC Identifier Proposal

3. Definitions

Insert the following definition renumbering as appropriate:

3.1 Dynamic WM (DWM) Address
A MAC address used only on the wireless medium (WM) that is generated and agreed between the station and access point for use in a single BSS

3.2 LLC MAC Address
The STA MAC address used to identify MSDUs passing through the SAP at the top of the MAC Data Service Layer
4. Abbreviations and acronyms

Insert the following acronym renumbering as appropriate:

DWM
Dynamic Wireless Medium (Address)

.5 Multiple logical address spaces

Insert a new paragraph as follows after the second paragraph:

The IEEE802.11 DSM operates in a single address space to enable the transparency requirements of an ESS. However, individual BSSs may use a separate address spaces for the WM. In such a case the MAC address of the non-AP STA presented to higher protocol layers shall be that of the DSM address space and both the AP and the STA shall provide conversion between the WM address space and the DSM address space.

Change the 6th paragraph as follows:

Note that IEEE 802.11 STAs within a single ESS share the same DSM address space, fulfilling the transparency requirement from the definition of the DS. The DSS uses this same address space, even in the case where the DSMWM uses a different address space.

Insert a new paragraph before the final paragraph as follows:

A non-AP STA wishing to join an infrastructure BSS may use a globally assigned MAC address for the WM address space or may use an arbitrary DWM address. If the STA selects a DWM address for the WM it shall do so while in State 1 and shall confirm the selected value with the AP STA for the BSS it intends to join according to the procedures specified in Clause 11.7. The STA shall convert between the WM address space and the address space used above the MAC data service layer. The STA shall inform the AP of the MAC address it will use above the MAC data service layer and the AP shall deliver data from the non-AP STA to the DS using such MAC address regardless of the MAC address used on the WM.

Insert the following new Clause at the end of Clause 5.2:

5.2.6 Separate WM Address Space

The address space used for the WM may be different from that used for the DSM. The non-AP STA interfaces to the LLC through a SAP at the top of the MAC. The STA MAC address used to identify MSDUs passing through this SAP shall be called the “LLC MAC Address,” and shall be constant throughout the ESS to meet the requirement for transparency when transitioning to other access points. The non-AP STA may use a different MAC address (the DWM address) to identify PDUs on the WM. MAC address translation shall occur at the top of the MAC Data Service layer so that MSDUs passing into the layer through the SAP immediately are converted to the WM address space and vice – versa.

The AP shall perform a similar address space conversion at the top of the MAC Data Service Layer which invokes the distribution services. The non-AP STA shall inform the AP of its LLC MAC Address for use in this address space conversion. 

References to “MAC Address” in IEEE 802.11 shall always refer to the WM MAC Address unless otherwise noted here or where referenced. Note that the IEEE802.1X Supplicant and Authenticator reside above the LLC Layer and therefore the “Supplicant MAC Address” and “Authenticator MAC Address” are part of the LLC MAC Address space.

5.5 Multiple logical address spaces

Change the text of the second paragraph as follows:

Each IEEE 802.11 PHY operates in a single medium—the WM. The IEEE 802.11 MAC operates in a single address space. MAC addresses are used on the WM in the IEEE 802.11 architecture. Therefore, it is unnecessary for the standard to explicitly specify that its addresses are “WM addresses.” This is assumed throughout this standard. The address space used above the MAC Service Data layer need not be the same as the WM address space and in cases where it is different the MAC Service Data layer shall translate addresses between the WM address space and the LLC address space at the MAC Data Service SAP.
Change the text of the sixth paragraph as follows:

Note that IEEE 802.11 STAs within a single ESS share the same DSM address space, fulfilling the transparency requirement from the definition of the DS. The DSS uses this same address space, even in the case where the DSMWM uses a different address space.

6.2.1.1.2 Semantics of the service primitive

Insert new paragraph as follows at the end of 6.2.1.1.2:

All MAC addresses specified in this Clause are LLC MAC addresses and not the DWM addresses.

6.2.1.2.2 Semantics of the service primitive

Insert new paragraph as follows at the end of 6.2.1.2.2:

All MAC addresses specified in this Clause are LLC MAC addresses and not the DWM addresses.

6.2.1.3.2 Semantics of the service primitive

Insert new paragraph as follows at the end of 6.2.1.3.2:

All MAC addresses specified in this Clause are LLC MAC addresses and not the DWM addresses.

Insert a new clause 7.3.2.26 as follows renumbering as appropriate:
7.3.2.26 DWM information element

The DWM information element is used to negotiate the use of a DWM and to renew the lease time for a DWM. The DWM information shall appear only in probe request, probe response and association response management messages

The format of the DWM information element is shown in Figure nn..

	
	Element ID
	Length
	DWM Address
	LLC MAC Address
	Lease time

	Octets
	1
	2
	6
	6
	2


Figure nn DWM information element format

When contained in a probe request:

· DWM Address shall be the value that the STA wishes to use or for which it wishes to renew the lease

· LLC MAC Address shall be the globally unique MAC address that the STA uses at the LLC layer

· Lease time shall be 0

When contained in a probe response:

· DWM Address shall be the value accepted by the AP or zero if the AP does not accept the requestes value

· LLC MAC Address shall be the same value as for the probe request

· Lease time shall be the time in minutes until the DWM Address enters the “expiring” state. The minimum value shall be 1.

Insert a new clause 11.7 as follows:
11.7 Dynamic WM MAC Address (DWM)

11.7.1 Overview
As noted is Clause 5.2.6, the MAC address used by STAs for identifying frames on the WM may be different to that used at the LLC. The LLC may interface to other IEEE802 networks or other networks using the IEEE MAC Address format. Therefore the use of a globally assigned MAC address at the LLC layer is recommended to avoid address space collisions. However, the WM is an independent address space within a BSS managed by an access point. The non-AP STA may use an arbitrary MAC address to identify itself providing such MAC address is unique among all STAs in the BSS. This arbitrary address is called the “Dynamic Wireless Medium (DWM) Address.”

This Clause describes the procedures that shall be used for a non-AP STA to establish a DWM address for use within a BSS. Once established, the DWM address is used in a manner identical to a globally assigned address for the duration of its lease.

11.7.3 Characteristics and generation of DWM Address

The format of the DWM Address is a 48 bit value as specified in 7.1.3.3.1 and the value is a locally administered IEEE MAC address formed from a 46-bit random number. The value is generated using the same procedure as for the BSSID of an IBSS defined in 11.1.3. The individual/group bit of the address is set to 0. The universal/local bit of the address is set to 1. This mechanism is used to provide a high probability of selecting a unique WM MAC Address.

The DWM address shall only be used within an infrastructure BSS and shall be discarded by the non-AP STA after transitioning to another BSS.  The DWM address is not valid until activated by the AP for the BSS and shall have an associated lease time provided by the AP. The DWM address shall not be used after the lease time expires.

11.7.4 Procedure at the STA for activating the WM MAC Address

The non-AP STA shall be in State 1 when selecting a new DWM address. The following steps shall be taken to activate a DWM address:

The STA shall:

a) Generate a trial value as described in Clause 11.7.3

b) Construct a probe request message incorporating the DWM address and LLC MAC address in a DWM information element. The probe request shall be sent to the target AP using a globally unique TA address. This may be the same address as the LLC MAC address.

c) Wait for a probe response from the target AP. If the AP supports DWM address allocation, the response will include a DWM information element indicating the lease period.

d) Assuming all the parameters of the probe response are acceptable, the STA shall activate the DWM MAC address and use it for all subsequent communications with the AP until the lease expires or the STA is de-authenticated or the STA selects a new DWM address.

e) If the chosen value of DWM address is unacceptable to the AP it shall include a null address (all zeros) for the DWM field in the response DWM information element. In this case the STA shall select a different value of DWM and repeat the procedure.

The lease value provided by the AP in the probe response may be a short period (e.g., 2 minutes) and the STA must associate with such time or generate a new DWM and repeat the procedure. The AP will typically provide a longer lease in a DWM information element contained in the association response.

11.7.5 Procedure at a non-RSN AP for activating the WM MAC Address

The AP shall maintain a table of DWM addresses for which lease times have been issued. The table shall include, at least, the remaining lease time and the LLC MAC address provided by the STA. The procedure for accepting a new DWM address shall be as follows:

Upon receiving a probe request containing a DWM information element the AP shall

a) Check whether the requested DWM address is currently allocated (leased). If so the AP shall include a null address (all zeros) in the DWM address field of the DWM information element in the probe response. Otherwise,

b) Create a new entry in the DWM address table and insert the DWM address and LLC address provided. Generate a lease value and insert into the table

c) Create a DWM information element containing the DWM address, LLC address and remaining lease time and insert into the probe response.

The AP shall include in the association response a DWM information element containing an updated lease value which will typically be longer than the lease provided with the probe response.

The value of LLC address shall be substituted for the DWM address in all MSDUs leaving the top of the MAC Data Service layer via the UNITDATA SAP

The AP shall check the table to determine whether there are any entries for other DWM address values that have the same LLC MAC address entry. If any matches are found the AP shall issue a deauthenticate message to all such DWM address values.

11.7.6 Procedure at an RSN AP for activating the WM MAC Address

The AP shall maintain a table of DWM addresses for which lease times have been issued. The table shall include, at least, the remaining lease time and the LLC MAC address provided by the STA. The procedure for accepting a new DWM address shall be as follows:

Upon receiving a probe request containing a DWM information element the AP shall

d) Check whether the requested DWM address is currently allocated (leased). If so the AP shall include a null address (all zeros) in the DWM address field of the DWM information element in the probe response. Otherwise,

e) Create a new entry in the DWM address table and insert the DWM address and LLC address provided. Generate a new lease value and insert into the table

f) Create a DWM information element containing the DWM address, LLC address and remaining lease time and insert into the probe response.

The AP shall include in the association response a DWM information element containing an updated lease value which will typically be longer than the lease provided with the probe response.

The value of LLC address shall be substituted for the DWM address in all MSDUs as follows:

a) MSDUs leaving the top of the MAC Data Service layer via the UNITDATA SAP and, if RSN, via the IEEE802.1X controlled port.

b) MSDUs routed to the IEEE802.1X uncontrolled port and Authenticator in RSN enabled APs.

To perform IEEE802.1X authentication a port instance must be created so that EAPOL frames can be delivered to the authenticator. The MAC address associated with this port will be the LLC address not the DWM address. However, there may be an existing port for the given LLC address used by an authenticated station which has a different DWM address. The AP shall ensure that any existing authenticated station is not perturbed by a station using a new DWM address until that station has been authenticated. Therefore the IEEE802.1X port instance shall be identified both by the LLC address and the DWM address.

Figure N1 shows the notional way in which data frames are routed to IEEE802.1X ports in a situation where DWM addresses are not supported. The “IEEE802.1X Port Multiplexer” delivers the data frame to the correct port based on the LLC MAC address and also detects EAPOL frames and delivers to the Authenticator. 
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Figure N1 Routing to IEEE 802.1X Ports by LLC MAC address

Figure N2 shows the situation where DWM addresses are in use. In this case the port multiplexor must take account of both the LLC and DWM addresses so that the EAPOL exchange for a new association goes to the correct Authenticator and the controlled port for the new connection is open until the station is authenticated.
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Figure N2 Routing to IEEE 802.1X Ports when using DWM addresses

The AP shall wait until the STA has completed authentication and the 4-Way handshake and the IEEE 802.1X controlled port for the LLC/DWM address combination is closed. Then AP shall check the table to determine whether there are any entries for other DWM address values that have the same LLC MAC address entry. If any matches are found the AP shall issue a deauthenticate message to all such DWM address values and delete all instances of IEEE802.1X port that have the same LLC address but a different DWM address.

11.7.7 Pre-authentication Procedures at the AP

Pre-authentication results in the creation of an IEEE802.1X port instance prior to association of the STA with the access point. Where the pre-authentication results from Fast BSS transition over the air, the DWM shall be used by the STA during the authentication procedure and the port instance shall be named by the LLC/DWM address pair. However, when pre-authentication occurs via the DS, the value of DWM is not known at the time the IEEE802.1X port is established. In this case, the AP shall create an IEEE802.1X port instance named by the LLC address but with the DWM address set to zero. When the STA subsequently associates and authenticates via the 4-way handshake or Fast BSS transition protected association, the IEEE802.1X port shall be renamed using the LLC MAC and the value of DWM used by the station at association.
11.7.8 Procedure to maintain address leases

Each activated DWM address value shall have a lease value. The lease shall be in one of three states:

· Active: the DWM address may be used freely

· Expiring: during this one minute period the DWM may still be used by the STA but the AP may choose to expire the DWM address and issue a deauthentication notification

· Expired: the DWM address is not valid

The AP shall check all entries in the DWM address table at least once per minute and determine whether any addresses are in the Expiring state. Any that are found shall be set to expired and deleted from the table. A deauthentication notification shall be send to the expiring DWM address and no further frames from this address shall be accepted until reactivation.

The lease may be renewed by the station at any time prior to the expiring state by issuing a probe request containing a DWM information element with the same DWM address and LLC address as the initial request.
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Abstract


This submission provides normative change changes associated with the introduction of the concept of Dynamic Wireless Medium Address. This text is related to the response to proposal in TGw Task group describing the AMID (Association MAC Identifier)











Dynamic Wireless Medium address aka-AMID
page 1
Edney, Nokia

_1192000940.vsd
MAC Data SAP


Existing connection
LLC = ABC


802.1X instance for
ABC


Authen-ticator


IEEE802.1X Port multiplexer


EAPOL


Authen-ticator


EAPOL


802.1X instance
for other STAs



_1192000939.vsd
MAC Data SAP


Existing connection
LLC = ABC
DWM = 123


802.1X instance for
ABC/123


Authen-ticator


IEEE802.1X Port multiplexer


EAPOL


Authen-ticator


EAPOL


802.1X instance
for other STAs


New connection
LLC = ABC
DWM = 789


Authen-ticator


EAPOL


802.1X instance for
ABC/789



