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1. Changes to Draft D0.6
Add the following text after the text changed for Section 5:

Changes to Section 5.5

Replace:

a) Class 1 frames (permitted from within States 1, 2, and 3):

1) Control frames

i) Request to send (RTS)

ii) Clear to send (CTS)

iii) Acknowledgment (ACK)

iv) Contention-Free (CF)-End+ACK

v) CF-End

2) Management frames

i) Probe request/response

ii) Beacon

iii) Authentication: Successful authentication enables a STA to exchange Class 2 frames. Unsuccessful authentication leaves the STA in State 1.

iv) Deauthentication: Deauthentication notification when in State 2 or State 3 changes the STA’s state to State 1. The STA shall become authenticated again prior to sending Class 2 frames. Deauthentication notification when in State 3 implies disassociation as well, changing the STA’s state from 3 to 1. The STA shall become authenticated again prior to another association.

v) Announcement traffic indication message (ATIM)

vi) Action

3) Data frames

i) Data: Data frames in an IBSS with frame control (FC) bits “To DS” and “From DS” both

b) Class 2 frames (if and only if authenticated; allowed from within States 2 and 3 only):

1) Management frames:

i) Association request/response

— Successful association enables Class 3 frames.

— Unsuccessful association leaves STA in State 2.

ii) Reassociation request/response

— Successful reassociation enables Class 3 frames.

— Unsuccessful reassociation leaves the STA in State 2 (with respect to the STA that was sent the reassociation message). Reassociation frames shall only be sent if the sending STA is already associated in the same ESS.

iii) Disassociation

— Disassociation notification when in State 3 changes a STA’s state to State 2. This STA shall become associated again if it wishes to utilize the DS.

If STA A receives a Class 2 frame with a unicast address in the Address 1 field from STA B that is not authenticated with STA A, STA A shall send a deauthentication frame to STA B.

with:

a) Class 1 frames (permitted from within States 1, 2, and 3 except as noted below:

1) Control frames

i) Request to send (RTS)

ii) Clear to send (CTS)

iii) Acknowledgment (ACK)

iv) Contention-Free (CF)-End+ACK

v) CF-End

2) Management frames

i) Probe request/response

ii) Beacon

iii) Authentication: Successful authentication enables a STA to exchange Class 2 frames. Unsuccessful authentication leaves the STA in State 1.

iv) Deauthentication: Deauthentication notification when in State 2 or State 3 changes the STA’s state to State 1. The STA shall become authenticated again prior to sending Class 2 frames. Deauthentication notification when in State 3 implies disassociation as well, changing the STA’s state from 3 to 1. The STA shall become authenticated again prior to another association.

v) Association request/response (may be sent in state 1 if and only if part of a Fast Transition after the Fast Transition Request and Response)
— Successful association transitions STA to state 3
vi) Reassociation request/response (may be sent in state 1 if and only if part of a Fast Transition after the Fast Transition Request and Response)
— Successful reassociation transitions STA to state 3.

— Reassociation frames shall only be sent if the sending STA is already associated in the same ESS.

vii) Announcement traffic indication message (ATIM)

viii) Action

3) Data frames

i) Data: Data frames in an IBSS with frame control (FC) bits “To DS” and “From DS” both

b) Class 2 frames (if and only if authenticated; allowed from within States 2 and 3 only):

1) Management frames:







iii) Disassociation

— Disassociation notification when in State 3 changes a STA’s state to State 2. This STA shall become associated again if it wishes to utilize the DS.

If STA A receives a Class 2 frame with a unicast address in the Address 1 field from STA B that is not authenticated with STA A, STA A shall send a deauthentication frame to STA B.

Make the following modifications to 7.3.2.45
This element is defined to encapsulate the Fast Transition 802.1X EAPOL-Key message. This element is present in the Fast Transition Confirm and Fast Transition Acknowledgement messages, and association or reassociation request and response when Fast Transition and Security are enabled.

Make the following modifications to 7.4.7.1
7.4.7.1 Fast Transition Request Action Frame
Figure 85H—Fast Transition Request Action Frame Format
The frame body of a Fast Transition Request Action Frame contains the information shown in Figure 85H.

Table 32S—Fast Transition Request Action frame body
The body of a Fast Transition Request Action Framecontains the information shown in Table 32S.

Make the following modifications to 7.4.7.2

7.4.7.2 Fast Transition Response Action Frame
The frame body of a Fast Transition Response Action Frame contains the information shown in Figure 85I.

Figure 85I—Fast Transition Response Action Frame Format
The body of a Fast Transition Response Action Frame contains the information shown in Table 32T.

Table 32T—Fast Transition Response Action frame body
Make the following modifications to 7.4.7.3

7.4.7.3 Fast Transition Confirm Action Frame
Figure 85J—Fast Transition Confirm Action Frame Format
The frame body of a Fast Transition Confirm Action Frame contains the information shown in Figure 85J

The body of a Fast Transition Confirm Action Frame contains the information shown in Table 32U.

Table 32U—Fast Transition Confirm Action frame body
Make the following modifications to 7.4.7.4

7.4.7.4 Fast Transition Acknowledgement Action Frame
Figure 85K—Fast Transition Acknowledgement Action Frame Format
The frame body of a Fast Transition Acknowledgement Action Frame contains the information shown in Figure 85K.

The body of a Fast Transition Acknowledgement Action Frame contains the information shown in Table 32V.

Table 32V—Fast Transition Acknowledgement Action frame body
Make the following modifications to 8.5A.8:

The FT Authentication sequence is invoked to initiate a Fast BSS Transition in an RSN. The first two messages in the sequence ‘Fast Transition Request’ and ‘Fast Transition Response’ are used to allow each TSTA and target TAP to provide their random contributions SNonce and ANonce respectively. These values shall be random and are used to generate the PTK. Fast Transition Request and Response are also used to enable the target TAP to provision the PMK-R1, and for the TSTA and target TAP to compute the PTK. As the PTKSA is established to protect the resource reservation in a RSNA enabled TSTA, no resources may be requested in the Fast Transition Request message.

The third and fourth messages in the sequence ‘Fast Transition Confirm’ and ‘Fast Transition Acknowledge’ are used to prove liveness of the PTK and to enable authenticated resource reservation.

The Fast Transition Authentication sequence described in this clause is transported in various frames depending on the circumstances. For instance, they may all appear as Authentication frames, as described in Section 7.2.3.10. Alternatively, they may all appear as Action frames, as described in Section 7.4.7. Alternatively they may appear as a combination of Authentication frames and Reassociation Frames or  Action frames and Reassociation frames. See section 8A.3 and 8A.4 for further specification of the various transport mechanisms.

Make the following modifications to 8.5A.8.1

8.5A.8.1 FT Authentication sequence: contents of Fast Transition Request
Fast Transition Request is used by the TSTA to initiate a Fast BSS Transition when RSNA is enabled. The TSTA shall, in the TSIE, include the corresponding key names of the key hierarchy it is using to generate the PTK.
Make the following modifications to 8.5A.8.2

8.5A.8.2 FT Authentication sequence: contents of Fast Transition Response
The Fast Transition Response is used by the target TAP to respond to the requesting TSTA. The target TAP shall also, in the TSIE, echo the key holders and key names used to generate the PTK.

Make the following modifications to 8.5A.8.3

8.5A.8.3 FT Authentication sequence: contents of Fast Transtion Confirm
The Fast Transition Confirm is used by the TSTA to assert that it has a valid PTK and to authenticate a resource request
Make the following modifications to 8.5A.8.4

8.5A.8.4 FT Authentication sequence: contents of Fast Transition Acknowledgement
The Fast Transition Acknowledgement is used by the target TAP to respond to the requesting TSTA. This message serves as final confirmation of both liveness of the PTK to the TSTA and resource availability. Note however that the RIC-IE will be absent if no resources are requested.

Make the following modifications to the text immediately under Figure 121D

As shown in Figure 121D, the FBT base mechanism defines a new Authentication algorithm, FT. This enables the TSTA and target TAP to specify the PTKSA to be established, and provides the respective SNonce and ANonce to precompute the PTK. This occurs prior to the target TAP committing QoS resources. A TSTA that invokes the base mechanism shall not use any Authentication algorithm except the FT Authentication Algorithm. The PTKSA is established to enable the integrity protection of the QoS resources specified in the (re)association exchange.

Add the following paragraph to the end of 8A.1.2

Prior to the base mechanism the TSTA may be in State 1, 2 or 3 with respect to the target TAP (as defined in section 5.5.) If the base mechanism is successful the STA shall transition to State 3.
Make the following modifications to the text immediately under Figure 121F

Similar to the FBT Base Mechanism, the FBT pre-reservation mechanism uses the FBT 802.11 Authentication algorithm to enable the early establishment of the security association, and the pre-reservation of QoS resources. A TSTA that invokes the pre-reservation mechanism shall not use any Authentication algorithm except the FT Authentication Algorithm.
Add the following paragraph to the end of 8A.1.3

Prior to the pre-resevration mechanism the TSTA may be in State 1, 2 or 3 with respect to the target TAP (as defined in section 5.5.) If the FT Authentication Sequence is successful the STA shall transition to State 2. If the subsequent Association is successful the STA shall transition to State 3.
Delete the following paragraph from 8A.3

On successful FT Authentication, the TSTA completes State 1 and proceeds to State 2 (State definitions as given in section 5.6). Note that while the TSTA is 802.11 Authenticated, the 802.1X port remains blocked. This behavior is consistent to that defined in section 8.4.5.

Delete the following paragraph from 8A.4.1

On successful FT Authentication, the TSTA completes State 1 and proceeds to State 2 (State definitions as given in section 5.6). Note that while the TSTA is 802.11 Authenticated, the 802.1X port remains blocked. This behavior is consistent to that defined in section 8.4.5.

Modify the following paragraph in 8A.4.1 as shown

On successful completion of the FT Authentication exchange for pre-reservation, the PTKSA has been established and proven live and the TSTA proceeds to State 2 (as in Section 5.5). The Key Replay Counter shall be initialized to zero and the subsequent FT EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.

Modify the last paragraph in 8A.4.1 as shown

Upon successful (re)association, the TSTA moves to State 3 (as in Section 5.5), the 802.1X port is opened on both the TSTA and the target TAP, and data connectivity with QoS has been established.

Modify the following paragraph in 8A.4.2 as shown

On successful completion of the FT Action frame exchange for pre-reservation, the PTKSA has been established and proven live and the TSTA proceeds to State 2 (as in Section 5.5). The Key Replay Counter shall be initialized to zero and the subsequent FT EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.

Modify the last paragraph in 8A.4.2 as shown

Upon successful (re)association, the TSTA moves to State 3 (as in Section 5.5), the 802.1X port is opened on both the TSTA and the target TAP, and data connectivity with QoS has been established.
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