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Monday, September 19, 2005
Group:  IEEE 802.11 TGw Protected Management Frames

Date: Sept. 19, 2005 – 16:00–18:00, Sept. 22, 2005 – 13:30-15:30, 16:00-18:00
Chair:  Jesse Walker 

Secretary:  Sandy Turner
Call to Order
Meeting called to order on Monday, September 19, 2005 by Jesse Walker at 4:00 pm PST.

Chair:  Go to the IEEE concierge’s desk and sign in once a day.  The chair reviewed slides on the following:

· Membership & Anti-Trust

· IEEE-SA Standards Board Bylaws on Patents in Standards

· Inappropriate Topics for IEEE WG Meetings

· Copyright

· Agenda (below)
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Chair:  Any objections to adopting the agenda before you?

None.

Chair:  I’d like to review and approve the San Francisco minutes.  Are there any objections to approving the minutes:

· 05/812r0 July Protected Management Frames Plenary Ad Hoc Minutes
· 05/813r0 July Protected Management Frames Plenary Minutes
Chair:  Hearing none, the minutes are approved.  For Goals and Status, we received five Intent to Propose notices.  Since then, we’ve had some preliminary talks amongst proposers and some progress toward merging.  I hope all proposals will work toward a single consensus proposal by the end of the next meeting.  Is there any discussion on this?  
None.

Chair:  Seeing none, we’ll go into the proposals.

Comment:  In our process, there is a step to take a straw poll at the end of each proposal.

Chair:  Yes.
Presentations

Chair:  Chair schedules Marcus Wong first since the other two proposals are related.

Broadcast Management Frame Protection 11-05-0895-00 Marcus Wong et. al.
Marcus Wong (MW) reviewed the proposal.
Comment:  Why did you dispense with using TESLA in the standard way?  On Slide 6, you can’t dismiss that attack.
MW:  We needed to modify the protocol.
Comment:  You modified it with the GTK, although someone on the inside that knows the GTK could still commit the attack.

Comment:  It makes it one step harder.  
Chair:  There is a paper by Adrian Perrig and Dawn Song (Secretary added the title later – “The  TELSA Broadcast Authentication Protocol”) you should read.  The key is sent in the same packet that protects it.  There are a number of interesting properties.  This is a scheme that can be made to work.  It needs precise time boundaries for byte boundaries on each octet.  Any further discussion?
Comment:  Are you considering standard TESLA?

Chair:  If someone brings it forward, we certainly could.  Let’s have a straw poll.  The voting options are yes, no and abstain.
STRAW POLL:  Do you want to see more of this proposal?  Do you not want to see more of this proposal?  Do you want to abstain?
Results: 19 yes, 0 no, 7 abstain
Chair:  This one moves forward.

Broadcast and Unicast Management Protection (BUMP) 11-05-0894-01 Emily Qi, Nancy Cam-Winget, et.al.
Emily Qi (EQ) will present “Design Goals and Overview and “Unicast Management Frame Protection” and Nancy Cam-Winget (NCW) will present the rest of the presentation.  There are some areas that are still “Works-in-Progress” that will be noted.
(Slide 12)

Comment:  What is the SA?
NCW:  The SA is the STA’s MAC address.  The AP sends the commit value when it associates.  It binds the MAC addresses and the key.  The commit is unique per station and the key is global and shared.  I have a single key.  When I hash it, there is a unique hash to everyone it’s servicing.  When I send you the broadcast, only you can validate the initial commit value during association.
Comment:  How common is broadcast Disassociate and Deauthenticate?  It’s almost unused.  Early STAs will ignore these messages when they receive them.

Comment:  It’s legal, but only used when an AP is going down, reconfigured or rebooted.
NCW:  I don’t know what the industry does.  In Paranoid mode, through  policy negotiation, we’re not going to send any of the broadcasts.
Comment:  Does Paranoid address other broadcast frames, like broadcast Disassociate?  You might want to lump it in and never use it. 
NCW:  I can add it as a “Work-in-Progress”.

Comment:  Does the AP have any assurances that the AP know that all it’s STAs receive the broadcast?
NCW:  The Disassociate and Deauthenticate  are “fire and forget” – just like in TGk.

Comment:  That doesn’t prevent if from sending it again.  You have disclosed the key.
Comment:  You assume you don’t care from a Disassociate or Deauthenticate.
NCW:  True.

Straw Poll:  How many people would like to see more details on this proposal?
Possible voting options:  Yes/No/Abstain

Voting result (Yes/No/Abstain): 32/0/0
Chair:  This one moves forward.
Partial Proposal to TGw - AMID 11-05-0901-01 J.P. Edney
Jon Edney (JE) reviewed the slides.

(Slide 5)
Comment:  Each instances would have a local identity.
JE:  There could be multiple instances on a local layer 2 network.

Comment:  Each multiple instance would not be visible globally.

JE:  The MAC does not extend beyond the layer 2 network, unless you use the MAC address as a credential at layer 3 and above.
Comment:  It’s done frequently though.  You get an IP based on a MAC.
JE:  That’s local.  It’s not used for authentication.

Comment:  Why should we consider a single connection a constraint?

JE:  I’m coming to that in the next slide.

(Slide 6)
Comment:  Could that be an implementation problem?
JE:  One possible solution is that when a station is associated and protected with a MAC, you could allow another station to associate with the same MAC – or 10 or 20 stations – until you get to the 4-way and then determine if it is valid or not.  Another possible approach, from an implementation, is from my experience with APs, is that a change to allow multiple STAs with the same MAC indifferent stations is problematic.

(Slide 7)
Comment:  If a station loses state when it had associated with an AP, his recourse is to invent a different MAC.  What’s to stop just anyone from dong that?  Nothing.
JE:  How do I pick out existing state from the last MAC?  I’ll come to that soon.

Comment:  The RADIUS server would not let you use the same MAC the second time.
JE:  Let me get further ahead.  It’s transparent to the RADIUS server..

(Slide 8)

JE:  This is a summary, except for the last bullet.  The AP gets to find out what the real MAC is since it’s sent with confidentiality during the 4-way.

Comment:  Not during AAA authentication.

Comment:  EAP authentication is before the 4-way.

Comment:  That’s the point.  The RADIUS server gets to see what the AP will see.

Comment:  What about TLS?  The MAC id is the real MAC.
JE:  If the RADIUS server requires to bind to the real MAC, that’s a different problem to solve.

Comment:  That’s device authentication.
Comment:  Isn’t the device information sent in the attribute/value pair?
JE:  If you change the wireless adapter, isn’t that the same thing?

Comment: If the credentials are bound to the MAC…
Comment:  The RADUS server has a policy that that’s not a valid parent.  You’re not saying it’s a common policy to do that binding though.
(Slide 9)

Comment:  11i preauthentication uses the real MAC.
JE:  In a couple slides I’ll talk about TGr.

(Slide 12)

Comment:  If there is hardware out there doing lookups of key state on received frames, you’re adding an indirect lookup, not a direct lookup.

JE:  When you reassociate with a new AMID, you have to go through the 4-way and create new key state.
Comment:  If you go through the EAP transition with the AMID, you expose the real MAC during the 4-way.

JE:  Use PMK caching.

Comment: Before you install the first key, would the PTK be bound to the real MAC or the AMID?
JE:  There has been some discussion on this to some extent.  Some people feel it should be bound to the real MAC.  Some feel this is not required.  Should the PTK be recomputed each time?
Comment:  Would the AMID be used as a source address?

JE:  Yes, the AP at that level would not realize any difference.
Comment:  The station would not be using the real MAC in the data frame.

Comment:  That’s another level of indirection in the lookup.

JE:  That’s incorrect.

Comment:  Frames come back from the DS and are inserted at the MSDU level.

Comment:  Key lookups are for encryption and decryption - that’s based on the AMID.  There’s a separation between lower layer to higher layer addresses. You’re splitting layer 2.

JE:  Right.

Comment:  What about mobile things when I’m in AMID mode?
Comment:  You cross the SAP going out.  The real MAC is only at the upper layer.
Comment:  When the STA creates the AMID, is this unbounded latency?

JE:  For conventional roaming or transition, with no preauthentication, when it prepares to go to the new AP, it picks a MAC – 48 bits – a random number.  The probability of collision is almost zero.
Comment:  You have a Birthday Attack on 23 bits.  How much time does it take to generate that attack?

JE:  At the next level up in TGr, when you preauthenticate to a new AP across the network, you do it directly with the real MAC.  Preauthentication with 11i will not work with this scheme.  I contend its not a big problem – not a lot of people are doing that and it will be deprecated by TGr.
(Slide 14)

Comment:  I was thinking the whole idea of getting the STAs MAC address with confidentiality over the air.  The 11r authentication primes the key based on the MAC address.  So if you’re doing it over the air, you choose the AMID before you start the process, how will the target AP know how to prime the correct r0 key if it’s not the correct source MAC address of the STA?
JE:  I’ll have to look at the sequence of events.
Comment:  With AMIDS, have you looked at the hidden station problem?  Two overlapping BSSs could have stations using the same AMID.  Since ACK frames only have destination addresses, both STAs could receive it and not know that it came from a different BSS.
JE:  That’s a corner case.

(Slide 16)
Comment:  This is an interesting area.  I like the concept in general, but I’m having a hard time understanding how it fits in the prevue of w.  How does it protect management frames, which is the charter of this group?
JE:  It solves the key lockout problem, which is non-trivial to solve.

Chair: 11p has a similar mechanism to the AMID.
Comment:  This is similar to the Host Identity Protocol, except for layer 2.

Comment:  Go back to Slide 11 step 4.  What is the destination of the failed message.

JE:  The AMID.

Comment:  It’s in use already.

JE  A station which received an unexpected MAC failure understands why it was caused.

Comment:  What about probing and hidden SSIDs?
JE:  I didn’t talk about probing on Slide 14.  When you probe, you don’t have an AMID, so you use a well known MAC source address.  The AP would recognise this and reply with a broadcast (probe response) rather than a unicast reply.  All stations would see the SSID in the probe response.  Hiding the SSID is not considered a great security technique.
Comment:  It’s common none-the-less.

JE:  You can snoop for any probe response and get the same information.

Comment:  Probing could be done with a second MAC address.

JE:  It would have to be unique for each station.

Comment:  How unique?

JE:  You could allocate if from a unique global pool.

Comment:  That’s overkill, but one way of doing it.

Straw Poll:  How many people would like to see more details on this proposal?
Possible voting options:  Yes/No/Abstain

Voting result (Yes/No/Abstain): 28/4/4
Chair:  This one moves forward.

End of Session
RECESS 17:47 PST
Monday, September 19, 2005
Call to Order
Meeting called to order on Monday, September 22, 2005 by Jesse Walker at 13:32 pm PST.

Chair:  We have two presentations today.
· TKIP in 802.11w 11-05-0929-00 Nancy Cam-Winget
· PSA and PSA-D 11-05-0651-00-000w-psa-and-pas-d.ppt Fujio Wantanabe
TKIP in 802.11w 11-05-0929-00 Nancy Cam-Winget
(Slide 6)

Comment:  Does w allow broadcast management frames to be encrypted in TKIP?

Nancy Cam-Winget (NCW):  The broadcast mechanism is on it’s own.  That will apply to all broadcast management frames independent of the data.  It uses AES-CMAC.  As BUMP suggested on Monday, we’ll only protect management frames if the data protection is CCMP.  In Paranoid, if you negotiated policy is to not transmit broadcasts, BUMP is only protecting if the data protection is CCMP.  This tries to broaden the coverage.
Comment:  Given that many management frames are not throughput bound, you could do AES in software.
Comment:  The exact nature of what to protect on management frames, brings up the fact that TKIP as defined has issues.
Comment:  TKIP is MSDU based.  If you go the route of trying to keep unicast management and data the same, you’ll need new text to make sure everything that needs to be protected is protected.  In the MSDU, only the source and destination address are protected.  You want to protect more than that.
Comment.  What else do you want to protect?

Comment:  The frame header, frame control and addresses 1-3.
Straw Poll:  How many people would like to see more details on this proposal?
Possible voting options:  Yes/No/Abstain

Voting result (Yes/No/Abstain): 22/0/1
Chair:  This one moves forward.

PSA and PSA-D 11-05-0651-00-000w-psa-and-pas-d.ppt Fujio Wantanabe

(Slide 5)
Comment:  Attack 2 shouldn’t happen unless the new stations becomes authenticated (after the 4-way).  That attack is not possible if the AP on the right waits until after the authentication  and the network switches to the DS.
Fujio Wantanabe (FW):  We were thinking of the authenticated case.

(Slide 6)

Comment:  When roaming, 11r has mechanisms to do the MIC you’re including.
Comment:  The point of this is to prevent a DOS attack.  What’s to prevent the DOS attacker from jamming the countermeasures – the Defence frames?

FW:  We’ve not thought about that at this time.

Comment:  I understand the scenarios where the station loses state, but is there a corresponding case where the AP reboots and it loses state.
FW:  We only assume the station rebooted.

Straw Poll:  How many people would like to see more details on this proposal?
Possible voting options:  Yes/No/Abstain

Voting result (Yes/No/Abstain): 13/0/8
Chair:  This one moves forward.
Chair:  At the end of the proposals, I’d like to make a few remarks.  People want to see more details on all of them.  I see overlap.  PSA with BUMP and AMID, Marcus with BUMP, TKIP and BUMP, AMID and BUMP.  As chair, I’d like to see the proposers work together to try and come up wit a merged proposal.  The second observation is that one of the requirements in our Requirements document was not addressed – the delay protection feature.  Should we still consider it a requirement or come back with future proposals.
Comment: The delay protection feature is highly desirable, not mandatory.

Chair:  Did the proposals adequately address the range of options we’re considering
Comment:  Once concern is what the proposals are doing versus what other task groups are doing – like s.  After listening to s, I have concerns.

Chair:  I do too.

Comment:  They don’t now what their requirements are yet.

Comment:  We have our requirements, a call for proposal and proposals and  now you’re wondering if the requirements are sufficient and the proposals are sufficient.  What’s going on here?

Chair:  I just want a sense of the room if we are on a good track.  There was one requirement nobody addressed.  We also only have one complete proposal, BUMP.  All the others overlap with it with problems solving. 

Comment:  Isn’t that good?  That should be cause for celebration.

Comment:  I’m less concerned about other requirements of s and v.  V is in the early stages.  S is a little further along.  Let’s not get bogged down in waiting for them to come up with requirements.  Let’s focus on getting a proposal together and systematically making sure all the requirements are covered.  If there are additional security needs, they can be addressed in other task groups.

Comment:  Just a thought, but have you thought about only protecting management frames and protecting data with higher layer protocols?

Comment:  We decided to build on top of i.  If we tried to delete the sections that protect the data, that’s difficult.  We would need consensus that that’s an important feature.  Someone said TKIP is important and we needed to address that.  If someone wants to bring a submission, they can justify that need.

Comment:  This group has been very engaged in defining the requirements and going through the process.  I’m happy with what we’re doing.
Comment: Another solution is to just turn on both to protect the data (11i plus something like ipsec).
Comment:  You could have vendor specific cipher suites – no on data and yes on management.
Chair:  Any other topics?

Comment:  I’ve got a question about management frames and priority.

Comment:  What does 11e allow for different priorities and reordering of management frames?
Comment:  If you wanted to allow management frames ad different priorities, you need to add some field in the management frame to say what the priority is and what nonce and replay.  I can’t believe you’d go to that much effort.  QoS fields are only in the data.

Chair:  Is there anything the task group can do to help merge the proposals – like setting up a conference call for people with proposals to talk on how to merge?

Comment:  We have a lot of conference calls going on.  Let’s not set up any more.

Chair:  Any further thoughts on this?

None.

Chair:  Is there any other business to consider?

None.

Chair:  Seeing none, is there any objection to adjourning?

None.

Chair:  Hearing no objections, we’re adjourned.

End of Session

ADJOURN 14:28 PST

End of Meeting
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Minutes of the 802.11 TGw Task Group meeting held during the IEEE 802 September 2005 Interim Session in Garden Grove, CA from September 18th – 23rd, 2005.
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