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1 Introduction
1.1 Background
The purpose of this work is to address interworking issues between an IEEE 802.11 access network and an external network to which it is connected.
The scope of this proposal is to address the subset of the TGu requirements (referred to as a cluster) dealing with network selection.  In particular, to offer improved performance over the current strategies of relying on SSIDs or simply associating with each available network in turn and attempting to authenticate in order to find a suitable network to use. This is the method described in the current 3GPP standards [4].
This proposed amendment to the IEEE 802.11 standard has two parts:

The first is to provide additional Information Elements for use in the Probe Request/Response to determine the ability to use particular credentials, before associating with the network.
The second part of the proposed amendment provides a mechanism to transport Information Elements (IE) that are currently proposed within the  IEEE 802.21 draft standard to a station (STA) before association, in order to provide additional information for the STA to use as part of its network selection process.

1.2 Definitions

Information Element (IE) –
Information Service (IS) – 

Network Access Identifier (NAI) – The user identity submitted by the client during network access authentication. See [3].
Realm – The part of the NAI after the “@” symbol.

Realm-based routing – The use of the realm to determine a AAA server to send the request to.

2 Network Selection Proposal
As stated above in the introduction, this proposal addresses two main areas as described below:

2.1 Probing for supported NAI realms

2.1.1 Overview
As part of the process of selecting an IEEE 802.11 network to associate with, the STA needs to be able to determine whether a particular Access Point (AP) will be able to authenticate it with the STA’s available credentials.  This is necessary in order to avoid the necessity of attempting IEEE 802.1X authentication with each available AP (requirement R0N1).
The mechanism described here makes use of an additional IE in a Probe Request/Response to provide a hint for use in determining which of the APs in range are able to perform authentication using a particular NAI realm.
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Figure 1 – Probe Request/Response to determine support for an NAI
The STA sends a Probe Request containing an NAI IE to the AP.  The AP then makes a query using its AAA infrastructure, through to the AAA server.  As a result it will be able to determine whether it can route the authentication request to the AAA server for that realm.  It then indicates this result to the STA. If the AP indicates that the realm is acceptable, then the STA proceeds with association and authentication.
The proposed mechanism allows any number of SSPNs to be supported through a single AP (as per requirement R0N3).

If the STA has credentials for a number of different realms, then it may send multiple Probe Request messages each querying for one of the realms.  This assists an STA with multiple identities in determining which to use.
As an alternative, multiple NAIs could be included in a single Probe Request (and multiple NAIs in the Probe Response). However, this could lead to unreasonably large Probe messages, and so does not currently form part of this proposal.
The STA must time out if a Probe Response is not received within a specified time. The standard Probe time out is MaxChannelTime. No value of MaxChannelTime is specified, but 10ms is regarded as a reasonable value [7]. However, a longer timeout would be required for this use, due to the need for the query to be passed through the AAA infrastructure and a response returned.
If the STA has multiple sets of credentials it may probe for each in turn. It may terminate once it has found one set of credentials that is usable.
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Figure 2 - STA state machine
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Figure 3 - AP state machine

2.1.2 Frame Formats

2.1.2.1 Probe Request Message

An NAI Request IE is added, which can be used in a Probe Request message.  It is included by an STA which wishes to determine whether an NAI using that realm can be authenticated by the AP.  This IE must not be used in Probe Requests messages in IBSS mode (i.e. an ad hoc network).

2.1.2.2 Probe Response Message

An NAI Response IE is added, which can be used in a Probe Response message.  It is only included by the AP if an NAI Request IE was included in the Probe Request. It contains the same NAI as that sent in the NAI Request IE and a flag is set by the AP to indicate whether it can authenticate users with NAIs using that realm.

2.1.2.3 Information Elements
A new NAI IE is defined to allow querying of support for credentials in a particular realm.
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Figure 4 – NAI Request Information Element

The syntax of an NAI is specified in [3].

As described in [5] RADIUS can support NAIs of up to 253 octets in length, whilst Diameter can use NAIs with a maximum length of 224-9 octets. Since it is not possible for the STA to determine what AAA infrastructure is being used, it is pragmatic to limit the NAI to the maximum supported by RADIUS.  It may be appropriate to reduce this since the recommendation in the RADIUS protocol is only that a length of 63 octets needs to be supported, so it may be unsafe to assume that NAIs longer than 63 octets can be used. The minimum length for an NAI is one octet.
(Note: Element IDs are managed by the IEEE 802.11 assigned numbers authority.)
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Figure 5 – NAI Response Information Element

Only one bit of the flags octet is currently defined.
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Figure 6 – Flags octet in NAI Response IE

The Ack bit is set in the Flags octet by the AP to indicate whether the NAI is acceptable or not.
Additional information could potentially also be included, based on the AAA response received, e.g. to address requirement R0N2.
2.1.2.4 Privacy

If username privacy is required then it is suggested that the anonymous “@realm” form of NAI is used, as recommended in [5]. This only exposes the the realm without identifying the particular user.
In some situations, however, it may be necessary to use the full NAI in order to correctly determine the usability of the NAI. For example, when a decorated NAI of the form example.com!username@example2.com (which is an NAI for a home realm of example.com but routed through example2.com) is used then sending only the realm part may not identify the situation where the AAA request cannot be forwarded from example2.com to example.com.
Username privacy may also be provided in other ways. For example, a user may use the Identity Privacy mechanism provided by the EAP-SIM method [6]. In this case the NAI in the NAI Request IE would be the pseudonym username, rather than the permanent username.

2.2 Optional Provision of Information about Additional Realms

2.2.1 Overview

The mechanism described in the previous section has the property that it does not require any configuration of realm information at the AP, other than the address of the AAA server which is already used for the actual authentication itself.

If additional information can be configured on the AP, then further information about supported realms can be made available. However, this does have the penalty of increased management overhead. In some situations it may be difficult to determine the complete set of supported realms, since the access network provider may only have indirect relationships with some SSPNs. For example, authentication requests for user@example.co.uk may be routed via example.com, the access network provider may only have a relationship with example.com and may not easily be able to determine that it can also authenticate users at example.co.uk.
Additional configured realm information could be made available in the Probe Response as part of the method described above, or in the Beacon.
Since, as previously described, the realm strings may be quite long, it is proposed that rather than including the full realm string a hash of the string is used instead. The STA receiving the message can check the hashes of the realms it has credentials for against the hashes in the message.
The need to reduce the amount of information in the messages (particularly in the case of broadcast messages such as Beacons) creates a desire to use shorter hashes. However, hash collisions (where two realms hash to the same value) are more likely to occur when shorter hashes are used. The effect of a hash collision is that the STA may believe a realm to be supported when in fact the AP does not support it (but does support a different realm that hashes to the same value). In this case the STA may attempt to perform authentication using credentials for the realm it mistakenly believes to be supported, but the authentication will fail. This is no worse than the current situation where the authentication is attempted blindly without having any idea of which realms the AP supports. It is, however, desirable to reduce the probability of such collisions where possible by using longer hashes.
Therefore, it is suggested that an adaptive hashing scheme is used, to allow the AP to use a number of different hash lengths. The length of hash chosen might depend on the number of realms being advertised, or how busy the network is (particularly in the case of Beacons).

In cases where the complete set of hashed realms cannot be included in the message, an ‘other unadvertised SSPNs available’ indicator is included in the message.

A standard hash algorithm would need to defined, so that the sending AP and receiving STA will both compute the same hash for a given realm. For the adaptive hashing, the hashes of different lengths may be computed using the same algorithm, but with the output truncated to different lengths.

2.2.2 Frame Formats

A new Hased Realms List IE is added, which can be used optionally in Beacons and Probe Response messages.
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Figure 7 – Hashed Realms List Information Element
Initially, three flag bits are defined:
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Figure 8 – Flags octet in Hashed Realms List IE
Bits B0 and B1 indicate the hash length that is being used:
· 00 = 1 octet

· 01 = 2 octets

· 10 = 3 octets

· 11 = 4 octets

B2 indicates whether additional realms are available that are not included in the list of hashed realms in this IE.

2.3 Probing for IEEE 802.21 Information Service IEs
2.3.1 Overview
There is also a need to be able to identify services that are available from an AP before attachment (requirement R0N4, and also possibly some the requirements in the IEEE 802.21 cluster of the TGu requirements).  This is closely related to the work of IEEE 802.21. The proposed solution provides an IEEE 802.11-specific mechanism for pre-association transport of elements provided by the Information Service component of IEEE 802.21.
The Probe Request message is extended to carry a new IEEE 802.21 IS Request Information Element which contains a list of IEEE 802.21 IS IEs that the STA wishes to receive. The Probe Response message is likewise extended to carry a new IEEE 802.21 IS Response Information Element which contains the set of IEEE 802.21 IS IEs requested by the STA. 
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Figure 9 – Probe Response/Request for 802.21 Information Service
It may be appropriate to extend this mechanism to cover the IEEE 802.21 Command Service and/or Event Service.

Alternative methods of transporting this information (other than Probe messages) may be appropriate. One option may be to use Class 1 Data Frames, however, these are currently prohibited in BSS (i.e. infrastructure) mode.

2.3.2 Frame Formats
2.3.2.1 Probe Request Message

An IS Request IE is added, which can be used in a Probe Request message.  It is included by an STA to indicate which 802.21 IS IEs it wishes to receive from the AP.  This IE must not be used in Probe Request messages in IBSS mode.
2.3.2.2 Probe Response Message

An IS Response IE is added, which can be used in a Probe Request message.  It is included by the AP if an IS Request IE was included in the Probe Request. It contains all of the IEs requested by the STA that are available from the IS Function.

The maximum size of this information cannot currently be assessed, due to the immaturity of the IEEE 802.21 draft standard. For some IEs the length may be content-dependent.
2.3.2.3 Information Elements
A new IS Request IE is defined to allow an STA to determine information about interworking services available.
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Figure 10 – IS Request Information Element
The contents of the IS Request IE is a list of 802.21 IS Information Element IDs indicating the IEs that should be included by the AP in its response.

It is an open issue whether this form of query is sufficient. For example, it may be necessary to provide more information than simply an IE ID.

A new IS Response IE is defined to provide the results.
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Figure 11 – IS Response Information Element
The contents of this IE is a collection of IS IEs (i.e. the actual elements), as specified by IEEE 802.21.
Such a set of IS IEs may become quite large. It would be possible for a Probe Response to be fragmented (using the standard IEEE 802.11 procedures) if necessary.
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4 Annex Informative Section

4.1 Requirements Conformance - Self Evaluation

This proposal addresses all of the requirements in the Network Selection Cluster of [1] with a classification of ‘Required’: R0N1, R0N2, R0N3, R0N4.

It does not attempt to satisfy the optional requirement R0N5 or the out-of-scope requirements R0N6 and R0N7. It may fulfil some of the requirements in the IEEE 802.21 MIH Support Cluster.
The minimization of battery consumption has been considered (as suggested by d15M1 of [2]) in the development of this proposal. Since the Probe Request/Response is directed, the proposal does not add any new broadcast or multicast information that must be processed by all STAs.
Since the proposal only adds IEs to provide ‘hints’, there is no requirement to provide integrity protection or data origin authentication to the new IEs. There are privacy issues, as discussed in section 2.1.2.4, but cryptographic confidentiality protection is not required.

The addition of the proposed new IEs will allow correct operation with legacy equipment. Only those IEs supported by an AP are returned in the Probe Response, so legacy equipment will ignore the NAI Request IE. IEEE 802.11u STAs can detect that a legacy AP is present because of the absence of an NAI Response IE in the Probe Response.
The solution proposed here bears some similarities to that proposed in IEEE 802.16g. However, the .16 solution makes use of 24 bit operator identifiers rather than NAI realms, and sends the complete list of supported operators to the MSS.
The proposed solution for NAI support probing offers a solution that scales O(1) with the number of SSPNs supported by the network. The solution scales at worst O(n) with the number of sets of credentials that the STA has. The information added to the Probe Request/Response depends on the length of the NAI, which would typically be less than 63 octets (in order to support legacy RADIUS infrastructure which only supports the minimum required length), and at most 253 octets (in order to allow it to be carried by RADIUS).
Further evaluation of the solution for probing for IEEE 802.21 IS IEs is required in order to consider the scalability issues. Insufficient information is currently available to determine the size and quantity of IS IEs.
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Abstract


This document specifies a proposal to address the requirements in the Network Selection Cluster for TGu. The proposal specifies additional Information Elements for use in Probe Request and Probe Response messages to provide information required by the STA as part of its network selection decision before association.
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