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Wednesday August 17, 2005
11:00am

Attendees:
Clint Chaplin,
Michael Montemurro,

Bill Marshall,

Bob O’Hara,

Tony Braskich,

Jesse Walker,

Nancy Cam-Winget,

Kapil Sood.
· Review of IEEE Intellectual Property Policy

· Review Agenda

· Discussion on replay counter:
You could start the replay counter as early a message 3:

Message 3 is already protected by the Anonce and Snonce.

We need to understand the security implications of this change

The replay counter is of limited value because these messages are protected by Anonce and Snonce.

The replay counter begins at the ACK and Confirm messages.

The replay counter behaviour should be the same for “over the DS” versus “over the air”.

The pre-reservation conditions determine whether the replay counter gets set to 0.

If you use the base mechanism, the Association request and response are equivalent to the Confirm and ACK.
The reservation mechanism is slightly different. The Anonce and Snonce protect the additional two messages.

We need to review this mechanism to ensure that we are still OK.

· The AAA Client, the R0 Key Holder, and the R1 Key Holder need to be located in the same security domain.

· Mobility Domain Discussion:

We are working on a document to define the Mobility Domain.

We should float the idea with other groups prior to receiving letter ballot comments.

The definition of mobility domain will satisfy the requirements of TGr.
We may be able to collapse the TRIE and the TSIE.

Configuration simplicity.

Kapil Sood, Michael Montemurro, and Jon Edney will prepare a submission on this topic.

· “Over the air” versus “over the DS”

Kapil will load document 11-05/819r0.

“Over the air” along with “over the DS” gives you a complete solution.

We don’t have authority to define what goes over the DS; we can define the protocol that would go over the DS.

We have ways of establishing the reachability. However there is no way to guarantee that every AP is reachable over the DS. 

We cannot make any assertions on the backend.

The “over the DS” mechanism will perform better is most cases. The “over the air” case will work on a sudden loss of signal.
We are talking about the “over the air” reservation mechanism; not “over the air” base mechanism.

After we resolve this issue, we need to decide what needs to be mandatory in the PICS. Not only for this issue, but for other issues as well.

Kapil Sood will make a contribution on this topic.
· Discussion on Timing:

Sometimes milliseconds are more applicable; other times seconds is more applicable.

The only timer definitions we have would require seconds (key lifetime and reservation).
The “reservation lifetime” would be needed to be in milliseconds.

You could use a 16th bit value with the second bit indicating the resolution.

Possibly “come back later” could be another timer.

Time granularity would be done based on usage.

The time resolution could be done on context: it would be in seconds for Key Lifetime; and in milliseconds for “reservation”.

Nancy Cam-Winget will make a contribution on this topic.
· Extended Capability IE

Do we need a bit in the Beacon/Probe Response, or do we rely on advertisement by including the TGr-specific IE’s.
We were going to put the R0-Key Holder and the Mobility Domain in the Beacon and Probe Response. 

If an AP must advertise something in the Beacon and Probe Response, then there is no need to set a capability bit.

A separate capability bit is not needed because there are TGr IE’s in the beacons.

· Adjourn until the next teleconference.

Wednesday August 31, 2005

11:00am

Attendees:

Clint Chaplin,

Michael Montemurro,

Guenter Kliendl,

Bill Marshall,

Tony Braskich,

Jon Edney,

Kapil Sood,
Fred Haisch,

Nancy Cam-Winget.

· Review of IEEE Intellectual Property Policy

· Review Agenda

· Discussion on mobility domain and advertisment
What gets advertised in terms of reachability and services is a broader scope than 802.11r. It’s premature to advertise mobility identifier.

IEEE 802.11r would be done before IEEE 802.11u.
Mobility Domain IE should be advertised as a separate IE.

Also, the TRIE and TSIE could be combined.

The Mobility Domain IE could be extended as part of IEEE 802.11u.

The R0 Key holder IE is now the NAS ID.

Michael Montemurro will prepare a submission on this topic.

· Discussion on errata from Draft 0.05 (Document 11-05/858r0), issue 97.

You could allow Association or Reassociation frames in State 1.
Essentially, 802.11i eliminated state 1.

It’s not clear that open authentication is useful for pre-shared keys.

In 802.11i, some vendors insisted that the open authentication remain.

The simplest solution is simply to allow the STA to go to State 2 immediately.

We should bring a submission based on this topic to the next meeting. The submission should include the solution described in Document 11-05/858r0.

Jon Edney and Kapil Sood will make a submission to remove State 1 from the 802.11 state machine.

· Discussion on the “To Do List” (Document 11-05/853r0)

We need to fill up the table definitions.

· Discussion on how to address PSK

You could map the PSK as the PMK-R1.

The value of the R1 name is constant. With both the 802.1x authentication and with PSK, the R1 name is still constant.
The R1 names are only based on the pre-shared key.

If the R1 name is derived from a weak password, there could be problems.
The lifetime is for the security association, not the key name.

We should discuss whether we want to spend the time to come up with new mechanisms to strengthen the pre-shared key. Alternatively, we need to document the issues with pre-shared key.

The STA and the AP can get though message 1 and message 2 and find out in message 3 that they have the correct keys.

If you remove the security association, then you should remove the key name as well.

We need to do something similar as 802.11i did with the PMKSA and PTKSA.

Using the same key hierarchy (as defined in the draft for MSK) for PSK, has implications 

Same keys will always be derived no matter how and when you associate with an AP, assuming same SSID and NAS-Id 

Why perform extra computations with no crypto benefits 

Using PSK as the PMK-R1 makes the key hierarchy dependent on the authentication method, which has implications, too: 

Brews gratuitous complexity in key hierarchy, or potentially a new hierarchy for PSK 

Saves some compute cycles on constrained devices

Kapil Sood will prepare a presentation with all 3 options for meeting – remove PSK, PSK as MSK in key hierarchy, and PSK as R1 key 

· Discussion on the Internal Review Process 

Suggest in Garden Grove 

Could do Letter Ballot coming out of Nov meeting 

Will we have time to clean up everything in Nov 

Decide at the end of meeting in Garden Grove 

· Adjourn until the Mid-term plenary in Garden Grove
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