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Abstract

This document captures the objectives for Wireless Network Management. It proposes overall design objectives, the type of management services to be provided, and what management frameworks are to be implemented. This document is intended to be a working document during TGv requirement discussion time frame, and will be finalized when the TGv requirement discussion is closed.  



Objectives Summary

This section provides a point by point summary of the main objectives. The rationale behind these objectives, along with secondary objectives and desirable features, is given in subsequent sections.

Req 1000: Backwards Compatibility

This protocol shall be compatible with the operation of 802.11 stations that do not support 802.11v.

Req 1010: Enterprise, Home, and Hot spots

This protocol shall provide flexibility for the different usages: Enterprise, Home, and Hot Spots.

Req 1020: ESS and IBSS mode

This protocol shall provide flexibility to operate in the usage scenarios according to Req 1010 in infrastructure mode. Applicability or extension of this protocol to the IBSS case is for further study.
Req 1300: Policy Advertisement and Negotiation

This protocol shall provide policy advertisement and negotiation capability for the STA and the Access Point to agree upon.

Req 1400: Protect the Negotiation 

There shall be a mechanism to protect negotiation of the management policy.

Req 1410: Access Control Mechanism

This protocol shall define its own Access Control mechanism.

Req 1420: Management Message Timeliness

This protocol shall provide a mechanism for checking management message timeliness.

Req 1500: Client Management Protocol
TGv shall define a framework to allow a STA to extract and provide information from another STA.

Req 1900: Regulatory Requirements

This standard shall not prevent FIPS certification.

Req 2000: Dynamic Channel Selection

This protocol shall support dynamic channel selection to permit devices to compensate for interference.

Req 2010: Power Saving

This protocol shall support one or more power saving scheme to optimize the STA’s power consumption during prolonged time periods of no transmission or reception activity in the order of several hundred’s of ms’s or above.

Req 2020: AP Firmware Update

This protocol shall support firmware update for AP.

Req 2030: AP Load Balancing

This protocol shall facilitate AP load balancing to improve wireless network throughput and QoS effectiveness.

Req 2040: Deferred Management 

This protocol shall support Transmit Power control, Energy Detection Threshold (EDT) control and Clear Channel Assessment (CCA) control.

Req 2050: Access Point Coordination 

This protocol shall facilitate Access Point Coordination. 
Req2060:  Virtual Aceess Point

This protocol shall support MAC extensions to improve support of virtual access points.
Req2070:  Diagnostics and Troubleshooting
This protocol shall support MAC extensions to improve wireless network diagnostics and troubleshooting.

Req2080:  Advanced Antennas
This protocol shall define a management approach to support Advanced Antennas.
1. Introduction

This document defines objectives for Wireless Network Management in IEEE802.11. The objectivess relate to the work of task group ‘v’ which has the following scope and purpose:

Scope: To provide Wireless Network Management enhancements to the 802.11 MAC, and PHY, to extend prior work in radio measurement to effect a complete and coherent upper layer interface for managing 802.11 devices in wireless networks.

Purpose: To provide amendments to the IEEE 802.11 PHY/MAC layers that enable management of attached stations in a centralized or in a distributed fashion (e.g. monitoring, configuring, and updating) through a layer 2 mechanism. While the 802.11k Task Group is defining messages to retrieve information from the station, the ability to configure the station is not in its scope. The proposed Task Group will also create an Access Port Management Information Base (AP MIB).

This document defines requirements and objectives in the areas of:

1) General requirements affecting all solutions.

2) Policy advertisement and negotiation capabilities: Requirements for stations and APs to establish mutual expectations.

3) Security requirements in addition to the protection mechanisms that 802.11w provides.

4) General management frameworks and interfaces affecting all services. 

5) Service and function objectives: the kind of services and functions that 802.11v should provide.

This document may be used as the basis for a call for technical proposals for Task Group v. 
2. Assumptions

It is assumed that all stations supporting 802.11v will as a minimum also support 802.11k, 802.11i, and 802.11w. However, this shall not preclude the future 802.11v amendment to contain management extensions that address or use specific management needs of other 802.11 amendments such as for example 802.11e and 802.11r if implemented on the station.


3. Overall Design Requirements

Solution shall have the following attributes:

[Req1000] Backwards Compatibility requires that it shall be possible for an access point or station to operate in a mixed environment of 802.11v and non-802.11v stations. In other words, it shall be possible for stations to operate using 802.11v without disrupting the operation of stations that do not support 802.11v. This does not preclude policy-driven operations in which an access point may refuse to associate with stations that do not support 802.11v.

[Req1010] Enterprise, Home and Hot Spots shall be the use cases for Wireless Network Management (TGv). The solution shall have the flexibility applying to these different usages.  

……

4. Policy and Negotiation Requirements

Solution shall have the following capabilities:

[Req1300] Policy Advertisement and Negotiation requires that a station or access point be able to determine whether its peer supports 802.11v prior to attempting a connection. Access Point shall advertise its policy, in addition to its capability. STA and Access point should be able to negotiate the level of support provided for each association. 

5. Security Requirements

In addition to the requirements that are provided to 802.11w, solution shall provide the mechanisms listed below.  

[Reg1400] Protect the Negotiation requires that a negotiation mechanism be available to protect against downgrade attacks against the management negotiation.

 [Req1410] This protocol should define its own Access Control Mechanism, to prevent an unauthorized entity from attempting some management operations by assuming the identity of an authorized entity. The general Authentication and Authorization Protection shall be provided by 802.11w. 

[Reg1420] Solution shall provide a mechanism for Management Message Timeliness validation. 

6. Framework and Interface Objectives
Solutions shall provide the mechanisms for MIB interface, SME interface, To SNMP or not to SNMP. 

[Reg1500] TGv should define a framework to allow a STA to extract and provide information from another STA, which could be useful for load balancing, pushing configuration, retrieving statistics, etc.  TGv would have to identify the specific managed elements that are of interest. This would allow for client management without any reliance on an SNMP client or agent on the STA

7. Service and Function Objectives
Solutions shall define mechanisms to provide the service listed below.  

[Req2000] This protocol shall support Dynamic Channel Selection, to allow STAs to avoid interference. Solution shall be able to change the operating channel (and/or band) for the entire BSS during live system operation and be done seamlessly with no intermittent loss of connectivity from the perspective of an associated STA. Solution shall not define algorithm for channel selection.

[Req2010] This protocol shall support a “long term” Power Saving management feature; to optimize a STA’s power consumption during prolonged time periods of no transmission or reception activity in the order of several hundred’s of ms’s or above. 

 [Req2020] This protocol shall support AP Firmware Update. Solution shall provide the streamlined means to upgrade AP firmware automatically. Solution shall operate over wired/wireless infrastructure, and be secure, reliable, and compatible with CAPWAP.

[Req2030] This protocol shall support AP Load Balancing. An AP uses load balancing to suggest that one or more of its associated STAs transition to another AP. Solution shall provide the means by which the AP service load can be balanced between a congested AP and an under-utilized AP to optimize the use of radio resource and to increase network aggregate throughput and QoS effectiveness. A STA and AP cooperative approach is highly recommended. 

[Req2040] This protocol shall support “Deferral Management” to improve throughput and reduce interference. Solution should provide the control capabilities with Transmit Power control, Energy Detection Threshold (EDT) control, Clear Channel Assessment (CCA) control or other PHY tuning parameters.   For Deferral Management to reach its full potential, solution shall be coherent and cohesive across all the APs and STAs.

[Req2050] This protocol shall support Access Point Coordination. The possible coordination between APs may include Time Coordination for Resource Management, Site Survey Mode, Power Coordination across APs, alignment of QoS policies, Neighbor Learning Process, Antenna Control, and Report Sharing.

[Req2060] TGv shall support MAC extensions to improve support of Virtual Access Points, in order to conserve air time as well as enhanced integration with radio measurement extensions, such as TGk. One example would be to allow a single AP to advertise multiple SSIDs through a single beacon, where each SSID is mapped to a unique BSSID that may have a separate set of policies. Other alternatives to tie a virtual AP to a physical AP would also be acceptable.

[Req2070] TGv shall support MAC extensions to improve wireless network Diagnostics and Troubleshooting; TGv shall provide a mechanism to allow STAs to report alerts when a certain failure occurs or performance degrades; TGv shall provide an extensible framework for STAs to report event log and diagnostics data as AP requested. 
[Req2080] TGv shall define a management approach to support Advanced Antennas.  For example the mechanisms defined in 11-05/0280r2 would be one approach.
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