July 2005

doc.: IEEE 802.11-05/0817r0

IEEE P802.11
Wireless LANs

	TGu Minutes for July 2005 Session

	Date:  2005-07-22

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Hong Cheng
	Panasonic 
	BLK1022 TaiSeng Ave #06-3530

Singapore 534415
	+65-65505477
	hong.cheng@sg.

panasonic.com





Executive Summary:

Documents discussed:

1. Latest Draft Requirement Document 05/279r15
2. Motions regarding requirements and results 05/643r2

3. Liaison to IETF regarding review on MOBOPTS draft 05/558r3

4. Proposed down selection procedures 05/618r1
5. Updated timeline document 05/049r3
Mike Moreton is voted as the technical editor for TGu.

18 Motions regarding the requirements were voted. Results included in 05/643r2.

Two teleconferences were scheduled on 11th and 24th August 2005, both at 10 ET.

One joint session with TGv was hold

1. Tuesday Afternoon Session: (19th July 2005, 1600 – 1800)

1.1 Meeting called to order by the chair at 1600

1.2 
Review of the IEEE 802 and IEEE 802.11 policies & procedures (05/631r2)

Chair went through the policies and procedures. Chair went through the patent ruling from PatCom.

1.3 
Approval of the last meeting minutes (05/515r1)


The minutes were approved with unanimous consent

1.4
Approval of Agenda (05/631r2)

The agenda is approved with unanimous consent

1.5
Review of last TGu session (05/487r0)


Chair went through the closing report for last TGu session


1. 6
Approval of Teleconference Minutes

1.6.1
First Teleconference minutes in June (05/614r0)



The minutes were approved by unanimous consent.

1.6.2
Second Teleconference minutes in June (05/625r0)


The minutes were approved by unanimous consent.

1.7
Liaison Issues

1.7.1
Incoming Liaison 


None

1.7.2
Outgoing Liaison


IEEE802.11 review on the MOBOPTS internet draft (05/558r2)


Comment: The name of the TGk needs to be corrected.


Comment: On item 2, which information of the beacon are you referring to?


Stephen (Chair): This is about the issue that the beacon has a maximum length.
Comment: Beacon information is the same as those for the probe and response. But, since it is broadcasted, it needs to be kept short.

Comment: Some redundant information may not need to be placed in the broadcast beacon. They could be left to be probed.

Comment: There is sort of confusion about the beacon and probe/response. We should leave this open.

Comment: Suggest changing the sentence to “there is an interest in minimizing the length of the beacon management frames”

Several changed were made to the comment 2, and the document is revised to r3. 

Motion: Move that IEEE802.11u approve the liaison document 11-05-0558-03-000u-liaison-to-ietf-from-ieee802-11-review-ietf-mobopts-draft-document and request the IEEE802.11 WG to approve and forward it to the IETF.
Mover: David Hunter

Second: Darwin Engwer
Result: 14-0-1 (for-against-abstain)
1.8 TGw related discussion

Motion: Move that TGw address the requirement of providing downgrade protection on beacon elements that TGu may require. This will require the modification of the RSNIE.

Discussion:

Comment: What is the downgrade protection?

Comment: Some information in the beacon will be checked in the 4-way handshake process, so that no one can change the beacon to result in a lower security algorithm being used.

Stephen: TGu may put hints in the beacon, and Jesse agreed that he may take this up in TGw as requirements.

Comment: Everyone agrees that it is a huge problem. Would like to see them spend more time to think it through and tackle the whole problem instead of a limited issue. Then, we could decide if it should be addressed in 11.

Stephen: Should we have two motions or amend the current motion?

Comment: Wondering if it is too earlier for us to say it is useful for TGu. It depends on what our proposals are. Beacon is used to advertise what the access network provides to access a SSPN before authentication. If that is to be verified at 4-way handshake, it may not provide any help to us, since the authentication process would provide us the information anyway. 

Stephen: We have the opportunity to put the requirement in TGw’s list. If we don’t take it, we may not be able to do it later.

Comment: It is a more general problem to make beacon more secure. But, it may not be our responsibility to reaise the issue.

Stephen: Then, we can just produce a general motion, and it is not really from TGu; more from general membership instead.

Comment: It is for TGw to figure out if it is possible to do that.

Comment: Suggest taking out the second sentence

Comment: It says “may” require. Sounds like we are not sure.

Comment: Is the “downgrade” has any meaning to TGw?
Stephen: yes.

Comment: On the reflector, it is said that they cannot do it until 4-way handshake. For others, this is too late.

Comment: Is it for infrastructure AP or for any STA?

Comment: For all.

Comment: Example may be that an attacker gets a STA to use a weaker protection to connect to the correct AP. The original email is regarding a different issue. 

Comment: It is that we anticipate that we want to identify a network at L2 before authentication. 

Comment: The use of “downgrade” protection may let them carry on with they have in mind. We may want them to do more than that.

Comment: Should we just say “network ID protection”?
Stephen: That would suggest we have some solution. There are different ways to our problem. We may have different hints to do that.

Comment: Not sure if we can ask the other TG to do something. Should be “asking TGu chair to raise the motion in TGw”.

Comments: It would be the same. The motion will be raised in TGw. We have a gentleman’s agreement here to address the issue. 

Amended motion:

Motion -: TGu requests that TGw address the requirement of providing protection on beacon elements.

Mover: Darwin Engwer

Second: Mike Moreton

Result: 15-0-2 (for-against-abstain)
1.9 Technical Editor Election
There is one volunteer for technical editor: Mike Moreton.

Mike is accepted with acclaimation as the TGu technical editor.
1.10 Down selection discussion (05/618r0) Stephen McCann


Stephen (Chair) went through the slides about proposed down selection procedures.

Comment: How does the no vote resolution work?


Stephen: Dcouments needs to be provided for that.


Comment: Is there a stage where the requirement is frozen and should not be changed?


Stephen: No.


Comment: If you can get people to accept it, it would be added as new requirement.


Comment: Reality is that the sooner you get it in, the easier to get it accepted.


Will come back to this discussion on Thursday.

1.11 Requirement discussion (05/279r15, 05/643r0)

Comment: Should the third class be “required – completed”?

Comment: “Required” is on the proposal. If it is completed, it doesn’t need to be address by the proposal. 

Comment: What does “d15” mean?

Comment: draft 15. 

Stephen: A new document would be created after this meeting to contain all the approved requirements.

Comment: Not all requirements have a suggested class in this draft of requirements. 

Comment: What time frame we are looking at for the requirement discussion?

Stephen: We are short of time, but don not need to rush for things. We can wait till next meeting.

1.11.1 Discussion of Requirement d15E1.

Comment: For the first 3 comments in the draft, those issues are above L2. It is for the operators to decide how to control service to the user. Are these suggesting that the information to be put to L2 to send to the user? How much overhead would that be?

Stephen: That is solution specific.

Comment: Each of the APs needs to be changed.

Comment: The general philosophy of the group is that the thing needs to be done before association.

Comment: Is that what you meant in the requirement?  

Comment: Yes.
Comment: Is 802 OK to put lost of information into Layer2?

Stpehen: Not sure about the 802. But if the membership here agrees that it needs to be done, then it can be a valid requirement.

Comment: We are providing a transport mechanism. It is not setting the policy at all the APs everytime you change the beacon information. 

Comment: Then, how would that made known to the AP?

Comment: That concern is for the solution, not requirement. And, we are not putting any function about L2 into this requirement.

Comment: Even for a small change, it requires touch of all the leave nodes of a network.

Comment: This is for the TGu compliant APs.

Comment: For requirement 1 and 3, why they should be separate? Requirement 3 is a subset of requirement 1.
Stephen: Because the 1st requirement was split into two at sometime back.

Comment: Agree that it may get too much into the detail.

Stephen: We can have that addressed in the motion. It can have a note saying that it is addressed in the previous requirement.

Comment: If we say it is required, it has to be included in the TGu draft.

Comment: The requirement is on the proposal, not the final amendment. 

Stephen: The requirements are about what we want people to produce the proposal about.

A straw poll is raise about the procedure of the requirement discussion:

-Straw poll: Do you want to go through all the requirements first, or go to formal motion for each of the requirements in turn?
Discussion: 

Comment: “Required” means that it needs to be dealt with in a proposal?

Stephen: Yes.

Comment: It is up to the membership to decide if a proposal meets the requirements. 

Comment: Does this require 50% or 75% to pass?

Comment: Those are technical comments, requires 75% to pass.

Comment: Does the notes need to be associated with the requirements?

Stephen: No.

Comment: We may have a discussion later on whether notes should be included.

Result: 4-14 (Will go through each requirement and vote in turn)

- Motion on REQ d 15E1

Motion 1: Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Required”.

- Define functionality by which the user is able to determine what oneline enrolment (also called online subscription) methods are supported by the network
Moved: Mike Moreton

Second: Sabine Demel
Comment: Would like to have that out of scope.

Some background of that requirement is prvodied by Mike Moreton.

Comment: What is the example of that enrolment?

Mike: UAM.

Comment: What layer could the enrolment be, any layer?

Comment: Yes.

Stephen: We are getting into what is the intended solution. 

Comment: What a station does is implementation detail.

Comment: The station is identified by the MAC address.
Comment: If I have different user name on a device, does it mean tha the requirement would be different?

Comment: It doesn’t matter for this case, since the network doesn’t know you. It is for the AP to advertise information. 

Suggest amendement: Change the “user” to “STA” in the text.

Comment: It is not clear whether it is user credential or machine.

Comment: It is just to allow the upper layer enrolment. 

Comment: It is useful to keep user in the notes.

Comment: Who define the (enrolment) methods?

Stephen: It is out of scope. It is the solution.

Question called.

Result: 19-1-2 (for-against-abstain)
The meeting recessed for dinner.

2. Tuesday Evening Session (18th July 2005, 1930 - 2130)

Meeting called to order at 19:30.

2.11
- Requirement discussion continuted (05/279r15, 05/643r1)
2.11.2 Discussion of REQ d15E2

Comment: When you say functionality, is it going beyond PHY and MAC? It is the entir system, and how it works?

Comment: This is an 11 problem. From hotspot to corporate network, the STA has no way to know that it is in in current system. Not sure how 11 can really solve this.

Comment: Agree.

Comment: Your home network AP has no knowledge of your corpoarate credential. It is OK. But in a hotspot, the AP may need to tell the STA that it can enroll and use the corporate service.
Comment: There is a different enrolment. It is the advertisement of services.

Comment: This is targeted at UMA

Comment: It is not about AP; it is the backend server.

Comment: This is the chance to get that into the standards.

Comment: It is a backend thing. SSID is not helping.

Comment: It is not helping in 3GPP case, since 3GPP is targeting at users already enroled. This is not the roaming scenario.

Comment: Whose credential are you going to give?
Comment: Now, in this case, you don't have any credential. In terms of UAM, it is the credit card.

Stephen: It is the bootstraping situation, and there is no credential.

Comment: It is helping to downsize the options/selections for a STA to make.

Comment: Hotspot can fool you. Not like cellular system, it is not secure.
Comment: In UAM, there is some site you can trust.

Comment: If you do something here, we can provide some similar solution. UAM depends on the browser, which is not desirable.

Motion 2 on REQ d15E2:

Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Required”.

-Define functionality for online user enrolment. 
Mover: Mike Moreton

Second: Sudheer
Amendment: 

Delete "user" from the text
Change status from "required" to "optional"

Result: 8-2-3 (for-against-abstain)
2.11.3 Discussion of REQ d15E3

Comment: It is included in the first requirement. 

Comment: We don't think it needs to be a separate requirement. It is going too much into detail.

Comment: Agree.

Motion 3 on REQ d15E3: 

Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Required”.

-Allow an indication of “OPEN” (anyone can use the local network without prior credentials) as one of the enrolment mechanisms. 

Mover: Mike

Second: Stefano Faccin
Comment: Would like to remove "open"

Comment: Does open mean free of charge? It is not part of requirement 1.
Comment: There is legal implication in US for that.

Comment: The idea is that you see open network, you can safely connect. 

Comment: If it is "free of charge", it is different from requirement 1. Could be that we have a function to specify how much we charge, with a value 0.

Comment: For charges, it should come later in TGu when we talk about solutions.

Commnet: Suggest “transactional enrolment”.

Comment: If we have solution to allow the "free" to be signaled, it should be removed.

Result: 0-8-4 (for-against-abstain)
Stephen (chair): Would like to ask for advice on what to do with this requirement.

Commnet: Mark it as covered by requirement d15E1. 

Comment: This is too detailed. It is not going to have in the requirement document.

2.11.4 Discussion of REQ d15E4

Comment: what is SSPN?

Comment: SSPN is the entity that gives you the credential in the roaming case. But this requirement is not about roaming.
Comment: Charges could be difficult to specify, e.g. per min, per sec, different currency, etc
Comment: It is difficult, but there can be solutions to do that.

Comment: Can that be provided at L2 and below? Can it be done within a few bits? Otherwise, it should not be in 11; should be in L3 instead.
Comment: Authentication may get user charged. Therefore, the info needs to be provided before the authentication.
Stephen (chair): It could be a hint only.
Comment: It may have requirement lead to security.

Comment: We have passed motion to ask TGw to protect beacons.

Comment: Beacons is difficult to protect.
Comment: This does not need to worry about replay attack.
Comment: This could be more than beacon. It could be charging at backend, e.g. although it advertises free, it may still charge.
Comment: Is the motion just for beacon or probe/response also?

Comment: It is just for beacon.

Comment: It could be also for probe and response.
Comment: It is covered in requireemnt 1. How much you charge could be provided by higher layer.

Motion 4 for REQ d15E4
Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Not Required - Optional”.

-Functionality shall be provided by which APs can advertise (before connection) the charges that will be made for use of the network if a user enrolls with it. 
Mover: Mike Moreton
Second: Stefano Faccin
Comment: The prices change dynamically. It may cause management problem.

Stephen (chair): That is transparently carried. This is to the soltuion.

Comment: Is this the charging for the enrolment or the connection?
Comment: This is for enrolment. To save time for network selection procedures.
Comment: Could left to the market to decide if a management solution or L3 solution is better.

Comment: If you think that has to be done at L3, then you need to go to IETF and standardize a solution..

Comment: In IEEE, only portions are defined, not the whole system. Do not know how it works.

Comment: It is limited by the scope.
Comment: If it is out of scope now, and later someone comes with a solution, would that be rejected?

Stephen (chair): It will be treated as an extra proposal.
Comment: So all required items needs to be solved before TGu is done.
Stephen (chair): We want them to be addressed in the proposals.

Comment: Anything else (other than required) is good to have?
Floor: Yes

Result: 7-4-4 (for-against-abstain)
Comment: Would like to know why it failed.
Comment: Don't know how it works. For a phone, it may not be able to make use of such information.
Comment: There are already ways to do that.

Stephen (chair): The general feeling is that it is out of scope. We don't see the reason for it.

2.11.5 Discussion of REQ d15N1

Comment: There are some IETF drafts using EAP proposed. In those solutions,  the list could get long. Scalability is the key point of the requirement.

Comment: The second sentence should be removed. 

Stephen (chair): We debate that in the motion discussion.

Motion 5 for REQ d15N1

Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Required”.

-Define functionality by which a STA can determine whether its subscription to an SSPN would allow it to access a particular 802.11AN before actually joining a BSS within that 802.11 AN.  This mechanism shall take into account the possibility of hierarchical authentication arrangements including roaming agreements between the SSPN or Proxy Network and the 802.11 AN.  The mechanism must be scalable. 
Mover: Mike moreton

Second: Sudheer
Comment: About the hierarchical should be considered, that is not a requirement. 

Comment: We don't have proxy network.The SSPN could be a proxy or the operator. We don't care.
Comment: The scalable part should be removed.

Comment: We may want people to justify why they think their proposal is scalable.

Comment: If it is limited by the MTU size, it is not scalable.

Comment: It is the mechanism.  Suggest to change to function.

Comment: Any solution should be scalable.

Comment: “Unlimited number of SSPNs”
Comment: It is too far and dangerous.

Comment: Scalable may be a limited number of SSPN

Comment: “arbitrarily large” 
Comment: We are just interested in the number of SSPNs.

Comment: Proposal must state how much SSPNs u can support, and voters decide (if they meet the scability requirement).

Comment: We are disucssing about evaluation criteria on the requirement. We should take out the sentence.

Comment: Other than number, usability is another concern.

Comment: How may bits you need to define a SSPN?
Comment: 20 char.

Comment: There could be ways to compress.

Comment: There could be a huge number of SSPNs.

Comment: In andrangi draft (IETF EAP group), they are dumping all information into it, and that is limited by the MTU size.
Comment: In 3GPP, they want to get the full list, not just ask for a certain one.

Comment: That is becaue they don't have the choice.

Comment: Would like to see the solutions, if it could be solved.

Comment: In 3GPP, it is only when the home realm is not routable, then it sends the full list. Not just dumping. It happens only when the first try fails. It is up to the hotspot operator to decide.

Result: 13-1-2 (for-againt-abstain)
2.11.6 Discussion for REQ d15N2

Comment: Station can choose what it wants,

Comment: This is selection of the credential not SSPN. The STA could select the correct SSPN, but still confused abt credentials

Comment: We have mulitple credentials within a SSPN, and we need choose the credentials.

Comment: In the certificate case, you don't know which certificate to use, e.g. in corpate, you belong to different certification class: marketing, finacing, etc.

Comment: At the moment, we (operators) don’t break down SSPN subscription into different pieces.

Comment: But, in current definiton, we don't prevent that.

Comment: Should create a separte requirement.
Comment: Selection of the credential from multiple ones is the user's decision.

Comment: Information must be provided for the user to do the selection.

Floor: The requirements are two.Should start the wording for the first one.
Suggested motion text:

Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Required”.

- The mechanism described in 0279r15 REQ d15N1 must allow a STA that has multiple SSPN subscriptions to select the correct security credentials when authenticating with a Local Network. 
Comment: Is the credential just for security? Could it be for ID?
Comment: Still think it is not possible.
Comment: It is already on the market (multiple credentials).
Comment: We don't have a model for it.

Comment: Example could be that user has both WPA certificate and WPA password, it depends which one the network support to choose a certain method.
Comment: Don't see what kind of information the network needs to provide. It is a user decision.

Comment: It could be that use different credential would have different results.

Mover: Mike Moreton

Second: Stefano Faccin
Comment: Need to think what a network can offer, e.g. to do 802.1x, it needs a radius client. A small hotspot may not have that. The network needs to tell the STA.
Comment: The decision is a client behavior.
Comment: This is defining the STA procedures

Comment: This is not telling what STA to do, but providing a mechanism to allow STA to make the choice

Comment: This may devolved into a negoationation process with multiple message exchanges. It could be a overhead without understand what is here.

Comment: The local network to inform the STA of its capability. It has nothing to do with SSPN.It has to be different authentication method

Comment: It could be of the same authentication methods, but different credentials. Above 1x thing is just an example.
Comment: Suggest making the status “optional”.

- Motion: To change the reqirement status from "required" to "optional"

Mover: Mike Moreton
Second: Sabine Demel
Result: 3-7-4 (for-against-abstain)
Motion failed. So original motion is to be voted on:

Motion 6 on REQ15N2:
Accept the following text as a TGu requirement for proposals, and include it in the requirments document, 

with requriemnt status set to "Required"

- The mechansim described in 0279r15 REQ15N1 must allow a STA that has multiple credentials with an SSPN to select the correct credentials when authenting wiht a Local Network.

Comment: The background of the scenario is not well described.

Result: 9-2-3 (for-against-abstain)
Motion passed.

Comment: We need to review the scenarios even the motion passes. 

Comment: Seeing no reason for a SSPN issue mulitple credential for a user. Don't think there would be mulitple credential for a SIM.

Comment: But the user can buy multiple SIMs and put them into one STA.

Comment: Currently the handphones already support the multiple SIMs.

Comment: Then, it would be multiple billings from the operator. It has nothing to do with SSPN.

Comment: The STA still needs to obtain information to do the selection.

Comment: There are different credentials than what we are thinking today. 

Action Point: To review scenarios document, and prepare proper explanation of the requirement.
The meeting recessed till Thur morning to discuss the second requriement derived from this topic.
3.
Thursday Morning Session: (21st July 2005, 0800 -- 0915 ) Joint TGu/TGv Session
Meeting call to order by the chair at 0800.

This is a joint session with TGv.
3.12 TGu topics review (05/654r0)

Regarding virtual AP:
Comment: We are trying to do a requirement at this stage. One of the requireemnt we are talking about is external network provids your access to the local network depending on your relationship with a different network. It raises the question how the local network advertise which roaming agreement you can use to gain access. It may turn out to be similar to the virtual AP case, where you need adverstise which network is present. Also, if you have multiple virtual netowrks, do you want ot limit your traffic to certain vertual LAN in interwokring? There is a great overlap between the two.

Pat (TGv chair): Yesterday, we agreed that should be an issue to be solved.  05/644r0 is the report. 05/642r0 lists the items to work on. One area is not here is how you tie a SSID to the VLAN at backend. We decide it is implementation detail.

Comment: We don't have that in our requirement saying it is vlan. We just have requirement saying that we need to deal with it. And, our requirement is not yet acceptd.

Pat: Any specific changes could be sent to TGv to review.

Stephen: Will take this away from them at the moment.
Comment: We havn't take the SSID in. We feel it may be more than SSID. Could be some IE in the beacon. SSID may not be enough since it cannot be too long. It could go beyond what we see here. If one group doing more than the other does, we can do it in one group

Comment: Did you discussed about how to orginze SSID to make it more usefual to identify network?
Stephen, Pat (chair): No.

Comment: That is solution.

Comment: You are trying to use this as solution to select network. 

Stephen: It is one of the possible solutions.
Comment: Would not exclude that. If we need to differentiate 6 different networks, we cannot have six SSID in a beacon.
Pat (TGv chair): This opens an opportunity to change the famework, e.g. to replace SSID with operator ID.

Comment: Have problem to justify that.
Comment: The two should be linked together. Since we have two mechanisms (TGu and TGv), we don't want them to be different. Need to keep them inline, instead of being alternatives.

Pat: The fact is people do that today. How they realize virtual AP is that each vitrual AP has a different SSID, (or some similar trick). Now, we want to get it done with less impact to STA

Comment: What is the original requirement brought forward for the virtual AP? Is it a TGu requirement?

Stephen: We want to support different virtual networks, and virtual AP is identified as one of the possible solutions.

Comment: Are there other use cases of the virutal AP? If yes, we may need both.

Comment: There are policy, RSNIEs... 

Pat: In real life. SSID is mapped to certain port, and securty policy would be completly different.

Stephen: In TGu we will take this away, and we know what u want to do in TGv.

Comment: Do you feel it is crucial to what you are doing in tgv? Or, just leave it to TGu.

Comment: It is crucial enough to be looked into it independently in TGv.

Comment: In that case, both group should look into it, and at later stage, we will see if we can combine them. 

Stephen: Yes. It is too earlier to make decisions now.

As for the non-requirement:

Stepen: What is the status now? We are interested in service capability. What do you mean by servie, and what kind of detail is in?
Pat: It is brought up by Rohan in 05/1595r0. TGv is not interested in solving the issue.
Stephen: TGu may be interested.

3.13 E911 issue (05/14r1) Joe Kwak
Comment: Emergency support is a requirement for PSTN. There are two areas: call admission requirements, location requirements.

Comment: If you don't have a subscription to the network, how you make use of it? It is the enrolment requirement we discussed. You have a phone, and you want to use it for E911 in a network, but u don't have a subscpriton. That scenario is in TGu.

Pat (TGv chair): If I have cdma phone, and i went to Europe, it may not work. On a IP network, we don't have a call signaling protocol. How are you going to guarantee that  it works?
Comment: It is a good idea for 11 to look into this. A few questions: 1st, it is not a blanket requireent for all wlan to supprt E911. It is only for to those supporting VoIP. And then, how you know a network supports VoIP? Those issues need to be resolved. Then, we can see if we need admission control for this. Maybe a network supports VoIP can support that.e.g. at L3 and above.

Stephen: But you still have admission control for the access network.
Comment: That is the a issue to be resolvd in 11 
Comment: In 11, the location relative localtion to the AP. It may not be that usefual for E911. Maybe GPS or something else shold be used.
Comment: In TGi, if you are part of a RSN, you have to set the encap bit. That issue needs to be solved.

Comment: With mulitple SSID, it could be achievable. But for the solution using web page, not every phone has a browser supported.

Comment: This is an adverstisement issue.
Stephen: We are looking into the network discovery issue in TGu.

Comment: In reality, it could be whatever device that is capable of doing IP basically. So, whether it is a phone or not it is another question. It is much more extensive than you have for VoIP. For E911 and locaitons, there are all kind of issues. Integrations in TGv is important. TGk just do the measurement.
Comment: If the VoIP is provided by a free network,, not a carrier, your operator needs to have the signaling plane pass it.

Pat: One way to do that is to have call servers.  But that is too expensive.

Comment: TGk approach is relative. It needs an absolute location, a global position. From experience, it is not for companies to make decisions on regulation issues. As standards body, we should provide solutions in our scope of expertities. But, putting it in standards doesn't mean it would be used by every one. We need to provide solutions to what we perceive a regulation requires if it is within out scope, e.g. L2 and lower. If it is a wider problem, we need others to provide the solution together.
Comment: VoIP is a compelling application for 11. It moves 11 from close group user network to biger connected groups. 11 has a big opportunity here. We just provide hooks to allow 11 to do that is a good thing.  Urge you to think abt it. 11 is at loose if it doesn't looking into this.

Comment: In 3GPP there is a Working Item for this. We do plan to adress this in WLAN. The missing part is that SIP client in UE. How the location information can be provided to theUE, and how to advertise the network support of VoIP is another problem.
Pat: Two main compeoent to this. The first one: admission control (service advertisement), seems not TGv interested. TGu could do that. Second one: Location, (TGk provides information) could be in TGv to integrate that. 

Stephen: That is a perfectly natural split for TGu. We don't have issue for TGv for location. We need to see if it overlaps with our reqirements in TGu.

Comment: Why admission control is in TGu not TGv. It is management.

Stephen: It is also network advertisement and interworking. It falls into both of our scope. We can both do that.

Comment: Splitting the problem may not work well. The entire problem should be solve by one group. Prefer to have it in TGv. From company scheduling point of view, it is easier since people also attend TGk.

Pat: E911 is just one of the application in TGv that may use of location information.
Comment: For the location, in which case the location of the AP is not enough?

Comment: E.g. multi-story building case.

Comment: For E911, giving AP location is enough.

Comment: That is one possible approach.
Comment: The AP can just send location to its emergency application. 

Comment: AP can reach 100 meter. It may not meet the requirement of E911.

Comment: For SIP client, it needs to send the information. AP is not in the control plane. UE needs to get the information.
Comment: This is the change. We can put AP into the control plane.

Comment: SIP is at L3, AP is not there.

Comment: The frames go pass AP. If AP is not involved in the process, you cannot get into l3.

Stephen: Agree that the E911 should stay in one place. Maybe it should in TGv for E911, but in TGu, we have problems to solve regarding the network advertisement. If this E911 is in TGv, we need to make sure they are not overlapping. The E911 admission contorl could be a subset requirement of the TGu requirement. we shold work closer.

Pat: Any document for requirement?

Stephen: 05/279r15. Should take this offline and debate this in TGu, and come back to you later. Will summarize all the admission control requirements and present to you. The feeling is that E911 would stay in TGv, but we need to be cautious about the admission control side.  We may be given requirement from 802.21. The class 1 frame may be required. We will look into that in tgu, and maybe there is similarity for the E911 requirement here. Split at this moment is not necessary.

Comment: At some level we need to be involved, since this involves interworking. The higher level requirement maybe comes from TGu. TGv is the place to solve the problem.
Stephen: We can debate that in TGu at LA.
3.14 Summary of TGu (05/652r1) Stephen McCann
Stephen (chair) gave introduction of the TGu scope and objectives.
3.15 Summary of TGv, Pat Calhoun
Pat gave a brief overview of the TGv: It is meant to solve the management problems for large network deployment. It is to manage, trouble shoot, client control. Another area is MIB for access points.
Comment: E911 is not in the two categories. 

Comment: It is in scope in the PAR.

Pat: We have a PAR that allows anything into it.

Comment: It is not in the scope of the management. Need to be careful to take it on

Comment: It is useful for TGv to understand the original objection of the group to complement TGk. E911, is another feature what TGk does. It is in scope, but should be careful not to develop something in contrary to what is in 11.

Comment: Most of the PARs allow anything, but the higher level requirement of this issue is still from TGu. We are just making sure that the requirement can be met by the work done in TGv.

Comment: In 05/642 from Cairns meeting, it seems that admission control can be enhanced to fit into the rest of requireemnts.

Comment: It is more like class management issues. At the end of day, if TGv wants to do it, it is fine.

Pat: Would like to raise a straw poll:

- Which TG do you believe should inlcude in its work goals the requireemts derived from 05/014r1 (E911 supports)?

Comment: Had a motion to make a decidsion in TGv... It was deferred to after the joint session. Should give some time to look into it.
Comment: It should be divided. There are two issues.

Pat: May need to decide in Nov, after we considered.

Tgv: 6

TGu: 1

Revisit in Nov: 24

Pat: Would have aother hour in Nov for joint TGu/TGv session to discuss this.
Session recessed to reconvene in another room
4.
Thursday Morning Session: (21st July 2005, 0920 -- 1000)

4.16 802.21 draft review
The chair invites everyone to look into .21 draft proposal.

Comment: One of the issue is some overlapping, e.g. network selection. Suggestion is to have a clear distinction of what we are doing, and what we get from .21.

Sephen: Did a presented in .21. The anawer is that they are producing a requirement document that would be pass to 11 in September meeting. Question is if these requirements are not addressed in any of the proposals, what should we do?
Comment: If 11 does not do the adaptation, 11 just cannot use the .21 mechanism. It is for 11 to decide if to interwork with .21

Comment: Depends on if it is easy or diff to adopt. .21 may need to provide value to do that.
4.17 Discussion of issues raised in TGv joint session
Comment: Regarding E911, should we have some requirement or statement for that?

Comment: It is a requirement from the interworking. TGv doesn't have that requirement. We can keep that requirement and we need to make sure what they do is enough to support our requirement. 

Stephen: Too much detail for that. Do we need any generic requirement? E.g. admission control. We don’t break what TGv is doing.

Comment: It might be premature to decide. It depends on what is required. Now, it is just a fear that a regulation may drop.
Comment: There is a FCC requireemnt on voip... 

Action Point: This is to be an agenda item in Sept. 

Action Point: The virtual AP discussion is also an agenda item in Sept.

4.11 - Requirement discussion continuted (05/279r15, 05/643r1)
4.11.7 Continue discussion of new requirements derived from REQ d15N2

Comment: The other motion is the multple SSPNs. Who think that still needs to be covered?
Comment: That is a genuine requireemnt.

Stephen: If we have a serious complain about REQ d15N2, we will address it later at next meeting.

4.11.8
Requirement discussion on REQ d15N3
Motion for REQ d15N3:

Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Required”.

-Define functionality to support authentication with multiple SSPNs  through a single AP. 
Comment: Does a single STA at any point of time can authenticate multiple SSPNs? Text should be changed.Main thing is that you don't want to limit the authentication.

Comment: How does it diff from N1?

Comment: Isn’t N1 also talking about that? 

Comment: People were addressing the virtual ap that point of time. It is targeting to provide a better solution.

Stpehen: Does N1 preclude that.

Comment: Add “using a singale SSID”
Comment: it may limit possible solution

Comment: It is the requirement that the infrastructure can be shared between different operators.

Comment: But signle SSID is restrictive.

Comment: Can we say that it is already covered in TGv?
Stephen: May not need to rush for that conclusion yet.

Comment: what TGv is saying is that we should not do this..

Stephen: Suggest changing the status to "completed"

Comment: If different authentication for different SSPN, we are saying that forced to use the same one. 

Comment: You can have different authentication within a BSS. 
Comment: Are we placing any requirement on the AP?

Stephen: Are we talking about two reqirements here?

Comment: Depends on if people is happy about that.

Comment: It it related to user plane stuff. May be treated at a later stage.

5.
Thursday Morning Session: (21st July 2005, 1020 – 12:30)

5.11 - Requirement discussion continuted (05/279r15, 05/643r1)
5.11.8 – Continue discussion of REQ d15N3
Comment: Leave the motion and reconsider it during sept. 

Comment: Do we want to revert back to the original motion?

Floor: Yes.

Motion 7 for REQ d15N3

Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Required”.

-Define functionality to support authentication with multiple SSPNs  through a single AP. 
Mover: Stefano Faccin

Second: Sabine Demel

Result: 6-0-2

5.11.9 Discussion for REQ d15N4

 Suggested Motion text:

Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Not Required - optional”.

-Define functionality by which a STA can determine which interworking services are available before joining a BSS. 
Comment: This covers the case for 3GPP interworking of which level of interwork. Would like to have to "required"

Comment: Does it also related to TGv discussion earlier?

Stephen: Yes.

Motion amended.

Motion 8 on REQ d15N4
Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Required”.

-Define functionality by which a STA can determine which interworking services are available before joining a BSS. 
Comment: How does it differ from d15E1? 

Comment: d15E1 is for online enrolment purpose, this is for network selection.

Comment: Maybe the solutions are the same, but the purposes are different.

Mover: Sabine Demel

Second: Stefano Faccin

Result: 7-0-1
5.11.10 Discussion for REQ d15N5

Motion 9 on REQ d15N5:
Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Not Required - Optional”.

-Functionality shall be provided by which APs can advertise (before connection) the charges that will be made for use of the network if connection is authorized based on an SSPN subscription. 
Comment: What is d15E4 result?

Stephen: Not accepted.

Comment: The prcing is quite dynamic. Also associated with the service you offer. 

Stephen: It is to advertise the charges. It is not about what it is. It is just a container.
Comment: The indication may not be useful/accurate. May be just the QoS should to be advertised.

Comment: If it is optional, it will open the opportunity that someone can bring you a good solution.

Comment: QoS is even wrose, since the information is realtime.

Question called.

Mover: Mike Moreton
Second: Stefano Faccin
Result: 5-0-3
5.11.11 Discussion for REQ d15N6
Motion 10 REQ d15N6:

Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Not Required – out of scope”.

-Functionality shall be provided by which during the connection process a STA can be informed of the actual charges to be applied to this session.
Comment: It implies the same thing to the previous one.

Comment: This is about after connecting... 

Comment: Is this independent of the previous or it is after ?
Comment: It is after. 

Comment: It is out of scope. Could be done at L3. Not in MAC. There is no time constrain.

Comment: From system perspective, are we saying that MAC advertises and then L3 says I lied?
Comment: It is not in the scope for us to define the second step.
Comment: The 3GPP may feel like it, but IEEE is not able to do it.

Comment: We create tools, but not telling ppl how to use it.

Mover: Mike Moreton
Second: Stefano Faccin
Comment: Clearify that, if u vote yes, it would be removed from the requirement document
Result: 9-0-0
5.11.12 Discussion of REQ d15N7
Motion 11 on REQ d15N7:
Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Not Required – complete”.

-It should be possible to inform a STA about unbroadcasted SSIDs without causing the STA to probe for each preferred SSID.
Comment: This is just an implemeantaion of N1.

Stephen: it is set out of scope.

Comment: it should be complete.

Mover: Andre Kojukhov

Second: Mike Moreton
Result: 5-0-3
5.11.13 Discussion of REQ d15P1
Motion on REQ d15P1:
Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Not Required – Out of Scope”.

-Define STA behavior when it is in possession of suitable credentials to use an 802.11 AN, but a candidate AP, while claiming to be part of that 802.11 AN, does not have security enabled. 
Comment: From TGw, it is out of scope for 11.

Comment: Is this falling into TGr?

Comment: Not, since they are not choosing which AP to go to. It is a policy thing.

Comment; Would the STA associate with AP if the profile configured doesn't fit?
Comment: Depends on what is in the profile, and it is still a policy issue.

Comment: how does the STA know that the candidate AP doesn't have that?
Comment: From the beacon.

Mover: Mike Moreton
Second: Andre Kojukhov
Motion amended:
Motion 12 on REQ d15P1:
Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Not Required – Out of Scope”.

-Define STA behavior when it is in possession of suitable credentials to use an 802.11 AN, but a candidate AP that claims to be part of that 802.11 AN does not have security enabled. 
Comment: What is the result of the discussion from TGw?

Comment: From Henry, the client is not allowed to do this, but it is a client policy issue.

Result: 4-0-4.

5.11.14 Discussion of REQ d15P2
Motion 13 on REQ d15P2:

Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Required”.

-Define functionality to prevent hijack of MAC addresses. 
Comment: Is this a requirement in general for all the 11 work? Why should we work on it? Should be the security group doing it

Stephen: Which group?

Comment: Not sure. But we don't have enough expertise.
Stephen: It was presented in TGw.The next issue will be done in TGu. They feel it is not a securty issue. It is a protection issue. It may also apply to this.

Comment: It is more important to us. In corporate network, everyone connects to ethernet. But for hotspot, not true. So, not every uesr is protected.It is more improtant to us.

Comment: Just not sure about the expreties

Comment: no other group is currently working on it.
Comment: Why it is not in 11i?

Comment: No. Hijacking is aboout diff AP. And the user is a legal user. 11i don't check MAC address. It may turn out to be out of scope for us.
Comment: TGi authenticates user, but don't provide authentication of the ownership of hte MAC addr.

Mover: Stefano Faccin
Second: Mike Moreton
Result: 6-0-3
5.11.15 Discussion of REQ d15P3
Motion 14 on REQ d15P3:

Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Required”.

-Provide functionality for MAC Address Anonymity 
Comment: Should update the notes..

Mike Moreton: Will update all the notes.

Action Point: Mile Moreton will update all the notes for the requirements in the new produced requirement draft for the approved requirements.
Comment: Is it similar to the TMSI of cellular network?

Comment: Similar idea, but solution to be discussed.

Mover: Sefano Faccin
Second: Mike Moreton
Result: 5-0-4

5.11.16 Discussion of REQ d15P4
Motion 15 on REQ d15P4:

Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Not Required – Out of Scope”.

-Provide functionality so that illegal APs can not masquerade as real ones.
Comment: Is this the same thing in the TGw discussion for beacon protection?

Stephen: Yes.

Comment: Is this a higher level policy issue? So it is out of scope?

Comment: TGw is to protect mangement frames. So, this should be treated by them, if it is in scope of 11.

Mover: Mike Moreton
Second: Charlse Wright
Result: 4-0-5
5.11.17 Discussion of REQ d15P5
Motion 16 on REQ d15P5:
Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Not Required - Optional”.

-Define the way in which the mechanism as defined in REQ d15N1 can be secured, so that an AN can not pretend to provide access to a SSPN. 
Comment: Seems difficult to do.

Stephen: Stop AN to pretend that it provides certain services. Did not say when and how.

Comment: The actual authentication will allow that. 
Comment: Two issues: AN is trying to provide access to a SSPN even it is not allowed to do so; another is the AP is trying to claim it provides access to a SSPN. Here is trying to address the first one. But not sure how that is done before authentication/association.
Comment: From TGw, it is more of out of scope. 

Comment: Good to keep it optional,this is asking the proposal to show how that could be done.
Stephen: We can have a note to say “to discuss with TGw”.

Mover: Sabine Demel
Second: Andre Kojukhov
Result: 3-0-5
Action Point: To add note that it needs to be discussed with TGw.
5.11.18 Discussion of REQ d15A1
Motion  on REQ d15A1:
Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Not Required – Optional”.

-A STA shall be able to authenticate with different SSPNs simultaneously, in order to gain simultaneous access to multiple Corresponding Networks. 
Comment: Was there the intension to allow STA to have mulitple connection to connect different SSPN? 1x doesn't allow that.

Stephen: Doesn't matter, since we are not assumsing 1x. It is solution dependent..

Comment: We are looking at system, but some part is out of scope?
Comment: Yes

Comment: Why we want to be optional? Seems in scope.

Comment: Why it has to be simultaneous?
Comment: Mulitple connection to different networks, e.g. multihoming.

Comment: What is DN?
Comment: It is where the TOE is. It is someone you are trying to connect to.

Comment: Could be the same TOE for a multihoming case.
Comment: There are security concerns. It may expose one network to another network by (letting the STA) being a middle man.

Comment: It doesn't matter if it is simultaneously connected or not. The security issue is there anyway. . It was debated in 3GPP before.

Comment: Why trying to do that?

Comment: It is to get different servcie through the same AP connection.

Comment: Suggeest to change the status to "required"

Motion 17 on REQ d15A1:
Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Required”.

-A STA shall be able to authenticate with different SSPNs simultaneously, in order to gain simultaneous access to multiple Destination Networks. 
Mover: Stefano Faccin
Second: Charlse Wright
Result: 7-0-1
5.11.19 Discussion of REQ d15S1
Suggested motion text:

Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Required”.

-Define functionality by which Authorization Information can be transferred from the SSPN to the Local Network. 

Comment: The group is deal with MAC and PHY. This may be out of scope.

Comment: It is from Radius to the MAC/PHY.

Comment: Then it should be “from local network to the AP”, not “SSPN to the local network”, which is L3.

Mover: Sabine Demel
Second: Andre Kojukhov
Comment: This is out of scope of 11.

Comment: 1x only talks abt authentication, not authorisation and charging.
Comment: That should be done in IETF.

Comment: We still have some action to do in .11
Comment: May some one suggest to propose LS.
Amendment to the motion: change the status from “required” to “out of scope”
Comment: 802 only defines authentication not the other info. 

Comment: In current system you can transfer IP filters, e.g. in 11e. 

Comment: How do we tranfer the information that “this is my gold user, you should give it higher throughput”?
Comment: That is to the radius. And from there down to L2 is implementation issue.

Comment: That is dangerous.

Comment: Disagree to that. It is possible to define internal inteface to do what is here.

Comment: Then it is the information, not the functionality, to be defined.

Comment: We are defining the interface, not the transport.

Comment: Agree to sugget the “information” in the motion. How to get there shold not be mentioned.
Vote on the Amendment to the motion text
Result: 1-4-4.

Back to the orginal motion:

Amendment proposed to the motion text:

"can be provided to the MAC"

Comment: The parameters could be different from the orignal information.

Comment: That is why “originated” is used.
Comment: Should keep the requirement open. Need to send LS to IETF. 

Comment: We should, since IETF is working on that.

Comment: Could draft out the Liaison Letter in teleconf.

Comment: Are we doing more than just defining the information, e.g. defining the interface, change SAP?
Comment: Add "and associated functionality"

Motion 18 on REQ d15S1:
Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Required”.

-Define the Authorization Information (originated from the SSPN ) that shall be provided to the MAC and associated functionality.

Mover: Sabine Demel
Second: Andre Kojukhov
Result: 5-0-3

5.11.20 Discussion on REQ d15S2
Suggested motion text:

Accept the following text as a TGu requirement for proposals, and include it in the requirements document, with requirement status set to “Required”.

-Define functionality by which admission control and QoS mapping decisions made locally in the 802.11 AN can be influenced by the contents of the Authorization Information.

Comment: This is not covered in the first requirement, but it should be. It is based on the same reasoning.

Comment: Is this functionality? 

Comment: Yes. It is in the text.

Comment: It is not the same as previous one. This is about we want to define the rules that the QoS will be influenced.

Comment: We don't want to define the rules. It is adding functionality in the MAC. It asks the MAC to do some specifc functionalty.

Comment: It is not in the scope of 11.

Comment: The interface for accepting that information is in scope.

Comment: Are we trying to tell the AP how to process that information? Isn’t that algorithm?

Comment: It is not. Admission control is defined in 11e. It did not mention about the external policy influence. The decision of the admission is algorithm, but this is about a functionality to allow external influence. 

Comment: It says "can". It is not a requirement.
Comment: It is the lcoal network that tells the AN to provide what QoS.
Stephen: San we change the text to clarify that?
Comment: we provide that information to the MAC. How the MAC makes use of it is out of scope.

Comment: The information given is more than “yes” or “no”.

Comment: Can we ask the admission mechaism to honour this information?

Comment: Is that a must?

Comment: Requireemnts are just guidelines.

Comment: the Authorisation Information (AI) doesn't mean the QoS info. Is it implicitly included?
Comment: We defined AI in terms definition document. Maybe we can change it to be clearer.  

Stephen: leave the discussion for now due to time limitation. 

All the approved requirements will be saved in 05/653r2 and further debates to be taken in mailing list. 

Mike will update all the notes according to the discussion, and place it in a separate document.
5.18 Teleconf schedule

Two teleconferences scheduled:
11th August 10 ET.

24th Aug: 10 ET
5.19 Timeline update
Timeline updated to 05/049r3.

Session adjoured till next meeting in Septermeber, LA.
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