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Monday, July 18, 2005
Call to Order
Meeting called to order on Monday, July 18, 2005 by Jesse Walker at 4:00 pm PST.

Chair:  Jesse Walker
Secretary:  Sandy Turner

Chair:  Go to the IEEE concierge’s desk and sign in once a day.  The chair reviewed slides on the following:
· Membership & Anti-Trust

· IEEE-SA Standards Board Bylaws on Patents in Standards

· Inappropriate Topics for IEEE WG Meetings

· Copyright

· Agenda (below)

	TGw Ad Hoc Agenda, Monday, July 18, 2005, 10:30-11:00

	1
	Call to Order
	1
	10:30

	2
	Review IEEE 802 & 802.11 Rules and Procedures
	5
	10:31

	3
	Chair’s Status and Goals for the Ad Hoc Meeting
	1
	10:36

	4
	Approve or Modify Agenda
	5
	10:37

	5
	Requirements Presentations
	18
	10:42

	6
	Adjourn Ad Hoc Meeting
	0
	11:00

	TGw Agenda, Monday, July 18, 2005, 16:00-18:00

	1
	Call to Order
	1
	16:00

	2
	Review IEEE 802 & 802.11 Rules and Procedures
	5
	16:01

	3
	Chair’s Status and Goals for the Session
	1
	16:06

	4
	Approve or Modify Agenda
	10
	16:07

	5
	Requirements Presentations and Discussion
	45
	16:17

	6
	Selection Criteria Presentations and Discussion
	58
	17:02

	7
	Recess until 16:00 Tuesday
	0
	18:00


	TGw Agenda, Tuesday, July 19, 2005, 16:00-18:00

	8
	Call to Order
	1
	16:00

	9
	Requirements presentations and discussion
	59
	16:01

	10
	Selection criteria presentations and discussion
	60
	17:00

	11
	Recess until 19:30, Tuesday
	0
	18:00

	TGw Agenda, Tuesday, July 19, 19:30-21:30

	12
	Call to Order
	1
	19:30

	13
	Discuss Requirements and Selection Criteria
	59
	19:31

	14
	Hear Presentations
	60
	20:30

	15
	Recess until 16:00 Thursday
	0
	18:00

	TGw Agenda, Thursday, July 21, 2005, 16:00-18:00

	16
	Call to Order
	1
	16:00

	17
	Discuss Requirements and Selection Criteria
	49
	16:01

	18
	Vote to Adopt Requirements
	30
	16:50

	19
	Vote to Adopt Selection Criteria
	30
	17:20

	20
	Issue Call for Proposals
	5
	17:50

	21
	Vote to Authorize Conference Calls
	5
	17:55

	22
	Adjourn
	0
	18:00


Chair:  Any objections to adopting the agenda before you?

Comment:  I’d like to make a presentation.

Chair:  We can add that to the schedule.  Are there any modifications to the agenda?

None.

Chair:  Are there any objections to approving the agenda?

None:

Chair:  Hearing none, the agenda is approved.

Presentations

Chair:  Chair schedules Phil MacKenzie for Tuesday, July 19 for 60 minutes to present “PSA” doc 05/651r0.

Requirements for Management Frame Protection 11-05-0521-03 Jon Edney et. Al.
Jon Edney (JE) reviewed the changes since the last meeting, which included two teleconference calls.  
JE:  The comments from the first conference call were clarifications (e.g. restriction on sending an association when already associated) and the addition of time as a requirement (e.g. protecting against a message being delayed).  These are baseline requirements – when we issue the Call for Proposals, all proposals must meet these requirements.
·  “Req 110: Confidentiality Protection” – If there is a mixed environment (stations that do not support 11w), they should continue to operate.  If there is a negotiation of security protection, that negotiation should be protected.  There’s been a lot of discussion if it’s mandatory or not.  This is mandatory.  Some don’t agree on this.
Chair: We should have a vote on this.

JE:  We should have an alterative to desirable included in the proposal.
Chair:  Some have proposals with only confidentiality.  This needs to have some discussion.

· “Req 150:  Unicast-Broadcast-Multicast Protection” – This is a strong requirement.  Jesse did a presentation on the difficulty of protecting broadcasts.  This is another one for discussion.
Comment:  This is a particularly hard problem when you broadcast from a station.  There was some work at the tail end of TGi for some requirements for TGe.  TGe did end up removing the ability for a STA to broadcast to another STA.  Do we want to have multicast and broadcast from an AP or are we doing it STA to STA?
Comment:  Another issue – in TGi, it uses a group key to protect the broadcast.  That adds another dimension.
Comment:  It’s not necessary for the same proposal to provide for unicast and multicast.  You could have different schemes.

Comment: You shouldn’t have Management Frames from the STA.

Comment:  TGk did at one point.

Comment:  If someone introduces a new Management Frame after this, that group has to secure it.  We can’t support all future Management Frames.
Comment:  How is this body interpreting the text of 150 in terms of broadcasts?  Even if you broadcast from the AP to all the STAs, is the group key protection sufficient?

Comment:  What I’ve heard is no.
Chair:  We need to clarify which Management Frames we’re talking about.  We know how to protect the Management Frames we have.  The sorts of frames Dorothy is discussing are theoretical.

Comment:  They’re not in TGe.  I haven’t checked TGk lately.

Comment:  There are broadcast Action Frames in TGk.

Comment:  We should check.

Chair:  ACTION ITEM; Check with TGk for broadcast Action Frames.
Comment:  The phrase “Management Frames” is vague.  We should distinguish between a subset and all Management Frames (e.g. capital M).
Comment:  Is there anything in the current standard that prevents broadcast Management Frames from a station?

Comment:  The STA can not send broadcasts.

Chair:  Dorothy was noting the Direct Link Protocol (DLP).
Comment:  No, DLP we did cover.  They took it out.
Comment:  In skimming through TGk (Section 11.7), it says a STA shall broadcast a request, but I took it to be an AP.

JE:  It can’t be an AP - there are no mechanisms.  An Action Frame is a single event.

Comment:  In skimming through the frames, all requests say they can broadcast.  The language is only to a STA.  It doesn’t clarify if it’s also the AP or both.

Comment:  There is a table at the end tat is more specific on frames.
· “Req 160:  Selected Deployment of categories of Management Frames Protection”
Comment:  That looks like a typo.  The point was it is possible that in some deployments, it is possible to only protect a couple Management Frames instead of all the Action Frames.  We’re working with all the Management Frames we know of today, not in the future.  As they come along, a new group will study the new Management Frames and incorporate them or something new is done.
Chair:  This was a requirement trying to address extensibility.  Not all Management Frames are defined.    With different versions of functions in fields, some protect some Management Frames and not others, which can be protected in a given deployment.
Comment:  This would be part of a negotiation?

Chair:  Yes.

JE:  If everyone understands this, people reading this without the explanation will have a hard time.  We need to reword this.

Chair:  We clearly need to wordsmith this.

Comment:  If the intent is all Management Frames we know of, we could have one category for those and the future is another category.  Or partition level could be high, medium and low.

Chair:  I don’t know.  It’s up to the group to decide.  To allow different versions to interoperate, if that’s the only goal, what you described would be the right thing to do.
Comment: TGw version 1.
Chair:  Version 1, Version 2.  We want it as simple as possible.    We can imagine different administrative domains where you want to turn this one on and this one off.  We don’t want to go there – it’s unmanageable. Historically, people are unable to set fine level access controls.
Comment:  Yeah, you could see one category of Action Frames with confidentiality and one without confidentiality.
Comment:  Or all Action Frames or not.
Comment:  You’re talking about two different dimensions - protect unicast and broadcast with different mechanisms.  They are separate and orthogonal dimensions.  You only protected a subset – for instance not protecting beacons.  Think of another Management Frame.
Comment:  Action Frames.

Comment:  If someone comes up with solutions to protect some Management Frames we’re not protecting and interoperate with TGw, versioning makes sense.
Comment: Req 160 says some explicit negotiation of the 2nd dimension.   What coverage of these specific management types?  It’s not sufficient to just say if the privacy bit is on you’re OK.  I’m trying to say it back and white so you know which messages and how they’re protected.
JE:  We need to enumerate the categories.

Comment:  That’s fair.
JE:  There is some ad hoc work to do

Chair:  I’m making a list.

· “Req 170:  Protection only after Key establishment” – Some people see this as the “do not protect Class 1 clause”.  It excludes beacons and probes.
· “Req 180:  Regulatory Requirements”
Comment:  I interpret this as not all hard requirements - for this one in particular.  Some of the 11i hierarchies are not going through FIPS.

Chair:  Maybe we should reword this one to use approved algorithms.

Comment:  You have to be a little careful.  I forget which Requirement number, but it said you shall use 11i.  I’m thinking of TKIP and MD5.  We don’t want to exclude that.  There’s just not TKIP.  There’s the .1X using HMAC and MD5.

Chair:  MD5 algorithms for TKIP we know are not FIPSable.  FIPS would say something about the key derivations.
Comment:  The solution from the standards shall be capable.  Not every solution from the standard or all implementations are FIPS certifiable.  TKIP isn’t.  AES is.  
Chair:  As long as it allows some profiles to be FIPS certifiable?
Comment:  These requirements are mandatory.  It’s not like an RPF from the government.    If it’s good enough, it’s good enough.
· “Req 190:  Delay Protection” – This one was added tentatively, subject to discussion.  This implies they can detect such attacks.  My interpretation is that you can detect when a message is delayed in transit and recover.
Comment:  We can’t detect, but we do have mechanisms to protect.

Comment:  You can detect from the power save.

Chair:  If you go asleep, but the AP doesn’t know about it for a while.  Say there is a Man-in-the-middle.  So the AP continues to send messages for a while and caches them and finally delivers your message as you’re going into power save mode.  Later the AP sends a message to wake you up.  It realizes there are messages accumulated and the wake up message.  The observation we made is if there is some ability to resync counters, we could detect this sort of thing.  When you resync, any of the old cached messages would be dropped.
Comment:  I’m trying to understand how the counters are out of sync.  If you’re in power save mode, you’re not receiving any packets?

Chair:  You went into power save and the AP continues to send packets.  The AP caches them and keeps them in sequence.  It finally sends messages to the AP.  That’s the attack.  We wanted a way to resync counters coming out of power save mode so we’d get the right counter values.

JE:  This raises another interesting category.  Typically a STA sends a null frame with power save mode, so we’d get the right counter values.
Comment:  That’s a different attack.
Chair:  It’s the opposite attack we’re worried about.  Should we protect that message too?

JE:  The null data frame is being used like a Management Frame.  I’m trying to understand what damage would be done by the attack?

Chair:  It’s useful if the application layer does not synchronize for state changes.  For example with stock transactions:  Buy.  Buy.  Buy.  Sell.  This could be exploited to make the state do the wrong thing.

Comment: There are some applications on certain directly connected LANS with DRM that do not transmit.
Chair:  There are some ways to exploit current .11 capabilities.

JE:  It’s sounding like this is a legitimate requirement.

Chair:  I put it in to stimulate discussion.

JE:  It’s not difficult to solve given the timing information in the messages.

Comment:  This could be a desired goal versus a requirement.

Comment:  Data packets are protected.  Make sure that power save is only done with data packets.  There are vulnerabilities in power save.  Bad guys know that in power save mode they can masquerade as a STA to get packets.  They still need the keys and messing with power save is really indirect.  APs will still respect the power save bit even in Management Frames.  Since Management Frames are not protected, put it in data frames.

Comment:  Null data frames are not protected.

JE:  They are used commonly.

Comment: You might change the spec to allow encryption of those.

Chair:  We tried to make them not protected in 11i.

Comment:  The one bit they’re transporting is power save.

JE:  On this requirement, we have two categories – requirements and goals.  Is that fine grain enough?
Comment:  Shall, should may.

JE:  TGu had a column for this.  We could do something similar to tabulate requirements.

Chair:  I like that.

JE:  This (Table 1) puts the requirements in context.  This is the important table that indicates which frames get protected and which don’t.  Class 1 is before association or authentication.  There is no protection.  Class 2 is after MAC level authentication and before association.  (Re) association and deauth are not protected.   The (re)association is addressed by TGr.  MAC Authentication in Class 2 is not very important for 11i because it is open authentication anyway – however a rogue STA can see an open auth and send a deauth.  Then you’d never get past that stage (Additional clarification by JE post meeting:  This DOS attack could also be done by colliding the auth request or by spoofing a bad auth response.  There is no practical way to protect against someone colliding your legitimate frames, so protecting the deauth wouldn’t help).  Class 3 is after association.  That’s the state of the current document.  There have been some suggestions, some coming from TGu this morning.  There is some information in the Beacon or Probe Request that they want to post verify the integrity after the keys are in place (e.g. the RSIN IE, which is present in the beacon, is sent as part of the 4-way handshake).  They can then verify it was not modified or downgraded.  They were wondering if they could stick some of their information into that process.  So even if we’re not protecting the frame, we can verify some of the contents.
Comment: Maybe we should add another column added for the types of attacks.  Frames need protection from these attacks for completeness – replay/delay.  People don’t think about going into power save mode.
Chair:  It’s important to not send reassociation in State 3.  When some STAs are associated and want to change some parameter to their relationship to the AP, they send a new Association message with new parameters.  The AP sends an Accept Response and continues.  If you’re not protecting Association messages, a rogue STA can send a rogue Association message and break potentially the old session.
Comment:  Is this a new outside of the BSS attack using a potential new member of the BSS?

Chair:  A third party attacker.  You’re the AP, I’m associated with you.  Someone sends my MAC.

Comment:  Is there no session identifier yet besides the MAC address?  
Comment:  Is that not what the AID is?

Chair:  It’s not protected.

Comment: The session identifier is protected.

Comment:  That’s a philosophical argument.  The simple solution is to not allow you to do that.  In TGr they might allow mechanisms to do that – not send an unprotected Reassociation Request message.  Someone should make a short presentation on this.  It is not really resolved.  People felt we should protect beacons and we agreed by adding text that says “show us”.
Chair:  We don’t know any algorithm that works.

JE:  Things that are goals and not requirements should move to Category 3.  For example:  protect all new future Management Frames no one has thought of yet, protocol efficiency problems (you do not want a solution with an extra 120 bytes in the Management Frame).  All this is common sense really.   What major points have you got, Jesse?
Chair:  I’ve got four bullets:
1. Req 110 (Confidentiality Protection): Is confidentiality mandatory?  A number of people have talked to me offline about authenticate only proposals.  This indicates to me there is not unanimonity on requirements and we need discussion.  Should we discuss this now or go through the list?
Comment:  Go through the list.

Chair:

2. Req 150 (Unicast-Broadcast-Multicast Protection):  Is broadcast protection mandatory and what do we mean by that?  The action item is to resolve whether 11K has broadcast Action Frames.  When Nancy reads the text, it sounds like it does.

3. Req 160 (Selected Deployment of categories of Management Frames protection): This needs to be reworded since it is awkward.  We have to try and grapple with multiple versions, new Management Frames, take advantage of existing mechanisms and resolve interoperability issues.
4. Req 180 (Regulatory Requirements):  This talks about FIPS.  Dorothy says we only need one profile path to be successful.

JE:  The larger one is to recategorize requirements.

Chair:  Where should we begin?  Which of the topics?
Comment:  The whole subject has been around for a while, all through TGi.  It wouldn’t hurt to take a whole subclass that’s easy to do.  Say take away everything from TGi.  What’s left to be done with respect to these requirements?
Comment:  That would only include Action Frames.

Comment:  Why not do TGi on all Management Frames, not just Action Frames?
Chair:  You can only do the ones with keys – Action Frames and Disassociation Frames.

Comment:  There are a lot of Action Frames before you have keys – which is a contradiction.

Comment:  That’s what’s so hard.

Chair:  Nancy, you were going to interject?

Comment:  Shall, should, may.

Comment:  I’d like to hear an explanation of what application would authentication only be desirable?

Chair:  Are there any proponents of that view?

Comment:  I’m thinking of it from a mixed mode standpoint.  Say you have a deployment protecting a data link.  You’ve got a large deployment base that’s not going to be upgraded overnight and you want to protect management frames as well.  How do you allow others to exist in a mixed mode environment?
Comment:  One mode is I and the other is i+w.
Comment:  That’s not the question I asked.  What if you have the desire to have the ability in w to either provide encryption and data authenticity on Action Frames or Management Frames and the ability to provide data authentication only?
Comment:  That’s not what I heard.  I thought I heard that some people desire a requirement for anonymity.

Comment:  That’s something else.  Confidentiality and data authenticity in some scenarios only.  Maybe another suite with data authenticity only?  
Comment:  With confidentiality only, network administrators have a problem that they can’t bring out a packet sniffer.
Comment:  Still, the headers are not protected.

Chair: I’m trying to come up with a good example:

Comment:  Related to confidentiality, although I haven’t seen it done yet, there are proposals out there for location sensing -  figuring out where you are.

Comment:  I think the reason you need a confidentiality mechanisms is that Action Frames are a kind of data frame invented from a STA to an AP, instead of STA to DS.  It’s used by all sorts or things – k, now they’re talking about it in v.  It’s going to be used more and more going forward.  Some of the applications need confidentiality protection when an application sends management data in a data frame – such as sending GPS coordinates.  If we don’t have a confidentiality mechanism, we’re falling short.

Comment:  I absolutely agree.  The solutions must have a confidentiality mechanism.  My question is whether in addition to offer a data authenticity only mode.
Comment:  That gets into the negotiation part.

Comment:  That opens a Pandora ’s Box with additional algorithms.

Chair:  If we take the bite of broadcast, could that be authenticate only?  It was never addressed in 11i.

Comment:  I’ve done a lot of work with reliable multicast and unicast protocols.  We have a type of broadcast, but we do not know the receiver set.  I claim the path to the solution is identifying the receiver set – then you know who you are sending to.  You can have unsecured broadcast and secured broadcast, which will have special properties in a known set.

Chair:  We have a known set in 11i.
Comment:  No, not for the beacon.

Comment:  Put up a chart and classify the requirements.

Chair:  Even cryptographers agonize for months as to whether to turn on confidentiality or just data authenticity.  It’s just too hard to make the choice.  If you always have it, the answer is right.

Comment:  I like it, but it should work in a mixed group too.
Comment: Mixed environments are a reality.

Comment:  If you do it right, you can allow negotiation.

Comment:  Some clients that are not upgraded can’t negotiate.

Comment:  The fundamental questions is there a security need for the data authenticity mode?  I haven’t heard a compelling argument.

Comment:  There is the debugging argument.
Comment:  To go with data authenticity framework, there is a log of overhead to support it – new algorithms, new negotiation schemes.  If you need it you need it, but be really sure.

Comment:  From a legacy standpoint we’re going to need it.

Chair:  Any further discussion?

Comment:  We should create a chart where we separate unicast and broadcast.  Unicast is clear.  Broadcast has different requirements.

Comment:  Here’s a suggestion to satisfy both Dorothy and Nancy.  You can have different requirements for confidentiality and for authenticity only mode.  People can then bring proposals in.

Chair:  You can have different mechanisms.  Relaxing confidentiality for broadcast is desirable, but not for unicast.

Comment:  Confidentiality is mandatory, authentication only is not mandatory.
Chair:  Will someone sign up for this useful exercise and bring back something tomorrow to put in the Requirements document?
Comment:  Which activity?

Chair:  Categorize requirements as applicable to unicast vs. broadcast.  Kapil and Jon will do this.  Do we have enough action items to move on?  Is broadcast protection mandatory?

Comment:  For Class 3, broadcasts. Not beacons.

Comment:  DHCP.

Chair:  Those are not Management Frames.  Those are Data frames.

Comment:  11k measurement requests.

Comment: TGs.
Comment:  If all Management Frames are sent by the AP, it’s a simpler problem.
Comment:  Nothing in the standard says that.

Comment:  There is no keying for ad hocs or direct links.
Chair:  We have a solution for ad hoc, although it’s not great.

Comment:  Back to the original question, do broadcasts need protection?
Chair:  This requirement makes it mandatory.  Is it an optional feature?

Comment:  Do we take the work on here?  Or is this a different task group later on?

Comment:  Yes, it does need protection.
Comment:  Group key protection is not sufficient because you lose accountability.

Chair:  Any member of the group can forge the packet.  The group has to decide if they want better authenticity of messages than the naive algorithm that 11i uses and are willing to pay the cost.  I gave a presentation in Cairns.  There are different classes:  Public keys - not what you want to do.  Tesla, it has its own undesirable side effects, such as loosely synchronized clocks, cache messages until the next validity period.
Comment:  There are always risks.  The group key mechanisms have weaknesses.  It gets to be a cost/benefit judgement.

Comment:  Those weaknesses depend on the sender – AP or STA.

Comment:  Can’t any STA forge a message so it looks like it came from another AP?
Comment:  If we’re comfortable with that trust for Data frames, why are we unwilling to live with that level of trust for Action Frames?

Chair:  We never had the discussion in 11i.  At the time, it was not appropriate to raise the topic.  It would only cause consternation.  Hopefully we’ve grown in knowledge.  It’s appropriate if the requirements say a solution has to provide protection for broadcast without saying what that means.  If we get a Tesla proposal, we can argue.
Comment:  We should leave the requirement open.  What I’ve learned is there are a lot of possibilities for protecting Management Frames.

Comment:  If we have a broadcast of a Management Frame from a STA, why can’t use the 11i solution?
Comment:  Do we want to figure out a solution to allow broadcasts from a STA?
Comment:  It’s an interesting problem.  Someone might want to work on it.

Comment:  We started working on it – not that we had it solved.  There was too much to add in.

Comment:  You have multi destination video.  People are starting to do work on the appropriate crypto.
Chair:  Should we protect broadcast from a STA?
Comment:  We should edit the Requirements so that proposals could come in with AP broadcasts, STA broadcasts or both.  

Comment:  It is legitimate to exclude Action Frame broadcasts since no standard does that.

Chair:  What do folks think?

Comment:  There are some current, proposed techniques for doing mesh related stuff.  Some stations broadcast some things at different power levels.  People are fiddling, so you could have broadcast Management Frames.  There are no rules out since they’re not here today.

Comment:  Agreed, but to solve our problem, we could rule it out right now.
Chair:  Any other opinions?  It sounds like consensus that we want to require protection from broadcasts.  We want to specify that from the station and from the AP are two different problems.  Did I summarize that correctly?  What else do I need?  Is there any further discussion?
None.

Comment:  I’d like volunteers to go off and make a straw man process and come back and present it tomorrow or sometime this week.  Does anyone want to volunteer?  Ok,  Kapil, Donald and Nancy.  I n Cairns we talked about an outline for a process:  Issue a Call for Proposals, ask for slide ware by the September meeting and text at the November meeting.  Assuming a small number of proposals, we could have the selection in January.  Any other comments, ideas, suggestions?  Does that make sense?
Comment:  It depends on the number of proposals.

Comment.  If you have 300 proposals, you have other problems – you’re too wide in purpose.

Chair:  I doubt we’ll have that many.  Is there anything anyone would like to discuss today?

None.

Chair:  Hearing nothing, is there any objection to recessing until 4:00 pm here tomorrow?

None.

Chair:  Hearing none, we’ in recess:

5:38 pm PST

Tuesday, July 19, 2005
Call to Order
Meeting called to order on Tuesday, July 19, 2005 by Jesse Walker at 4:00 pm PST.

Chair:  Asked the group if he could change the agenda to approve the following teleconference minutes:
· 05/615r0 June 16, 2005 Teleconference minutes
· 05/634r0 July 7, 2005 Teleconference minutes
No objections.

Chair:  Does anyone have any issues with either document?
None.

Chair:  Hearing none, would there be any objection to approving documents 615 and 634.  

None.

Chair:  Hearing no objection, the minutes are approved.  What we have on the agenda today is to continue to hear discussion, presentations for the first hour and selection criteria in the second hour.  Phil MacKenzie wanted to make a presentation which fits into the first hour of the agenda.

Presentations

PSA and PSA-D 11-05-0651-00 Phil MacKenzie et. al.
Phil MacKenzie (PM) said this was more of a pre-proposal.  More like floating some ideas.
PM:  (slide 5) This second attack I’ve not heard anyone bring up.  There is a STA associated with an AP.  In the DS, there is some type of mapping of MAC to AP.  A rogue STA comes in with the same MAC.  The spec says without any authentication, the AP informs the DS it’s now associated with this AP.
Comment:  Informing the DS is a recommended practice.  It’s not formal part of the .11 standard.  It’s often implemented.
Comment:  The document was TGf.  It’s an optional thing, not required.
Comment:  It also presumes no security is turned on.
Comment:  The rogue AP informs the backend.

Comment:  The authenticated AP is under attack.

Chair:  In 11i, we should have made sure to not to tell the DS) set until after the 4-Way handshake completes successfully.

PM:  (slide 6)  In the first one (Authentication), it the PTK exists at the AP (.11w bit set), ignore the frame.
Comment:  Where is this bit?

PM:  Somewhere in the proposals, when you go to an AP and say you want to be an 11w protected association, you need some type of indication for the negotiation that says you want to protect Management Frames.

Comment:  How would this work for the STA that is in ownership of the correct PTK and PMK and so forth?  It would have to MIC frames, like its own Disassociation.

PK:  Yeah, next slide (slide 7).
Comment:  In the authenticated case, if the STA has reset for whatever reason and is in State 1…

PK:  That is the PSA-D protocol.  I added some detail to handle other messages to make it more complete.

Comment:  I’m embarrassed to say that I just rebooted my laptop and I most likely lost my PTKSA and the AP kept that state.
PK:  This points out there are times when you do want to send a Deauth without a MIC.  Say the AP is in State 2 (authenticated, not associated) and the STA is in State 1.  You might want to send a Deauth to the AP to get back to State 1.
Comment:  No one has a PTKSA.

PM:  The AP has no PTKSA and goes back to State 1. (Slide 8)  Now, the problem you’re talking about.  Both the rogue station plus deadlock.  The changes are to remove the MIC message from the Deauthenticate and Disassociate and allow the Station to defend the PTKSA with a new frame called Defense.  (Slide 9)  If this was the PSA protocol, the PTKSA is still at the AP.  No matter what the STA does, it can’t associate.  This happens as long as the PTKSA is cached at the AP.  (Slide 10).  Here’s the proposal (goes over slide).

Comment:  The attacker can prevent the Defense or Defense Response.  But this is better than nothing.
PM:  It’s hard to prevent an attacker that stops frames.  There is no way to stop him from the Association.

Comment:  You can stop the Association by colliding your Association Responses.  The advantage he has here is he can initiate the attack by sending the Disassociation.

Comment:  The attacker can start the process and wait for the Defense.

Comment:  He can wait for the Association attempt and prevent them from success.

Comment:  When he sends the Defense, he can stomp on the Defense Query and still wins.
Chair:  He can win, but you now make the attacker expose himself by actively attacking.
Comment:  You’re making it harder for him.

Comment:  Is this enough of a bar?  I like it.

Chair:  It’s worth considering.  I think we know there’s no complete solution to the problem.  It’s not a problem that admits a solution.  At this point, if we want to do anything, what type of heuristics can we apply to improve things?
Comment:  He has to apply a set of thresholds with how much effort the attacker would have to mount.
Comment:  Air Snort version 2 two weeks after TGw completes.

Comment:  The more you can do the better.  What if there is no Defense Response, but you receive any other traffic that’s MICed?
PM:  I didn’t put it up.

Comment:  The MICed message could cancel the timer.

Chair:  It depends.

Comment:  There is a race condition.

Chair:  You don’t know when it was sent.  After the last one received?  You don’t know if he’s still there.  It’s clearly worth thinking about more.

Comment:  You could shorten the iteration, if the AP sent a Defense query if it received an Authenticate message when it already had a PTKSA.  This would be instead of waiting for a DeAuthenticate message.  Maybe that helps.
PM:  There are a couple ways to deal with some of the issues. (Phil goes over Slide 11).
Comment:  What if a STA has a PTKSA?
PM:  He tries to Authenticate.  If there is no response, the AP is either out of range or he lost the STA’s PTKSA.  The STA sends a Deauth to get rid of the PTKSA.

Comment:  It ignores the Defense that comes back.

PM:  This does not work in the PSA protocol.  If the message is not MICed, it kills the PTKSA.

Comment:  Alternatively, you could have the AP send the Defense Request to shorten the cycle.

PM:  The idea was not to change what happens before you had an existing association.
Comment:  Neither side has a PTKSA.
Comment:  If the AP has one, you’re saying the AP should always send a Defense.

Comment:  If you send it unMICed, the AP keeps dropping it.  If you send a Deauth, you finally get a Defense and you timeout.  You then Associate.  If you’re not in State 1, you get the challenge right away and only wait one cycle of time out.  It shortens the iteration.
PM:  Yeah, I talked with my colleagues on this.  I thought this was a simpler proposal to keep all the Defense at the Deauthenticate and Disassociate, but they argued against that.
Chair:  The task group will adopt what it wants and then change it.

Comment:  The problem with the Defense mechanism is that you can’t tell if the station forgot the PTKSA or it’s an attacker.
PM:  You send a Defense Query.

Comment:  The AP can trust itself.

Chair:  On what premise?

Comment:  The AP asks everyone to Defense as a matter of normal operation.    You can reset a random counter.  If the counter counts down and you’ve not heard from that station…
Comment:  Like a keep session alive?

Comment:  The attacker would not know what time it goes off.
Comment:  This would be at odds with the power save.

Chair:  You would need a resync mechanism out of power save.

Comment:  The group key update is already installed.  It sets the time, although it’s not randomized.

Comment:  It could be.

Comment:  The spec doesn’t say when before you roll over.

Chair:  Thank you.  That was quite stimulating.  Here’s a process question for the second hour.  If there are no other requirements…
Comment:  Someone should go build a table, or make an attempt at it.

Chair:  Would the group like to discuss it now or wait until later on?

Comment:  There is a new document on the server, 05/718, which incorporates the changes made yesterday and it adds the table with categorizations.

Chair:  Would you rather do it now or after the evening supper break?  Do people want to discuss requirements or process?
Comment:  The requirements won’t take too long to do.

Chair:  Let’s talk about requirements until 5pm as the agenda shows.

Requirements for Management Frame Protection 11-05-0718-00 Jon Edney et. Al.
Jon Edney reviewed the changes since the last meeting.
Comment:  How did you capture that (referring to assigning categories to each of the requirements in the table)?

JE:  I don’t know if I did.  For Req 1130, this had to be protected.  For Req-150, I split this into data from the AP, Type B/Category 2 – nice if you can do it and the original requirement said you could have separate mechanisms for unicast and broadcast.  This is not really a requirement, so it is Category 3.  Categories of protection – I had a crack at writing this text (Req 160).

Chair:  You need a mechanism for capturing it.  This is the only plausible thing that makes sense.  There will be new Management messages and our spec won’t protect them  As people write the future 802.11 spec, they can use w and one of these new categories.

JE:  Req-170 – I almost decided this was not worth having.

Comment:  This is more like an implementation.

JE:  This is a circular argument.  It says to use transient session keys and later accepts management protection mechanism.

Comment:  Protection should be available as soon as keys are in place.  Is this a requirement?
Chair:  Henry has a good point.  It’s worth stating.

JE:  Req 200 and on was previously listed as a goal and are now Category 3.  I think all the text and comments below this are the same as before.
Comment:  Back to the first bullet.  When we do conference calls or talk in the hallway, the lower case or uppercase M for management messages will be tough.  Maybe Protected Management Messages or Eligible, …
JE:  The Chosen Messages.

Comment:  I like Chosen.

Chair:  We need some terminology.  When Emily and I wrote the original proposal that got this group launched, we called them protectable – but that’s not a good name.
JE:  This is an opportunity for another acronym (CMM).

Comment:  I’m not comfortable with the lack of explicit statement in here with respect to allowing a mechanism to not include confidentiality.

JE:  Right, what I thought we agreed to yesterday was that the availability of a confidentiality mechanism would be mandatory, but not applied in all circumstances.
Comment:  Right.

JE:  This comes with the categories of protection.  One category was authentication, another category was authentication + confidentiality.

Comment:  Req 160 is categories of management types – authentication vs. 11k vs. 11h.  To me, that’s a different dimension.

Chair:  I agree with that.  We need a sub requirement to confidentiality – something like it is allowed to be individual messages that do not provide confidentiality as long as the protocol suite provides it.  The administrator can turn it on or off.  I don’t like that feature either, but it is reasonable to allow if from a requirements perspective.
JE:  A simple way to capture this is to say here in 110, such mechanism shall be turned off.

Comment:  It can be turned off globally or on some messages and not for others.  We need a category of MICed messages that are not protected.

Comment:  We have to keep it simple and not have keys flying around or counters.

Comment:  I want to caution about not excluding the general.  Personally I’m ok if we said broadcast may in the general category with those we just MIC, but unicast provides confidentiality.  How about “it is mandatory that such a mechanism be available but not mandatory that it be used in all cases: for 110?

Chair:  We vote on this Thursday.  Debate starts at 16:50.
Comment:  Under Overall Design120 – we mention behaviour with w capable client and non-w capable client in a w capable AP.  What about the reverse?  A w-capable client to a non-w capable AP?

JE:  If policy allows, it will recognize in the beacon whether there is w support or not.

Comment:  Capabilities are advertised in the beacon.
JE:  Typically there’s a capabilities bit.

Comment:  If the station is w capable and configured and policy allows it to associate to non-w APs, if it starts the negotiation, it needs some authentication indication that w is not supported – even if the beacon says it’s not supported.

Chair:  This has to be addressed somehow or there is a downgrade attack.

Comment:  If it’s all or nothing, you could put a bit in the RSN that w is on and everything falls out.  This is protected in the 4-Way.

Chair:  If it’s in the RSN, it’s protected by the 4-Way.

JE:  I could add some text that this is subject to policy constraints of a 802.11w station that it may connect to a non-802.11 w AP by disabling the 802.11w provisions.

Comment:  This should be part of number 1.

JE:  Good idea.  Any other comments?

Comment:  Say 11i on for w to take effect.

JE:  That is part of the key hierarchy.

Comment:  It’s kind of obvious, but…

JE:  I’ll do an updated version in time for Thursday.

Chair:  There will be time to talk after the break if there is such a desire.  The next part of the agenda is to discuss the process.  We have the remaining hour dedicated to this.  Kapil or Nancy, are you prepared to discuss 717?

Comment:  Yes.

Requirements for Management Frame Protection 11-05-0717-00 Kapil Sood et. Al.
Kapil Sood (KS) mentioned that Nancy Cam-Winget, Donald Eastlake and himself huddled up and hashed out a proposed process based on what they did in 11s and 11r and what worked in both, what evolved and to address the needs in 11w.
Comment:  We used a lot of r and a little from s.  We picked arbitrary dates.
Chair:  You might want to change the “Intent for Proposals” (slide 2) to the Monday after August 12th.  Some of us will be in Beijing.  Estimating when midnight will be will be difficult.

Comment:  30 days is a minimum from whenever it is announced.  If the Call for Proposals is on Friday.

Chair:  We can send it out on Thursday if we vote for it then.
Comment:  Why constrain it to 30 days?  Why not push it into September.  Do it a week before the meeting.

Comment:  How much time do you need to talk to Stuart?

Comment:  We picked the earliest date to give Mr. Chairman time to figure out the time slots.

Chair:  Stuart will ask us Thursday night.  If we have the current crowd and everyone gives one, we need 8 hours.

Comment:  Clint isn’t here.

KS:  30 days after proposals.
Comment:  If you make it too short, someone will come back.

KS:  Midnight on that date, right?

Comment: Yeah.

Comment:  About Step 2, the problem with this is someone with pomegrates for 20 minutes, they would still get 25%.

Comment:  This guarantees no one will get eliminated.

Chair:  Make it 33%.

Comment:  This is not to have a selection.  It’s to get a response from the audience.
Comment:  In r, the first couple voted seriously, and then the rest got 100%.  Why tick someone off.  Everyone got more than 75%.  This is a null step.

Comment:  What’s your point.

Comment:  Not to do it.

Comment:  Drop the 25%?

KS:  Is everyone ok with that?

Comment:  Ok.

Chair:  This is to help you gauge how much evangelism is required.

KS:  (Goes over slide 3)
Comment:  Another thing we learned from r, in those 2 weeks, people make changes.  Then which version do you use.

Comment:  We had a half hour debate.

KS:  Clint assumed veto power.

Comment:  You have to put something on the server that is relatively complete.
Comment:  You should put another bullet that as long as there are not substantial changes.

KS:  If proposals are merging, you can combine text in two weeks.  It makes it more flexible for people to merge.

Comment:  The goal is to put something out there.  Here’s something I’m starting with.

Chair:  If they merge, the right way is that they each present their own, but we have merged and select this out of this one and that one.
Comment:  Another option is to maybe turn it around and elect to take a half hour of time on their proposal and then half an hour on the things that were changed.  Does anyone believe we’ll get more than half a dozen?
KS:  I’m assuming this is not the situation in mesh or r with 15 proposals.

Comment:  At the end of the day, if there is a great proposal and the group agrees, you can just do it.  This is the way it should work and you not get arrested or put in jail if you make a change.
Chair:  So far the group dealing with security has been pretty cooperative on consensus.

Comment:  You need some qualifier on that last sentence (“Proposals voted off are encouraged to merge with the survivors”).  Relative to when.
Comment: After Oct. 28 it’s not allowed into the presentation.

Chair:  We expect people to submit proposals in time for people to review them.

KS:  Is that agreeable?  (Reads Step 4)  This is a date we really thought about.  We don’t want people working over Christmas and New years.  When they come back they need some time to resync.  If there are hard feelings on this it could be changed.
Comment:  In looking at what happened in r, there was not complete draft text.  Maybe complete proposal text.
Comment:  802.11 draft format with instructions to the editor.  Not.
Comment:  How does the editor merge two proposals?
Comment:  Like that part in r.

Comment:  Check with the editor to see if he’s willing to take that on.

Comment (Jon Edney):  I’d love to merge two proposals.

Chair:  In r, we’ve had written ballots.  It doesn’t say written here.

Comment:  We say it’s up to the chair.  This is not as big or controversial as s.
Comment:  Or n.

Chair:  I need to adjust my estimations.  There is no need for a written ballot.

Comment:  If there are 12 proposals, you need it written.

Comment:  The motivation for a secret ballot is not to be anonymous.  The order for the first affects the second.  That was the point.  It’s not needed here.

KS:  Just so Jesse knows, the chairs of s and r had flow characteristics and statistics.
Comment:  Donald also gave us a nice formula to count ratios of votes to ensure there were no ties.  But we chose not to put it here.  We didn’t think we need it.

Comment:  A minor nit.  The last slide, try “create the base draft” or “adopt into the base draft”.

KS:  Then we had a motion.
Chair:  But with the agenda we adopted, we’ll have a vote on 15:20 on Thursday.

KS:  I’ll upload this as an r1.  I’m done.

Chair:  All the hard work is done.  We have the process.  Is there any process related question or comments?  
None.

Chair:  Hearing none, does anyone have any business for this session?

None.

Chair:  The agenda says to come back after dinner to hear requirements or presentations.  Does anyone have any presentations after dinner?
None.

Chair:  Is there any discussion needed on requirements after dinner?

None.

Chair:  Folks, we don’t have any more business.  I need a motion to continue into ad hoc.
Moved: Nancy Cam-Winget

Seconded:  Keith Amann
Vote: Unanimous consent
Chair:  We’re in ad hoc mode until Thursday.

Adjourn 5:29pm

Thursday, July 21, 2005
Call to Order
Meeting called to order on Thursday, July 21, 2005 by Jesse Walker at 4:05 pm PST.

Chair:  Our agenda today is to discuss requirements, selection criteria and have a vote on the Requirement document, the Selection Process and if we get both, issue a Call for Proposals.  We will also authorize any conference calls.  We have one motion forwarded to us by you (Stephen McCann [SM], Chair of TGu) under the banner of the requirements discussion.  What I’d like to propose, if we adopt this motion, is to incorporate into the next version of the Requirements document.  We have the 4 hour rules problem.  Any discussion on this way forward?
Comment:  We need to adopt the document as, knows the pending updates.

Chair:  This is a working document which will change through time as we understand our problem space better.  Any objection?

None.

Motion:  Move that TGw accepts TGu’s request that TGw address the requirement of providing protection on the beacon element.

Mover: Stephen McCann

Second:

Result:

Comment:  This is too specific.  It’s too early to get into that amount of detail.

Comment:  You forgot Probe Requests.

SM:  Here’s some background to this.  One of our TGu requirements was to provide information about an external network at layer 2 when in State 1.  we will provide some bytes in the beacon that give you information about ht inter/intranet, if you’re roaming or not, what security facilities are in that external network.  What we’re trying to do  is pass these requirements to TGw generic enough so we can cover all the requirements.  We’re just collecting requirements and don’t know the solution yet.

Chair:  We like more specific requirements.

Comment:  Do you need privacy protection?  What type of protection?

Comment: As much as you can give us.

Chair:  We should reword it.

Comment:  802.11i provides some of the protection for RSN IE in the beacons.  When we were in TGi there was a big discussion as to whether or not to protect all the other IEs in the beacon as well.  We decided this was a bad idea because we did not know what all the elements might be used for.  We're in danger of going down the same path.  We should not adopt this motion now.  You can come back at the next meeting with some crafted text on the elements to protect.

Comment:  It should meet certain guidelines.

SM:  The only problem is we have to think about the solution of the interworking requirements.  We don’t know what people will come in with, even in September, as to which facets of the beacon need protection.
Comment:  Why bring up the proposal now?

SM:  I did that at the start of the week to close your requirement’s list.

Chair:  Closing the requirements is not quite what we have in mind.  We need to establish our first requirement’s baseline.  This is a living document.  We will add more requirements as we perfect our understanding of the problem.  In principle, requirements could be added up to the start of Sponsor Ballot.

Comment:  Maybe this motion should be rephrased.  TGw notes that TGu needs protection of the beacon and commits when requirements become clearer.

SM:  Either that or the alternative is to drop this motion and perhaps minute that we’ve gone through this discussion and go back when we have a clearer requirement to give to you.

Comment:  What are we trying to achieve is that all requirements are justified.  We can’t have one line to provide certain requirement’s that are not very clear.  What are we trying to achieve?

Chair:  What I’ve heard is a statement by the TGu chair that he will go back and rework this and that we’d like more specific requirements before considering.  Is that a way forward?

SM:  I withdraw this motion and we’ll go away and give it some more consideration and revisit you at some future point.

Chair:  Thank you.  We’ll welcome input in the future and give it due consideration.

Comment:  We agree we’ll be accommodative with TGu.  Do you have a good idea on what the opportunity window will be?

Chair:  That’s actually up to the working group.  We’re clearly bounded by Sponsor Ballot on one end.  The Selection Process has a Call for Proposals going out today, slide ware in September, text in November and the down select in January.  But you know what, that’s only to produce our first draft.  A year from now we could add new requirements to u and see how to address those new requirements as long as that’s what the working group wants to do.

Comment:  What’s the opportunity window?

Chair:  9 months to a year.  Do you think that’s a reasonable time?

SM:  Fantastic.  We have proposals in March.  Hopefully we’ll know what type of protection we need then.

Comment:  We need more detail – what to protect, what type of security.

Chair:  Any more discussion on this topic?  Anyone else have any requirements or related issues to discuss? 

None.

Chair:  We have the vote schedule for 16:50, which is 30 minutes from now.  Since we announced the vote, I don’t want to do it early.

Comment:  Housekeeping.

Chair:  Do we need any conference calls between now and the next plenary in November?
Comment:  We’re just doing a Call for Proposals.  What would be on the agenda?

Chair:  I don’t know, it’s up to the group.  Maybe talk about the proposals, selection criteria, and requirements.  That exhausts the topics.
Comment:  Do we have to authorize until the next plenary?

Chair:  Yes, although we don’t have to hold them.

Comment:  I would disagree that you only have do authorize at plenaries.

Chair:  Does anyone see any calls between now and September?

Comment:  Not until January.

Chair:  If new requirements came up, that’s the only one I can think of.

Comment:  How close are we to adopting the Selection Criteria?

Chair:  We’ll do it if the vote passes for the Requirement’s document.

Comment:  If the Selection Criteria is solid, we don’t have to do anything.

Chair:  We had a discussion on Tuesday.  There seemed to be good consensus.  We’ll find out at the vote.  It doesn’t seem like there is a need for conference calls or interim meetings.  Is there any other business we can transact before 4:50?

None.

Chair:  Hearing none, is there any objection to recessing until 4:50?

None.

Recess. 4:27pm

4:50pm Chair calls us back in to order.
Motion:  Move to adopt 11-05-0718r1 as the TGw requirements

Moved: Kapil Sood

Seconded: Nancy Cam-Winget

Vote: 21-0-3 (y-n-abstain)
Motion:  Move to adopt 11-05-0717r1 as the TGw selection process
Moved: Jon Edney

Seconded: Mike Moreton

Vote: 19-0-5 (y-n-abstain)

Comment:  Point of information, is the intent to send this to the mailing list?

Chair:  I think it’s a courtesy.

Motion:  Move that TGW publish a call for proposals for IEEE 802.11 TGw; proposals will be presented starting with the September 2005 meeting; presentations must be available in doc 11-05-717r1; intent to submit a proposal must be sent to Working Group Chair and Vice Chairs and TGw Chair by August 21, 2005, 23:59 ET.
Moved: Jon Edney

Seconded: Henry Ptasinski

Vote: 19-1-3

Chair:  Any other business?

None.

Chair:  Any objection to adjourning?

None.

Adjourn 5:10pm
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