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Monday, July 18, 2005
Call to Order & Agreement on Agenda
Meeting called to order on Monday, July 18, 2005 by Jesse Walker at 8:00 am PST.

Chair:  Jesse Walker

Secretary:  Sandy Turner


Chair:  Agenda discussion

Proposed Agenda:
· Meeting Called to Order/Roll Call

· Presentations

· Steve McCann/Chair of TGu discusses requirements for TGw with docs 05/279r15, 05/653r0
· Adjourn
Chair:  Is there agreement on the agenda?

Presentations

Suggested TGu Functional Requirements 11-05-0279-15 Mike Moreton
Stephen McCann (SM):  I went through the TGu Requirements document and contrasted that to your document in TGw.  Jesses invited me for 10 minutes to add clarity as to which task group does what.  TGu is an agglomeration of requirements for interworking (e.g. online enrolment).  We’ve gone through our requirements and noted on the right hand side what the requirement class is.  We’re still sorting this out and determining what’s in scope and what’s out of scope.  If we change it to out of scope, we need to clarify what task group to give it to.  This is a working document – we’re up to rev 15.  
TGu/TGw Requirement Comments 11-05-0653-00 Mike Moreton
SM:  Specifically what I want to talk to you about today is the common issues with TGu and TGw (slide 3).  This is written from a Siemens’s perspective, not TGu, since I haven’t had time to present this yet.  I looked at 05/521r1 and 05/279r15 and there are a couple of issues to sort out.  (Slide 4)  Here is a quote from the ads document that says it is out of scope above the Management Frame layer.  I need more detail to take back to the 11u guys.  What does Management Frame mean?
Comment:  The context was service advertisements vs. network advertisements.  For example, I wrote this piece of text, TGu was about enabling a station to see what type of services were available when it connects to an AP.  For w, Management Frames mean what is in the base standard – beacon, probe request, association.

SM:  In 11u, we’ve split network vs. service discovery, with the later being out of scope – it implies layer 3 or 4.  The network discovery at layer 2 is in scope.  This gets information transmitted over the beacon or probe response/request, basic information on roaming capabilities.  If this is 11 provided at the bit level, the comment is true.
Chair:  Is it the discovery information you want protected?
SM:  The discovery information in 11u Class 1 frames.  Therefore, it’s not possible to get it protected.

Chair:  We can talk about what protection means.  11i protects against downgrade attacks by replicating the RSN IE.  In the 4-Way, it is plausible to undertake a similar exercise in 11w for other information to make sure it’s not forge red or generating forgery.

SM:  Can you do this in the beacon?

Chair:  We put the RSN information element in the beacon and check this later in the 4-Way.  If information is required to be protected, we can offer this level of protection – after the fact, someone downgraded me.
SM:  (Slide 5)  Back to you Jon, this is a quote in one of your documents.  MAC address anonymity is a goal vs. a requirement.  We have a specific requirement in the TGu document that looks at MAC anonymity.  Mike Moreton presented his feelings that this is real important in TGu.  What do we want to do with that – goal in w?  requirement in w?

Comment:  Our understanding is that all of our Call for Proposal responses must implement all of the requirements.  We’re still discussing this.
SM:  In us, we’re proposing not as strong as w.  We can have partial proposals that do not match all of the requirements to go to the next stage.

Chair:  Why is this a security issue and not addressed in u?  Security is data confidentiality, message integrity.  This is something else.  You are really talking about protecting user information and typically this is not a security goal.
Comment:  You can make the argument with TTLS that people are hiding user information.

Chair:  That is a different goal.  A security goal is not to hide user information.  Legacy credentials are weak – you are exposed to a dictionary attack, man-in-the-middle.  User privacy is something you get as a side effect.

SM:  As a way forward, are you happy if I keep this as a specific TGu requirement and in w leave it as a goal?
Chair:  Does anyone from w want to respond?

None.

Chair:  It’s reasonable for you to take this on.

SM:  (Slide 6)  The protection for beacons and probes for network discovery.  Why do you want to protect these?  The attack issue you mentioned Jesse is not really feasible.
Chair:  Direct protection we don’t know how to do.  Downgrades we do.

Chair:  Could we differentiate long lived keys and unpredictable keys?  Keys are cached in the AP and the AP recognized to use this key for this station and not another.

SM:  When you come into a hotspot in a foreign country for the first time.

Chair:  That will not work.  After first contact, if 11r takes this on, it’s plausible to add something to probes in the same roaming domain.  We can’t do the first one.
SM:  We’re about the first one.  If you do network discovery, it’s cached anyway.
Comment:  One way authentication.  Do you need a station key for that?

Chair:  We’re looking for authenticity.  Each station has a different key for the AP.

SM:  The conclusion, in u we can say we want downgrade protection in beacons.

Chair:  Specify what you want protected and how we’d tie into the 11i 4-Way and 11r handshake.

SM:  We’ll give you a requirement.

Chair:  Give us a requirement and we’ll update our requirements.  We’d vote and amend the document.

SM:  We’ll go away and give you a short requirement capture.
Chair:  Thank you.  We’re scheduled to adjourn at 10:30.  Any objections to adjourning?

None.

Chair:  Hearing none, TGw will meet at 4pm today back here again.

Adjourn

10:31 am
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Abstract


Minutes of the 802.11 TGw Task Group Ad Hoc meeting held during the IEEE 802 July 2005 Plenary Session in San Francisco, CA from July 17th – 22nd, 2005.
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