July 2005


doc.: IEEE 802.11-05/0718r1

IEEE P802.11
Wireless LANs

	Requirements for Management Frame Protection

	Date:  2005-07-19

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Jon Edney
	Nokia
	Cambridge, UK
	
	EXT-jon.1.edney@nokia.com

	Fabrice Stevens
	France Telecom
	
	
	Fabrice.stevens@francetelecom.com

	Kapil Sood
	Intel Corp.
	2111 NE 25th Ave JF3-206

Hillsboro OR 97124
	+1-503-264-3759
	Kapil.Sood@intel.com

	Emily H Qi
	Intel Corp.
	2111 NE 25th Ave JF3-206

Hillsboro OR 97124
	+1-503-264-7799
	Emily.H.Qi@intel.com

	Jesse Walker
	Intel Corp.
	2111 NE 25th Ave JF3-206

Hillsboro OR 97124
	+1-503-264-1849
	Jesse.Walker@intel.com

	Nancy Cam-Winget
	Cisco Systems
	3625 Cisco Way, San Jose, CA 95134
	+1-408-853-0532
	ncamwing@cisco.com


Abstract

This document captures requirements for Management Frame Protection. It proposes what types of threat are to be protected against, what security protections are to be implemented and which 802.11 management frames are to be protected.

1. Requirements Summary
This section provides a point by point summary of the main requirements. The rationale behind these requirements along with secondary requirements and desirable features is given in subsequent sections

Notes for requirements table:

i) The term “Candidate Management Messages”(CMM) (capitalized) refers to a set of messages defined in section 6 of this document comprising a subset of 802.11 management messages used under specified circumstances and other types of messages as indicated.

ii) The Category field shall be interpreted thus:

· I = Mandatory feature or attribute of all proposals

· II = Highly desireable feature or attribute but not madatory in proposals

· III = Desirable feature or attribute
iii) Broadcast and multicast frames are categorized into two types: those transmitted by an access point or an IBSS station (Type ‘A’) and those transmitted by a non-AP station in a BSS (Type ‘B’)  

	Ref.
	Title
	Summary
	Category

	100
	Forgery Protection
	Shall provide protection against forgery and message modification of Management Messages.
	I

	110
	Confidentiality Protection
	Shall provide mechanisms for confidentiality protection of Management Messages. It is mandatory that such a mechanism be available but not mandatory that it be used in all cases.
	I

	120
	Backwards compatibility
	Shall allow co-existance of stations that support 802.11w and those that do not support 802.11w.
	I

	130
	Negotiated Security Protection
	Shall negotiate the security properties to be enforced for the protection of management frames. There shall be a mechanism to protect negotiation of the security properties to be enforced for the protection of management frames.
	I

	140
	Compatibility with 802.11i/r Key Hierarchy
	Shall be compatible both with the 802.11i and TGr (Fast Transitioning) key hierarchies and key management schemes. May:

· Extend the 802.11i/r key hierarchies

· Derive additional keys from 802.11i/r key hierarchies

Shall operate alongside 802.11i and TGr protocols.
	I

	150
	Unicast Protection
	Shall provide protection for unicast Management Messages
	I

	151
	Mulitcast & Broadcast Protection (Type ‘A’)
	Shall provide protection for Multicast and Broadcast Management Messages of Type ‘A’
	I

	152
	Mulitcast & Broadcast Protection (Type ‘B’)
	Shall provide protection for Multicast and Broadcast Management Messages of Type ‘B’
	II

	153
	Schemes for Unicast and Broadcast
	The mechanisms for protection of unicast, broadcast and multicast messages shall use the same approach
	III

	160
	Categories of protection
	Different catergories of protection shall be available starting with a base category, which includes a subset of Management Messages, and providing for additional categories each of which shall increase the scope of protection for the subset of Management Messages. Mechanism shall be extendable to new Management Messages in future.
	I

	170
	Protection only after Key establishment
	Shall protect management frames only after the establishment of transient session keys for protection of management frames.
	II

	180
	Regulatory Requirements
	Shall provide at least one profile that is capable of FIPS certification
	I

	190
	Delay Protection
	Shall provide a means to detect artificial delay in message delivery and to recover (e.g., by re-synchronizing replay counters)
	II

	200
	Enabling upgrade of existing systems
	Upgrading of existing systems to support 802.11w should generally be possible using firmware or software changes. It is recognized that not all implementations can be considered but solutions should avoid techniques that demand PHY changes, new frame formats and very high speed operations requiring hardware support.
	III

	210
	Protocol Efficiency
	Shall not introduce substantial additional packet overheads - for example, 802.11w should either reuse the 20 additional bytes introduced with 802.11i or limit the per packet overhead to a comparable and minimial overhead.

Shall not introduce substantial additional overhead in establishing or managing the security association as needed for 802.11w - for example, 802.11w should either leverage the 802.11i mechanism to manage the required security context for 802.11w or minimize the introduction of new mechanisms to do so
	III

	220
	Re-use of technology and standards
	Shall be incremental and build upon existing standards and technology. Substantially new approaches must be justified by significant benefits. The rationale for this is:

(i) designing, managing, implementing, and deploying key hierarchies is costly and complex.

(ii) constrained environments and their lower end computational and memory sizes make this approach costly to adopt and widely deploy.

(iii) there will be deployments and implementations that will support one or both of 802.11i and 802.11r


	III

	230
	Computational Requirements
	Shall not place unreasonable burdens of memory, computation or power consumption on implementations
	III

	240
	Anonymity
	Shall hide the identity of stations from unauthorized parties
	III

	250
	Protection of Beacons
	Replay or unauthorised modification of Beacon frames shall be detected upon receipt.
	III


2. Background

This document defines requirements for solutions to protect management frames in IEEE802.11. The requirements relate to the work of task group ‘W’ which has the following scope and purpose:

Scope: Enhancements to the IEEE 802.11 Medium Access Control layer to provide, as appropriate, mechanisms that enable data integrity, data origin authenticity, replay protection, and data confidentiality for selected IEEE 802.11 management frames including but not limited to: action management frames, deauthentication and disassociation frames.

Purpose: To improve the security of some or all IEEE 802.11 management frames by defining enhancements such as data integrity, data origin authenticity, replay protection, and data confidentiality.

This document defines requirements in the areas of:

1) General requirements affecting all solutions

2) Threats for which protection is required: Which types of attack are thwarted and known attacks to which systems remain vulnerable
3) Required protection mechanisms.
4) Specific requirements for individual management messages and which protections apply to each
5) Negotiation of capabilities: Requirements for stations and APs to establish mutual expectations
In addition to the requirements, a set of design goals are presented. Goals are considered desireable aqttributes but are not in all cases completely specified and hance cannot be requirements.

This document may be used as the basis of a call for technical proposals for Task Group W.

3. Overall Design 
Solution shall have the following attributes:

1) [RQ120] Backwards compatibility in the sense that it shall be possible for an access point or station to operate in a mixed environment of 802.11w and non-802.11w stations. In other words it shall be possible for stations to operate using 802.11w without disrupting the operation of stations that do not support 802.11w. This does not preclude polices driven operation in which an access point may refuse to associate with stations that do not support 802.11w. Subject to policy constraints, an 802.11w station may connect to a non-802.11w access point by disabling the 802.11w provisions.
2) [RQ150-153]Solutions shall be able to protect broadcast, multicast as well as unicast management frames. [RQ153] Different mechanisms may be used for broadcast & unicast because unicast and multicast/broadcast requirements tend to have different security requirements. Multicast/Broadcast confidentiality key must be changed everytime someone leaves or joins the group.  For integrity protection for broadcast/multicast, the 802.11i broadcast key is applicable only to stateless/idempotent messages, and not for stateful messages like mesh routing.  For integrity protection solution, the frames must be delivered before the integrity keys are derived.
3) [RQ160] Solutions should allow for different catergories of protection to be implemented. For example a base catergory might only provide for protection of disassociate and deauthenticate messages. This could be expanded in the next catergory by including action frame protection. Solutions should not require explicit knowledge of the payload of management frames. For example, information elements within a management frame should be opaque to the protection mechanism
4. Threats
Solutions shall provide mechanisms to protect against the threats listed below.
· Denial of service through forged messages such as replayed disassociation or deauthentication

· Network disruption due to modification or forgery of information in action frames

· Modification of behaviour due to the delaying of message delivery

· Disclosure of confidential data to an unauthorised party 
5. Protection Mechanisms

Protection mechanisms are not necessarily used with all management frames.

Protection shall be provided against:
· [RQ100] Forgery of management frames (creating a frame using a source MAC address without authorisation). This is the ultimate rationale for doing 802.11w.  Protection against forgeries is needed by almost every amendment to 802.11 (e, h, k, r, s, v), with potentially others in the future.
· [RQ100] Unauthorised modification of management frames (changing the contents of a valid management frame undetectably)

· [RQ100] Unauthorised replay of a management frame
· [RQ110]Reading by an unauthorised party of data intended to be confidential in a management frame. There are selected subsets of management frames that require this property, including 802.11k Location Report Message. In addition, the work being proposed in 802.11v/k to access SNMP MIBs must support same or greater level of security policy implemented by higher level protocols, like SNMPv3
It should be noted that the concept of “authorised” varies depending on the type of message. For example, when messages are sent with multicast destination the “authorised” station may include all members of a group of stations. When messages are sent as unicast the authorised stations would normally only include the sender and receiver.
These mechanisms shall be applied only under the following conditions:

1) A security association has been established between / among the parties

2) The mechanism is specified for use with the particular management frame according to 802.11w

6. Specific message protections
Currently 802.11 management frames include:

· (Re)Associate Request

· (Re)Associate Response
· Disassociate

· Probe Request

· Probe Response
· Beacon

· ATIM

· Authenticate

· De-authenticate

· Action
Requirements on protection are summarized in Table 1.
	Frame Class
	Type
	Confident-iality
	Authenticity
& Integrity
	Replay

	Class 1
	Beacon
	Not protected*


	
	Probe Req/Resp
	

	
	ATIM
	

	
	Action
	

	Class 2
	(Re)Association
	Not protected

If PTKSA exists, it is addressed by TGr

	
	Deauthentication
	

	Class 3
	ATIM
	n/a
	Yes
	Yes

	
	Disassociation
	n/a
	Yes
	Yes

	
	Deauthentication
	n/a
	Yes
	Yes

	
	Action
	Yes
	Yes
	Yes


Table 1: Protection of specific management frames
IMPORTANT: A 802.11w STA shall not send unprotected (re)associate requests while in State 3.

*It is noted that 802.11u may introduce additional protections for service advertisement but this is considered out of scope for 802.11w if it is above the management frame layer. Protection of Beacons is included as a goal but not a requirement of solutions. Proposals for such protections will be considered and if they are both secure and practical in complexity then the “Not protected” status of table 1 may be modified.
Consideration is given to the work of TGr which is defining new methods to protect re-association. However, 802.11r will not protect initial association messages – only those in transition. Furthermore it may be that 802.11w protections will be needed also in systems that do not support 802.11r. 
Forgery of disconnect messages is a major threat for denial of service attack that has been observed in practical systems. There is a requirement to protect these messages against forgery and modification. For disconnect messages the requirement to protect against replay is implicitly provided since the security association is broken down upon receipt of the first such message.

The use of ATIM (power management) is restricted to IBSS mode in which it coordinates the power save behaviour of stations. The consequence of forging or replaying ATIM is that station may stay awake longer than otherwise required to do. While a successful attack could be made the consequences are relatively benign.

The needs for protection of action frames differ according to application. Some applications need no protection since the action frame contents are informative only and false information is not damaging. Many applications need to protect against forgery or tampering of action frames and some applications need confidentiality for the information in action frames. Therefore protection for actions frames must be provided at a consistent level regardless of application.  It is therefore a requirement that stations sending action frames shall have the ability to protect with mechanisms for data integrity, data origin authenticity, replay protection, and data confidentiality (in cases where a suitable security context exists between the parties)
7. Negotiation of capabilities
[RQ130] It is a requirement that a station be able to determine whether an access point supports 802.11w prior to attempting a connection. This allows operation with legacy STAs that do not implement management frame protection. The access point may advertise policy in addition to capability. For example it may advertise that it will not accept associations unless the station both supports and uses 802.11w. 

Different levels of support shall be subject to negotiation.

It is a requirement in this case that a negotiation mechanism be available that is protected against attacks that might downgrade the negotiated security.
8. Assumptions

It is assumed that all stations supporting TGw will also support 802.11i and that the provisions of 802.11i can be used as part of the 802.11w solution

It is assumed that station may or may not support the provisions of 802.11r

These requirements do not include protection against forged associate or re-associate requests or responses. It is anticipated that such protections will be available through the use of 802.11r when that standard is completed.
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