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IEEE 801.11k Overview

Radio Resource Measurement is a key enabler to the next generation of WLANs.  RRM addresses some of the existing issues in using unlicensed radio environments to meet the requirements of emerging technologies while providing knowledge about the radio environment to improve performance and reliability.  

The existing 802.11 measurements and information about them are inadequate to move ahead to the next generation of WLAN.  The proposed 11k approach, from the PAR and 5 criteria, is to add measurements that extend the capability, reliability, and maintainability of WLANs through measurements and provide that information to upper layers in the communications stack.  In addition, there are new technologies needing more measurement and capability.  These technologies include VOIP, Video Over IP, and location as well as the variety of harsh radio environment places where WLANs are operated (multifamily dwellings, airplanes, municipalities, etc).

IEEE 802.11k addresses the MAC, the SME, the MLME, primitives, the MIB and the interface to upper layers.  The 11k scope is:  Define Radio Resource Measurement enhancements to provide mechanisms to higher layers for radio and network measurements.  The group has provided the mechanisms using request/response queries and the MIB using an Object Identifier (OID) interface to upper layers.

The 11k specification adopted the TGh layer management request/response model to gather the information.  Also, by recognizing the mobility requirements of the new technologies, such as VOIP and video streaming, the group specified measurements and the channel load report and the neighbor report as a means of developing pre-handoff information gathering that drastically speeds up the ability to handoff between cells within the same ESS.  By accessing and using this information, the STAs (either in the APs or in the individual devices) can make decisions about the most effective way to utilize the available spectrum, power, and bandwidth for its desired communications.

The Radio Resource Measurement specification:

· Enables better diagnostics of problems

· Using info that is easy and cheap to gather

· Enables better frequency planning, optimized network performance

· Enable automatic frequency planning

· Enables new services

· Location based services

· Voice Over IP (VOIP)

· Video Over IP

The specification includes lists of stations (STAs, both APs and devices) visible to the requestor; it includes link statistics including counts of MSDU/MPDU and channel utilization in total microseconds; it includes the data rates and modulation and link margin as seen by other stations.  It includes optional events to notify management stations of authentication and association events and can provide TRAPS on association and authentication failures.  It also provides reports on all the RSN pre-authentication and de-authentication events as well as normal association and de-association events.

So, radio measurement, as offered by 11k, enables automatic radio configuration and enables radio-aware performance by offering the measurements to allow monitoring, roaming, and handoff.  Radio measurements allow the 802.11 community to:

· Simplify and/or automate WLAN radio configuration

· Achieve better performance in dense BSS deployments

· Better utilize radio resources across client stations

· Alert WLAN administrator to problems

· Notify client station users of current radio status

· Vendors use measurements to add value

The request/response measurements are:


Beacon


Frame


Channel Load


Noise Histogram


Hidden Station


Medium Sensing Time Histogram


STA Statistics


Location Configuration Information


Measurement Pause


Neighbor Report


Link Measurement

The following list of measurements are listed to give the reader an idea of the type of measurements obtained through the 11k mechanisms.  Measurements include country, power constraints, Transmitter Power Control (TPC) report, Access Point (AP) Channel, power capability, neighbor report element ID, TSF information, Received Channel Power Indicator (RCPI), DS parameter set, capability information, channel number, regulatory class, randomization interval, measurement duration, Basic Service Set Identifier (BSSID), reporting condition, threshold/offset, hysteresis, measurement modes (passive/active, beacon table, medium sensing measurement subtype, RPI threshold, bin offset, bin duration, number of bins, group identity, STA counters, late bit, incapable bit, refused bit, location, RPI density, measurement start time, measurement duration, PHY type, parent TSF, target TSF, beacon interval, capability information, number of frames, hidden station address, total number of medium sensing time intervals, bin densities, transmitted fragment count, multicast transmitted frame count, failed count, retry count, multiple retry count, frame duplicate count, RTS success count, RTS failure count, ACK failure count, received fragment count, FCS error count, transmitted frame count, latitude resolution, latitude, longitude resolution, longitude, altitude type, altitude resolution, altitude, datum, element ID, length, channel list, BSSID information, channel number, PHY options, TSF information, reachability, security, key scope, capabilities unknown, capabilities, spectrum management capability, QoS capability, TSF offset, action, dialog token, number of repetitions, frame restart delay, time unit, restart delay, neighbor TBTT offset type, transmit power, link margin, 

The measurement pairs include the beacon request/report, the frame request/report, the channel load request/report, the noise histogram request/report, the hidden station request/report, the medium sensing time histogram request/report, the STA statistics request/report, the location request/report, the measurement pause, the neighbour request/report, and the link measurement request/report.  This ability to exchange measurements and make them available to upper layers is critical to the advancement of 802.11 as the pre-eminent wireless networking standard in the world.

Beacon

The Beacon request/report pair enable a STA to inquire of another STA what channel or channels they are using.  In addition, they can request active, passive, and beacon table modes.  If the measurement request is accepted and is in passive mode, a duration timer is set and at the end of the duration, the measuring STA prepares a measurement report of all the information gathered from beacons or probe responses.  If the measurement request is accepted and is in active mode, and the channel is not the serving channel, then the request has been sent in a broadcast mode to all recipients respond with the information after the measurement duration.  If the request is beacon table, then the measuring STA returns the current contents of any stored beacon information.  
Frame

The frame request/report pair enable you to get the number of frames, averaged RCPI, BSSID, and Transmit Address from the requested STA.

AP Channel Report
The channel load request/report pair enables you to get the channel numbers being used by an AP.  
Noise Histogram

The noise histogram request/report pair returns non-802.11 energy by sampling the channel only when CCA indicates idle.
Hidden Station

The hidden station request/report pair returns the number of frames and the MAC address of the Hidden Station.  The hidden station is detected by if a measuring STA receives a frame for which an acknowledgement is required and it does not receive the acknowledgement.  The detected frame must be an initial transmission to avoid false alarms.  No retransmissions are allowed either.
Medium Sensing Time Histogram

The medium sensing time histogram request/report pair returns a statistical distribution of the medium busy and idle duration.  This enables knowing the characteristics of the interference source to support a quality of service.

STA Statistics

The STA statistice request/report pair returns a whole list of  values including; transmitted fragment counts, multicast transmitted frame counts, failed counts, retry counts, multiple retry counts, frame duplicate counts, RFT success counts, RTS failure counts, ACK failure counts, received fragment counts, received fragment counts, multicast received frame counts, FCS error counts, and transmitted frame counts.  
Location

The Location request/report pair returns a requested latitude, longitude, and altitude.  It includes types of altitude such as floors.  

Measurement Pause

The measurement request is defined, but no report from this request.  The measurement pause gives a start and stop of a measurement pause in which no measurement request that are honoured.  The delay is not to be longer than the pause delay specified in the measurement pause request.
Neighbor

The neighbour report request/report pair is sent by an AP and returns information about known neighbour APs that are candidates for a BSS transition.  Reports contain information from the table dot11RRMNeighborReportTable that contains information from the MIB table concerning neighbour APs.  This request/report pair enable a STA to gain information about the neighbours of the associated AP for known potential roaming candidates.  
Link Measurement

The link measurement request/report pair is a STA requesting another STA to measure the link path loss and estimation of the link margin.  This enables understanding the instantaneous capabilities of a link for QoS-type requirements.

TGk hopes that these brief explanations help the Working Group understand the proposed 11k measurements.  
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Abstract


This document contains an explanation of 11k and the specification functionality.
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