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 BACKGROUND

When a STA wishes to effect a fast handoff to an AP, the TTAP, it uses 802.11 authentication frames to send a “Fast Transition” request to, and receive a “Fast Transition” response from, the TTAP. The STA just assumes that the TTAP has the appropriate PMK and the method by which the TTAP obtains this PMK is described as follows:
If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the “infrastructure”. The method by which is (sic) retrieves the key is beyond the scope of this specification.

The draft does not say how the key is to be obtained, only that it “requires that keys only be distributed down the key hierarchy using a secure transport protocol.” 

Furthermore, there is no way currently defined in the 802.11r draft for the TTAP to know what key it should be obtaining since R2Name is the result of a one-way function whose inputs describe where to go to get it. If the TTAP has no PMK for the STA R2Name will not provide it any hints on how to go about obtaining it!

This draft proposes a way by which the STA can authorize the distribution of a PMK for the TTAP and have that key be securely distributed from the NAS through which it performed its “first contact” with the ESS. This draft also proposes a way to ensure correctness of authorization and prevent elevation of privilege when bypassing AAA during a fast handoff.
SECURITY
Security means more than authentication and confidentiality especially when distributing keys or giving official sanction to another entity to become something it currently is not. Objectives that may, therefore, be missing from “a secure transport protocol” are authorization and validation. Authorization is the means by which official sanction is given to an entity to become something and validation is a way to provide timeliness to authorization to ensure the sanction has bounds.
Possession of a key does not imply authorization to hold that key and a STA that encounters a PMK in the possession of an entity that it has not formally authorized must assume that PMK is compromised and stop using the parent PMK-R0 and all derivatives.

When talking about key distribution, authorization means that the STA and the holder of PMK-R0 (the NAS to which the STA performed its “first contact”) must agree to disclose a shared secret, PMK-R1, to another NAS—the STA and PMK-R0 holder officially sanction another NAS to become a PMK-R1 holder. Validation, when talking about key distribution, means that a lifetime of the distributed key must be conveyed to the new PMK-R1 holder to ensure that the authorization to be a PMK-R1 holder is bounded.
Another authorization issue is concerned with the privileges the authentication and authorization service (e.g. a backend AAA server) have given the STA after authentication, called authorization attributes. Since AAA is intentionally being bypassed during a fast handoff it is critical that the authorization attributes follow the STA as it performs handoffs throughout the ESS. A STA must not be able to lose or gain privilege by doing a fast handoff. A mandatory authorization attribute is the lifetime of the PMK. Other optional attributes include time-of-day restrictions and VLAN assignment. 
Therefore, the bar that 802.11r has to set for key distribution is one that provides the following objectives:

· Authentication of the entities involved in key distribution
· Confidentiality of the key distribution

· Authorization of the status of PMK-R1 holder

· Validation of the authorization

· Receipt of the key is acknowledged

· Correctness of the authorization attributes assigned to the STA

An objective that is specifically not included is revocation.  That objective is outside the scope of this proposal but the authors encourage subsequent proposals to introduce this objective into 802.11r.
This draft specifies a “secure transport protocol” that meets these objectives using two messages in a simple request-response fashion. This protocol will also provide all the information necessary for a TTAP to obtain sanction from the STA and PMK-R0 to become a PMK-R1 holder.
SECURE 3 PARTY PROTOCOL
The protocol looks like this:
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This is a simple request-response protocol. 

STA ( TTAP: The STA sends a message to the TTAP with its identity, the identity of the PMK-R0 holder, and an opaque “blob” encrypted in a secret shared by the STA and PMK-R0 holder. This “blob” contains the identity of the TTAP and a “supplicant nonce”. 
TTAP ( R0KH: Upon receipt of this message the TTAP sends a message to the PMK-R0 holder consisting of the STA’s identity and the opaque “blob”. 
TTAP ( RK0H: Upon receipt of this message the PMK-R0 holder looks up the PMK-R0 security association based on the STA’s identity and attempts to unwrap the opaque “blob”. If the “blob” cannot be unwrapped successfully the PMK-R0 holder must send back a NAK message and not release a PMK-R1. If the identity of the TTAP that sent the message is not the same as the identity of the TTAP in the unwrapped “blob” the PMK-R0 holder must send back a NAK message and not release a PMK-R1. The R0KH generates an “authenticator nonce”, derives a PMK-R1 for the TTAP and sends back two encrypted blobs. The first one being the STA’s identity, the two nonces, the PMK-R1, and the authorization attributes associated with this STA that were obtained from the PMK-R0 security association; and the second one being the identity of the TTAP and the “authenticator nonce”. The first blob is encrypted in a secret shared by the PMK-R0 holder and the TTAP and the second blob is encrypted in a secret shared by the PMK-R0 holder and the STA (the same key used to encrypt the opaque blob in the first STA( TTAP message).
STA ( TTAP: Upon receipt of this message the TTAP unwraps the first blob. If unwrapping fails it must send a NAK message to the STA. The TTAP builds a PMK-R1 security association using the PMK-R1 and authorization attributes it received in the first blob. The TTAP must ensure that it can satisfy all the authorization attributes returned and it complies with RFC2865 on processing authorization attributes. Any authorization failure must result in the PMK-R1 being destroyed and a NAK being sent to the STA. The TTAP computes a MIC using the two nonces returned in the first blob and sends the second blob and the MIC to the STA, thus completing its part in the protocol. If the TTAP receives a NAK from the PMK-R0 holder it must send a NAK to the STA.
Upon receipt of the last message the STA unwraps the blob it contains. If unwrapping fails it must treat this as a failure of the protocol. The STA checks that the identity of the TTAP in the blob is the same as the identity of the TTAP it received this message from. If it is not the STA must treat this as a failure of the protocol. The STA than verifies the MIC by computing its own copy using the “supplicant nonce” it generated and the “authenticator nonce” returned in the blob. If the MIC is incorrect the STA must treat this as a failure of the protocol. Finally the STA instantiates its own PMK-R1 security association for the TTAP with which it has just performed this protocol. The STA may try again if the protocol fails.
A confirmation message, making this a request-response-ack protocol is not necessary nor is it necessary to have synchronous clocks to prevent a replay attack. This is because all messages in the protocol are idempotent. 
If a TTAP receives a message from a PMK-R0 holder which is not in response to a request it had sent out (after receiving an initial message from the STA) it silently drops the message. A STA must silently drop a response it receives from a TTAP for which it does not have an outstanding request.
This simple protocol satisfies all of the requirements listed above.

CHANGES TO THE TEXT

Change section 5.4.5.1 as follows:
Insert a new section 2:

2) Authorization – the station and the R0KH must sanction a new intermediate key holder.

Change existing 2 to 3 and 3 to 4

Insert a new section 5.4.5.1.2

5.4.5.1.2 Authorization

The STA and the R0KH must authorize distribution of derivatives of PMK-R0 (namely, PMK-R1). This is accomplished by performing a secure three party protocol between the STA, the authenticator of the TTAP and the R0KH. At the successful end of the secure three party protocol a PMK-R1 security association will be created on the authenticator of the TTAP and the TTAP’s authenticator will be authorized as a legitimate holder of a PMK-R1.

.and increment the remaining subsections of 5.4.5.1

In section 5.4.5.3 add the following after “-A new transition protocol which allows a STA and AP to allocate resources as part of the re-association; or pre-reserve resources prior to reassociation time;”
· A new protocol which allows a STA and R0KH to authorize and authenticator to be a legitimate PMK-R1 holder and to take part in Fast Transition handoffs;

Insert the following rows to Table 22:

	Fast Transition Identity Information Element (FTIIE)
	63

	Fast Transition MIC Information Element (FTMIC)
	64


Change reserved Element IDs to start at 65

Insert a new section 7.3.2.46 

7.3.2.46 Fast Transition Identity

This element is defined to encapsulate the NAI (RFC2486) of the STA. It represents the identity of the authenticated STA. The format for this Information Element is defined in Figure 80AJ.
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7.3.2.47 Fast Transition MIC

This element is defined to encapsulate a message integrity code for use in Fast Transition protocols. The format for this Information Element is defined in Figure 80AK.
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Insert 7.4.7 with the following:

7.4.7 Fast BSS Transition Action Details

Four Action frame formats are defined to support Fast BSS Transitions initiated through the currently associated AP (e.g. over the DS) and two action frame formats are defined to support authorization of the authenticator of a TTAP to which a STA wishes to perform a Fast Transition. The action field values associated with each frame format within the Fast BSS Transition category are defined in Table 32R:

Insert the following rows to table 32R
	Fast Transition Authorize Request
	4

	Fast Transition Authorize Response
	5


And change the reserved descriptions to start at 6.

Insert new sections

7.4.7.5 Fast Transition Authorization Request

The FT Authorization Request action frame is used by a TSTA to initiate a secure three party protocol to distribute a PMK-R1 to the authenticator of a TTAP and to authorize the authenticator of that TTAP to be a legitimate PMK-R1 holder.
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The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames

The Action field shall be set to 4.

The FTI field shall set to the Fast Transition Identity Information Element with the NAI of the STA sending this frame.

The KHIE field should be set to the Fast Transition Key Holder Information Element with the R0KH-ID of the entity with which the STA shares a PMK-R0.

The EAPKIE field should be set to the Fast Transition 802.1X EAPOL-Key Information Element with the KeyData field containing an AES Key Wrapping of a 32 octet nonce followed by the NAS-Id of the authenticator of the TTAP to which this frame is being sent. The key used for AES Key Wrapping is the PMK-AUTH key.

7.4.7.6 Fast Transition Authorization Response

The FT Authorization Resonse action frame is transmitted by the TTAP upon completion of the secure three party protocol that authorizes the authenticator of the TTAP to be a legitimate holder of a PMK-R1 key.

Insert figure 85M here

The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames

The Action field shall be set to 5.
The EAPKIE field should be set to the Fast Transition 802.1X EAPOL-Key Information Element with the KeyData field containing an AES Key Wrapping of a 32 octet nonce followed by the NAS-Id of the authenticator of the TTAP from which this frame is being transmitted. The key used for AES Key Wrapping is the PMK-AUTH key. 

The FTM field should be set to the Fast Transition MIC Information Element set to the output of the concatentation of the two nonces passed to SHA-256.

Append the following (in italics) to the sentence in 8.5.A.1

The first level of the hierarchy (R0KH-ID) generates the PMK-R0 from either the PSK or from the AAA-Key resulting (per RFC 3748) from a successful 802.1X EAP Authentication between the AS and the SPA. In addition to the FBT Key Hierarchy a new key is derived along side PMK-R0 and is used as a shared key between the STA and R0KH to authorize distribution of PMK-R1 keys.

Make new section 8.5.A.4
8.5.A.4 PMK-AUTH

To allow for a STA and R0KH to authorize the distribution of a PMK-R1 key it is necessary that they share a long-term secret. This key is not strictly part of the FBT Key Hierarchy but is used to facilitate construction of the FBT Key Hierarchy.

The PMK-AUTH key is derived as follows:

PMK-AUTH = KDF-128(MSK, “Key Distribution Authentication”, SSID || SPA)

Where

- KDF-128 is the KDF function as defined in Section 8.5.A.3 used to generate a key of length 128 bits.

- MSK is the Master Session Key from the 802.1X EAP authentication

- “Key Distribution Authentication” is the literal string consisting of the sequence of letters ‘K’, ‘e’, ‘y’, ‘ ‘, ‘D’, ‘i’, ‘s’, ‘t’, ‘r’, ‘i’, ‘b’, ‘u’, ‘t’, ‘i’, ‘o’, ‘n’, ‘ ‘, ‘A’, ‘u’, ‘t’, ‘h’, ‘e’, ‘n’, ‘t’, ‘i’, ‘c’, ‘a’, ‘t’, ‘i’, ‘o’, ‘n’ (no null terminator.

- SSID is the service set identifier

- SPA is the STA’s MAC address.

And increment the remaining subsections of 8.5.A until 8.5.A.10
Insert the following sections:

8.5.A.10 Fast Transition Authorization Frame Sequence

The FT Authorization frame sequence is invoked to distribute a PMK-R1 key to a NAS. The first frame is sent from the TSTA to the TTAP. The TTAP passes the contents of the fram on to its authenticator which processes the frame and composes a request to the R0KH for the TSTA’s key hierarchy. The R0KH responds with a message back to the TTAP’s authenticator which contains, among other things, the PMK-R1 assigned to it. The TTAP’s authenticator then sends the second frame of the FT Authentication frame sequence to the TSTA completing the exchange.

The FT Authorization frame sequence implements (the over-the-air part of) the secure three party protocol that authorizes a NAS to be a PMK-R1 holder and enables a TSTA to perform a Fast Transition to (any of) that NAS’s AP(s).

8.5.A.10.1 Fast Transition Authorization: first frame

The first frame of the Fast Transition Authorization frame sequence is used by the TSTA to initiate the secure three party protocol that will authorize the authenticator of the TTAP to be a legitimate PMK-R1 holder and also distribute a PMK-R1 to it. The TSTA includes its own identity in the form of the NAI it used during its first contact authentication, the R0KH-ID, and sequence of bits that is opaque to the TTAP. These bits represent a key wrapping of a 32 octet random nonce the TSTA generates concatenated with the NAS-Id of the authenticator of the TTAP.

The TTAP forwards the contents of this frame onto its authenticator which responds with a message to the R0KH consisting of the identity of the TSTA in the form of its NAI passed in the first frame, and the opaque sequence of bits passed in the first frame.

The R0KH validates the message and, if correct, generates a PMK-R1 for the authenticator of the TTAP and a 32 octet nonce. It then responds with an encrypted collection of: the NAI of the TSTA, the two nonces, the PMK-R1, and any authorization attributes returned by a AAA service when authenticating the TSTA; followed by another encrypted sequence of bits which will be opaque to the authenticator of the TTAP. These bits represent an AES key wrapping of the NAS-Id of the authenticator of the TTAP and the 32 octet nonce generated by the R0KH.

8.5.A.10.2 Fast Transition Authorization: second frame

The authenticator of the TTAP constructs a message integrity code resulting from the SHA-256 hashing of the concatenation of the two nonces. This MIC and the opaque sequence of bits returned from the R0KH are passed to the TTAP which transmits the second frame in the FT Authorization frame sequence.

And increment the remaining subsections of 8.5.A

Insert the following section

8.A.1.2 Authentication Exchange

Systems capable of Fast BSS Transition must support the Fast BSS Transition Authentication Exchange. The authentication exchange enables the authenticator of a TTAP to become a legitimate PMK-R1 key holder and to create a PMK-R1 security association. The Fast BSS Transition Authentication Exchange is a simple request response exchange which implements a secure key distribution and authorization exchange that satisfies the following security objectives:

· Authentication of the entities involved in key distribution.

· Confidentiality of the key distribution

· Authorization of the status of PMK-R1 holder

· Validation of the authorization

· Receipt of the key is acknowledged

· Correctness of the authorization attributes assigned to the STA during “first contact”

The Authorization exchange is shown in Figure 121A
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and increment the remaining subsections of 8.A.1 and the remaining figures 121.

Append the following to the new (after incrementing) 8.A.1.5 Notation
The following notation is used to indicate Action Frames for FT Authorization

FT-Auth-Action(component [, component])

Where a component can be one or more IEs.

Also the following notation is used to indicate the AES key wrapping of a sequence of bits using a specified key.

{a|b|c}key
Make a new section 8.A.3

8.A.3 Authorization Exchange

The Fast BSS Authorization Exchange commences when a TSTA discovers that the authenticator of a TTAP to which it wishes to perform a Fast BSS Transition does not have a PMK-R1 and is not currently authorized to have one. It knows this because the only authenticators who have a PMK-R1 are those that have already been authorized by the TSTA. If it has not already authorized the TTAP’s authenticator then it must perform the Fast BSS Authorization Exchange prior to beginning a Fast BSS Transition.

When the TSTA wishes to begin the Authorization exchange it sends Fast BSS Transition Authorization Request action frame to the TTAP.

TSTA->TTAP: FT-Auth-Action(FTIIESTA,  KHIE, EAPOL-Key-FT(0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, {Na|NAS-Id-TTAP}PMK-AUTH))

Note that the authenticator of the TTAP will not be able to read the encrypted key data field of the EAPOL-Key-FT IE since it is wrapped with a key it does not have.The TTAP processes the frame and sends the identity of the STA and the encrypted data on to the PMK-R0 key holder identified by Key Holder IE. The PMK-R0 key holder will respond with two encrypted data, on that it can decrypt and another that it cannot. The first is decrypted and the identity of the STA, two nonces, the PMK-R1, and any authorization attributes from the PMK-R0 SA are extracted. The authenticator of the TTAP will compute a MIC from the two nonces send a Fast BSS Transition Authorization Response action frame to the TSTA containing that MIC and the first encrypted datum. (Note that the key used to encrypt data sent between the authenticator of the TTAP and the PMK-R0 holder is established in a method beyond the scope of this proposal).
TTAP->TSTA: FT-Auth-Action(EAPOL-Key-FT(0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, {Ns|NAS-Id-TTAP}PMK-AUTH}), MICIE)

Note that the authenticator of the TTAP cannot have generated the encrypted key data field of the EAPOL-Key-FT IE since it is wrapped with a key which it does not have. The MICIE is constructed using the two nonces the authenticator of the TTAP received from the R0KH during the over-the-DS portion of the Authorization exchange.

And increment the remaining subsections of 8.A

Create new section

10.3.37 MLME SAP Interface for PMK-R1 Authorization

10.3.37.1 MLME-Authorization.request

10.3.37.1.1 Function

This primitive is used to initiate the authorization with a specified peer MAC entry

10.3.37.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-Authorization.request (

PeerMACAddress,

STA-NAI,

R0KH-NAS-ID,

Opaque-Blob

)

10.3.37.1.3 When generated

This primitive is generated by the SME at a non-AP STA to send the first frame of the authorization exchange.

10.3.37.1.4 Effect of receipt

Upon receipt of this primitive, the MLME constructs the appropriate action frame and causes it to be transmitted to the PeerMACAddress

10.3.37.2 MLME-Authorization.indicate

10.3.37.2.1 Function

This primitive is used to initiate the next handshake in the authorization protocol.

10.3.37.2.2 Semantics of service primitive

The primitive parameters are as follows:

MLME-Authorization.indicate (

STA-NAI,

R0KH-NAS-ID,

Opaque-Blob

)

10.3.37.2.3 When generated

This primitive is generated by the MLME at an AP to indicate that the first message in the authentication protocol has been received.

10.3.37.2.4 Effect of receipt

Upon receipt of this primitive, the SME transmits the parameters of the primitive to the AP’s authenticator.

10.3.37.3 MLME-Authorization.response

10.3.37.3.1 Function

This primitive is used to initiate the last message in the authorization protocol

10.3.37.3.2 Semantics of the primitive

The primitive parameters are as follows

MLME-Authorization.response (

PeerMACAddress,

Opaque-Blob,

MIC

)

10.3.37.3.3 When generated

This primitive is generated by the SME at an AP to cause the transmittion of the final frame in the authorization protocol.

10.3.37.3.4 Effect of receipt

Upon receipt of this primitive the MLME constructs the appropriate action frame and causes it to be transmitted to the PeerMACAddress.

10.3.37.4 MLME-Authorization.confirm

10.3.37.4.1 Function

This primitive is used to finish the authorization protocol

10.3.37.4.2 Semantics of the primitive

The primitive parameters are as follows

MLME-Authorization.confirm (

Opaque-Blob,

MIC

)

10.3.37.4.3 When generated

This primitive is generated by the MLME on receipt of the final message in the authorization protocol

10.3.37.4.4 Effect of Receipt

Upon receipt of this primitive the SME processes the contents of the message and terminates the authentication protocol, successfully or unsuccessfully depending on how the message was processed.

Abstract


The document proposes a secure three party protocol between the STA, the TTAP, and the holder of PMK-R0 as a way of distributing a PMK-R0 derivative and its associated authorization attributes to the TTAP thereby sanctioning it to be a valid holder of the PMK-R0 derivative.
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Figure 80AJ– Fast Transition Identity Information Element
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Figure 85L– Fast Transition Authorization Request Frame Format





Figure 121A





Where:


     ID-sta is the NAI send during the EAP exchange


     ID-r0kh is the identity of the PMK-R0 holder


     ID-ttap-nas is the identity of the authenticator of the TTAP


     Ns is a nonce supplied by the STA


     Na is a nonce supplied by the PMK-R0 holder


     author are authorization attributes associated with PMK-R0


     mk is a key shared between the STA and the PMK-R0 holder


     k is a key shared between the TTAP and the PMK-R0 holder


     MIC is SHA-256(Ns|Na)
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Figure 80AK Fast Transition MIC
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Where:


     ID-sta is the NAI send during the EAP exchange


     ID-r0kh is the identity (NAS-Id nee R0KH) of the PMK-R0 holder


     ID-ttap-nas is the NAS-Id of the authenticator of the TTAP


     Ns is a nonce supplied by the STA


     Na is a nonce supplied by the PMK-R0 holder


     author are authorization attributes associated with PMK-R0


     mk is a key shared between the STA and the PMK-R0 holder


     k is a key shared between the TTAP and the PMK-R0 holder


     MIC is SHA-256(Ns|Na)
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