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Overview
The text in 11r section 8.5A many places refers to a PTKName, but it is never defined.  Rather than delete all the references, a value of PTKName should be defined.

The value of R2Name is to be placed in the PMKID field of the RSN Information Element in several messages.  However, the formula for R2Name in 11r section 8.5A.6 gives a 32-byte value (256 bits), where the PMKID is only 16 bytes.  Therefore a revised formula is needed.

Document Changes

Change section 8.5A.4 as follows:

R0Name = Truncate-128(SHA-256(PMK-R0 || “R0 Key Name” || SSID || R0KH-ID || SPA))
Where Truncate-128 (x) returns the first 128 bits of its argument, and securely destroys the remainder.
Add the following at the end of section 8.5A.4:

R0Name is a value that may appear (as needed) in non-secured output from the STA or AP, while PMK-R0 is intended to be kept secure. An equal comparison of values of R0Name confidently shows matching values of PMK-R0.
Change section 8.5A.5 as follows:

R1Name = Truncate-128(SHA-256(R0Name || R0KH-ID || R1KH-ID || SPA))
Add the following at the end of section 8.5A.5:

R1Name is a value that may appear (as needed) in non-secured output from the STA or AP, while PMK-R1 is intended to be kept secure. An equal comparison of values of R1Name confidently shows matching values of PMK-R1.
Change section 8.5A.6 as follows:

R2Name = Truncate-128(SHA-256(R0Name || R0KH-ID || R1KH-ID || R2KH-ID || AA || SPA))
Add the following at the end of section 8.5A.6:

R2Name is a value that may appear (as needed) in non-secured output from the STA or AP, while PMK-R2 is intended to be kept secure. An equal comparison of values of R2Name confidently shows matching values of PMK-R2.
Add the following at the end of section 8.5A.8:
The PTK is referenced and named as follows:

PTKName = Truncate-128(SHA-256(R2Name || AA || SPA || ANonce || SNonce))

PTKName is a value that may appear (as needed) in non-secured output from the STA or AP, while PTK is intended to be kept secure. An equal comparison of values of PTKName confidently shows matching values of PTK.
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Abstract


This contribution proposes a definition for PTKName in 11r section 8.5A.8.  





It also (1) fixes a size problem with R2Name being too long to fit in the PMKID field in the RSNIE, and (2) similarly changes the formulas for R0Name and R1Name.





Recent 11r conference calls indicated a need for text explaining the proper use of key names versus key values.  This contribution proposes adding a normative statement about each key value, rather than a simple informative statement.
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