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Abstract

This document proposes and defines a set of link layer (Layer 2) metrics and associated test procedures for performance testing of 802.11 wireless LAN devices. It is being provided to the 802.11T task group as draft text in conjunction with a companion presentation.

Introduction
This document describes a set of metrics and associated test procedures suitable for link layer performance testing of 802.11 WLAN devices. The metrics fall into three main categories: throughput, latency (or timing), and capacity. Most of the metrics covered herein may be classed as secondary metrics, as they only indirectly affect the user experience. Nevertheless, they are key components of primary metrics such as voice quality.
The specific metrics covered in this document are summarized in the following table:

	Metric
	Description

	Throughput

	Unicast intra-BSS throughput
	Throughput, forwarding rate and frame loss when forwarding within a BSS

	Unicast ESS throughput
	Throughput, forwarding rate and frame loss when forwarding within an ESS

	Multicast forwarding rate
	Forwarding rate for multicast frames

	Authentication & association rate
	Rate at which DUT can carry out authentication and association handshakes 

	Power management mode throughput
	Throughput, forwarding rate and frame loss when forwarding with power management enabled

	Latency / timing

	Unicast ESS latency
	Latency and latency variation when forwarding within an ESS

	Failover time
	Time required for DUT to support or perform failover to a backup system

	Beacon timing
	Accuracy and interval between beacon frames

	Capacity

	Packet burst capacity
	Capacity of DUT to handle bursts of frames without loss

	Association database capacity
	Capacity of DUT client database

	Power-save buffer capacity
	Capacity of DUT to buffer frames for associated power-save clients


Table 1. List of metrics

The remainder of this document describes each of the proposed link layer metrics and their tests. For clarity, each test begins on a separate page. (In the actual standards document, these page breaks should be removed.)

1 Unicast intra-BSS throughput
1.1 Introduction and purpose
This metric determines the throughput performance of the DUT, as defined per RFC 1242, when handling unicast WLAN data frames that are confined to the wireless medium. It is applicable to both clients and Access Points; in addition, it is applicable to IBSS (Independent BSS) as well as infrastructure BSS client configurations. If an IBSS client is being tested, the results determine the ability of the client to exchange data traffic with another IBSS client. In infrastructure mode, the results determine the ability of the client to exchange data with an Access Point.
In the case of Access Points, this metric quantifies their ability to forward frames from one wireless client to another on the wireless medium. In the case of clients, this metric provides the basic measure of their ability to transmit and receive frames without loss across their wireless interface.
1.2 Test configuration
1.2.1 Resource requirements
The following equipment (besides the DUT) is necessary to perform these tests:

· A test traffic generator that is capable of generating controlled amounts of traffic transmitted to the wireless interface(s) of the DUT, with traffic parameters according to the test conditions outlined below. In the case of clients, the test traffic generator may be a software program being executed by the DUT.

· A test traffic analyzer that is capable of receiving and measuring test traffic from the wireless interface(s) of the DUT. In the case of clients, the test traffic analyzer may be a software program being executed by the DUT.

Additional equipment (e.g., isolation chambers, cabling, screened rooms, characterized antennas, etc.) may be required, according to the specific methodology selected for use from Clause 4 of this standard.

1.2.2 Test environment
Any of the standard test environments and methodologies defined by Clause 4 of this standard may be used to conduct the tests required by this metric, provided that external interference is excluded or reduced to below the noise floor of the DUT and the test traffic analyzer.

The test traffic generator and analyzer should be conformant to the appropriate requirements of the IEEE 802.11 standard. The permissible tolerances on the traffic generation and measurement accuracy should not exceed +/-1%. The permissible tolerances on the amplitude of the signal stimuli should not exceed +/- 3 dB.

1.2.3 Permissible error margins and reliability of test
Prior to the start of any trial for the test procedure outlined below, the test equipment described above should be calibrated, and all test software verified. The calibration date of the equipment used should be noted in the test report. The test setup should be monitored to ensure that the test conditions (as determined by the specific methodology selected from Clause 4 of this standard) do not change during the test.

1.3 Approach
1.3.1 Configuration parameters
Table 2 gives the DUT parameters that must be configured prior to the start of each trial. 
	Parameter
	Description

	Channel
	802.11 channel on which DUT is set up to transmit and receive traffic

	Transmit signal level
	DUT transmit power level setting in dBm

	RTS threshold
	Packet size threshold beyond which RTS/CTS handshakes are used by DUT

	Fragmentation threshold
	Packet size threshold beyond which fragmentation is performed by DUT

	QoS access category (AC)
	User priority level assigned to DUT transmit traffic per IEEE Std 802.11e

	Security mode
	Authentication and key management (AKM) suite, per IEEE Std 802.11i


Table 2. Configuration parameters for intra-BSS throughput

The tests described in this subclause should be first performed with the above configuration parameters being set up as per the baseline configuration. Once a trial using the baseline configuration has been carried out, the configuration parameters may be varied and additional trials carried out.

Note that if the DUT supports power management modes, it should be configured with power management turned off. A separate test is provided to measure throughput, forwarding rate and packet loss with power management modes turned on.

1.3.1.1 Baseline configuration
Table 3 specifies the baseline DUT setup that should be configured, measured and reported whenever this test is performed. 
	Parameter
	Description

	Channel
	Any available channel

	Transmit signal level
	Maximum transmit power supported by DUT

	RTS threshold
	2312 bytes

	Fragmentation threshold
	2312 bytes

	QoS access category (AC)
	No QoS being used (QoS control field not present)

	Security mode
	Open-system authentication with no AKM suite being used


Table 3. Baseline configuration parameters

1.3.1.2 Modifiers
The following DUT configuration parameters may be varied to conduct additional trials:

a)
Transmit signal level
b)
RTS threshold

c)
Fragmentation threshold

d)
IEEE 802.11e QoS support and QoS AC
e)
Security mode

1.3.2 Test conditions
Table 4 specifies the test conditions that should be established and maintained by the test traffic generator whenever this test is performed. In cases where sets of test conditions are specified, trials should be run for each combination.

	Parameter
	Description

	MAC frame sizes
	64, 128, 256, 512, 1024, 1528, 2048, 2332 bytes

	Frame formats
	Per RFC 2544 Appendix C with LLC/SNAP encoding per RFC 1042

	Intended traffic load
	Either the frame-based or time-based load per RFC 2889

	Retry limit
	At least 7

	PHY data rate
	Maximum supported by DUT

	Traffic generator signal level
	At least 10 dB below maximum level for 10% PER

	Trial duration
	At least 30 seconds; may range from 30 seconds to 300 seconds


Table 4. Test conditions
1.3.3 Procedure
The DUT and test equipment are initially set up according to the baseline configuration and using a starting combination of test conditions. Packets are then sent to the DUT by the tester at a specific offered load for the duration of the trial, and the number of frames received from the DUT are counted. The process should be iterated at different offered loads, using a search algorithm, until the desired measurement (throughput, maximum forwarding rate or packet loss) has been made. Additional trials are then performed in the same manner using different combinations of test conditions until all combinations have been exhausted.

The test traffic generator should count, as valid transmitted frames, only those test data frames that were acknowledged by the DUT. The test traffic analyzer should count, as valid received frames, only those which it receives without error (and consequently acknowledges) and has determined to be frames originally transmitted by the test traffic generator. The test traffic analyzer should not count duplicate frames, frames originating from the DUT, unacknowledged data frames, or management and control frames, as part of the received test traffic.

The throughput, maximum forwarding rate and frame loss rate are found as follows.
· The throughput of the DUT is computed (per Section 26.1 of RFC 2544) as the maximum offered load, in frames per second, for which the frame loss rate is zero.
· The maximum forwarding rate of the DUT is computed as the maximum number of test frames per second that the DUT is observed to successfully forward, irrespective of frame loss, at some value of offered load.

· The frame loss rate is computed in conjunction with the maximum forwarding rate, as the percentage of frames that were successfully injected into the DUT but not forwarded by the DUT for any reason.

After the baseline configuration has been tested, the process may be repeated with a new configuration, until the desired number of different configurations have been exercised.

1.3.4 Reported results
The results to be reported after performing the test procedure described above are the throughput, maximum forwarding rate, and frame loss rate at the maximum forwarding rate. The test conditions and configuration parameters corresponding to the trial should be reported as well. The results obtained from multiple trials should be specified separately.

The throughput and forwarding rate should be reported in units of packets/second as well as bytes/second. The frame loss rate should be specified as a percentage.

1.3.4.1 Special reporting requirements
No special reporting requirements are associated with this metric.

2 Unicast ESS throughput
2.1 Introduction and purpose
This metric determines the throughput of the DUT, as defined per RFC 1242, when forwarding unicast WLAN data frames between the wireless and the wired media (i.e., between the BSS and the DS, as described in 5.2.2 of IEEE 802.11). It is only applicable to Access Points. 
The results of this test can be used to determine the ability of an Access Point to support multiple wireless clients transferring data to or from a wired LAN segment. The general setup for the test comprises one or more clients (stations) on the wireless side of the DUT that transfer data to or from one or more clients on the wired side.
2.2 Test configuration
2.2.1 Resource requirements
The following equipment (besides the DUT) is necessary to perform these tests:

· A test traffic generator that is capable of generating controlled amounts of traffic transmitted to the wired and the wireless interface(s) of the DUT, with traffic parameters according to the test conditions outlined below.
· A test traffic analyzer that is capable of receiving and measuring test traffic from the wireless interface(s) of the DUT.
Additional equipment (e.g., isolation chambers, cabling, screened rooms, characterized antennas, etc.) may be required, according to the specific methodology selected for use from Clause 4 of this standard.

2.2.2 Test environment
Any of the standard test environments and methodologies defined by Clause 4 of this standard may be used to conduct the tests required by this metric, provided that external interference is excluded or reduced to below the noise floor of the DUT and the test traffic analyzer.
The test traffic generator and analyzer should be conformant to the appropriate requirements of the IEEE 802.11 standard. The permissible tolerances on the traffic generation and measurement accuracy should not exceed +/-1%. The permissible tolerances on the amplitude of the signal stimuli should not exceed +/- 3 dB.

2.2.3 Permissible error margins and reliability of test
Prior to the start of any trial for the test procedure outlined below, the test equipment described above should be calibrated, and all test software verified. The calibration date of the equipment used should be noted in the test report. The test setup should be monitored to ensure that the test conditions (as determined by the specific methodology selected from Clause 4 of this standard) do not change during the test.

2.3 Approach
2.3.1 Configuration parameters
Table 2 gives the DUT parameters that must be configured prior to the start of each trial. 
	Parameter
	Description

	Channel
	802.11 channel on which DUT is set up to transmit and receive traffic

	Transmit signal level
	DUT transmit power level setting in dBm

	RTS threshold
	Packet size threshold beyond which RTS/CTS handshakes are used by DUT

	Fragmentation threshold
	Packet size threshold beyond which fragmentation is performed by DUT

	QoS access category (AC)
	User priority level assigned to DUT transmit traffic per IEEE Std 802.11e

	Security mode
	Authentication and key management (AKM) suite, per IEEE Std 802.11i


Table 5. Configuration parameters for ESS throughput
The tests described in this subclause should be first performed with the above configuration parameters being set up as per the baseline configuration. Once a trial using the baseline configuration has been carried out, the configuration parameters may be varied and additional trials carried out.
2.3.1.1 Baseline configuration
Table 3 specifies the baseline DUT setup that should be configured, measured and reported whenever this test is performed. 
	Parameter
	Description

	Channel
	Any available channel

	Transmit signal level
	Maximum transmit power supported by DUT

	RTS threshold
	2312 bytes

	Fragmentation threshold
	2312 bytes

	QoS access category (AC)
	No QoS being used (QoS control field not present)

	Security mode
	Open-system authentication with no AKM suite being used


Table 6. Baseline configuration parameters

2.3.1.2 Modifiers
The following DUT configuration parameters may be varied to conduct additional trials:
a)
Transmit signal level
b)
RTS threshold

c)
Fragmentation threshold

d)
IEEE 802.11e QoS support and QoS AC

e)
Security mode

2.3.2 Test conditions
Table 4 specifies the test conditions that should be established and maintained by the test traffic generator whenever this test is performed. In cases where sets of test conditions are specified, trials should be run for each combination.

	Parameter
	Description

	MAC frame sizes
	64, 128, 256, 512, 1024, 1528, 2048, 2332 bytes

	Frame formats
	Per RFC 2544 Appendix C with LLC/SNAP encoding per RFC 1042

	Intended traffic load
	Either the frame-based or time-based load per RFC 2889

	Number of virtual or physical clients
	Ranging from 1 to the maximum supported by the DUT

	Retry limit
	At least 7

	PHY data rate
	Maximum supported by DUT

	Traffic generator signal level
	At least 10 dB below maximum level for 10% PER

	Trial duration
	At least 30 seconds; may range from 30 seconds to 300 seconds


Table 7. Test conditions
2.3.3 Procedure
The DUT and test equipment are initially set up according to the baseline configuration and using a starting combination of test conditions. An initial transfer direction (e.g., wireless to wired, wired to wireless, or bidirectional) is selected. Packets are then sent to the DUT by the tester at a specific offered load for the duration of the trial, and the number of frames received from the DUT are counted. The process should be iterated at different offered loads, using a search algorithm, until the desired measurement (throughput, maximum forwarding rate or packet loss) has been made. Additional trials are then performed in the same manner using different combinations of transfer directions and test conditions until all combinations have been exhausted.

The test traffic generator should count, as valid transmitted frames, only those test data frames that were known to be received (e.g., acknowledged) by the DUT. The test traffic analyzer should count, as valid received frames, only those which it receives without error (and acknowledges, on the wireless side) and has determined to be frames originally transmitted by the test traffic generator. The test traffic analyzer should not count duplicate frames, frames originating from the DUT, unacknowledged data frames, or management and control frames, as part of the received test traffic.
The throughput, maximum forwarding rate and frame loss rate are found as follows.
· The throughput of the DUT is computed (per Section 26.1 of RFC 2544) as the maximum offered load, in frames per second, for which the frame loss rate is zero.
· The maximum forwarding rate of the DUT is computed as the maximum number of test frames per second that the DUT is observed to successfully forward, irrespective of frame loss, at some value of offered load.

· The frame loss rate is computed in conjunction with the maximum forwarding rate, as the percentage of frames that were successfully injected into the DUT but not forwarded by the DUT for any reason.

After the baseline configuration has been tested, the process may be repeated with a new configuration, until the desired number of different configurations have been exercised.
If the test is performed with multiple clients being represented on the wireless and/or wired sides of the DUT, the tester should attempt to partition the transmitted and received traffic equally between the different clients.
2.3.4 Reported results
The results to be reported after performing the test procedure described above are the throughput, maximum forwarding rate, and frame loss rate at the maximum forwarding rate. The test conditions and configuration parameters corresponding to the trial should be reported as well. The results obtained from multiple trials should be specified separately.
The throughput and forwarding rate should be reported in units of packets/second as well as bytes/second. The frame loss rate should be specified as a percentage.
2.3.4.1 Special reporting requirements
For bidirectional test data traffic, any offered load beyond 50% of the theoretical maximum (as supported by the wireless medium) should be considered as oversubscribing the DUT. Oversubscription of the DUT should be reported along with the test results.
3 Multicast forwarding rate
3.1 Introduction and purpose
This metric determines the maximum rate at which the DUT can forward multicast data frames between the wireless and the wired media (i.e., between the BSS and the DS, as described in 5.2.2 of IEEE 802.11). This test is only applicable to Access Points. As multicast or broadcast traffic is dealt with differently from unicast traffic by the IEEE 802.11 protocol, this test therefore determines the ability of an Access Point to handle traffic such as multicast video streams.

The general setup for the test comprises one or more clients (stations) on the wireless side of the DUT that transfer data to or from one or more clients on the wired side. Note that the IEEE 802.11 protocol does not make special provisions for multicast versus broadcast traffic. A single test is hence used to measure the ability of DUTs to handle both.
Due to the many-to-one nature of multicast traffic, the concept of lossless throughput is not considered to apply. Neither throughput nor frame loss metrics are meaningful in this case.
3.2 Test configuration
3.2.1 Resource requirements
The following equipment (besides the DUT) is necessary to perform these tests:

· A test traffic generator that is capable of generating controlled amounts of traffic transmitted to the wired and the wireless interface(s) of the DUT, with traffic parameters according to the test conditions outlined below.

· A test traffic analyzer that is capable of receiving and measuring test traffic from the wireless interface(s) of the DUT.

Additional equipment (e.g., isolation chambers, cabling, screened rooms, characterized antennas, etc.) may be required, according to the specific methodology selected for use from Clause 4 of this standard.

3.2.2 Test environment
Any of the standard test environments and methodologies defined by Clause 4 of this standard may be used to conduct the tests required by this metric, provided that external interference is excluded or reduced to below the noise floor of the DUT and the test traffic analyzer.

The test traffic generator and analyzer should be conformant to the appropriate requirements of the IEEE 802.11 standard. The permissible tolerances on the traffic generation and measurement accuracy should not exceed +/-1%. The permissible tolerances on the amplitude of the signal stimuli should not exceed +/- 3 dB.

3.2.3 Permissible error margins and reliability of test
Prior to the start of any trial for the test procedure outlined below, the test equipment described above should be calibrated, and all test software verified. The calibration date of the equipment used should be noted in the test report. The test setup should be monitored to ensure that the test conditions (as determined by the specific methodology selected from Clause 4 of this standard) do not change during the test.

3.3 Approach
3.3.1 Configuration parameters
Table 2 gives the DUT parameters that must be configured prior to the start of each trial. 
	Parameter
	Description

	Channel
	802.11 channel on which DUT is set up to transmit and receive traffic

	Transmit signal level
	DUT transmit power level setting in dBm

	QoS access category (AC)
	User priority level assigned to DUT transmit traffic per IEEE Std 802.11e

	Security mode
	Authentication and key management (AKM) suite, per IEEE Std 802.11i


Table 8. Configuration parameters for multicast forwarding rate
The tests described in this subclause should be first performed with the above configuration parameters being set up as per the baseline configuration. Once a trial using the baseline configuration has been carried out, the configuration parameters may be varied and additional trials carried out.

3.3.1.1 Baseline configuration
Table 3 specifies the baseline DUT setup that should be configured, measured and reported whenever this test is performed. 
	Parameter
	Description

	Channel
	Any available channel

	Transmit signal level
	Maximum transmit power supported by DUT

	QoS access category (AC)
	Access category = AC_VO (highest priority) (if applicable)

	Security mode
	Open-system authentication with no AKM suite being used


Table 9. Baseline configuration parameters

3.3.1.2 Modifiers
The following DUT configuration parameters may be varied to conduct additional trials:

a)
Transmit signal level
b)
QoS AC (note: if the QoS control field is inserted into test data frames, then all physical or virtual clients supported by the test traffic generator must be QoS-capable)
c)
Security mode

3.3.2 Test conditions
Table 4 specifies the test conditions that should be established and maintained by the test traffic generator whenever this test is performed. In cases where sets of test conditions are specified, trials should be run for each combination.

	Parameter
	Description

	MAC frame sizes
	64, 128, 256, 512, 1024, 1528, 2048, 2332 bytes

	Frame formats
	Per RFC 2544 Appendix C with LLC/SNAP encoding per RFC 1042

	Intended traffic load
	Either the frame-based or time-based load per RFC 2889

	Number of virtual or physical clients
	Ranging from 1 to the maximum supported by the DUT

	PHY data rate
	Maximum supported by DUT

	Traffic generator signal level
	At least 10 dB below maximum level for 10% PER

	Trial duration
	At least 30 seconds; may range from 30 seconds to 300 seconds


Table 10. Test conditions
3.3.3 Procedure
The DUT and test equipment are initially set up according to the baseline configuration and using a starting combination of test conditions. The transfer direction to be used is always wired-to-wireless, i.e., test traffic is injected into the wired port of the DUT and received on the wireless port(s). Packets are then sent to the DUT by the tester at a specific offered load for the duration of the trial, and the number of frames received from the DUT are counted. The process should be iterated at different offered loads, using a search algorithm, until the maximum forwarding rate has been determined. Additional trials are then performed in the same manner using different combinations of test conditions until all combinations have been exhausted.

The test traffic generator should count, as valid transmitted frames, only those test data frames that were known to be received by the DUT. The test traffic analyzer should count, as valid received frames, only those which it receives without error on the wireless side and has determined to be frames originally transmitted by the test traffic generator. The test traffic analyzer should not count duplicate frames, frames originating from the DUT, unacknowledged data frames, or management and control frames, as part of the received test traffic.

The maximum forwarding rate is computed as the maximum number of injected test frames per second that the DUT is observed to successfully forward to at least one client at some value of offered load.

After the baseline configuration has been tested, the process may be repeated with a new configuration, until the desired number of different configurations have been exercised.
If the test is performed with multiple clients being represented on the wireless and/or wired sides of the DUT, the tester should attempt to partition the transmitted and received traffic equally between the different clients. 

Note that the wired interfaces of Access Points are often capable of much higher link rates than the wireless interfaces, potentially leading to extremely high frame loss rates when transferring multicast frames to the wireless media. Care should be taken to allow enough time for the DUT to recover and return to a normal state between trials.

3.3.4 Reported results
The results to be reported after performing the test procedure described above are the maximum forwarding rates for the different test conditions. The test conditions and configuration parameters corresponding to each trial should be reported as well. The results obtained from multiple trials should be specified separately.

The forwarding rate should be reported in units of packets/second as well as bytes/second.

3.3.4.1 Special reporting requirements
No special reporting requirements are associated with this metric.

4 Authentication and association rate
4.1 Introduction and purpose
This metric determines the rate at which a DUT can perform the authentication and association functions specified by the IEEE 802.11 protocol, including where applicable the RSNA authentication and key management (AKM) functions specified by IEEE Std 802.11e. This test is only applicable to Access Points. 
The test measures the time taken for a wireless LAN to recover from faults and transient conditions, such as an Access Point being reset, a group of clients being turned on concurrently, or a group of clients moving from one Access Point to another. It is of particular significance when dealing with Voice over IP (VoIP) terminals in an IEEE 802.11 LAN, where call setup times may be adversely affected by long authentication and association delays.

4.2 Test configuration
4.2.1 Resource requirements
The following equipment (besides the DUT) is necessary to perform these tests:

· A test traffic generator that is capable of generating controlled amounts and types of traffic transmitted to the wireless interface(s) of the DUT, with traffic parameters according to the test conditions outlined below.

· A test traffic analyzer that is capable of receiving and measuring test traffic from the wireless interface(s) of the DUT.

Additional equipment (e.g., isolation chambers, cabling, screened rooms, characterized antennas, etc.) may be required, according to the specific methodology selected for use from Clause 4 of this standard.

4.2.2 Test environment
Any of the standard test environments and methodologies defined by Clause 4 of this standard may be used to conduct the tests required by this metric, provided that external interference is excluded or reduced to below the noise floor of the DUT and the test traffic analyzer.

The test traffic generator and analyzer should be conformant to the appropriate requirements of the IEEE 802.11 standard. The permissible tolerances on the traffic generation and measurement accuracy should not exceed +/-1%. The permissible tolerances on the amplitude of the signal stimuli should not exceed +/- 3 dB.

4.2.3 Permissible error margins and reliability of test
Prior to the start of any trial for the test procedure outlined below, the test equipment described above should be calibrated, and all test software verified. The calibration date of the equipment used should be noted in the test report. The test setup should be monitored to ensure that the test conditions (as determined by the specific methodology selected from Clause 4 of this standard) do not change during the test.

4.3 Approach
4.3.1 Configuration parameters
Table 2 gives the DUT parameters that must be configured prior to the start of each trial. 
	Parameter
	Description

	Channel
	802.11 channel on which DUT is set up to transmit and receive traffic

	Transmit signal level
	DUT transmit power level setting in dBm

	QoS access category (AC)
	User priority level assigned to DUT transmit traffic per IEEE Std 802.11e

	Security mode
	Authentication and key management (AKM) suite, per IEEE Std 802.11i


Table 11. Configuration parameters for authentication and association rate
The tests described in this subclause should be first performed with the above configuration parameters being set up as per the baseline configuration. Once a trial using the baseline configuration has been carried out, the configuration parameters may be varied and additional trials carried out.

4.3.1.1 Baseline configuration
Table 3 specifies the baseline DUT setup that should be configured, measured and reported whenever this test is performed. 
	Parameter
	Description

	Channel
	Any available channel

	Transmit signal level
	Maximum transmit power supported by DUT

	QoS access category (AC)
	No QoS being used (QoS control field not present)

	Security mode
	Open-system authentication with no AKM suite being used


Table 12. Baseline configuration parameters

4.3.1.2 Modifiers
The following DUT configuration parameters may be varied to conduct additional trials:

a)
Transmit signal level
d)
IEEE 802.11e QoS support and QoS AC

e)
Security mode

4.3.2 Test conditions
Table 4 specifies the test conditions that should be established and maintained by the test traffic generator whenever this test is performed. In cases where sets of test conditions are specified, trials should be run for each combination.

	Parameter
	Description

	Number of test clients
	2 to the maximum supported by the DUT

	Frame formats
	Per RFC 2544 Appendix C with LLC/SNAP encoding per RFC 1042

	Intended traffic load
	Either the frame-based or time-based load per RFC 2889

	Retry limit
	At least 7

	Association timeout
	At least 10 milliseconds, and no more than 100 milliseconds

	PHY data rate
	Maximum supported by DUT

	Traffic generator signal level
	At least 10 dB below maximum level for 10% PER

	Trial duration
	At least 30 seconds; may range from 30 seconds to 300 seconds


Table 13. Test conditions
4.3.3 Procedure
The DUT and test equipment are initially set up according to the baseline configuration and using a starting combination of test conditions. The test traffic generator then causes the required number of virtual or physical test clients to authenticate and associate themselves with the DUT, and measures the rate at which the DUT successfully completes authentications and associations.

It is recommended that an association database capacity test be performed first to determine the maximum number of clients that can successfully associate with the DUT. The number of test clients presented to the DUT should be kept below this number. An authentication failure for a test client should keep the tester from attempting an association for that client. Failure of the DUT to respond to an association request within the specified timeout should be counted as an association failure.

After all of the test clients successfully authenticate and associate with the DUT, the test traffic generator should verify that these clients have in fact been associated by causing the test clients to transmit data frames to the DUT, and ensure that these data frames are correctly forwarded by the DUT. The rate at which verification data frames are transmitted to the DUT should be well below the throughput supported by the DUT. The tester should verify that the DUT forwards at least one data frame originating from each client.

If the DUT deauthenticates one or more clients at any time, this should be counted as authentication failures. If the DUT disassociates one or more clients at any time, this should be counted as association failures. If none of the test data frames transmitted by a test client are forwarded successfully, this should be treated as a verification failure. If authentication or association failures occur, the tester should reduce the rate at which test clients are presented for authentication and association, until no authentication or association failures are encountered for any of the test clients.

After the baseline configuration has been tested, the test may be repeated with a new configuration, until the desired number of different configurations have been exercised. The maximum number of such additional test configurations is equal to the number of security modes. The number of test clients should be held constant for each trial.

After each trial has been completed, the tester should remove the test client associations from the DUT database by performing the IEEE 802.11 deauthentication procedure for each client.
4.3.4 Reported results
The results to be reported after performing the test procedure described above is the maximum rate at which test clients can successfully associate with the DUT. The test conditions and configuration parameters corresponding to the trial should be reported, as well the verification failures. The results obtained from multiple trials should be specified separately.

The authentication/association rate should be reported in units of authentications/associations per second. The verification failures should be specified as a percentage of the total number of clients presented to the DUT.

4.3.4.1 Special reporting requirements
No special reporting requirements are associated with this metric.

5 Power management mode throughput
5.1 Introduction and purpose
This metric determines the throughput of the DUT when operating in power management mode. It is applicable to clients only, but applies to IBSS as well as infrastructure BSS configurations.
The test measures the ability of clients to maintain performance while receiving and transmitting frames without loss, while they attempt to conserve battery power. It is particularly applicable to handheld devices, which must resort to frequent transitions into and out of sleep mode to conserve power while still maintaining responsiveness from a user perspective. 
5.2 Test configuration
5.2.1 Resource requirements
The following equipment (besides the DUT) is necessary to perform these tests:

· A test traffic generator that is capable of generating controlled amounts of traffic transmitted to the wireless interface(s) of the DUT, with traffic parameters according to the test conditions outlined below. The test traffic generator may be a software program being executed by the DUT.

· A test traffic analyzer that is capable of receiving and measuring test traffic from the wireless interface(s) of the DUT. The test traffic analyzer may be a software program being executed by the DUT.

Additional equipment (e.g., isolation chambers, cabling, screened rooms, characterized antennas, etc.) may be required, according to the specific methodology selected for use from Clause 4 of this standard.

5.2.2 Test environment
Any of the standard test environments and methodologies defined by Clause 4 of this standard may be used to conduct the tests required by this metric, provided that external interference is excluded or reduced to below the noise floor of the DUT and the test traffic analyzer.

The test traffic generator and analyzer should be conformant to the appropriate requirements of the IEEE 802.11 standard. The permissible tolerances on the traffic generation and measurement accuracy should not exceed +/-1%. The permissible tolerances on the amplitude of the signal stimuli should not exceed +/- 3 dB.

5.2.3 Permissible error margins and reliability of test
Prior to the start of any trial for the test procedure outlined below, the test equipment described above should be calibrated, and all test software verified. The calibration date of the equipment used should be noted in the test report. The test setup should be monitored to ensure that the test conditions (as determined by the specific methodology selected from Clause 4 of this standard) do not change during the test.

5.3 Approach
5.3.1 Configuration parameters
Table 2 gives the DUT parameters that must be configured prior to the start of each trial. 
	Parameter
	Description

	Channel
	802.11 channel on which DUT is set up to transmit and receive traffic

	Transmit signal level
	DUT transmit power level setting in dBm

	RTS threshold
	Packet size threshold beyond which RTS/CTS handshakes are used by DUT

	Fragmentation threshold
	Packet size threshold beyond which fragmentation is performed by DUT

	Power management mode
	Power conservation modes supported (e.g., low-power, sleep mode, etc.)

	QoS access category (AC)
	User priority level assigned to DUT transmit traffic per IEEE Std 802.11e

	Security mode
	Authentication and key management (AKM) suite, per IEEE Std 802.11i


Table 14. Configuration parameters for power management mode throughput

The tests described in this subclause should be first performed with the above configuration parameters being set up as per the baseline configuration. Once a trial using the baseline configuration has been carried out, the configuration parameters may be varied and additional trials carried out.

5.3.1.1 Baseline configuration
Table 3 specifies the baseline DUT setup that should be configured, measured and reported whenever this test is performed. 
	Parameter
	Description

	Channel
	Any available channel

	Transmit signal level
	Maximum transmit power supported by DUT

	RTS threshold
	2312 bytes

	Fragmentation threshold
	2312 bytes

	Power management mode
	Maximum power save mode supported by DUT

	QoS access category (AC)
	No QoS being used (QoS control field not present)

	Security mode
	Open-system authentication with no AKM suite being used


Table 15. Baseline configuration parameters

5.3.1.2 Modifiers
The following DUT configuration parameters may be varied to conduct additional trials:

a)
Transmit signal level
b)
RTS threshold

c)
Fragmentation threshold

d)
Power save mode

e)
IEEE 802.11e QoS support and QoS AC

f)
Security mode

5.3.2 Test conditions
Table 4 specifies the test conditions that should be established and maintained by the test traffic generator whenever this test is performed. In cases where sets of test conditions are specified, trials should be run for each combination.

	Parameter
	Description

	MAC frame sizes
	64, 128, 256, 512, 1024, 1528, 2048, 2332 bytes

	Frame formats
	Per RFC 2544 Appendix C with LLC/SNAP encoding per RFC 1042

	Intended traffic load
	Either the frame-based or time-based load per RFC 2889

	Retry limit
	At least 7

	PHY data rate
	Maximum supported by DUT

	Traffic generator signal level
	At least 10 dB below maximum level for 10% PER

	Trial duration
	At least 30 seconds; may range from 30 seconds to 300 seconds


Table 16. Test conditions
5.3.3 Procedure
The DUT and test equipment are initially set up according to the baseline configuration and using a starting combination of test conditions. In addition, the DUT is placed into power-save or power management mode, such that it attempts to conserve power by shutting down its wireless LAN interface when it is not transferring data. (If necessary the DUT may be run on batteries in order to ensure that power management mode is enabled.) The tester should verify that the DUT enters power management mode, and also that it uses the PS-Poll mechanism specified in 11.2 of IEEE 802.11-2003 to transfer data.
Packets are then sent to the DUT by the tester over the wireless medium at a specific offered load for the duration of the trial, and the number of frames received from the DUT are counted. The process should be iterated at different offered loads, using a search algorithm, until the desired measurement (throughput, maximum forwarding rate or packet loss) has been made. Additional trials are then performed in the same manner using different combinations of test conditions until all combinations have been exhausted.

The test traffic generator should count, as valid transmitted frames, only those test data frames that were acknowledged by the DUT. The test traffic analyzer should count, as valid received frames, only those which it receives without error (and consequently acknowledges) and has determined to be frames originally transmitted by the test traffic generator. The test traffic analyzer should not count duplicate frames, frames originating from the DUT, unacknowledged data frames, or management and control frames, as part of the received test traffic.

The throughput, maximum forwarding rate and frame loss rate are found as follows.
· The throughput of the DUT is computed (per Section 26.1 of RFC 2544) as the maximum offered load, in frames per second, for which the frame loss rate is zero.
· The maximum forwarding rate of the DUT is computed as the maximum number of test frames per second that the DUT is observed to successfully forward, irrespective of frame loss, at some value of offered load.

· The frame loss rate is computed in conjunction with the maximum forwarding rate, as the percentage of frames that were successfully injected into the DUT but not forwarded by the DUT for any reason.

After the baseline configuration has been tested, the process may be repeated with a new configuration, until the desired number of different configurations have been exercised.

5.3.4 Reported results
The results to be reported after performing the test procedure described above are the throughput, maximum forwarding rate, and frame loss rate at the maximum forwarding rate. The test conditions and configuration parameters corresponding to the trial should be reported as well. The results obtained from multiple trials should be specified separately.

The throughput and forwarding rate should be reported in units of packets/second as well as bytes/second. The frame loss rate should be specified as a percentage.

5.3.4.1 Special reporting requirements
If the DUT fails to enter power management mode, or fails to use the PS-Poll mechanism to receive frames destined for it, this must be reported along with the test results.

6 Unicast ESS latency and latency variation
6.1 Introduction and purpose
This metric determines the latency (as defined per RFC 1242) and maximum latency variation exhibited by the DUT when forwarding unicast WLAN data frames between the wired and wireless media, i.e., between the BSS and the DS as described in 5.2.2 of IEEE 802.11-2003. This test is only applicable to Access Points.

The results of this test can be used to estimate the latency and latency variation introduced by an Access Point on delay-sensitive traffic to or from a client. These measurements are particularly significant for traffic such as voice or real-time video that are significantly affected by latency and jitter.

The general setup for the test comprises one or more clients (stations) on the wireless side of the DUT that transfer data to or from one or more clients on the wired side.

6.2 Test configuration
6.2.1 Resource requirements
The following equipment (besides the DUT) is necessary to perform these tests:

· A test traffic generator that is capable of generating controlled amounts of traffic transmitted to the wired and the wireless interface(s) of the DUT, with traffic parameters according to the test conditions outlined below.

· A test traffic analyzer that is capable of receiving and measuring test traffic from the wireless interface(s) of the DUT.

Additional equipment (e.g., isolation chambers, cabling, screened rooms, characterized antennas, etc.) may be required, according to the specific methodology selected for use from Clause 4 of this standard.

6.2.2 Test environment
Any of the standard test environments and methodologies defined by Clause 4 of this standard may be used to conduct the tests required by this metric, provided that external interference is excluded or reduced to below the noise floor of the DUT and the test traffic analyzer.

The test traffic generator and analyzer should be conformant to the appropriate requirements of the IEEE 802.11 standard. The permissible tolerances on the traffic generation and measurement accuracy should not exceed +/-1%. The permissible tolerances on the amplitude of the signal stimuli should not exceed +/- 3 dB.

6.2.3 Permissible error margins and reliability of test
Prior to the start of any trial for the test procedure outlined below, the test equipment described above should be calibrated, and all test software verified. The calibration date of the equipment used should be noted in the test report. The test setup should be monitored to ensure that the test conditions (as determined by the specific methodology selected from Clause 4 of this standard) do not change during the test.

6.3 Approach
6.3.1 Configuration parameters
Table 2 gives the DUT parameters that must be configured prior to the start of each trial. 
	Parameter
	Description

	Channel
	802.11 channel on which DUT is set up to transmit and receive traffic

	Transmit signal level
	DUT transmit power level setting in dBm

	RTS threshold
	Packet size threshold beyond which RTS/CTS handshakes are used by DUT

	Fragmentation threshold
	Packet size threshold beyond which fragmentation is performed by DUT

	QoS access category (AC)
	User priority level assigned to DUT transmit traffic per IEEE Std 802.11e

	Security mode
	Authentication and key management (AKM) suite, per IEEE Std 802.11i


Table 17. Configuration parameters for ESS latency
The tests described in this subclause should be first performed with the above configuration parameters being set up as per the baseline configuration. Once a trial using the baseline configuration has been carried out, the configuration parameters may be varied and additional trials carried out.

6.3.1.1 Baseline configuration
Table 3 specifies the baseline DUT setup that should be configured, measured and reported whenever this test is performed. 
	Parameter
	Description

	Channel
	Any available channel

	Transmit signal level
	Maximum transmit power supported by DUT

	RTS threshold
	2312 bytes

	Fragmentation threshold
	2312 bytes

	QoS access category (AC)
	No QoS being used (QoS control field not present)

	Security mode
	Open-system authentication with no AKM suite being used


Table 18. Baseline configuration parameters

6.3.1.2 Modifiers
The following DUT configuration parameters may be varied to conduct additional trials:

a)
Transmit signal level
b)
RTS threshold

c)
Fragmentation threshold

d)
IEEE 802.11e QoS support and QoS AC

e)
Security and encryption modes

6.3.2 Test conditions
Table 4 specifies the test conditions that should be established and maintained by the test traffic generator whenever this test is performed. In cases where sets of test conditions are specified, trials should be run for each combination.

	Parameter
	Description

	MAC frame sizes
	64, 128, 256, 512, 1024, 1528, 2048, 2332 bytes

	Frame formats
	Per RFC 2544 Appendix C with LLC/SNAP encoding per RFC 1042

	Intended traffic load
	Either the frame-based or time-based load per RFC 2889

	Number of virtual or physical clients
	Ranging from 1 to the maximum supported by the DUT

	Retry limit
	At least 7

	PHY data rate
	Maximum supported by DUT

	Traffic generator signal level
	At least 10 dB below maximum level for 10% PER

	Trial duration
	At least 30 seconds; may range from 30 seconds to 300 seconds


Table 19. Test conditions
6.3.3 Procedure
The DUT and test equipment are initially set up according to the baseline configuration and using a starting combination of test conditions. An initial transfer direction (e.g., wireless to wired, wired to wireless, or bidirectional) is selected. Packets are then sent to the DUT by the tester at a specific offered load for the duration of the trial. The aggregate average latency and maximum latency variation induced in the test traffic stream by the DUT are measured. Additional trials are then performed in the same manner using different combinations of transfer directions and test conditions until all combinations have been exhausted.

The test traffic generator should count, as valid transmitted frames, only those test data frames that were known to be received (e.g., acknowledged) by the DUT. The test traffic analyzer should count, as valid received frames, only those which it receives without error (and acknowledges, on the wireless side) and has determined to be frames originally transmitted by the test traffic generator. The test traffic analyzer should not count duplicate frames, frames originating from the DUT, unacknowledged data frames, or management and control frames, as part of the received test traffic.

An identifying tag or signature should be placed in each transmitted test data frame sent to the DUT during the measurement interval, so that it can be correlated with the corresponding frames received from the DUT. Note that frames transmitted to the DUT during the measurement interval can continue to be received beyond the end of the measurement interval due to internal buffering in the DUT; these frames should be included in the latency calculations.

The average latency and maximum latency variation are found as follows.
· The instantaneous latency for any given test frame is calculated (per Section 26.2 of RFC 2544) as the difference between the timestamps assigned to the transmission of the frame to the DUT and the reception of the corresponding frame from the DUT. The arithmetic mean of these instantaneous latencies, calculated over all the data frames (for all test clients) received from the DUT in a 1 second interval, gives the average latency of the DUT.
· The maximum latency variation of the DUT is measured and reported as the difference between the maximum and minimum instantaneous latency of all the frames received from the DUT in the same 1 second interval.
After the baseline configuration has been tested, the process may be repeated with a new configuration, until the desired number of different configurations have been exercised.
If the test is performed with multiple clients being represented on the wireless and/or wired sides of the DUT, the tester should attempt to partition the transmitted and received traffic equally between the different clients.
6.3.4 Reported results
The results to be reported after performing the test procedure described above are the average latency and maximum latency variation of the test data traffic when forwarded by the DUT. The observed offered load and the frame loss rate at this offered load should be reported as well, along with the test conditions and configuration parameters corresponding to the trial. In this context, the frame loss rate refers to the percentage of frames that were injected into the DUT by the tester, but not forwarded to the tester by the DUT for any reason. The results obtained from multiple trials should be specified separately.

The average latency and maximum latency variation should be reported in units of seconds. The offered load should be reported in units of packets/second as well as bytes/second. The frame loss rate should be reported as a percentage.

6.3.4.1 Special reporting requirements
For bidirectional test data traffic, any offered load beyond 50% of the theoretical maximum (as supported by the wireless medium) should be considered as oversubscribing the DUT. Oversubscription of the DUT should be reported along with the test results.
7 Failover time
7.1 Introduction and purpose
This metric determines the time required for a client to disassociate with a primary Access Point and immediately reassociate with a secondary or backup Access Point. This test is applicable to both clients and Access Points in an infrastructure network.
The results of this test can be used to estimate the mean downtime or outage probability in situations where active clients need to abruptly transition from one Access Point to another, due to network events such as device resets or failures. These measurements are particularly significant for high-availability situations such as enterprise LANs or VoIP, where backup Access Points may be co-located to provide redundancy.

Note that this metric is not equivalent to a roaming time metric, which measures the time taken for clients to move from Access Point to Access Point, under conditions of varying signal strength, in order to support mobility functions. Instead, this metric quantifies the performance of STAs with respect to the MLME functionality in Clause 11 of IEEE Std 802.11.

The general setup for the test comprises one or more clients (stations) on the wireless side of an Access Point transferring data to or from one or more clients on the wired side. Either the wireless clients or the Access Points may be regarded as the DUT.
7.2 Test configuration
7.2.1 Resource requirements
The following equipment (besides the DUT) is necessary to perform these tests:

· A test traffic generator that is capable of generating controlled amounts of traffic transmitted to the wired and the wireless interface(s) of the DUT, with traffic parameters according to the test conditions outlined below.

· A test traffic analyzer that is capable of receiving and measuring test traffic from the wireless interface(s) of the DUT.

Additional equipment (e.g., isolation chambers, cabling, screened rooms, characterized antennas, etc.) may be required, according to the specific methodology selected for use from Clause 4 of this standard.

7.2.2 Test environment
Any of the standard test environments and methodologies defined by Clause 4 of this standard may be used to conduct the tests required by this metric, provided that external interference is excluded or reduced to below the noise floor of the DUT and the test traffic analyzer.

The test traffic generator and analyzer should be conformant to the appropriate requirements of the IEEE 802.11 standard. The permissible tolerances on the traffic generation and measurement accuracy should not exceed +/-1%. The permissible tolerances on the amplitude of the signal stimuli should not exceed +/- 3 dB.

7.2.3 Permissible error margins and reliability of test
Prior to the start of any trial for the test procedure outlined below, the test equipment described above should be calibrated, and all test software verified. The calibration date of the equipment used should be noted in the test report. The test setup should be monitored to ensure that the test conditions (as determined by the specific methodology selected from Clause 4 of this standard) do not change during the test.

7.3 Approach
7.3.1 Configuration parameters
Table 2 gives the DUT parameters that must be configured prior to the start of each trial. 
	Parameter
	Description

	Channel
	802.11 channel on which DUT is set up to transmit and receive traffic

	Transmit signal level
	DUT transmit power level setting in dBm

	RTS threshold
	Packet size threshold beyond which RTS/CTS handshakes are used by DUT

	Fragmentation threshold
	Packet size threshold beyond which fragmentation is performed by DUT

	Power management mode
	Power conservation modes supported (e.g., low-power, sleep mode, etc.)

	QoS access category (AC)
	User priority level assigned to DUT transmit traffic per IEEE Std 802.11e

	Security mode
	Authentication and key management (AKM) suite, per IEEE Std 802.11i


Table 17. Configuration parameters for failover time
If the DUT is an Access Point, then its beacon period (i.e., interval between beacon frames) is also a configuration parameter.

The tests described in this subclause should be first performed with the above configuration parameters being set up as per the baseline configuration. Once a trial using the baseline configuration has been carried out, the configuration parameters may be varied and additional trials carried out.

7.3.1.1 Baseline configuration
Table 3 specifies the baseline DUT setup that should be configured, measured and reported whenever this test is performed. 
	Parameter
	Description

	Channel
	Any available channel

	Transmit signal level
	Maximum transmit power supported by DUT

	RTS threshold
	2312 bytes

	Fragmentation threshold
	2312 bytes

	Power management mode
	No power management being used

	QoS access category (AC)
	No QoS being used (QoS control field not present)

	Security mode
	Open-system authentication with no AKM suite being used


Table 18. Baseline configuration parameters

If the DUT is an Access Point, then its beacon period should be configured to the default of 100 Time Units (see 7.3.1.3 of IEEE Std 802.11-2003).

7.3.1.2 Modifiers
The following DUT configuration parameters may be varied to conduct additional trials:

a)
Transmit signal level

b)
RTS threshold

c)
Fragmentation threshold

d)
Power management modes

e)
IEEE 802.11e QoS support and QoS AC

f)
Security and encryption modes

If the DUT is an Access Point, then its beacon period may be varied to provide basis for additional trials.

7.3.2 Test conditions
Table 4 specifies the test conditions that should be established and maintained by the test traffic generator whenever this test is performed. In cases where sets of test conditions are specified, trials should be run for each combination.

	Parameter
	Description

	MAC frame sizes
	64, 128, 256, 512, 1024, 1528, 2048, 2332 bytes

	Frame formats
	Per RFC 2544 Appendix C with LLC/SNAP encoding per RFC 1042

	Intended traffic load
	Either the frame-based or time-based load per RFC 2889

	Number of virtual or physical clients
	Ranging from 1 to the maximum supported by the DUT

	Retry limit
	At least 7

	PHY data rate
	Maximum supported by DUT

	Traffic generator signal level
	At least 10 dB below maximum level for 10% PER

	Trial duration
	At least 30 seconds; may range from 30 seconds to 300 seconds


Table 19. Test conditions
If the DUT is a client, then the beacon period and channel assignment of the test Access Points form additional test conditions. The beacon period should be set to the nominal value of 100 Time Units. The channel assignment may be varied to generate test conditions for different trials.

7.3.3 Procedure
When the DUT is a client, this test should utilize two separately controllable physical or virtual Access Points (one primary, one secondary) belonging to the same BSS. Both test Access Points should be of nominally equal signal strength as measured at the DUT, to avoid issues caused by the DUT roaming from one to the other. During the test, the primary Access Point is started and the DUT is allowed to authenticate and associate with it. The association with the specific test Access Point should be verified by causing the DUT to transfer a continuous stream of test data to it. The secondary Access Point is then enabled, and the primary Access Point is disabled or otherwise prevented from responding to DUT frames. The DUT should then break its association with the primary test Access Point and associate with the secondary test Access Point (which should be verified by a resumption of the test data stream). The failover time is measured from the point where the test data stream stops to the point where the test data stream successfully restarts.
When the DUT is an Access Point, the tester authenticates and associates a single virtual or physical client with the DUT, transmits a continuous stream of test data, and then measures the time for which the test data stream is interrupted while performing a reassociation procedure of the test client with the DUT (as per subclause 11.3 of IEEE 802.11). An authentication failure of the test client should keep the tester from attempting an association for the client. The test may be repeated with one or more additional clients associated with the DUT, in order to measure the failover delays at various DUT database capacities.
In both cases, the DUT and test equipment are initially set up according to the baseline configuration and using a starting combination of test conditions. The test data stream is transferred between the wireless client and a wired test client. Additional trials are then performed in the same manner using different combinations of test conditions until all combinations have been exhausted.

After the baseline DUT configuration has been tested, the process may be repeated with a new configuration, until the desired number of different configurations have been exercised.
If the test is performed with multiple clients being represented on the wireless and/or wired sides of the DUT, the tester should attempt to partition the transmitted and received traffic equally between the different clients.
7.3.4 Reported results
The results to be reported after performing the procedure described above are the time for which the test data stream was interrupted while the failover process was occurring. The results obtained from multiple trials should be specified separately.

The time should be reported in units of seconds.

7.3.4.1 Special reporting requirements
No special reporting requirements exist for this metric.
8 Beacon timing
8.1 Introduction and purpose
This metric determines the rate at which beacons are transmitted, as well as the accuracy with which the actual transmission time of beacons matches the advertised transmission time as indicated by the DUT.

A number of 802.11 network functions are affected by the rate and accuracy of beacon generation. For instance, clients in power-save mode are expected to wake up just prior to the expected transmission of a beacon, and remain awake until the beacon has been received and it is determined that no data is pending for them. If beacons are irregular or absent, this would cause clients to miss beacons, thereby increasing response time, or remain awake for excessive periods, thereby wasting power. This measurement hence forms a sub-metric for more user-visible metrics such as battery life.
This test applies to both Access Points and clients. In the case of clients, this test is performed only if the client supports the IBSS (ad-hoc) mode of operation, as clients operating in infrastructure BSS mode do not transmit beacons.
The general setup for the test comprises the DUT (either a client or an Access Point) configured to transmit beacons to a test traffic analyzer.
8.2 Test configuration
8.2.1 Resource requirements
The following equipment (besides the DUT) is necessary to perform these tests:

· A test traffic analyzer that is capable of receiving and measuring test traffic from the wireless interface(s) of the DUT.

Additional equipment (e.g., isolation chambers, cabling, screened rooms, characterized antennas, etc.) may be required, according to the specific methodology selected for use from Clause 4 of this standard.

In the case of Access Points, a test traffic generator may be used to associate one or more virtual or physical clients with the DUT, in order to determine whether the beacon timing of the DUT varies according to the client database capacity.

8.2.2 Test environment
Any of the standard test environments and methodologies defined by Clause 4 of this standard may be used to conduct the tests required by this metric, provided that external interference is excluded or reduced to below the noise floor of the DUT and the test traffic analyzer.

The test traffic analyzer should be conformant to the appropriate requirements of the IEEE 802.11 standard. The permissible tolerances on the traffic measurement accuracy should not exceed +/-1%.

8.2.3 Permissible error margins and reliability of test
Prior to the start of any trial for the test procedure outlined below, the test equipment described above should be calibrated, and all test software verified. The calibration date of the equipment used should be noted in the test report. The test setup should be monitored to ensure that the test conditions (as determined by the specific methodology selected from Clause 4 of this standard) do not change during the test.

8.3 Approach
8.3.1 Configuration parameters
Table 2 gives the DUT parameters that must be configured prior to the start of each trial. 
	Parameter
	Description

	Channel
	802.11 channel on which DUT is set up to transmit and receive traffic

	Transmit signal level
	DUT transmit power level setting in dBm

	Nominal beacon interval
	Interval between beacons


Table 17. Configuration parameters for beacon timing
The tests described in this subclause should be first performed with the above configuration parameters being set up as per the baseline configuration. Once a trial using the baseline configuration has been carried out, the configuration parameters may be varied and additional trials carried out.

8.3.1.1 Baseline configuration
Table 3 specifies the baseline DUT setup that should be configured, measured and reported whenever this test is performed. 
	Parameter
	Description

	Channel
	Any available channel

	Transmit signal level
	Maximum transmit power supported by DUT

	Nominal beacon interval
	100 Time Units (see 7.3.1.3 of IEEE Std 802.11-2003)


Table 18. Baseline configuration parameters

8.3.1.2 Modifiers
The following DUT configuration parameters may be varied to conduct additional trials:

a)
Transmit signal level

b)
Nominal beacon interval
8.3.2 Test conditions
Table 4 specifies the test conditions that should be established and maintained by the test traffic generator and analyzer whenever this test is performed. In cases where sets of test conditions are specified, trials should be run for each combination.

	Parameter
	Description

	Number of virtual or physical clients (optional)
	Ranging from 1 to the maximum supported by the DUT

	Trial duration
	At least 30 seconds; may range from 30 seconds to 300 seconds


Table 19. Test conditions
8.3.3 Procedure
The DUT is configured to generate beacons at the nominal beacon interval. The tester then measures the beacon inter-arrival time and the variation in inter-arrival time over the duration of the trial, and also captures the Beacon Interval field from the received beacon frames for comparison with the measured times. Care should be taken to ensure that extraneous traffic does not occur at or near the nominal Target Beacon Transmission Times (i.e., the expected arrival time of beacons, per 11.1.2.1 and 11.1.2.2 of IEEE Std 802.11-2003), as beacon frames are required to defer to ongoing traffic.

In the case of Access Points, the test may be repeated with one or more virtual or physical clients associated with the DUT, in order to measure the ability of the DUT to properly generate beacons at various database capacities. Additional trials are then performed in the same manner using different combinations of test conditions until all combinations have been exhausted.

After the baseline DUT configuration has been tested, the process may be repeated with a new configuration, until the desired number of different configurations have been exercised.
8.3.4 Reported results
The results to be reported after performing the procedure described above are the average beacon interval, the beacon interval variation, and the beacon interval accuracy. The average beacon interval of the DUT is reported as the average time between the first bit of consecutive beacon frames received by the tester. The beacon interval variation is reported as the difference between the minimum and maximum time between the first bit of consecutive beacon frames received by the tester. Both times should be computed over the duration of the trial.

The beacon interval accuracy of the DUT is reported as the difference between the measured average beacon interval and the value of the Beacon Interval field of the beacon frames from the DUT, expressed as a percentage of the measured average beacon interval.

The results obtained from multiple trials should be specified separately. All times should be reported in units of seconds. The beacon interval accuracy should be reported as a percentage.
8.3.4.1 Special reporting requirements
No special reporting requirements exist for this metric.
9 Packet burst capacity
9.1 Introduction and purpose
This metric tests the throughput and frame loss of the DUT, as defined per RFC 1242, when forwarding bursts of unicast WLAN data frames between the wireless and the wired media. It is only applicable to Access Points. 
The results of this test can be used to determine the ability of an Access Point to bursts of back-to-back data frames typically seen in heavily loaded networks, where multiple clients may be simultaneously attempting to send frames to the same Access Point. The results are indicative of the efficiency, performance and capacity of the frame buffering functions implemented within the DUT under high load conditions.

The general setup for the test comprises one or more clients (stations) on the wireless side of the DUT that transfer data to or from one or more clients on the wired side.

9.2 Test configuration
9.2.1 Resource requirements
The following equipment (besides the DUT) is necessary to perform these tests:

· A test traffic generator that is capable of generating controlled amounts of traffic transmitted to the wired and the wireless interface(s) of the DUT, with traffic parameters according to the test conditions outlined below.

· A test traffic analyzer that is capable of receiving and measuring test traffic from the wireless interface(s) of the DUT.

Additional equipment (e.g., isolation chambers, cabling, screened rooms, characterized antennas, etc.) may be required, according to the specific methodology selected for use from Clause 4 of this standard.

9.2.2 Test environment
Any of the standard test environments and methodologies defined by Clause 4 of this standard may be used to conduct the tests required by this metric, provided that external interference is excluded or reduced to below the noise floor of the DUT and the test traffic analyzer.

The test traffic generator and analyzer should be conformant to the appropriate requirements of the IEEE 802.11 standard. The permissible tolerances on the traffic generation and measurement accuracy should not exceed +/-1%. The permissible tolerances on the amplitude of the signal stimuli should not exceed +/- 3 dB.

9.2.3 Permissible error margins and reliability of test
Prior to the start of any trial for the test procedure outlined below, the test equipment described above should be calibrated, and all test software verified. The calibration date of the equipment used should be noted in the test report. The test setup should be monitored to ensure that the test conditions (as determined by the specific methodology selected from Clause 4 of this standard) do not change during the test.

9.3 Approach
9.3.1 Configuration parameters
Table 2 gives the DUT parameters that must be configured prior to the start of each trial. 
	Parameter
	Description

	Channel
	802.11 channel on which DUT is set up to transmit and receive traffic

	Transmit signal level
	DUT transmit power level setting in dBm

	RTS threshold
	Packet size threshold beyond which RTS/CTS handshakes are used by DUT

	Fragmentation threshold
	Packet size threshold beyond which fragmentation is performed by DUT

	QoS access category (AC)
	User priority level assigned to DUT transmit traffic per IEEE Std 802.11e

	Security mode
	Authentication and key management (AKM) suite, per IEEE Std 802.11i


Table 5. Configuration parameters for packet burst capacity
The tests described in this subclause should be first performed with the above configuration parameters being set up as per the baseline configuration. Once a trial using the baseline configuration has been carried out, the configuration parameters may be varied and additional trials carried out.

9.3.1.1 Baseline configuration
Table 3 specifies the baseline DUT setup that should be configured, measured and reported whenever this test is performed. 
	Parameter
	Description

	Channel
	Any available channel

	Transmit signal level
	Maximum transmit power supported by DUT

	RTS threshold
	2312 bytes

	Fragmentation threshold
	2312 bytes

	QoS access category (AC)
	No QoS being used (QoS control field not present)

	Security mode
	Open-system authentication with no AKM suite being used


Table 6. Baseline configuration parameters

9.3.1.2 Modifiers
The following DUT configuration parameters may be varied to conduct additional trials:

a)
Transmit signal level

b)
RTS threshold

c)
Fragmentation threshold

d)
IEEE 802.11e QoS support and QoS AC

e)
Security mode

9.3.2 Test conditions
Table 4 specifies the test conditions that should be established and maintained by the test traffic generator whenever this test is performed. In cases where sets of test conditions are specified, trials should be run for each combination.

	Parameter
	Description

	MAC frame sizes
	64, 128, 256, 512, 1024, 1528, 2048, 2332 bytes

	Frame formats
	Per RFC 2544 Appendix C with LLC/SNAP encoding per RFC 1042

	Intended traffic offered load
	Either the frame-based or time-based load per RFC 2889

	Burst size
	Number of back-to-back frames presented as a burst

	Inter-burst gap
	Gap between bursts of back-to-back frames

	Number of virtual or physical clients
	Ranging from 8 to the maximum supported by the DUT

	Retry limit
	At least 7

	PHY data rate
	Maximum supported by DUT

	Traffic generator signal level
	At least 10 dB below maximum level for 10% PER

	Trial duration
	At least 30 seconds; may range from 30 seconds to 300 seconds


Table 7. Test conditions
9.3.3 Procedure
The DUT and test equipment are initially set up according to the baseline configuration and using a starting combination of test conditions. An initial transfer direction (e.g., wireless to wired, wired to wireless, or bidirectional) is selected. Packets are then sent to the DUT by the tester at a specific offered load for the duration of the trial, and the number of frames received from the DUT are counted. The traffic stream uses a specific combination of frame size, frame spacing, burst size and inter-burst gap (IBG), calculated to produce the given offered load and burst size as per the test conditions for that trial. This combination of parameters is held constant over the duration of each trial.

At the conclusion of the trial, the tester determines the frame loss; if it is found to be zero, the burst size is increased, keeping the offered load constant, and the trial is repeated, otherwise the burst size is decreased (again keeping the offered load constant) and the trial is repeated. The process continues until the maximum burst size that the DUT can forward without loss at a given offered load and frame size is found.

The test may then be repeated with different combinations of offered load and frame size, but with the same baseline configuration. After the baseline configuration has been tested, the tester may repeat the process with a new configuration, until the desired number of different configurations have been exercised.

The test traffic generator should count, as valid transmitted frames, only those test data frames that were known to be received (e.g., acknowledged) by the DUT. The test traffic analyzer should count, as valid received frames, only those which it receives without error (and acknowledges, on the wireless side) and has determined to be frames originally transmitted by the test traffic generator. The test traffic analyzer should not count duplicate frames, frames originating from the DUT, unacknowledged data frames, or management and control frames, as part of the received test traffic.

The tester should attempt to partition the transmitted and received traffic equally between the different clients.
9.3.4 Reported results
The results to be reported after performing the test procedure described above are the burst capacity of the DUT at different offered loads. The burst capacity is reported as the maximum number of back-to-back frames that can be presented to the DUT without the loss of any frames. (See Section 26.4 of RFC 2544.) The test conditions and configuration parameters corresponding to the trial should be reported as well. The results obtained from different combinations of test conditions and configuration parameters should be specified separately.

The burst capacity should be reported in units of packets and bytes.

9.3.4.1 Special reporting requirements
For bidirectional test data traffic, any offered load beyond 50% of the theoretical maximum (as supported by the wireless medium) should be considered as oversubscribing the DUT. Oversubscription of the DUT should be reported along with the test results.
10 Association database capacity
10.1 Introduction and purpose
This metric determines the number of client connections that a DUT can successfully support at one time. This test is only applicable to Access Points.

The test measures the ability of an Access Point to support high concentrations of low-bandwidth clients in a small region, such as within a conference room, meeting area or hotspot. The number of clients that can be supported within the coverage area of an Access Point is ultimately limited by the capacity of the association database within the Access Point, even if the bandwidth requirements of the clients are well within the capacity of the device.
This metric is also useful in setting boundary conditions for the number of clients that can reasonably be used in tests of other metrics, such as association rate, throughput, latency, power save mode, etc.
10.2 Test configuration
10.2.1 Resource requirements
The following equipment (besides the DUT) is necessary to perform these tests:

· A test traffic generator that is capable of generating controlled amounts and types of traffic transmitted to the wireless interface(s) of the DUT, with traffic parameters according to the test conditions outlined below.

· A test traffic analyzer that is capable of receiving and measuring test traffic from the wireless interface(s) of the DUT.

Additional equipment (e.g., isolation chambers, cabling, screened rooms, characterized antennas, etc.) may be required, according to the specific methodology selected for use from Clause 4 of this standard.

10.2.2 Test environment
Any of the standard test environments and methodologies defined by Clause 4 of this standard may be used to conduct the tests required by this metric, provided that external interference is excluded or reduced to below the noise floor of the DUT and the test traffic analyzer.

The test traffic generator and analyzer should be conformant to the appropriate requirements of the IEEE 802.11 standard. The permissible tolerances on the traffic generation and measurement accuracy should not exceed +/-1%. The permissible tolerances on the amplitude of the signal stimuli should not exceed +/- 3 dB.

10.2.3 Permissible error margins and reliability of test
Prior to the start of any trial for the test procedure outlined below, the test equipment described above should be calibrated, and all test software verified. The calibration date of the equipment used should be noted in the test report. The test setup should be monitored to ensure that the test conditions (as determined by the specific methodology selected from Clause 4 of this standard) do not change during the test.

10.3 Approach
10.3.1 Configuration parameters
Table 2 gives the DUT parameters that must be configured prior to the start of each trial. 
	Parameter
	Description

	Channel
	802.11 channel on which DUT is set up to transmit and receive traffic

	Transmit signal level
	DUT transmit power level setting in dBm

	QoS access category (AC)
	User priority level assigned to DUT transmit traffic per IEEE Std 802.11e

	Security mode
	Authentication and key management (AKM) suite, per IEEE Std 802.11i


Table 11. Configuration parameters for association database capacity
The tests described in this subclause should be first performed with the above configuration parameters being set up as per the baseline configuration. Once a trial using the baseline configuration has been carried out, the configuration parameters may be varied and additional trials carried out.

10.3.1.1 Baseline configuration
Table 3 specifies the baseline DUT setup that should be configured, measured and reported whenever this test is performed. 
	Parameter
	Description

	Channel
	Any available channel

	Transmit signal level
	Maximum transmit power supported by DUT

	QoS access category (AC)
	No QoS being used (QoS control field not present)

	Security mode
	Open-system authentication with no AKM suite being used


Table 12. Baseline configuration parameters

10.3.1.2 Modifiers
The following DUT configuration parameters may be varied to conduct additional trials:

a)
Transmit signal level

d)
IEEE 802.11e QoS support and QoS AC

e)
Security mode

10.3.2 Test conditions
Table 4 specifies the test conditions that should be established and maintained by the test traffic generator whenever this test is performed. In cases where sets of test conditions are specified, trials should be run for each combination.

	Parameter
	Description

	Number of test clients
	2 to the maximum supported by the DUT

	Frame formats
	Per RFC 2544 Appendix C with LLC/SNAP encoding per RFC 1042

	Retry limit
	At least 7

	Association timeout
	At least 10 milliseconds, and no more than 100 milliseconds

	PHY data rate
	Maximum supported by DUT

	Traffic generator signal level
	At least 10 dB below maximum level for 10% PER

	Trial duration
	At least 30 seconds; may range from 30 seconds to 300 seconds


Table 13. Test conditions
10.3.3 Procedure
The DUT and test equipment are initially set up according to the baseline configuration and using a starting combination of test conditions. The test traffic generator then causes the required number of virtual or physical test clients to authenticate and associate themselves with the DUT, one client at a time, and measures the number of clients that can successfully associate. Each client should be authenticated and associated in turn; the tester should not present a new client to the DUT until the authentication and association for the previous client has been completed. 
Failure of the DUT to respond to an association request within the specified timeout should be counted as an association failure. If the DUT deauthenticates or disassociates one or more clients at any time, this should be counted as association failures. The tester should further track the association identifiers (AIDs) returned by the DUT and should detect the situation where the same AID is issued to two different clients that are associated with the DUT, and count this as an association failure. If one or more association failures occur during a trial, the tester should reduce the number of test clients and repeat the process, until the maximum number of clients is found that can associate with no failures.
After all of the test clients successfully authenticate and associate with the DUT, the test traffic generator should verify that these clients have in fact been associated by causing the test clients to transmit data frames to the DUT, and ensure that these data frames are correctly forwarded by the DUT. The rate at which verification data frames are transmitted to the DUT should be well below the throughput supported by the DUT. The tester should verify that the DUT forwards at least one data frame originating from each client. If none of the test data frames transmitted by a test client are forwarded successfully, this should be treated as a verification failure.
After the baseline configuration has been tested, the test may be repeated with a new configuration, until the desired number of different configurations have been exercised. The maximum number of such additional test configurations is equal to the number of security modes. The number of test clients should be held constant for each trial.

After each trial has been completed, the tester should remove the test client associations from the DUT database by performing the IEEE 802.11 deauthentication/disassociation procedure for each client.

10.3.4 Reported results
The results to be reported after performing the test procedure described above is the maximum number of test clients that can simultaneously associate with the DUT. The test conditions and configuration parameters corresponding to the trial should be reported, as well the verification failures. The results obtained from multiple trials should be specified separately.

The association database capacity should be reported in units of clients. The verification failures should be specified as a percentage of the total number of clients presented to the DUT.

10.3.4.1 Special reporting requirements
No special reporting requirements are associated with this metric.

11 Power-save buffer capacity
11.1 Introduction and purpose
This metric measure the buffer capacity of the DUT when supporting clients that have entered power management mode. This metric is only applicable to Access Points.

Access Points supporting clients in power management mode (i.e., dozing or sleeping clients) are required to accept and buffer frames on behalf of these clients, and forward them when the clients wake up and request their frames through the PS-Poll mechanism. This test measures the power management mode storage capacity of the DUT, and hence its ability to support a large number of associated but sleeping clients.. It is applicable to handheld devices, which must resort to sleep mode to conserve power while still maintaining responsiveness from a user perspective. 
11.2 Test configuration
11.2.1 Resource requirements
The following equipment (besides the DUT) is necessary to perform these tests:

· A test traffic generator that is capable of generating controlled amounts of traffic transmitted to the wireless interface(s) of the DUT, with traffic parameters according to the test conditions outlined below.

· A test traffic analyzer that is capable of receiving and measuring test traffic from the wireless interface(s) of the DUT.

Additional equipment (e.g., isolation chambers, cabling, screened rooms, characterized antennas, etc.) may be required, according to the specific methodology selected for use from Clause 4 of this standard.

11.2.2 Test environment
Any of the standard test environments and methodologies defined by Clause 4 of this standard may be used to conduct the tests required by this metric, provided that external interference is excluded or reduced to below the noise floor of the DUT and the test traffic analyzer.

The test traffic generator and analyzer should be conformant to the appropriate requirements of the IEEE 802.11 standard. The permissible tolerances on the traffic generation and measurement accuracy should not exceed +/-1%. The permissible tolerances on the amplitude of the signal stimuli should not exceed +/- 3 dB.

11.2.3 Permissible error margins and reliability of test
Prior to the start of any trial for the test procedure outlined below, the test equipment described above should be calibrated, and all test software verified. The calibration date of the equipment used should be noted in the test report. The test setup should be monitored to ensure that the test conditions (as determined by the specific methodology selected from Clause 4 of this standard) do not change during the test.

11.3 Approach
11.3.1 Configuration parameters
Table 2 gives the DUT parameters that must be configured prior to the start of each trial. 
	Parameter
	Description

	Channel
	802.11 channel on which DUT is set up to transmit and receive traffic

	Transmit signal level
	DUT transmit power level setting in dBm

	RTS threshold
	Packet size threshold beyond which RTS/CTS handshakes are used by DUT

	Fragmentation threshold
	Packet size threshold beyond which fragmentation is performed by DUT

	QoS access category (AC)
	User priority level assigned to DUT transmit traffic per IEEE Std 802.11e

	Security mode
	Authentication and key management (AKM) suite, per IEEE Std 802.11i


Table 14. Configuration parameters for power-save buffer capacity
The tests described in this subclause should be first performed with the above configuration parameters being set up as per the baseline configuration. Once a trial using the baseline configuration has been carried out, the configuration parameters may be varied and additional trials carried out.

11.3.1.1 Baseline configuration
Table 3 specifies the baseline DUT setup that should be configured, measured and reported whenever this test is performed. 
	Parameter
	Description

	Channel
	Any available channel

	Transmit signal level
	Maximum transmit power supported by DUT

	RTS threshold
	2312 bytes

	Fragmentation threshold
	2312 bytes

	QoS access category (AC)
	No QoS being used (QoS control field not present)

	Security mode
	Open-system authentication with no AKM suite being used


Table 15. Baseline configuration parameters

11.3.1.2 Modifiers
The following DUT configuration parameters may be varied to conduct additional trials:

a)
Transmit signal level

b)
RTS threshold

c)
Fragmentation threshold

d)
IEEE 802.11e QoS support and QoS AC

e)
Security mode

11.3.2 Test conditions
Table 4 specifies the test conditions that should be established and maintained by the test traffic generator whenever this test is performed. In cases where sets of test conditions are specified, trials should be run for each combination.

	Parameter
	Description

	MAC frame sizes
	64, 128, 256, 512, 1024, 1528, 2048, 2332 bytes

	Frame formats
	Per RFC 2544 Appendix C with LLC/SNAP encoding per RFC 1042

	Number of STAs
	Number of test clients that are associated with the DUT

	PS-Poll delay
	Delay between DUT signalling of buffered data and retrieval by test client

	Retry limit
	At least 7

	PHY data rate
	Maximum supported by DUT

	Traffic generator signal level
	At least 10 dB below maximum level for 10% PER

	Trial duration
	At least 30 seconds; may range from 30 seconds to 300 seconds


Table 16. Test conditions
If the DUT implements an aging procedure (see 11.2.1.4 of IEEE Std 802.11-2003), the PS-Poll delay should not exceed the aging time set for by the DUT.

11.3.3 Procedure
The DUT and test equipment are initially set up according to the baseline configuration and using a starting combination of test conditions. The tester associates the required number of test clients with the DUT, and causes these clients to enter power-save (sleep) mode. The tester should verify that the test clients have entered power-save mode successfully and that the DUT is no longer transmitting data to the sleeping clients. The tester should then inject a predetermined number of test data frames to the wired side of the DUT for forwarding to each of the sleeping clients. After all of the test data frames have been sent to the DUT, the tester should wait for the power-save poll delay and then cause each of the sleeping test clients to wake up and retrieve their data. The number of unique frames successfully received by each client from the DUT is then counted.

If all of the test data frames were received successfully by the test clients, then the tester should increase the number of test data frames and repeat the trial; otherwise, if one or more test data frames were not received by the test clients, the tester should decrease the number of test data frames and repeat the trial. The process continues until the maximum number of test data frames that can be buffered and forwarded by the DUT is found. This is the power save buffer capacity of the DUT.
The same number of frames should be transmitted to each sleeping test client by the tester during a particular trial (i.e., the test data frames are spread uniformly across all test clients). The tester should also verify that the DUT signals (by means of its beacons) the presence of data for a given test client before causing the test client to wake up and obtain the buffered data. The tester should further ensure that the test clients continue to poll for and retrieve buffered data from the DUT until the DUT signals (again via its beacons) that no more data are present for the clients.

Additional trials are then performed in the same manner using different combinations of test conditions until all combinations have been exhausted. At a minimum, the test should be repeated with different frame sizes and numbers of clients.

After the baseline configuration has been tested, the process may be repeated with a new configuration, until the desired number of different configurations have been exercised.

11.3.4 Reported results
The results to be reported after performing the test procedure described above are the power-save buffer capacity of the DUT. The test conditions and configuration parameters corresponding to the trial should be reported as well. The results obtained from multiple trials should be specified separately.

The power-save buffer capacity should be reported in units of packets as well as bytes.

11.3.4.1 Special reporting requirements
If the DUT fails to enter power management mode, or fails to use the PS-Poll mechanism to receive frames destined for it, this must be reported along with the test results.

Additional Information
1 Standard and Test References
1.1 Standard References

The following standards documents are applicable to the metrics and test procedures described herein.

1.1.1 IEEE Std 802.11e-2005, Amendment 7: Medium Access Control (MAC) Quality of Service (QoS) Enhancements.

1.1.2 IEEE Std 802.11i-2004, Amendment 6: Medium Access Control (MAC) Security Enhancements.

1.1.3 IETF RFC 1042, A Standard for the Transmission of IP Datagrams over IEEE 802 Networks, February 1988.

1.1.4 IETF RFC 1242, Benchmarking Terminology for Network Interconnection Devices, July 1991.

1.1.5 IETF RFC 2285, Benchmarking Terminology for LAN Switching Devices, June 1998.
1.1.6 IETF RFC 2544, Benchmarking Methodology for Network Interconnect Devices, March 1999.

1.1.7 IETF RFC 2889, Benchmarking Methodology for LAN Switching Devices, August 2000.

1.2 Test References
No test references are required.
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