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Thursday, July 7, 2005
9:04 am MST

Call to Order & Agreement on Agenda
Meeting called to order on Thursday, July 7, 2005 by Jesse Walker.

Chair:  Agenda discussion

Proposed Agenda:
· Meeting Called to Order/Roll Call

· Provide comments on the TGw requirements submission 11-05-521 by Jon Edney et. al.
· Adjourn
Meeting Called to Order/Roll Call

Clint Chaplin

Emily Qi

Kapil Sood

Fabrice Stevens

Sandy Turner

Jesse Walker

Nancy Cam-Winget

Approve Agenda
Chair:  Jesse Walker welcomed the attendees.  He identified the participants for the Recording Secretary, Sandy Turner.  He said the agenda was to discuss any further changes to the TGw requirements document (11-05-521).  
Requirements for Management Frame Protection 11-05-0521-02 Jon Edney et. Al.
The Chair asked if anyone had anything to discuss.
Comment:  On another topic, there will be a two slide presentation planning to give at the plenary.  Will Jesse do this?

Chair:  Action item - Can anyone help?
Comment:  I can help (Nancy Cam-Winget), but not do if from scratch.

Chair:  There will two slides: One slide describing when to have a vote schedule on this, when we’ll have further discussion and potential changes.  The second slide will be trying to summarize the requirements we’ve identified and summarized in the opening section.  How does that sound?
Comment:  We only have 5 minutes on the agenda.
Chair:  If we approve the first slide, we’ll issue a call for proposals.

Comment:  We should have a timeline.

Chair: We had a brief discussion in Cairns.  Slide ware is due at the September meeting in Garden Grove and text will be required in the November meeting in Vancouver.  Then we’ll have a down select. Assuming a small number of proposals, we’ll have a down select in January.  That’s how I remember the discussion in Cairns.
Comment:  What’s the best case for the letter ballot?

Chair:  If we did complete the down select in January, we would start the letter ballot in July or September of next year.  We have an easier problem than most of the other task groups - much more well defined.  We have a restricted problem and can make rapid progress.
Comment:  The beacon is not protected – is that correct?

Chair:  That’s correct.  If someone comes up with an algorithm for it.
Comment:  What are the requirements?

Chair:  The minimum requirements are replay protected and integrity protected.

Comment:  This should be a challenge to the task group.  Mesh has some requirements for this.
Comment:  That’s in part our rational for the five minutes in front of the whole 11 plenary.  We only want to focus on specific areas.  If we bind ourselves to other groups, we’ll never finish our PAR.

Comment:  What’s the reason for this group?

Chair:  As my position of Chair, if someone brings a proposal for protecting beacons that is sound, then I’m certainly going to let the proposal be given to the group and the group can evaluate it for soundness and I’d be surprised if it they would not take it on.
Comment:  We should put some note in the requirements that if people can come up with reasonable techniques, we don’t want to discourage that.
Chair:  Make sure Jon Edney updates this.

ACTION ITEM:  Jon Edney will update the requirements document (11-05-0521) to allow for submissions of algorithms that feasily protection Class 1 and Class 2 frames. 
Comment:  All my sponsors are military and they hope we can solve the protection of beacons.  What should we do?

Chair:  It’s not a hard requirement that we solve this.  We may look at it if people bring forth algorithms.

Comment:  I think we’re jumping to the next step – finding the solution.  With respect to the requirements, if we make it a requirement and not meet it, the PAR potentially fails.
Chair:  As far as the language in the requirements, there is no harm to say the task group will consider proposals made on solving this.  The requirement is that it is cryptographically sound.  No one has remotely suggested an algorithm to work.
Comment:  What wording should we have to address Nancy’s concern?
Comment:  Let’s not make it a hard requirement.

Comment:  But we can’t just ignore it.

Chair:  I share Nancy and Clint’s concerns.  Let’s not make it a hard requirement.  The language should be that we’ll consider algorithms proposed to protect Class 1 and Class 2 frames, but we don’t require the task group to solve these if no algorithms come forth to solve the problem.
Comment:  We’re in violent agreement.
Chair:  If people agree to this way forward, we can craft some language to consider algorithms for protecting Class 1 and 2 frames, but will not mandate that we accept any of these algorithms unless they actually seem to work.  Any disagreement with that?

None.

Chair:  Ok, we’ll convey that to Jon Edney and update the document.  Any other considerations?

Comment:  Probably to address Nancy, what if other groups come up with new control and management frames?  We only consider known frames.

Chair:  This extends to future frames as well.  Is this not covered in the document?
Comment:  We covered this before.

Chair:  Do we have anything in the document?

Comment:  Only management, not control frames.

Comment:  We can’t future proof a standard.  Something extensible would be nice to have.

Chair:  We need some guidelines or rules for how these mechanisms would be used.  It’s difficult to see how other task groups would protect management frames without guidance.  If it’s Class 3 only, we have a good idea on how to protect them.
Comment:  We should say in the requirements that for future frames in Class 3, mechanisms from this task group can be extended.
Chair:  I believe so. 
Comment:  Document 521r0 goal 100 says it includes new management frames as new management frames are developed.  These mechanisms are a goal, not a requirement.  We can’t future proof a standard.
Comment:  In the future, future amendments will add themselves into the standard.  We can only address what we currently know.  We can’t reference unaccepted amendments to the standard.  This is the best we can do.
Comment:  Should we add the word extensible to future frames?

Comment:  Extensible, but we have to draw a line.

Chair:  We need some sort of guidance for future task groups to use our work

Comment:  Ok.

Chair:  If the group makes it a requirement, it will be.
Comment:  If other task groups come up with new frames, will there be a new group to protect the frame?

Chair:  It’s up to other task groups to take responsibility and use 11i, 11w and 11r.

Comment:  One other issue regarding Mesh.  Most things we’ve talked about are infrastructure deployment structures, not Mesh.
Comment:  I don’t know what Mesh will look like.
Comment:  We should clarify.  It’s not explicitly stated.

Chair:  I’ve had several discussions with Steve Conner, the editor of Mesh.  He believes we’re meeting the requirements.  He’s a representative voice of Mesh.  Once we put them on notice, they have to get involved or at letter ballot.

Comment:  At the July meeting, all the Mesh proposals will be on the table.  Steve Conner can’t speak for the whole Mesh group.

Chair:  He’s a representative voice.

Comment:  Let’s bring back to my alliance and mesh beacons and new management frames.  If TGw doesn’t address the security requirements, we’ll have to do it.

Chair:  Two things:  Address it yourself.  Bring it into TGw.  People who bring realistic proposals in will get a realistic hearing and the group will decide if we do it in TGw.  My hope is the group shouldn’t take it on if the algorithm doesn’t work.

Comment:  What’s your recommendation?  TGw?
Chair:  One can bring proposals into TGw and get a hearing.  Part of the hearing is there will be an evaluation.  If it meets the security requirements, replay protected and forgery protected, and one has an algorithm that accomplishes that in Class 1 and 2 frames, I can live with it.  Hopefully the rest of the task group would take it on.  If it doesn’t meet those requirements, the hope is the task group would not take it on because it did not meet the minimal security requirements.
Comment:  How do you know it isn’t meeting the requirements?

Comment:  There’s a vote.

Chair:  How people vote depends on what problems they want to solve.  Since w is security, hopefully a forum exists to discuss this.  Is there anything else?
None

Chair:  Ok, let’s have a review of the action items for the meeting.  I need to write a presentation.  Thus far, only Nancy will review the first pass.

Comment:  Yes.

Chair:  After she and I agree on slides, I’ll post them to the server and have a discussion on the reflector.  Are there any other action items?

ACTION ITEM:  Jesse Walker will write TGw overview slides that he will present at the July Plenary.  Nancy Cam-Winget will review the slides before they are posted to the reflector for discussion.
Comment:  Jon Edney needs to be notified to update the requirements.

Chair:  Copy Jon on the minutes and discuss how to allow, but not require protection of Class 1 and 2 frames, including beacons.  Anything else? 
None

Chair:  Hearing none, any objections to adjourning?
None

Chair:  We’re adjourned.

Adjourn 

9:33 am MST

References:

Notice: This document has been prepared to assist IEEE 802.11. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.





Release: The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.  The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.11.





Patent Policy and Procedures: The contributor is familiar with the IEEE 802 Patent Policy and Procedures <� HYPERLINK "http://%20ieee802.org/guides/bylaws/sb-bylaws.pdf" \t "_parent" �http:// ieee802.org/guides/bylaws/sb-bylaws.pdf�>, including the statement "IEEE standards may include the known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  Early disclosure to the Working Group of patent information that might be relevant to the standard is essential to reduce the possibility for delays in the development process and increase the likelihood that the draft publication will be approved for publication.  Please notify the Chair <� HYPERLINK "mailto:stuart.kerry@philips.com" \t "_parent" �stuart.kerry@philips.com�> as early as possible, in written or electronic form, if patented technology (or technology under patent application) might be incorporated into a draft standard being developed within the IEEE 802.11 Working Group. If you have questions, contact the IEEE Patent Committee Administrator at <� HYPERLINK "mailto:patcom@ieee.org" \t "_parent" �patcom@ieee.org�>.





Abstract


Minutes of the 802.11 Protected Management Frames teleconference held July 7, 2005.

















Submission
page 6
Sandy Turner, LANL

