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Overview
11r section 8A.1.4 defines a notation for the EAPOL-Key frames used in Fast BSS Transition, which is:

EAPOL-Key-FT(S, M, A, I, K, KeyRSC, ANonce/SNonce, MIC, RSNIE, GTK, N, KeyName, TSIE, TRIE, KeyLifetime)

11i had previously defined a nontation for the EAPOL-Key frames used in the 4-way handshake, in section 8.5.2.2, as:


EAPOL-Key(S, M, A, I, K, KeyRSC, ANonce/SNonce, MIC, RSNIE, GTK[N])

In the actual messages, the KeyData field contains a sequence of Information Elements (of arbitrary types).  11i uses this KeyData to hold the RSNIE, GTK, Initiator MAC KDE, and STAKey.  11r uses it to hold, in addition, TSIE, TRIE, and TIE.
A common notation would be:


EAPOL-Key(S, M, A, I, K, KeyRSC, ANonce/SNonce, MIC, DataIEs)

where


DataIEs  is a sequence of zero or more Information Elements

The changes needed to implement this notation change involve 

1. changing every use of KAPOL-Key-FT (removing the “-FT”),

2. removing any empty parameters after the MIC for all uses of EAPOL-Key in section 8,

3. removing any empty parameters after the MIC for all uses of EAPOL-Key(-FT) in section 8A

4. combining the “R2Name” that appears in many uses of EAPOL-Key(-FT) into the RSNIE

5. combining the “N” that appears in some uses of EAPOL-Key(-FT) into the GTK

The notation for a EAPOL-Key frame contained in the EAPKIE in various action frames or Authentication frames is inconsistent in clause 8A, sometimes using EAPOL-Key(…) and sometimes using EAPKIE(…).  This contribution makes all the uses consistent as EAPKIE(EAPOL-Key(…)), and adds text to clause 8A.1.4 (Notation) to show this notation.

In addition, in section 8A.2 Figure 121D doesn’t quite match the text as to contents of messages.  This contribution fixes those errors as well. This is a technical change.
Where a Time interval Information Element is needed in an EAPOL-Key message, it is currently encapsulated in the KeyData field.  This occurs in messages #2 and #4 in the FBT authentication sequence. But when a TIE is needed in a EAPKIE, due to constraints on the maximum length of the EAPOL-Key frame when encapsulated, it is preferred that the TIE be a separate IE. The changes below include this technical change.
Document Changes

Change section 8.5.2.2 as follows:
The following notation is used throughout the remainder of clause 8.5 and in clause 8A to represent EAPOL-Key frames:


EAPOL-Key(S, M, A, I, K, KeyRSC, ANonce/SNonce, MIC, DataIEs RSNIE, GTK[N])

…


RSNIE

is the RSN information element. This is in the Key Data field


GTK

is the encapsulated GTK. This is in the Key Data field.


N

is the key idenfier, which specifies which index should be used for this GTK. 




Index 0 shall not be used for GTKs, except in mixed environments, as described 




in 8.5.1.

DataIEs is a sequence of zero or more Information Elements, contained in the Key Data field, 






which may contain:



RSNIE


the RSN information element, 

RSNIE[KeyName]
RSNIE, with the PMKID field set to KeyName

GTK


the encapsulated GTK

GTK[N]

GTK, with key identifier field set to N. The key identifier 




specifies which index should be used for this GTK. Index 0 shall 




not be used for GTKs, except in mixed environments, as 




described in 8.5.1.

TSIE


the Fast BSS Transition Security Information Element

TRIE


the Fast BSS Transition Resource Information Element

TIE[IntervalType]
a Time Information Element of type IntervalType, containing, 




e.g.  for type KeyLifetime,  the lifetime of the FBT Key 



Hierarchy.

Change section 8.5.3 as follows:

Message 1: Authenticator -> Supplicant: EAPOL-Key(0,0,1,0,P,0,ANonce,0,0,0)

Message 2: Supplicant -> Authenticator: EAPOL-Key(0,1,0,0,P,0,SNonce,MIC,RSNIE,0)

Message 3: Authenticator -> Supplicant: EAPOL-Key(1,1,1,1,P,KeyRSC,ANonce,MIC, RSNIE, GTK[N])

Message 4: Supplicant -> Authenticator: EAPOL-Key(1,1,0,0,P,0,0,MIC,0,0)

Change section 8.5.4 as follows:

Message 1: Authenticator -> Supplicant: EAPOL-Key(1,1,1,0,G,KeyRSC,0,MIC,0,GTK[N])

Message 2: Supplicant -> Authenticator: EAPOL-Key(1,1,0,0,G,0,0,MIC,0,0)

Change section 8.5.5 as follows:

STAKey Request: Initiating STA -> Authenticator:


EAPOL-Key(1,1,0,0,G/0,0,0,MIC,0,Peer MAC KDE)

Message 1: Authenticator -> Peer STA:


EAPOL-Key(1,1,1,0,G/0,0,0,MIC,0,Initiator MAC KDE, STAKey)

Message 2: Peer STA -> Authenticator:


EAPOL-Key(1,1,0,0,G/0,0,0,MIC,0,Initiator MAC KDE, STAKey)

Message 1: Authenticator-> Initiating STA:


EAPOL-Key(1,1,1,0,G/0,0,0,MIC,0,Peer MAC KDE, STAKey)

Change section 8.5.6.3 as follows:

If A=1 && State != Failed then


Send EAPOL-Key(0,1,0,0,K,0,TSNonce,0,0,MIC(TPTK),RSNIE,0)
endif

Change section 8A.1.4 as follows:

The Fast BSS Transition extends the EAPOL-Key frames, as defined in Section 8. The extension allows the EAPOL-Key frames to convey and authenticate information about the security and resource contexts. The new information about security and resource contexts is conveyed in the Key Data portion of the EAPOL Key frame. The following notation is used throughout the remainder of this clause to represent this updated EAPOL-Key frames:

EAPOL-Key-FT(S, M, A, I, K, KeyRSC, ANonce/SNonce, MIC, RSNIE, GTK, N, KeyName, TSIE, TRIE, KeyLifetime)

where the parameters are as defined in section 8.5.2.2, with the following additions:

- KeyName is the name of the Key being referenced by this exchange e.g. R2Name. This is in the RSNIE PMKID field.

- TSIE is the Fast BSS Transition Security Information Element. This is in the Key Data field.

- TRIE is the Fast BSS Transition Resource Information Element. This is in the Key Data field.

- KeyLifetime is the lifetime of the FBT Key Hierarchy. That is, it is the lifetime of all the PMK keys, PMK-R0, PMK-R1 and PMK-R2. This is present in the Key Data field. This field is represented as the Time Interval IE (TIE) of type KeyLifetime.

When the EAPOL-Key frame is encapsulated as an EAPKIE, then there may be other associated data that is protected by the MIC inside the EAPOL-Key frame.

The notation EAPKIE(EAPOL-Key(-)) refers to an EAPOL-Key frame, as defined in section 8.5.2.2, encapsulated in an EAPKIE, as described in section 7.3.2.45.  
Change the text in Figure 121D, First Contact to enable TSTA’s Fast BSS Transition, as follows (NOTE that this is also changing the contents of the figure to match the text):

EAPOL-Key-FT(0,0,1,0,P,0,ANonce,0,RSNIEAP[R2Name],0,R2Name,TSIEAP,TRIEAP,0,0,TIE[KeyLifetime],0)

EAPOL-Key-FT(0,1,0,0,P,0,SNonce,MIC,RSNIESTA[R2Name],0,R2Name,TRIESTA,TSIESTA,TRIESTA,0,0,0)

EAPOL-Key-FT(1,1,1,10,P,0,ANonce,MIC,RSNIEAP[R2Name],GTK[N],N,R2Name,TRIEAP,TSIEAP,0,0,TIE[KeyLifetime])

EAPOL-Key-FT(1,1,0,0,P,0,0,MIC,0,0,0,0,0,0,0,0)

Change section 8A.2 as follows:

TTAP->TSTA:
Data(EAPOL-Key-FT(0,0,1,0,P,0,ANonce,0,RSNIEAP[R2Name],0,0,R2Name,0,0,TIE[KeyLifetime]))
TSTA->TTAP:

Data(EAPOL-Key-FT(0,1,0,0,P,0,SNonce,MIC,RSNIESTA[R2Name],0,0,R2Name,TRIESTA,TSIESTA,0))
TTAP->TSTA:

Data(

EAPOL-Key-FT(1,1,1,1,P,0,ANonce,MIC,RSNIEAP[R2Name],GTK[N],N,R2Name,TRIEAP,TSIEAP,0,0,TIE[KeyLifetime]))
TSTA->TTAP:

Data(EAPOL-Key-FT(1,1,0,0,P,0,0,MIC,0,0,0,0,0,0,0))
Just for purposes of clarity, the final text of these four messages will be:

TTAP->TSTA:

Data(EAPOL-Key(0,0,1,0,P,0,ANonce,0,RSNIEAP[R2Name],TIE[KeyLifetime]))

TSTA->TTAP:

Data(EAPOL-Key(0,1,0,0,P,0,SNonce,MIC,RSNIESTA[R2Name], TRIESTA,TSIESTA))

TTAP->TSTA:

Data(EAPOL-Key(1,1,1,1,P,0,ANonce,MIC,RSNIEAP[R2Name],GTK[N],TRIEAP,TSIEAP,TIE[KeyLifetime]))

TSTA->TTAP:

Data(EAPOL-Key(1,1,0,0,P,0,0,MIC))

Change section 8A.3 as follows:
TSTA->TTAP:


Auth-FT(FT,0,0SC,TRIESTA,TSIESTA,RSNIESTA,EAPKIE(EAPOL-Key-FT(0,0,1,0,P,0,SNonce,0,0,0,0,0,0,0,0)))
TTAP->TSTA: 

Auth-FT(FT,1,SC,TRIEAP,TSIEAP,RSNIEAP,TIE[KeyLifetime],EAPKIE(EAPOL-Key-FT(0,0,0,0,P,0,ANonce,0,0,0,0,0,0,0,TIE[KeyLifetime])))
TSTA->TTAP:

Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(EAPOL-Key(0,1,1,1,P,0,ANonce,MIC,0,0,0,0,0,0,0)))
TTAP->TSTA:

Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, TIE[KeyLifetime], EAPKIE(EAPOL-Key(1,1,0,1,P,0,SNonce,MIC,0,GTK[N], N,0,0,0, TIE[KeyLifetime])))
Change section 8A.4.1 as follows:
TSTA->TTAP: Auth-FT(FT, 0, 0SC, TRIESTA, TSIESTA, RSNIESTA, EAPKIE(EAPOL-Key-FT(0, 0, 1, 0, P, 0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0)))
TTAP->TSTA: Auth-FT(FT, 1, SC, TRIEAP, TSIEAP, RSNIEAP, TIE[ReassocDeadline], TIE[KeyLifetime], EAPKIE(EAPOL-Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime])))
TSTA->TTAP: Auth-FT(FT, 2, 0, TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(EAPOL-Key(0, 1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0)))
TTAP->TSTA: Auth-FT(FT, 3, SC, TRIEAP, TSIEAP, RSNIEAP, RIC-Response, TIE[ReassocDeadline], TIE[KeyLifetime], EAPKIE(EAPOL-Key(1, 1, 0, 1, P, 0, SNonce, MIC, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime])))
TSTA->TTAP:

Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(EAPOL-Key(0,1,1,1,P,0,ANonce,MIC,0,0,0,0,0,0,0)))
TTAP->TSTA:

Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, TIE[KeyLifetime], EAPKIE(EAPOL-Key(1,1,0,1,P,0,SNonce,MIC,0,GTK[N], N,0,0,0, TIE[KeyLifetime])))
Change section 8A.4.2 as follows:

TSTA->CAP: FT Action Request (TTAP, TRIESTA, TSIESTA, RSNIESTA, EAPKIE(EAPOL-Key-FT(0, 0, 1, 0, P, 0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0)))
CAP->TSTA: FT Action Response (TTAP, TRIEAP, TSIEAP, RSNIEAP, TIE[ReassocDeadline], TIE[KeyLifetime], EAPKIE(EAPOL-Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime])))
TSTA->CAP: FT Action Confirm (TTAP, TRIESTA, TSIESTA, RSNIESTA, RIC-Request, TIE[ReassocDeadline], EAPKIE(EAPOL-Key((0, 1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0)))
CAP->TSTA: FT Action Acknowledgement (TTAP, TRIEAP, TSIEAP, RSNIEAP, RIC-Response, TIE[ReassocDeadline], TIE[KeyLifetime], EAPKIE(EAPOL-Key(1, 1, 0, 1, P, 0, SNonce, MIC, 0, 0, 0, TIE[KeyLifetime])))
TSTA->TTAP:

Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(EAPOL-Key(0,1,1,1,P,1,ANonce,MIC,0,0,0,0,0,0,0)))
TTAP->TSTA:

Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, TIE[KeyLifetime], EAPKIE(EAPOL-Key(1,1,0,1,P,1,SNonce,MIC,0,GTK[N], N,0,0,0, TIE[KeyLifetime])))
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Abstract


11r D0.00 defined a notation for the use of EAPOL-Key messages for Fast BSS Transition that was slightly different from the notation used in the 11i amendment.  There is no apparent reason to keep a separate notation.





This contribution proposes a set of changes to the existing 11i notation of EAPOL-Key messages that extends to cover the uses with FBT.





This is mainly a change to the way that the contents are being presented in the document, and not changes to the actual message contents. However, this contribution does fix several discrepancies between the text of section 8A.2 and Figure 121D, in favor of the text.





This contribution also removes several cases of “double encapsulation”, where an IE (e.g. TIE) is being encapsulated in an EAPOL-Key frame, which is then being encapsulated into an IE (an EAPKIE).
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