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Overview
Section 8.5A.9 gives a definition of the FBT Authentication frame sequence.  However, it calls all of the frames type=Management/sub-type=Authentication.  The frame sequence can appear in several other forms, e.g. Authentication/Reassociation messages, Action messages, or Action/Reassociation messages.

This contribution proposes more general text for section 8.5A.9 that covers the various mappings of the authentication sequences into actual 802.11 messages. Intention is to make this section describe the contents of each of the information elements, and leave section 8A.4 to place the set of IEs into other 802.11 messages.
Assumptions made in this contribution that are open for discussion:

1. General assumption is made that this sequence will only be used in an RSN; that if security is not enabled then this section will not be be applicable and other sections will deal with the degenerate case.

2. The Station identity is stated as always being in the SA field of the header, regardless of whether the message is TSTA->TTAP or TTAP->TSTA.  Is this correct? Assumed that it is correct.
3. The Key Lifetime appears in the second and fourth messages of the sequence. But for both messages, one place in the text (second paragraph of text) says it may appear, and another (in the authentication algorithm dependent information) says it must appear. Assumed that it must appear.

Further contributions needed in this section:

1. When using pre-reservation, there are six messages shown in figure 121B and 121C. What are the authentication elements in the fifth and sixth messages?  While they look to be identical to messages #3 and #4 (which does not seem quite correct), they should be defined here as well.

2. When errors occur, under what circumstances should a STA re-send the same message and when should a STA advance to the next message in the sequence?

Document Changes

Change section 8.5A.9 as follows:

8.5A.9 Fast Transition Authentication sequence 

The FT Authentication sequence is invoked to initiate a Fast BSS Transition in an RSN. The first two messages in the sequence are used to allow each TSTA and TTAP to provide their random contributions SNonce and ANonce respectively. These values must be random and are used to generate the PTK. The first two messages are also used to enable the TTAP to provision the PMK-R2, and for the TSTA and TTAP to compute the PTK. As the PTKSA must be established to protect the resource reservation in a RSNA enabled TSTA, no resources may be requested in the first two messages. 
The third and fourth messages in the sequence are used to prove liveness of the PTK and to enable authenticated resource reservation. 
The FT Authentication sequence is always initiated by the TSTA and responded by the TTAP.
The Fast Transition Authentication sequence described in this clause is transported in various frames depending on the circumstances.  For instance, they may all appear as Authentication frames, as described in Section 7.2.3.10.  Alternatively, they may all appear as Action frames, as described in Section 7.4.3. Alternatively they may appear as a combination of Authentication frames, Action frames, and Reassociation frames.  See section 8A.3 and 8A.4 for further specification of the various transport mechanisms.
In all cases, regardless of the transport mechanism, the information contained in the Fast Transition Authentication sequence consists of a contiguous sequence of Information Elements, as shown in the following table:
Table XXX: Fast Transition Authentication Information Elements
	Order
	Information
	Notes

	1
	Count IE
	Specifies the number of IEs protected by the MIC in the EAPKIE (this IE, and succeeding IEs up through and including the EAPKIE). Described in section 7.3.2.38.

	2
	Time Interval IE
	May optionally appear in the second and fourth messages of the sequence, and contains the Reassociation Deadline time.

	3
	RSN
	RSN Information Element. Described in section 7.3.2.25.

	4
	TRIE
	Fast Transition Resource IE, to convey the Fast Transition resource capabilities. Described in section 7.3.2.39.

	5
	TSIE
	Fast TransitionSecurity IE, to convey the Fast Transition security capabilities. Described in section 7.3.2.30.

	6
	RIC
	Resource Information Container, that may appear in the third and fourth messages of the Fast Transition Authentication sequence. Described in section 7.3.2.43

	7
	Time Interval IE
	Appears in the second and fourth messages of the sequence, and contains the Key Lifetime

	8
	EAPKIE
	An IE encapsulating an EAPOL-Key message, which includes the required information for a Fast Transition


8.5A.9.1 FT Authentication sequence: contents of first message 
The first message of the FT Authentication sequence is used by the TSTA to initiate a Fast BSS Transition when RSNA is enabled. The TSTA shall, in the TSIE, include the corresponding key names of the key hierarchy it is using to generate the PTK. By including the key names and their respective key holders, the TTAP can use this information to ensure it has the corresponding PMK-R2 or request for the appropriate PMK-R2. Additionally, the TSTA shall also include the SNonce as its random contribution to ensure the derivation of a fresh PTK. 












This information is sent from the TSTA to the TTAP.

The identity of the TSTA shall be asserted in the SA field of the message header.

The identity of the TTAP shall be asserted in the DA field of the message header, or (when the FT Authentication frame is being relayed over-the-DS to the TTAP) in the TTAP field of the FT Action frame.

The Count IE shall contain:

· Value shall be set to 5, as the number of information elements in the authentication sequence in this frame.

The RSN IE shall contain:

· Version shall be set to 1.
· PMKID count shall be set to 1.

· PMKID field shall contain the R2Name
The Fast Transition Resource Information Element (TRIE) shall contain:

· Resource mechanisms shall indicate the capabilities of the TSTA.

· Resource Mobility Domain shall indicate the domain name obtained from the current AP during (re)-association.
The Fast Transition Security Information Element (TSIE) shall contain:

· Security Mobility Domain shall indicate the domain name obtained from the current AP during (re)-association.
· Key holder IDs (R0KH-ID, R1KH-ID, and R2KH-ID) shall indicate the values obtained from the current AP during (re)-association.

The EAPKIE shall contain:
· Key-Nonce shall be set to the SNonce, a value chosen randomly by the TSTA.
· All other fields shall be set to 0. 
8.5A.9.2 FT Authentication sequence: contents of second message 
The second message of the FT Authentication sequence is used by the TTAP to respond to the requesting TSTA. The TTAP shall also, in the TSIE, echo the key holders and key names used to generate the PTK. Additionally it shall also include the ANonce.

The response shall also include a status and may return with a key lifetime (for the FT key hierarchy) and a (re)association deadline. The reassociation deadline is the time allotted for the TSTA to initiate reassociation. 















This information is sent from the TTAP to the TSTA.

The identity of the TSTA shall be asserted in the SA field of the message header.

The identity of the TTAP shall be asserted in the DA field of the message header, or (when the FT Authentication frame is being relayed over-the-DS to the TTAP) in the TTAP field of the FT Action frame.

The Count IE shall contain:

· Value shall be set to the number of information elements in the authentication sequence in this frame (value shall be 7 if the Reassociation Deadline value is present, otherwise value shall be 6).

A Time Interval IE may appear, and if it appears it shall contain:

· Time interval type shall be set to 1 (Re-association deadline)

· Time interval value shall be set to the reassociation deadline time.

The RSN IE shall contain:

· Version shall be set to 1.

· PMKID count shall be set to 1.

· PMKID field shall contain the R2Name

The Fast Transition Resource Information Element (TRIE) shall contain:

· Resource mechanisms shall indicate the capabilities of the TTAP.

· Resource Mobility Domain shall indicate the domain name of the TTAP.

The Fast Transition Security Information Element (TSIE) shall contain:

· Security Mobility Domain shall indicate the domain name of the TTAP.

· Key holder IDs (R0KH-ID, R1KH-ID, and R2KH-ID) shall echo the key holder identification provided by the TSTA in the first message.

A Time Interval IE shall contain:

· Time interval type shall be set to 2 (Key Lifetime value)

· Time interval value shall be set to the key lifetime.

The EAPKIE shall contain:

· Key-Nonce shall be set to the ANonce, a value chosen randomly by the TTAP.
· All other fields shall be set to 0. 

8.5A.9.3 FT Authentication sequence: contents of third message 
The third message of the FT Authentication sequence is used by the TSTA to assert that it has a valid PTK and to authenticate a resource request. If no resources are required, then the TSTA omits inclusion of the RIC. 













This information is sent from the TSTA to the TTAP.

The identity of the TSTA shall be asserted in the SA field of the message header.

The identity of the TTAP shall be asserted in the DA field of the message header, or (when the FT Authentication frame is being relayed over-the-DS to the TTAP) in the TTAP field of the FT Action frame.

The Count IE shall contain:

· Value shall be set to the number of information elements in the authentication sequence in this frame (variable).

The RSN IE shall contain:

· Version shall be set to 1.

· PMKID count shall be set to 1.

· PMKID field shall contain the R2Name

The Fast Transition Resource Information Element (TRIE) shall contain:

· Resource mechanisms shall indicate the capabilities of the TSTA.

· Resource Mobility Domain shall indicate the domain name obtained from the current AP during (re)-association.
· TRIE shall be identical to the TRIE presented in the first message of this sequence.
The Fast Transition Security Information Element (TSIE) shall contain:

· Security Mobility Domain shall indicate the domain name obtained from the current AP during (re)-association.

· Key holder IDs (R0KH-ID, R1KH-ID, and R2KH-ID) shall indicate the values obtained from the current AP during (re)-association.
· TSIE shall be identical to the TSIE presented in the first message of this sequence.
If resources are being requested by the TSTA, then a RIC shall be included.

The EAPKIE shall contain:

· Key-Nonce shall be set to the ANonce value as provided by the TTAP in the second message of the sequence.
· In the Key Information field, Install (bit 6), Key Ack (bit 7), Key MIC (bit 8), and Secure (bit 9) shall be set.
· The MIC shall protect the contents of the message, starting with the Count IE up through and including the end of the EAPKIE.

· All other fields shall be set to 0. 

8.5A.9.4 FT Authentication sequence: contents of fourth message 
The fourth message of the FT Authentication sequence is used by the TTAP to respond to the requesting TSTA. The fourth message serves as final confirmation of both liveness of the PTK to the TSTA and resource availability. Note however that the RIC-IE will be absent if no resources are requested.

The response shall also include a status and may return with a key lifetime (for the FT key hierarchy) and a (re)association deadline. The reassociation deadline is the time allotted for the TSTA to initiate reassociation. 















This information is sent from the TTAP to the TSTA.

The identity of the TSTA shall be asserted in the SA field of the message header.

The identity of the TTAP shall be asserted in the DA field of the message header, or (when the FT Authentication frame is being relayed over-the-DS to the TTAP) in the TTAP field of the FT Action frame.

The Count IE shall contain:

· Value shall be set to the number of information elements in the authentication sequence in this frame (variable).

A Time Interval IE may appear (if resources are being requested, then a Time Interval IE shall appear), and if it appears it shall contain:

· Time interval type shall be set to 1 (Re-association deadline)

· Time interval value shall be set to the reassociation deadline time.

The RSN IE shall contain:

· Version shall be set to 1.

· PMKID count shall be set to 1.

· PMKID field shall contain the R2Name

The Fast Transition Resource Information Element (TRIE) shall contain:

· Resource mechanisms shall indicate the capabilities of the TTAP.

· Resource Mobility Domain shall indicate the domain name of the TTAP.
· TRIE shall be identical to the TRIE presented in the second message of this sequence.

The Fast Transition Security Information Element (TSIE) shall contain:

· Security Mobility Domain shall indicate the domain name of the TTAP.

· Key holder IDs (R0KH-ID, R1KH-ID, and R2KH-ID) shall indicate the values of the FT Key Hierarchy at the TTAP.
· TSIE shall be identical to the TSIE presented in the second message of this sequence.
If resources were requested by the TSTA, then a RIC Response shall be included.

A Time Interval IE shall contain:

· Time interval type shall be set to 2 (Key Lifetime value)

· Time interval value shall be set to the key lifetime.

The EAPKIE shall contain:

· Key-Nonce shall be set to the SNonce value as provided by the TSTA in the first message of the sequence.

· In the Key Information field, Install (bit 6), Key MIC (bit 8), and Secure (bit 9) shall be set.

· The MIC shall protect the contents of the message, starting with the Count IE up through and including the end of the EAPKIE.

· All other fields shall be set to 0. 

Change section 8A.3 as follows:
When a TSTA wishes to perform an Over-the-Air Fast BSS Transition without Reservation to a TTAP, the TSTA and TTAP perform the following exchange:

TSTA->TTAP: Auth-FT(FT, 0, SC, {Authentication Message #1 IEs})

TTAP->TSTA: Auth-FT(FT, 1, SC, {Authentication Message #2 IEs})

The Information Elements in Authentication Message #1 and Authentication Message #2, and their required contents, are given in section 8.5A.9.1 and 8.5A.9.2.

If the SC returned by the TTAP is 0, indicating success, the TSTA continues with (Re)Association.

On successful FT Authentication, the TSTA completes State 1 and proceeds to State 2. Note that while the TSTA is 802.11 Authenticated, the 802.1X port remains blocked. This behavior is consistent to that defined by 802.11i.

If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastructure". The method by which is retrieves the key is beyond the scope of this specification.

The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged nonces as specified in Section 8.5A.8. 

The TSTA must send a Reassociation Request to the TTAP within the Time Interval IE's Reassociation Deadline specified in milliseconds or the TTAP will delete the PTKSA. 

TSTA->TTAP: Reassociation Request({Authentication Message #3 IEs})

TTAP->TSTA: Reassociation Response({Authentication Message #4 IEs})

The Information Elements in Authentication Message #3 and Authentication Message #4, and their required contents, are given in section 8.5A.9.3 and 8.5A.9.4.

The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT 802.11 Authentication Request. In the same reassociation request, the TSTA may request for resources by including a RIC-Request. To authenticate the request, an encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP's ANonce and authentication tag in the respective Key Nonce and MIC fields. Finally, the TTAP specifies the FT Key Hierarchy lifetime as part of the Key Data field.

At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has been established.
Change section 8A.4.1 as follows:
When a TSTA wishes to perform an Over-the-Air Fast BSS Transition with Reservation to a TTAP, the TSTA and TTAP perform the following exchange:

TSTA->TTAP: Auth-FT(FT, 0, SC, {Authentication Message #1 IEs})

TTAP->TSTA: Auth-FT(FT, 1, SC, {Authentication Message #2 IEs})

The Information Elements in Authentication Message #1 and Authentication Message #2, and their required contents, are given in section 8.5A.9.1 and 8.5A.9.2.

If the SC returned by the TTAP is 0, indicating success, the TSTA continues with the next exchange in the FT Authentication. Class 2 frames are not yet allowed as the authentication exchange has not been completed.

If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastructure". The method by which is retrieves the key is beyond the scope of this specification.

The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged nonces as specified in Section 8.5A.8. 

The TSTA must complete the remainder of the FT Authentication exchange and send a Reassociation Request to the TTAP within Reassociation Deadline milliseconds or the TTAP will delete the PTKSA and release any reserved resources. 

TSTA->TTAP: Auth-FT(FT, 2, 0, {Authentication Message #3 IEs})

TTAP->TSTA: Auth-FT(FT, 3, SC, {Authentication Message #4 IEs})

The Information Elements in Authentication Message #3 and Authentication Message #4, and their required contents, are given in section 8.5A.9.3 and 8.5A.9.4.

On successful completion of the FT Authentication exchange for pre-reservation, the PTKSA has been established and proven live. Thus, the Key Replay Counter shall be initialized to zero and the subsequent FT EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.

Similarly, on successful completion of the FT Authentication exchange for pre-reservation, both the PTKSA and QoS resources are guaranteed to be reserved until the Reassociation Deadline. 

If the SC returned by the TTAP is 0, indicating success, the 802.1X port remains blocked and Class 1 & 2 frames are now allowed between the TSTA and the TTAP, and the TSTA continues with (Re)Association:

TSTA->TTAP: Reassociation Request({Authentication Message #3 IEs})

TTAP->TSTA: Reassociation Response({Authentication Message #4 IEs})

The Information Elements in Authentication Message #3 and Authentication Message #4, and their required contents, are given in section 8.5A.9.3 and 8.5A.9.4.

The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT 802.11 Authentication Confirm. In the same reassociation request, the TSTA asserts the reserved resources by including a RIC-Request as provided in the FT Authentication Confirm. To authenticate the request, an encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP's ANonce and authentication tag in the respective Key Nonce and MIC fields. Finally, the TTAP specifies the FT Key Hierarchy lifetime as part of the Key Data field.

At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has been established.

Change section 8A.4.2 as follows:

When a TSTA wishes to perform an Over-the-DS Fast BSS Transition with Reservation to a TTAP, the TSTA and TTAP perform the following exchange via the CAP:

TSTA->CAP: FT Action Request (TTAP, {Authentication Message #1 IEs})

CAP->TSTA: FT Action Response (TTAP, {Authentication Message #2 IEs})

TSTA->CAP: FT Action Confirm (TTAP, {Authentication Message #3 IEs})

CAP->TSTA: FT Action Acknowledgement (TTAP, {Authentication Message #4 IEs})

The Information Elements in Authentication Message #1 through Authentication Message #4, and their required contents, are given in section 8.5A.9.1 through 8.5A.9.4.

If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastructure" via method beyond the scope of this specification.

The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged nonces as specified in Section 8.5A.8. 

On successful completion of the FT Action frame exchange for pre-reservation, the PTKSA has been established and proven live. Thus, the Key Replay Counter shall be initialized to zero and the subsequent FT EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.

Similarly, on successful completion of the FT Authentication exchange for pre-reservation, both the PTKSA and QoS resources are guaranteed to be reserved until the Reassociation Deadline. 

If the SC returned by the TTAP is 0, indicating success, the 802.1X port remains blocked and Class 1 & 2 frames are now allowed between the TSTA and the TTAP, and the TSTA continues with (Re)Association:

TSTA->TTAP: Reassociation Request({Authentication Message #3 IEs})

TTAP->TSTA: Reassociation Response({Authentication Message #4 IEs})

The Information Elements in Authentication Message #3 and Authentication Message #4, and their required contents, are given in section 8.5A.9.3 and 8.5A.9.4.

The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT 802.11 Authentication Confirm. In the same reassociation request, the TSTA asserts the reserved resources by including a RIC-Request as provided in the FT Authentication Confirm. To authenticate the request, an encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP's ANonce and authentication tag in the respective Key Nonce and MIC fields. Finally, the TTAP specifies the FT Key Hierarchy lifetime as part of the Key Data field.

At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has been established.
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