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Overview of design
In the Base Mechanism, without pre-reservation, the Authentication Request and Authentication Response are not used, and the Reassociation Request and Reassociation Response do not contain the various 11i elements.  Thus the only change from current 802.11 is a Reassociation Request message with an addition of a RIC, and the Reassociation Response with a RIC response. The sections for Reassociation Request and Response are modified to note the conditions for inclusion of each of the FBT elements.
When pre-reservation over-the-air is used, new Action frames are defined between the TSTA and the TTAP, which contain just the RIC Request and RIC response.  This seemed preferable to re-defining part of the Authentication message when authentication wasn’t the purpose of the message.
When pre-reservation over-the-ds is used, the FT Request and FT Response action frames are used, but with contents of only the RIC-Request and RIC-Response.
An alternative for pre-reservation over-the-DS is to re-use the FT-QoS-Request and FT-QoS-Request-Ack used for the pre-reservation over-the-air. 

+: This would avoid making the FT Request and FT Response frames variable in contents, in that they may contain the RSN fields, or may contain the QoS fields (but never both).

-: This would require the Current AP to examine the TTAP field in the action frame, and handle the case where the value is itself.

The “-“ won, but not by much.

Another alternative for pre-reservation over-the-DS is to re-use the FT Confirm and FT Ack action frames, with contents of only the RIC-Request and RIC-Response.  This would make the final two action frames variable in contents, in that they may contain the RSN fields or may not.  However, it would make the first message exchanged be number 3, which seemed very non-intuitive and likely to lead to problems. So changing message number 1 seemed better, but again not by much.

Document Changes

Change 8A.1.2 as follows:

8A.1.2 Base Mechanism 

Systems capable of Fast BSS Transition must support the Fast BSS Transition Base Mechanism. The base mechanism enables TSTAs to transition to a TTAP in the event that it must transition without expending costs for invoking a reservation or in the event that the deployment policy only enforces the base mechanism. 
The Fast BSS Transition (FBT) base mechanism optimizes the number of exchanges required to establish either the PTKSA or the QoS resources. Information elements are included to allow for the PTKSA and QoS resources provisionment. The base mechanism, for a system supporting both RSN and QoS, is shown in Figure 121A:

Change caption of Figure 121A as follows:  Fast BSS Transition: Base Mechanism for systems supporting both RSN and QoS
Change 8A.3 as follows:
The Fast BSS Transition base mechanism commences when a TSTA has determined its TTAP; that is, it has completed all the discovery and selection criteria for the TSTA to transition to the TTAP.

When a TSTA in an RSN wishes to move from it's Current AP (CAP) to a Transition Target AP (TTAP) utilizing a Fast BSS Transition without Reservation, the TSTA exchanges nonces with the TTAP and establishes a PTKSA prior to a (re)association exchange.

When a TSTA in an RSN wishes to perform an Over-the-Air Fast BSS Transition without Reservation to a TTAP, the TSTA and TTAP perform the following exchange:

TSTA->TTAP: Auth-FT(FT, 0, SC0, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0, 1, 0, P, 0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))

TTAP->TSTA: Auth-FT(FT, 1, SC, TRIEAP, TSIEAP, RSNIEAP, EAPOL-Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))

If the SC returned by the TTAP is 0, indicating success, the TSTA continues with (Re)Association.

Insert at the end of section 8A.3:

When a TSTA not in an RSN wishes to move from it's Current AP (CAP) to a Transition Target AP (TTAP) utilizing a Fast BSS Transition without Reservation, the TSTA sends a Reassociation Request to the TTAP that includes its resource needs in a Resource Information Container:
TSTA->TTAP: Reassociation Request(RIC-Request)

TTAP->TSTA: Reassociation Response (SC, RIC-Response)

At this point data connectivity with QoS has been established between the TSTA and the TTAP.

Change section name 8A.4.1 to: Over-the-Air Fast BSS Transition with Reservation in an RSN
Change section name 8A.4.2 to: Over-the-DS Fast BSS Transition with Reservation in an RSN

Insert at end of section 8A.4.2:

8A.4.3 Over-the-Air Fast BSS Transition with Reservation in a non-RSN

When a TSTA wishes to perform an Over-the-Air Fast BSS Transition with Reservation to a TTAP in a non-RSN, the TSTA and TTAP perform the following exchange:


TSTA->TTAP: FT Action QoS-Reserve(RIC-Request)

TTAP->TSTA: FT Action QoS-Reserve-Ack(SC, RIC-Response, TIE[ReassocDeadline])

If the SC returned by the TTAP is 0, indicating success, the TSTA must complete the Reassociation to the TTAP within the ReassocDeadline, or the TTAP will release any reserved resources.


TSTA->TTAP: Reassociation Request(RIC-Request)


TTAP->TSTA: Reassociation Response(SC, RIC-Response)

At this point data connectivity with QoS has been established between the TSTA and the TTAP.

8A.4.4 Over-the-DS Fast BSS Transition with Reservation in a non-RSN

When a TSTA wishes to perform an Over-the-DS Fast BSS Transition with Reservation to a TTAP in a non-RSN, the TSTA and TTAP perform the following exchange via the CAP:


TSTA->CAP: FT Action Request(TTAP, RIC-Request)


CAP->TSTA: FT Action Response(TTAP, SC, RIC-Response, TIE-ReassocDeadline])

If the SC returned by the TTAP is 0, indicating success, the TSTA must complete the Reassociation to the TTAP within the ReassocDeadline, or the TTAP will release any reserved resources.


TSTA->TTAP: Reassociation Request(RIC-Request)


TTAP->TSTA: Reassociation Response(SC, RIC-Response)

At this point data connectivity with QoS has been established between the TSTA and the TTAP.

7.2.3.6 Reassociation Request frame format
Change entries in Table 9 as follows:

	12
	Count IE
	Specifies the number of IEs protected by the MIC in the EAPKIE (this IE, and succeeding IEs up through and including the EAPKIE). Present within Fast BSS Transition Reassociation Request frames generated by STAs that have dot11RSNAEnabled set TRUE.

	13
	TRIE
	A Fast Transition Resource IE to convey the Fast Transition resource capabilities. Present within Fast BSS Transition Reassociation Request frames generated by STAs that are also QSTAs.

	14
	TSIE
	A Fast Transition Security IE to convey the Fast Transition security capabilities. Present within Fast BSS Transition Reassociation Request frames generated by STAs that have dot11RSNAEnabled set TRUE.

	15
	RIC Request IEs
	The set of IEs that formulate a RIC request, for requesting QoS resources. Present within Fast BSS Transition Reassociation Request frames generated by STAs that are also QSTAs.

	...
	 
	Other IEs that may require protection

	15+n+1
	EAPKIE
	An IE encapsulating an EAPOL-Key Message, which includes the required information for a Fast Transition. Present within Fast BSS Transition Reassociation Request frames generated by STAs that have dot11RSNAEnabled set TRUE.


7.2.3.7 Reassociation Response frame format

Change entries in Table 10 as follows:

	9
	Count IE
	Specifies the number of IEs protected by the MIC in the EAPKIE (this IE, and succeeding IEs up through and including the EAPKIE). Present within Fast BSS Transition Reassociation Response frames generated by APs that have dot11RSNAEnabled set TRUE.

	10
	TRIE
	A Fast Transition Resource IE to convey the Fast Transition resource capabilities. Present within Fast BSS Transition Reassociation Response frames generated by APs that are QAPs.

	11
	TSIE
	A Fast Transition Security IE to convey the Fast Transition security capabilities. Present within Fast BSS Transition Reassociation Response frames generated by APs that have dot11RSNAEnabled set TRUE.

	12
	Time Interval IE
	The time interval IE indicating the re-association timeout value. The STA must complete the reassociation within this interval.

	13
	RIC Response IEs
	The set of IEs that formulate a RIC response, for responses for QoS resources. Present within Fast BSS Transition Reassociation Response frames generated by APs that are QAPs.

	...
	 
	Other IEs that may require protection

	13+n+1
	EAPKIE
	An IE encapsulating an EAPOL-Key Message, which includes the required information for a Fast Transition. Present within Fast BSS Transition Reassociation Response frames generated by APs that have dot11RSNAEnabled set TRUE.


7.4.3 Fast BSS Transition Action Details

Add following entries to Table 32B:
	Action Field Value
	Description

	5
	Fast Transition QoS-Reserve

	6
	Fast Transition QoS-Reserve-Ack


7.4.3.1 Fast Transition Request

Change Figure 85H as follows:
	
	Category
	Action
	TTAP
	Other IEs

	Octets
	1
	1
	6
	Variable


Add following paragraph starting “The TTAP field shall be set…”, deleting remainder of the section:

The Fast Transition Request Frame contains the following Information Elements:

	Order
	Information
	Notes

	1
	Count IE
	Specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs up through and including the EAPKIE). Present for a Fast Transition Action Request frame generated by a TSTA that has dot11RSNAEnabled set TRUE.

	2
	TRIE
	Set to the Fast Transition Resource Information Element with the resource policy it is negotiating. Present for a Fast Transition Action Request frame generated by a TSTA that is also a QSTA.

	3
	TSIE
	Set to the Fast Transition Security Information Element with the security policy it is negotiating. Present for a Fast Transition Action Request frame generated by a TSTA that has dot11RSNAEnabled set TRUE.

	4
	RSN IE
	Set to the RSN IE as defined in Section 7.3.2.25, and defines the security policy jegotiated by the TSTA. In addition, the TSTA must provide the R2Name used to generated a fresh PTKSA. Present for a Fast Transition Action Request frame generated by a TSTA that has dot11RSNAEnabled set TRUE.

	5
	RIC
	Present if the TSTA is a QSTA, dot11RSNaEnabled is set FALSE, and QoS resources are to be requested. This field shall be a sequence of RIC Information Elements (RRIE, followed by one or more RDIE(s)), as specified in section 7.3.2.43.

	6
	EAPKIE
	EAPKIE is present when dot11RSNAEnabled is set TRUE, and the RSNIE is specified.  The EAPKIE must provide a random SNonce in the Key-Nonce field.


7.4.3.1 Fast Transition Response
Change Figure 85I as follows:

	
	Category
	Action
	TTAP
	SC
	Other IEs

	Octets
	1
	1
	6
	2
	Variable


Add following after paragraph starting “The TTAP field shall be set…”, deleting remainder of the section:

The SC field shall be set to the status code (as defined in section 7.3.1.9) from the actions requested by the FT Request frame.

The Fast Transition Response Frame contains the following Information Elements:

	Order
	Information
	Notes

	1
	Count IE
	Specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs up through and including the EAPKIE). Present for a Fast Transition Action Response frame generated by a TTAP that has dot11RSNAEnabled set TRUE.

	2
	Time Interval IE
	Shall be set to the Reassociation Deadline time.

	3
	TRIE
	Set to the Fast Transition Resource Information Element with the resource policy it is negotiating. Present for a Fast Transition Action Request frame generated by a TTAP that is also a QAP.

	4
	TSIE
	Set to the Fast Transition Security Information Element with the security policy it is negotiating. Present for a Fast Transition Action Request frame generated by a TTAP that has dot11RSNAEnabled set TRUE.

	5
	RSN IE
	Set to the RSN IE as defined in Section 7.3.2.25, and defines the security policy advertised by the TTAP. In addition, the TTAP must provide the R2Name used to generated a fresh PTKSA. Present for a Fast Transition Action Request frame generated by a TTAP that has dot11RSNAEnabled set TRUE.

	6
	RIC Response
	Present if the TTAP is a QAP, dot11RSNaEnabled is set FALSE, and QoS resources were requested. This field shall be a sequence of RIC Information Elements (RRIE, followed by one or more RDIE(s)), as specified in section 7.3.2.43.

	7
	EAPKIE
	EAPKIE is present when dot11RSNAEnabled is set TRUE, and the RSNIE is specified.  The EAPKIE must provide a random ANonce in the Key-Nonce field, and a KeyLifetime for the FT Key Hierarchy.


Change sections 7.4.3.3 and 7.4.3.4 to make the presentation consistent with that above.

Add new sections 7.4.3.5 and 7.4.3.6 following end of 7.4.3.4:
7.4.3.5 Fast Transition QoS-Reserve
The FT QoS-Reserve Action frame is transmitted by the TSTA to the TTAP to request resources for a Fast BSS Transition in a non-RSN. The FT QoS Reserve action frame body format is as follows:

	
	Category
	Action
	TTAP
	Other IEs

	Octets
	1
	1
	6
	Variable


Figure 85L: Fast Transition QoS-Reserve Frame Format

The frame body of a Fast Transition QoS Reserve contains the information shown in Figure 85L.

The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.

The Action field shall be set to 5.

The TTAP field shall be set to the BSSID value of the target AP.

The Fast Transition QoS Reserve Frame contains the following Information Elements:

	Order
	Information
	Notes

	1
	RIC Request
	Sequence of RIC Information Elements (RRIE, followed by one or more RDIE(s)), as specified in section 7.3.2.43.


7.4.3.6 Fast Transition QoS-Reserve-Ack
The FT QoS-Reserve-Ack Action frame is transmitted by the TTAP to the TSTA as a response to the TSTA’s Fast Transition QoS-Reserve. The FT QoS-Reserve-Ack action frame body format is as follows:

	
	Category
	Action
	TTAP
	SC
	Other IEs

	Octets
	1
	1
	6
	2
	Variable


Figure 85M: Fast Transition QoS-Reserve-Acj Frame Format

The frame body of a Fast Transition QoS Reserve contains the information shown in Figure 85M.

The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.

The Action field shall be set to 6.

The TTAP field shall be set to the BSSID value of the target AP.

The SC field shall be set to the status code (as defined in section 7.3.1.9) from the actions requested by the FT QoS-Reserve frame.

The Fast Transition QoS Reserve-Ack Frame contains the following Information Elements:

	Order
	Information
	Notes

	1
	RIC Response
	Sequence of RIC Information Elements (RRIE, followed by one or more RDIE(s)), as specified in section 7.3.2.43.
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Abstract


The FBT mechanisms are defined for the case of an RSN that is (possibly) also a QBSS. However, they are not defined for other than an RSN.  





The statement in 8A.1.2, that Systems capable of Fast BSS Transition must support the Base Mechanism, with the Base Mechanism including the PTK derivation, seems to preclude FBT in a non-RSN. This contribution assumes that it is useful for TGr to define a mechanism for Fast BSS Transition for QoS, when the enhanced security of (or equivalent to) 11i is not required.





This contribution defines the subset of message exchanges needed to perform FBT in a non-RSN, and the other changes to the draft needed to support this.
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