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Thursday, June 16, 2005
9:03 am MST
Call to Order & Agreement on Agenda
Meeting called to order on Thursday, June 16, 2005 by Jesse Walker.

Chair:  Agenda discussion

Proposed Agenda:
· Meeting Called to Order/Roll Call

· Provide comments on the TGw requirements submission 11-05-521 by Jon Edney et. al.
· Adjourn
Meeting Called to Order/Roll Call

Jon Edney
Russ Housley

Henry Ptasinski

Emily Qi

Kapil Sood

Fabrice Stevens

Sandy Turner

Jesse Walker

Nancy Cam-Winget

Chair:  Jesse Walker welcomed the attendees.  He then asked the Recording Secretary, Sandy Turner, to read the participants listed in the minutes to see if there was anyone she hadn’t mentioned.

None.

Approve Agenda
Chair:  Jesse reviewed the agenda and asked if there were any additions to the agenda.

None.

Requirements for Management Frame Protection 11-05-0521-01 Jon Edney et. Al.
Chair:  Hearing none, Jesse asked who wanted to open things up.

Comment:  There is a statement in the document that says 802.11w will not send a reassociation while in State 3.  Is this an issue for 802.11r?  What if the station is 11r capable and 11w capable.  Would 11r not send a reassociation message in State 3?
Comment:  There is no doubt the intention is to deal with stations that are not TGr.  The assumption is that TGR will have protection mechanisms built in.

Comment:  Should we say explicitly this is for non-11r capable stations?

Comment:  Is this with the current AP?

Comment:  Some implementations do a reassociation to the same AP to change their specs – some RF settings.  We do not want to do it when a security association has to be re-established.
Comment:  The point of the reassociation is to discard the existing keys.  We’re implying here that they disassociate, then reassociate them (keys) back in.
Comment:  This will interrupt data traffic.
Comment:  The intent is that the reassociation forces a rekey in the case of r – whether going to a new or the same AP.  A new PTK-SA is established.

Chair:  We can’t make it explicit that the reassociation causes keys to be lost.  You’re open to a DOS attack.  You need a protected mechanism to start the process – which is a disassociate – which is w protected.

Comment:  Not to be flippant, but 11r would help with that protection.  In the absence of r, then the disassociate will cause a disruption.  

Comment:  The statement is more unprotected reassociation is not allowed in r.

Comment:  The state machine does not know you.

Comment:  The 2003 reaffirmation (I’ve not looked at ma and will confirm with Bob O’Hara) has no explicit wording as to the reassociation prohibition or not under the authenticated and associated states.  There was some comment in a meeting that a client could change radio parameters on a reassociation.  Is this valid?

Comment:  We started the discussion about should we have a protected reassociation to the existing AP, then drop the security state and discard it or deal with it.
Comment:  Some of that could be policy driven.  When talking about the same AP and a connection gets dropped or construed as another roam to the same AP, it’s clear on reassociation that we refresh to a new PTK-SA, not just change the radio parameter without refreshing the security.

Chair:  Are we through with this topic?
No comment.

Chair:  What next?

Comment:  There was a proposal to present this document to the plenary, if I recall.  What’s the procedure?

Chair:  I’ve not discusses this with Stuart.  Put me down as an action item to talk to Stuart.  We can talk in the plenary so other task groups would be aware we are closing in on our requirements and will then issue a Call for Proposals.

ACTION ITEM:  Jesse Walker will talk to Stuart Kerry about the plenary TGw requirements presentation.

Comment:  People bandy about TGw requirements as if something exists.  I’ve seen quotations of this and other documents that give the impression.  They are expecting to inject new requirements and all sorts of stuff.
Chair:  And it’s appropriate for them to do so – just fairly soon.  Is there anything else? We have pretty good consensus on this document.
Comment:  One particular nit I sent your (Jon Edney) way.

Comment:  Rather than a response, I though we could bring it up on the call.
Comment:  In Goal 120, we talk about packet overhead.  I wanted to expand that to make sure we covered not just packet overhead, but also the number of packets.
Comment:  One point, there is a vague statement about performance.  There was a comment to be more specific.  Maybe you’re saying we overshot?
Comment:  Two things.  There is a concern of the absolute value – 20 bytes may be too specific  Two, not explicitly say not exacerbate by adding more message exchanges.

Chair:  We should break this up into two goals:  One, minimum additional per frame overhead.  Two, minimum new frames we introduced to secure management frames.
Comment:  Can you  craft some text here?

Comment:  I can make them into separate goals and craft and send them.
Comment:  I have no issues with what you’re proposing.

Chair:  There is a comparison with TGi being too specific.  It is useful in the sense if we have a solution that adds 20, 40 or 60 bytes of overhead per frame that is preferable to one that has 100 octets.  That sort of principle.
Comment:  Let’s revisit r – 30 msec.  Some people argue on how we can ensure this.
Chair:  In r, they measure something else.  The goal for r is to make the transition while maintaining security and QoS palatable for voice.  There is no specific goal in mind for w.  It is a more generic service.  Anyone else want to  discuss this point?
None

Chair:  Apparently not.  I’d be happy for you and Jon to propose language and review it at the next call.

Comment:  That’s fine.

Comment:  Do we have a call before the next meeting?

Chair:  There is another call at this same time for July 7 at 11AM EST and I’ve already published the bridge to that.  I’ll send out another reminder the closer to that time.  Anything else?  Is there some issue related to this document you’d like to raise?
Comment:  Is the next step in San Francisco to get this adopted and then to issue a Call for Proposals?  Will there be no proposals in San Francisco?
Chair:  No, let me find the proposed agenda I sent to Stuart and review that with you.  The goals for the meeting are to discuss and adopt the requirements, the selection criteria, issue a Call for Proposals, authorize conference calls and hear technical submissions.  We meet Monday twice for a total of 4 hours to discuss requirements and selection criteria.  Tuesday we meet for 4 hours again and do the same thing.  We meet for 2 hours on Thursday at the last session.  I plan to hold the vote to adopt the requirements and selection criteria and authorize conference calls.  I left off to issue the Call for Proposals.  I’ll have to add that in.
ACTION ITEM:  Jesse Walker will add the Call for Proposals to the San Francisco agenda.
Comment:  Is there a danger in adopting requirements and to issue a Call for Proposals and then get a big response from other groups on the requirements document?

Chair:  That’s a real problem.  All but one session is before the mid-week plenary.  I’ll discuss it at the Chair’s Meeting to make sure other groups are aware we’ll issue a Call for Proposals Thursday.  If they want an impact, they need to come to one of our session Monday or Tuesday.

ACTION ITEM:  Jesse Walker will make other groups aware of the planned Thursday TGW Call for Proposals at the Chair’s Meeting.
Comment:  Right.  That’s a good idea.

Chair:  Does anyone else have something to discuss?  

None.

Chair:  Is there any objection to adjourning?

None.  
Chair:  Thank you for your contributions.  We’re making good progress on the document.  I’ll send a note to Stuart for the time on the plenary for the overview of the requirements.  Hopefully he will let us know before the next conference call on the 7th.  If so, then I’ll work with Jon to work up a brief 10 minute presentation on the requirements and discuss that at the next conference call.  Thank you.

Adjourn 
9:28 am MST
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