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1. Introduction

This document attempts to clarify the question of how many key hierarchy levels are required, and argues for 3 levels.

Section 2 describes the dilemma.

Section 3 illustrates various existing architectures, as well as one which has not been deployed but might be of interest due to its scalability.

Section 4 analyzes the key issue of whether a "passthrough" mechanism is useful as a means of reducing the number of levels to 2.

Section 5 proposes the approach of a  "variable-level" hierarchy which, in the author's opinion, optimizes scalability and performance.
2. The Dilemma
The original TAP/JIT key hierarchy contemplated 3 levels, with PMK-R0 returned by the AAA, PMK-R1 stored in a local cache on the Controller, and PMK-R2 used by the authenticator to generate the PTK.

It has been proposed that the number of levels be reduced to 2. The Controller would no longer keep a cache of PMK-R1s. Instead, it would act as a passthrough, and each authenticator could retrieve a PMK-R1 via the Controller. If the original AAA authentication were local, the Controller would retrieve PMK-R1 from its local AAA Client; otherwise, it would retrieve it from the AAA Client of the foreign KC.

The side-by-side diagrams below illustrate the alternatives.
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3. Deployment Architectures

Various architectures are in use, and others are possible.

This section illustrates four architectures that are known to be deployed:

· Fat AP

· Split Authenticator Switch

· Unified Authenticator Switch 

· Encrypting Switch

It also illustrates a possible architecture that is possible, though not known to be deployed:

· Aggregated Switch
3.1 Fat AP Architecture
The following diagram illustrates a Fat AP architecture. All functions of AAA Client, Controller, 802.1X Authenticator and Encryption Engine are concentrated in a single device.
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This architecture requires at least 2 levels of hierarchy (one derivation), since a derived PMK is transported across at most one device boundary.

3.2 Split Authenticator Switch Architecture

The following diagram illustrates a Split Authenticator Switch architecture. The switch provides the AAA Client and Controller, while APs provide the 802.1X Authenticator and Encryption Engine.
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This architecture may be accommodated with either a 2-level or 3-level hierarchy. A 2-level hierarchy requires that the Controller act as a passthrough for PMK-R1, while the 3-level hierarchy requires that PMK-R1 be cached in the Controller. This architecture is analyzed further in section 4 below.

3.3 Unified Authenticator Switch Architecture

The following diagram illustrates a Unified Authenticator Switch architecture. The switch provides the AAA Client, the Controller and the 802.1X Authenticator, while APs provide the Encryption Engine.
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This architecture requires at least 2 levels of hierarchy (one derivation), since a derived PMK is transported across at most one device boundary.

3.4 Encrypting Switch Architecture

The following diagram illustrates an Encrypting Switch architecture. The switch provides the AAA Client, the Controller, 802.1X Authenticator and the Encryption Engine. APs (not shown) are really only radios that pass encrypted data between the station and switch.
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This architecture requires at least 2 levels of hierarchy (one derivation), since a derived PMK is transported across at most one device boundary.

3.5 Aggregated Switch Architecture

The following diagram illustrates a possible architecture, dubbed "Aggregated Switch". In this architecture, a new architectural component -- an Aggregator -- provides the AAA Client and a Controller. The AAA Client caches PMK-R0s and the Controller caches PMK-R1s. Each Aggregator serves multiple switches, which in turn serve multiple APs.

Note that comparable architectures using an Aggregator can be applied using Fat APs.
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This architecture may be accommodated with either a 2-level or 3-level hierarchy. A 2-level hierarchy requires that the Controller act as a passthrough for PMK-R1, while the 3-level hierarchy requires that PMK-R1 be cached in the Controller. The analysis of the Split Authenticator Switch architecture in section 4 applies equally to this architecture.

4. Analysis of Split Authenticator Switch Architecture

In the Split Authenticator Switch architecture, the AAA Client and Controller are on the switch, and the 802.1X Authenticator and Encryption Engine are on the AP.

In this architecture, use of the 2-level hierarchy could result in significant packet loss in highly scaled deployments during transitions. When the station has moved to a foreign Controlled, each time it transitions within that foreign Controller's domain it must retrieve a PMK-R1 from the original Controller. If communication with that Controller incurs latency, this will degrade transition performance.

In addition, in dense environments with frequent transitions, additional network traffic will occur, which, in large scale deployments, could be quite significant.
Packet loss would be mitigated if PMK-R1 were retrieved prior to association rather than during association. However, this will not mitigate the network traffic issue. 

Assume, for the sake of argument, that latency within a Controller is 5 ms, and latency between Controllers is 30 ms. With a 2-level hierarchy, when transitioning within the foreign Controller a round trip (60 ms) is required to acquire PMK-R1 during association. 

After association, the DS must be signalled to forward the station's traffic to the new AP. This requires a single message. If both Controllers are on the same subnet, this will be very quick (5 ms), since only local bridges need to be reconfigured. However, if the two Controllers are on different subnets, traffic will need to tunneled from the original Controller to the foreign Controller in order to allow the user to maintain layer 3 connectivity (i.e. keep the same IP address). Therefore, an additional single leg (30 ms) will be required to signal the original Controller to reroute tunneled traffic.

Note that with the 3-level hierarchy, the same packet loss will occur only on the first transition across Controller boundaries, but subsequent transitions will incur with 10 ms delay in the bridged case, and 40 ms delay in the tunneled case. This is because PMK-R1 is locally cached and there is little latency in association; however, in a tunneled architecture there will still be latency in rerouting the tunneled.

Thus, packet loss characteristics will be as follows, when transitioning within a foreign Controller:
	
	2-level packet loss
	3-level packet loss

	bridged (same subnet)
	60 ms
	10 ms

	tunneled (different subnets)
	90 ms
	40 ms


Note also that the 2-level hierarchy's performance is subject to vagaries of network performance outside the local infrastructure. In the split authenticator model, key distribution that would be entirely constrained to a single Controller with the 3-level hierarchy now requires reliable DS communication with the 2-level hierarchy. As the loading of the overall network varies, transition performance will vary with it.
5. Proposal: A Variable-Level Hierarchy
The key hierarchy can be optimized along two axes: scalability and ease of computation.

The number of levels of hierarchy affects scalability. A 3-level hierarchy allows local caching of intermediate PMKs, thus reducing association time within a foreign Controller .
However, the more levels, the more key derivations must be performed. But key derivation is only required for cryptographic security when keys are distributed across devices. When architectural components are co-located, there is no real reason to require derivation.

In a variable-level hierarchy, PMKs are derived only for device boundaries that must be crossed. Using such a hierarchy allows scalability as required, but optimizes computations in smaller-scale environments as well as with architectures that concentrate multiple functions in a single device.

Assume each AP advertises up to three IDs:

· Mobility Domain
· Controller-ID
· Authenticator-ID

The Authenticator-ID is optional, and is only required when the Controller and Authenticator are not co-resident. The Authenticator-ID would typically be the BSSID of the AP, but need not be. For example, in the Aggregated Switch architecture, the Authenticator-ID could be the ID of the switch.
The number of possible derivations are either 0, 1 or 2, reflecting the various combinations of Controller-ID and Authenticator-ID. The following table illustrates the possibilities. Note that Authenticator-ID is only advertised in a split-authenticator architecture.
	
	local Controller 
	foreign Controller 

	unified authenticator
	PMK-R0 (no derivations)
	PMK-R1 (Controller-ID)

	split authenticator
	PMK-R1 (Authenticator-ID)
	PMK-R2 (Controller-ID, Authenticator-ID)


Note that the Mobility Domain is never used for key separation, though it might be included in derivations for key naming purposes.































Abstract


This document addresses the question of how many key hierarchy levels are required for mobility, and argues for 3 levels. Various architectures are evaluated as to number of levels required. In addition, a "variable-level" hierarchy is suggested as a way to optimize scalability and performance.
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