June 2005

doc.: IEEE 802.11-05-0554-00-000r

IEEE P802.11
Wireless LANs

	802.11 TGr Fast Transition Messaging

	Date:  2005-06-08

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Paul Funk
	Funk Software.
	222 Third Street
Cambridge, MA 02142
	617 497-6339
	paul@funk.com





4 Frame Formats

4.1 Fast Transition Authentication 

A new algorithm number is specified to enable Fast Transitions (FT).  The FT Authentication exchange is only valid when the FT capability is enabled; more specifically, when the Fast Transition Information Element is advertised by the BSSID and employed by the TSTA.  The body of a management frame of subtype Authentication contains the information as shown in the figure below. 

The Fast Transition Authentication algorithm allows a TSTA to initiate a Fast Transition.  If the FT Authentication algorithm is selected, the TSTA will include its TSIE and TRIE in the FT Authentication Request.  If Robust Security Network Association (RSNA) is enabled, the TSTA shall also include its SNonce contribution and include the key holder identities used for generating the PTK.

	Order
	Information

	1
	Authentication algorithm number

	2
	Authentication transaction sequence number

	3
	Status code 1

	4
	Challenge text2 or IE Count 3

	5
	Fast Transition Resource IE (TRIE)3

	6
	Fast Transition Security IE (TSIE)

	7
	RIC IE3

	8
	EAPK IE3

	Notes:

1 – the status code information is reserved and set to 0 in certain Authentication frames as defined in Figure 6
2 – the challenge text information is only present in the Shared Key Authentication frames as defined in Figure 6
3 – this field is only present in the Fast Transition frames as defined in Figure 6


Figure 5 IEEE 802.11 Authentication frame body

The Fast Transition Authentication exchange may include a variable number of information elements to provision security and QoS resources.  When RSNA is enabled, the QoS resource reservation mechanism is authenticated by the MIC specified in the EAPOL-IE.  Further, the MIC specified in the EAPOL-IE shall protect all of the information commencing with the IE count to the (and including the) EAPOL-IE.
	Authentication Algorithm
	Authentication transaction sequence no.
	Status code
	Presence of fields 4 and beyond

	Open System
	1
	Reserved
	Not present

	Open System
	2
	Status
	Not present

	Shared Key
	1
	Reserved
	Not present

	Shared Key
	2
	Status
	Present

	Shared Key
	3
	Reserved
	Present

	Shared Key
	4
	Status
	Present

	Fast Transition
	1
	Reserved
	Not present

	Fast Transition
	2
	Status
	Present

	Fast Transition
	3
	Reserved
	Present

	Fast Transition
	4
	Status
	Present


Figure 6 Presence of Challenge text information

4.1.1 Fast Transition (FT) Authentication frame sequence

The FT Authentication frame sequence is invoked to initiate a Fast BSS Transition.  In an RSNA enabled negotiation, the first two FT Authentication frames are used to allow each TSTA and TTAP to provide their random contributions SNonce and ANonce respectively.  These values must be random and are used to generate the PTK.    The first two message sequences are used to enable the TTAP to provision the PMK-R2 and for the TSTA and TTAP to compute the PTK.  As the PTKSA must be established to protect the resource reservation in an RSNA enabled TSTA, no resources may be requested in the first two FT Authentication frames.  If no RSNA is negotiated between the TSTA and TTAP, these first two frames are the equivalent of the 802.11 Open Authentication sequence.

The third and fourth FT Authentication frames are used to prove liveness of the PTK and to enable authenticated resource reservation. The FT Authentication frame sequence is always initiated by the TSTA and responded by the TTAP.

4.1.1.1 FT Authentication frame: 1st frame

The first frame of the FT Authentication frame sequence is used by the TSTA to initiate a Fast BSS Transition.  When RSNA is enabled, the TSTA shall, in the TSIE, include the corresponding key names of the key hierarchy it is using to generate the PTK.  By including the key names and their respective key holders, the TTAP can use this information to ensure it has the corresponding PMK-R2 or request for the appropriate PMK-R2.  Additionally, the TSTA shall also include the SNonce as its random contribution to ensure the derivation of a fresh PTK.

Using the conventions of Clause 8 of the 802.11 (Reaff 2003) draft :

· Message Type: Management

· Message Subtype: Authentication

· Information Items:

· Station Identity Assertion (in the SA field of the header)

· Target AP Identity Assertion (in the DA field of the header)

· Authentication Algorithm Identification = “Fast Transition”

· Authentication Transaction Sequence number = 1

· Authentication Algorithm dependent information:

· TSIE must be included to negotiate the Fast Transition Capabilities

· If RSNA is enabled the EAPKIE must be included with the SNonce and RSNIE values filled in, all other fields shall be zero.

· If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name in the PMKID field.

· Direction of message: From TSTA to TTAP

4.1.1.2 FT Authentication frame: 2nd frame

The second frame of the FT Authentication frame sequence is used by the TTAP to respond to the requesting TSTA.  When RSNA is enabled, the TTAP shall also, in the TSIE, echo the key holders and key names used to generate the PTK.  Additionally it shall also include the ANonce.

The response shall also include a status and when RSNA is enabled, it may return with a key lifetime (for the FT key hierarchy) and a (re)association deadline.  The reassociation deadline is the time allotted for the TSTA to initiate reassociation.

Using the conventions of Clause 8 of the 802.11 (Reaff 2003) draft :

· Message Type: Management

· Message Subtype: Authentication

· Information Items:

· Station Identity Assertion (in the SA field of the header)

· Target AP Identity Assertion (in the DA field of the header)

· Authentication Algorithm Identification = “Fast Transition”

· Authentication Transaction Sequence number = 2

· Authentication Algorithm dependent information:

· TSIE must be included in response to the Fast Transition Capabilities request

· If RSNA is enabled the EAPKIE must be included with the ANonce and RSNIE values filled in, all other fields shall be zero.

· If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name in the PMKID field.

· If RSNA is enabled, FT Key lifetime must be included

· (Re)association Deadline 

· Status 

· Direction of message: From TTAP to TSTA 

4.1.1.3 FT Authentication frame: 3rd frame

The third frame of the FT Authentication frame sequence is used by the TSTA to assert, in an RSNA enabled negotiation that it has a valid PTK and to authenticate a resource request.  If no resources are required, then it may omit inclusion of the TSPEC IEs.  Similarly, if no RSNA is enabled, the RSNIE and MIC values are omitted.

Using the conventions of Clause 8 of the 802.11 (Reaff 2003) draft :

· Message Type: Management

· Message Subtype: Authentication

· Information Items:

· Station Identity Assertion (in the SA field of the header)

· Target AP Identity Assertion (in the DA field of the header)

· Authentication Algorithm Identification = “Fast Transition”

· Authentication Transaction Sequence number = 3

· Authentication Algorithm dependent information:

· TRIE and TSIE must be included to confirm to the Fast Transition Capabilities

· If RSNA is enabled the EAPKIE must be included with the ANonce and RSNIE values filled in, all other fields shall be zero. The MIC shall protect the contents of the FT Authentication frame starting with the IE count up to and including the EAPKIE.    Additionally, the following bits shall be enabled:  security, MIC, A (response is required) and Install.

· If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name in the PMKID field.

· If resources are being requested, the RIC resource request shall be included 

· Direction of message: From TSTA to TTAP
4.1.1.4 FT Authentication frame: 4th frame

The fourth frame of the FT Authentication frame sequence is used by the TTAP to respond to the requesting TSTA.  The fourth message serves as final confirmation of both liveness of the PTK to the TSTA and resource availability.  Note however that the EAPOL-IE may be absent if RSNA is disabled; similarly the RIC-IE will be abset if no resources are requested.

The response shall also include a status and when RSNA is enabled, it may return with a key lifetime (for the FT key hierarchy) and a (re)association deadline.  The reassociation deadline is the time allotted for the TSTA to initiate reassociation.

Using the conventions of Clause 8 of the 802.11 (Reaff 2003) draft :

· Message Type: Management

· Message Subtype: Authentication

· Information Items:

· Station Identity Assertion (in the SA field of the header)

· Target AP Identity Assertion (in the DA field of the header)

· Authentication Algorithm Identification = “Fast Transition”

· Authentication Transaction Sequence number = 4

· Authentication Algorithm dependent information:

· TRIE and TSIE must be included to acknowledge the Fast Transition Capabilities

· If RSNA is enabled the EAPKIE must be included with the SNonce, RSNIE values filled in, all other fields shall be zero. The MIC shall protect the contents of the FT Authentication frame starting with the IE count up to and including the EAPKIE.    Additionally, the following bits shall be enabled:  security, MIC and Install.

· If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name in the PMKID field.

· If RSNA is enabled, FT Key lifetime must be included in the Time Interval IE

· If resources are being requested, the RIC resource response shall be included along with (Re)association Deadline 

· Status 

· Direction of message: From TTAP to TSTA 

4.2 Reassociation

The reassociation request and response frame formats are enhanced to convey the respective requested and allocated security and QoS resources.

4.2.1 Reassociation Request Frame Body

The frame body of a management frame of subtype Reassociation Request contains the information shown in Figure 7. The Ressociation request is used to request or confirm the availability of resources the STA need to complete its connection the fast BSS-Transition. If RSNA is enabled, the TSTA must assert liveness of the PTK by including the ANonce provided by the TTAP and authenticate the frame by including a valid MIC in the EAPKIE.  The MIC shall protect the fields starting with the IE Count up to and including the EAPKIE.

	Order
	Information
	Notes

	1
	Capability
	As defined by 802.11 standard

	2
	Listen Interval
	

	3
	Current AP address
	

	4
	SSID
	

	5
	Supported Rates
	

	6
	Extended Supported Rates
	

	7
	Power Capability
	

	8
	Supported Channels
	

	9
	Count IE
	Specifies the number of IEs succeeding this IE and if present, protected by the EAPKIE

	10
	TRIE
	A Fast Transition Resource IE to convey the Fast Transition resource capabilities.

	11
	TSIE
	A Fast Transition Security IE to convey the Fast Transition security capabilities.

	12
	RIC Request IEs
	The set of IEs that formulate a RIC request, for requesting QoS resources

	…
	
	Other IEs that may require protection

	13 + n +1
	EAPKIE
	An IE encapsulating EAPOL Key-Message to include the required information for a Fast Transition


Figure 7 Reassociation Request Frame Body

The RSN IE is present in the EAPKIE, and to avoid duplication, the RSN IE field has been removed from the Fast Transition re-association request frame.  The RSN IE provided in the reassociation request must be bitwise identical to the RSN IE presented in the FT Authentication Request Frame.

4.2.2 Reassociation Response Frame Body

The frame body of a management frame of subtype Reassociation Response contains the information shown in Figure 8.  The TTAP uses the Reassociation Response frame to respond to the TSTA resource and PTKSA requests. The TTAP will include TRIE, TSIE, RIC IE(s) and EAPKIE in response to the IE’s included in the Reassociation request.  If RSNA is enabled, the TTAP must assert liveness of the PTK by including the SNonce provided by the TSTA and authenticate the frame by including a valid MIC in the EAPKIE.   The MIC shall protect the fields starting with the IE Count up to and including the EAPKIE.

	Order
	Information
	Notes

	1
	Capability
	As defined by 802.11 standard

	2
	Listen Interval
	

	3
	Current AP address
	

	4
	SSID
	

	5
	Supported Rates
	

	6
	Extended Supported Rates
	

	7
	Power Capability
	

	8
	Supported Channels
	

	9
	Count IE
	Specifies the number of IEs succeeding this IE and if present, protected by the EAPKIE

	10
	TRIE
	A Fast Transition Resource IE to convey the Fast Transition resource capabilities.

	11
	TSIE
	A Fast Transition Security IE to convey the Fast Transition security capabilities.

	12
	Time Interval IE
	The time interval IE indicating the re-association timeout value.  The STA must complete the reassociation within this interval.

	13
	RIC Response IEs
	The set of IEs that formulate a RIC response, for responses for QoS resources

	…
	
	Other IEs that may require protection

	14 + n +1
	EAPKIE
	An IE encapsulating EAPOL Key-Message to include the required information for a Fast Transition


Figure 8 Reassociation Response Frame Body

The RSN IE is present in the EAPKIE, and to avoid duplication, the RSN IE field has been removed from the the Fast Transition re-association response frame.  The RSN IE provided in the reassociation request must be bitwise identical to the RSN IE presented in the TTAP Beacon Frame.

4.3 Fast BSS Transition Action Frame

A new action frame sequence is defined to affect the initial sequence of the FBT Base Mechanism and FBT pre-reservation mechanism.  A new category field to support FBT is defined; thus enhancing the 802.11-2003 specification, the Action Frame category is defined as follows:

	Name
	Value
	See Subclause

	Spectrum management
	0
	7.4.1

	QoS
	??
	

	Radio Resource Measurement
	??
	

	Fast BSS Transition
	TBD
	


Figure 9 Action frame Category

4.3.1 Fast BSS Transition Action frame details

Four Action frame formats are defined to specify Fast BSS Transition initiated through the currently associated BSSID (e.g. over the wire).  The action field values associated with each frame format within the FBT category is defined in Figure 10:

	Field
	Value

	FT Request
	0

	FT Response
	1

	FT Confirm
	2

	FT ACK
	3

	Reserved
	4-255


Figure 10 FBT Action Field Values

4.3.1.1 FT Request

The FT Request Action frame is used by an TSTA to trigger a pre-reservation request through the current associated BSSID.  

	
	Category
	Action
	TTAP
	Count IE
	TRIE
	TSIE
	RSNIE
	EAPK IE

	Octets:
	1
	1
	6
	4
	N
	M
	Variable
	95


Figure 11 FT Request Frame format
The frame body of an FT Request contains the information shown in Figure 11 where:

Category:  shall be set to TBD (representing the FBT action management frame)

Action : shall be set to 0
TTAP : shall be set to the BSSID value of the target AP.

Count IE : Number of IEs that follow this Count IE.
TRIE : shall be set to the Fast Transition Resource IE with the resource policy it is negotiating.
TSIE : shall be set to the Fast Transition Security IE with the security policy it is negotiating.
RSNIE : this field is only present when RSN is enabled and shall be set to the RSN IE as defined in Clause 7.3.2.25 (of the 802.11i specification).  When present, the RSNIE defines the security policy negotiated by the TSTA.  In addition, the TSTA must provide the R2Name used to generate a fresh PTKSA.
EAPKIE: this field is only present when RSN is enabled and RSN IE is specified.  The EAPKIE must provide a random SNonce in the KeyNonce field.  

4.3.1.2 FT Response
The FT Response action frame is transmitted by the current BSSID as a response to the TSTA’s FT Request.   The frame body of the FT Response is as follows:

	
	Category
	Action
	TTAP
	Count IE
	Time Interval IE
	TRIE
	TSIE
	RSNIE
	EAPK IE

	Octets:
	1
	1
	6
	4
	5
	N
	M
	Variable
	95


Figure 12 FT Request Frame format
Category:  shall be set to TBD (representing the FBT action management frame)

Action : shall be set to 1.
TTAP : shall be set to the BSSID value of the target AP.
Count IE : Number of IEs that follow this Count IE.

Time Interval IE : Time interval information element used to convey  either the  reassociation deadline time.
TRIE : shall be set to the Fast Transition Resource IE with the resource policy it is negotiating.
TSIE : shall be set to the Fast Transition Security IE with the security policy it is negotiating.
RSNIE : this field is only present when RSN is enabled and shall be set to the RSN IE as defined in Clause 7.3.2.25 (of the 802.11i specification).  When present, the RSNIE defines the security policy advertised by the TTAP’s beacons.  In addition, the TTAP must provide the R2Name used to generate a fresh PTKSA.
EAPKIE: this field is only present when RSN is enabled and RSN IE is specified.  The EAPKIE must provide a random ANonce in the KeyNonce field and a KeyLifetime for the FT Key Hierarchy.

4.3.1.3 FT Confirm
The FT Confirm action frame is used by the TSTA to confirm to the TTAP receipt of the ANonce and to initiate both the liveness of the PTKSA and, if required, to request QoS resources.  The FT Confirm action frame body format is as follows:

	
	Category
	Action
	TTAP
	Count IE
	TRIE
	TSIE
	RSNIE
	RIC-Request
	EAPK IE

	Octets:
	1
	1
	6
	4
	N
	M
	Variable
	Variable
	95


Figure 13  FT Confirm action frame body format

Category:  shall be set to TBD (representing the FT action management frame)

Action : shall be set to 3.
TTAP : shall be set to the BSSID value of the target AP.
Count IE : Number of IEs that follow this Count IE.
TRIE : shall be set to the Fast Transition Resource IE with the resource policy it is negotiating.
TSIE : shall be set to the Fast Transition Security IE with the security policy it is negotiating.
RSNIE : this field is only present when RSN is enabled and shall be set to the RSN IE as defined in Clause 7.3.2.25 (of the 802.11i specification).  When present, the RSNIE defines the security policy specified in the FT Request frame body.  

RIC-Request: this field is present only if QoS resources are to be requested, this field shall be a sequence of RIC IEs (RRIE, RDIE), per RIC specification.
EAPKIE: this field is present only when RSN is enabled and RSN IE is specified.  The EAPKIE must echo the ANonce in the KeyNonce field and authenticate all fields commencing with the Count IE and including the EAPKIE.  The authentication tag shall be transmitted in the EAPOL-Key MIC field and use the same algorithms as specified by Clause 8.5.2 of the 802.11i specification.

4.3.1.4 FT ACK
The FT ACK action frame is transmitted by the current BSSID as a response to the TSTA’s FT Confirm.   The frame body of the FT ACK is as follows:

	
	Category
	Action
	TTAP
	Count IE
	Time Interval IE
	TRIE
	TSIE
	RSNIE
	RIC-Response
	EAPK IE

	Octets:
	1
	1
	6
	4
	5
	N
	M
	Variable
	Variable
	95


Figure 14  FT ACK action frame body format

Category:  shall be set to TBD (representing the FT action management frame)

Action : shall be set to 4.
TTAP : shall be set to the BSSID value of the target AP.
Count IE : Number of IEs that follow this Count IE.
Time Interval IE : Time interval information element used to convey  the  reassociation deadline time. 
TRIE : shall be set to the Fast Transition Resource IE with the resource policy it is negotiating.
TSIE : shall be set to the Fast Transition Security IE with the security policy it is negotiating.
RSNIE : this field is only present when RSN is enabled and shall be set to the RSN IE as defined in Clause 7.3.2.25 (of the 802.11i specification).  When present, the RSNIE defines the security policy specified in the FT Response frame body.  

RIC-Response: this field is present only if QoS resources were requested, and this field shall be a sequence of RIC IEs, per RIC specification.  
EAPKIE: this field is present only when RSN is enabled and RSN IE is specified.  The EAPKIE must echo the SNonce in the KeyNonce field and authenticate all fields commencing with the Count IE and including the EAPKIE.  The authentication tag shall be transmitted in the EAPOL-Key MIC field and use the same algorithms as specified by Clause 8.5.2 of the 802.11i specification.

4.4 Information Elements 
4.4.1 Count IE

The Count IE specifies the number of IEs that follow the Count IE.  When security is enabled, all IEs including and following this Count IE will be integrity protected, including EAPKIE.
	Order
	Size (octets)
	Description

	1
	1
	TBD Element ID: FT Action Frame Count IE

	2
	1
	Length: must be set to 0x03

	3
	1
	Value reflects the number of IE’s succeeding this Count IE


Figure 15 FT Action Frame Count information element
4.4.2 Status codes

The status codes for Fast Transition are defined below:

	Status Code
	Meaning

	0-50
	Already pre-allocated

	51
	Invalid FT Action Frame Count

	52
	Expected a reservation to precede FT

	53
	Invalid TSPEC 

	54
	Invalid PMKID

	55
	Invalid 802.1X IE

	56
	Security Not Ready

	57
	Resources Not Ready

	58-255
	Reserved


Figure 16 Fast Transition Status Codes

4.4.3 Fast Transition Resource IE (TRIE)
A new information element is defined to enable the advertisement of network infrastructure policy and information for resources that can assist an TSTA to decide which transition mechanism to use.  A TTAP can advertise the TRIE through Beacon frame and Probe Response frame. This information element is defined in figure below.

	Order
	Size (octets)
	Description

	1
	1
	Element ID.  TBD

	2
	1
	Length

	3
	3
	Fast Transition Resource Mechanisms


Figure 17 Fast Transition Resource IE
The following table describes the configuration policies when the different settings are enabled.  The AP and STA must support the basic FT mechanism.

	Byte 0
	Bit 0: Reservation over air
	AP supports Reservation over air, which is protected using a separate handshake protocol.

	
	Bit 1: Reservation over DS
	AP supports Reservation over DS

	
	Bit 2: Reserve Option
	Value 1: Reservation is Mandatory

Value 0: Reservation is Optional

	
	Bit 3-6: Reservation Limit
	Number of APs at which a STA can reserve

	
	Bit 7: Reserved 
	

	Byte 1-16
	
	FTM Domain identifier (FTMD-Id) 


Figure 18 Fast Transition Resource IE Description
The STA can use information from the TRIE to determine the transition mechanisms supported and recommended by the AP and infrastructure.  The choice of executing any specific transition mechanism is left as discretion of the STA.  

4.4.4 Fast Transition Security IE (TSIE)
A new information element is defined to enable the advertisement of network infrastructure security policy and information, which can assist a TSTA to decide which security mechanisms to use.  An AP advertises this IE only when security during fast transitions is enabled on the network, through Beacon frame, Probe Response frames. This information element is defined in figure below.

	Order
	Size (octets)
	Description

	1
	1
	Element ID.  TBD

	2
	1
	Length

	3
	N
	Fast Transition Security Mechanism


Figure 19 Fast Transition Security IE

The following table describes the security parameters.  
	Byte 1-15
	Key R0 Key Holder ID (R0KH-ID)

	Byte 16-31
	Key R1 Key Holder ID (R1KH-ID)

	Byte 32-47
	Key R2 Key Holder ID (R2KH-ID)


Figure 20 Fast Transition Security IE Description
4.4.5 Fast Transition Key Holder IE 

A new information element is defined to enable the advertisement of network infrastructure security policy and information, which can assist a TSTA to decide which security mechanisms to use.  An AP advertises this IE only when security during fast transitions is enabled on the network, through Probe Response frame. This information element is defined in figure below.

	Order
	Size (octets)
	Description

	1
	1
	Element ID.  TBD

	2
	1
	Length

	3
	P
	Fast Transition Key Holder Mechanism


Figure 21 Fast Transition Key Holder IE

The following table describes the security parameters.  

	Byte n
	
	RO Holder List

	Byte n-p
	
	RO List (p=2 to k)


Figure 22 Fast Transition Key Holder IE Description

4.4.6 Time Interval IE

A new generic IE is introduced to define the time element, which may be used for specifying various types of time intervals and timeouts.
The Resource Reservation Timeout IE is defined as follows:

	Order
	Size (octets)
	Description

	1
	1
	TBD Element ID: Return Interval IE

	2
	1
	IE length

	3
	1
	Type of Time interval and timeout

	4
	2
	Unsigned 16-bit integer representing the number of TUs (milliseconds).


Figure 23 Time Interval IE

	0x00
	Reserved

	0x01
	Retry Interval

	0x02
	Re-Association Deadline

	0x03
	Key Lifetime Interval

	0x0-0xFF
	Reserved


Figure 24 Time Interval Type Description

4.4.7 Resource Information Container
The Resource Information Container (RIC) refers to a collection of IEs that are used to express resource request in a resource request message. RIC is also used to convey responses to the corresponding responses.
Each atomic resource is contained in one IE. For example, a TSPEC is contained in an IE of the same format used for 802.11e.

Two new IE types are defined by 802.11r to introduce structure to the RIC. These are:

RIC_ROOT (RRIE): used as the RIC header

RIC_DATA (RDIE): used to describe each Resource Request.  A simple Resource Request is an RDIE followed by single TSPEC. 

The basic format of the RIC has one RRIE and a list of Resource Requests.

	RRIE
	Resource Request
	Resource Request
	Resource Request


In a fully specified RIC Each Resource Request comprises an RDIE followed by one or more TSPECs. If there are multiple TSPECs then these are treated as “choices” by the target AP. The AP shall attempt to allocate the first TSPEC and if this fails shall attempt to allocate the next TSPEC instead and so on until successful allocation or the end of the TSPEC list. Thus, an “OR” relationship exists between TSPECs that follow an RDIE.

Examples of Resource Requests:

	RDIE
	TSPEC
	RDIE
	TSPEC


The above is an example of two Resource Requests, each with a single RDIE.
	RDIE
	TSPEC
	TSPEC


The above is an example of one Resource Request with a choice of 2 TSPECs.  This indicates that the target AP can select one of the 2 TSPECs.
4.4.7.1 RIC_DATA IE 

The RIC_DATA IE (RDIE) has a structure shown below:
	Order
	Size (octets)
	Description

	1
	1
	TBD Element ID

	2
	1
	IE length

	3
	1
	RIC_DATA sequence number

	4
	1
	Control Options 


Figure 25 RIC_DATA IE

RIC_DATA Sequence number – RIC_DATA Sequence number enumerates all RDIEs in the RIC. The sequence number should be used in the Re-Association request to refer to a successful resource allocation request that was done prior to transition.
Control Options – The control options octet has the format shown here:

	Byte 0
	Bit 0: Mandatory
	1 indicates allocation of TSPEC is mandatory
0 indicates that allocation of TSPEC is optional

	
	Bit 1: Confirm
	Request Messages: Always set to 0, ignored
Response Messages: 
1 indicates allocation successful
0 indicates allocation failure

	
	Bit 2-3: Reserved
	Reserved for future use

	
	Bit 4-7: TSPEC IE Count
	Number of TSPEC IEs that follow this RDIE


Figure 26 RIC_DATA IE Control Options Description
Mandatory Bit Field:  The Mandatory bit set to 1 indicates that one of the TSPECs that follow the RDIE must be allocatable/allocated for the resource request to be considered successful. If the Mandatory bit is set to 0, the AP should keep processing the rest of the request in RIC even if none of the TSPEC IEs following the RDIE is allocatable/allocated.
Confirm Bit Field: The Confirm bit is used only in response messages to indicate success or failure of the allocation and is set to zero and ignored in request messages.
Resource Count Field: Resource count indicates the number of TSPEC IEs, that following this RDIE.

4.4.7.2 RIC_ROOT IE

The RIC_ROOT IE (RRIE) has a structure shown below:
	Order
	Size (octets)
	Description

	1
	1
	TBD Element ID

	2
	1
	IE length

	3
	1
	RRIE Identifier

	4
	1
	Count of RDIE IEs

	5
	6
	Target BSSID


Figure 27 RIC_ROOT IE

Where:

RRIE Identifier:  A unique value intended to match responses to requests

RDIE Count: Number of RDIEs contained in a RIC IE
Target BSSID: The target BSSID to which the RIC IE is to be sent. 
4.4.8 Authentication and Key Management (AKM) suites

The RSN IE format and contents contain the information as shown in Figure 46ta and described in Clause 7.3.2.25 of the IEEE 802.11i 2004 specification.    Further, the AKM suites supported within the RSN IE are as specified in Clause 7.3.2.25.2 of the IEEE 802.11i 2004 specification with the following additions:

	OUI
	Suite Type
	Meaning

	
	
	Authentication Type
	Key management Type

	00-0F-AC
	3
	TGr Authentication negotiated over IEEE 802.1X or using PMKSA caching as defined by IEEE 802.11i 2004 specification
	TGr key management as defined by this draft.

	00-0F-AC
	4
	PSK
	TGr key management as defined by this draft.

	00-0F-AC
	4-255
	Reserved
	Reserved


Figure 28 AKM Suites

4.4.9 FT 802.1X EAPOL-Key IE (EAPKIE)

A new information element is defined to encapsulate the FT 802.1X EAPOL-Key messages.  This IE must be present in the 3rd and 4th FT Authentication messages or the FT Confirm and FT ACK action frames,  the (re)association request and response when FT and security are enabled.  

The encapsulated 802.1X EAPOL-Key information element is defined in Figure 29:

	Order
	Size (octets)
	Description

	1
	1
	TBD Element ID: Encapsulated 802.1X IE

	2
	1
	Length of the 802.1X EAPOL-Key message

	3
	n
	802.1X EAPOL-Key message


Figure 29 Encapsulated FT 802.1X EAPOL-Key information element

5 Protocol Mechanisms

5.1 Authentication frame notation

The following notation is used throughout the remainder of this clause to represent management frames of subtype Authentication:

Auth-FT(Alg, Seq, SC, Data)

where

Alg
is the Authentication Algorithm Number field representing FT.

Seq
is the Authentication Transaction Sequence Number field.

SC
is the Status Code field.

Data
is additional data carried in the payload of the message.  It replaces the Challenge Text element defined in 802.11.

5.2 EAPOL-Key frame notation

This specification extends the EAPOL-Key frames, as defined in 802.11i.  The extention in this specification allows the EAPOL-Key frames to convey and authenticate information about the security and resource contexts.  The new information about security and resource contexts is conveyed in the Key Data portion of the EAPOL Key frame.  The following notation is used throughout the remainder of this clause to represent this updated EAPOL-Key frames:

EAPOL-Key-FT(S, M, A, I, K, KeyRSC, ANonce/Snonce, MIC, RSNIE, GTK, N, KeyName, TSIE, TRIE, Keylifetime)

where

S
means the initial key exchange is complete. This is the Secure bit of the Key Information field.

M
means the MIC is available in the message. This is the Key MIC bit of the Key Information field.

A
means a response is required to this message. This is used when the receiver should respond to this message. This is the Key Ack bit of the Key Information field.

I
is the Install bit: Install/Not install for the pairwise key.  This is the Install bit of the Key Information field.

K
is the key type: P (Pairwise), G (Group/STAKey). This is the Key Type bit of the Key Information field.

KeyRSC
is the key RSC. This is the Key RSC field used to convey the GTK’s receive sequence counter.

ANonce/Snonce
is the Authenticator/Supplicant nonce. This is the Key Nonce field.

MIC
is the integrity check, which is generated using the KCK. This is the Key MIC field.

RSNIE
is the RSN information element. This is in the Key Data field.

GTK
is the encapsulated GTK. This is in the Key Data field.

N
is the key identifier, which specifies which index should be used for this GTK.

KeyName
is the name of the Key being referenced by this exchange e.g. R2Name.  This is in the RSNIE PMKID field.

TSIE
is the Fast BSS Transition Security Information Element.  This is in the Key Data field.

TRIE
is the Fast BSS Transition Resource Information Element.  This is in the Key Data field.

KeyLifetime
is the lifetime of the TGr Key Hierarchy.  That is, it is the lifetime of all the PMK keys, PMK-R0, PMK-R1 and PMK-R2.  This is present in the Key Data field.  This field is represented as the Time Interval IE (TIE) of type KeyLifetime.

Note that when the EAPOL-Key frame is encapsulated as an EAPKIE, then there may be other associated data that is protected by the MIC inside the EAPOL-Key frame.

5.3 First Contact

The FT mechanisms optimize the transitions across an ESS under different conditions.  In particular, with RSN enabled networks a new key hierarchy is defined to further reduce the number of transactions required to establish a fresh PTKSA.  The affect the full potential of FT mechanisms, a TSTA must instantiate the enabling of FT during (re)association.  This enabling is referred to as first contact to ensure that all potential TTAPs, a TSTA may transition to, will affect the appropriate policies and store relevant information to enable FT. 

Thus, on first contact, the TSTA asserts both the security and QoS policies it will employ throughout the duration of the FT session.  This is achieved using the same message flows as defined by the 802.11-2003 specification and including 802.11i when RSN is enabled and 802.11e when QoS is enabled.   The only distinction to affect an FT session is to assert the use of FT by including the TRIE and TSIE in the (re)association negotiation.  The message flow is depicted in Figure 30.


[image: image1.emf]STA AP

1

802.1X Port Unblocked, Successful (Secure) Session & Data Transmission

(Re)association Request( TSIE

STA

, TRIE

STA

, RSNIE

STA

)

802.11 Authentication Request( Open )

802.11 Authentication Response( Open )

(Re)association Responset( TSIE

AP

, TRIE

AP

, RSNIE

AP

)

EAPOL-Key-FT( 0, 0, 1, 0, P, 0, Anonce, 0, RSNIE

AP

, 0, R2Name, TSIE

AP

, TRIE

AP

,  0, 0, 

TIE[KeyLifetime], 0)

802.1X EAP Authentication (bypassed if PSK is used)

EAPOL-Key-FT( 0, 1, 0, 0, P, 0, Snonce, MIC, RSNIE

STA

, 0, R2Name, TSIE

STA

, TRIE

STA

,0, 0, 0)

EAPOL-Key-FT( 1, 1, 1, 0, P, 0, Anonce, MIC, RSNIE

AP

, GTK, N, R2Name, TIE

AP

, 0, 0, 

TIE[KeyLifetime])

EAPOL-Key-FT( 1, 1, 0, 0, P, 0, 0, MIC, 0, 0, 0, 0, 0, 0, 0, 0)

QoS Resource Allocations


Figure 30  First Contact to enable TSTA's Fast BSS Transition

As shown in Figure 30, on first contact with the ESS within which the TSTA intends to use FT, the packet exchange between the TSTA and the TTAP is similar to that defined by 802.11-2003, 802.11i and 802.11e.  In particular, with RSN-enabled, the TSTA first performs an 802.11 Authentication using the Open System Authentication Algorithm.  Upon successful 802.11 open authentication, TSTA then sends a (re)association request to the TTAP and includes the TRIE AND TSIE to assert the use of Fast BSS Transitions for future transitions.  Additionally, it includes its security capabilities in the RSN IE.  The R2Name is set to 0’s (zeroes) as no PMKSA has been negotiated yet.

TSTA->TTAP:
Auth-FT(0, 0, 0, 0)

TTAP->TSTA:
Auth-FT(0, 1, SC, 0)

If the SC returned by the TTAP is 0, indicating success, the TSTA continues with (Re)Association:

TSTA->TTAP:
(Re)Association Request ( TRIESTA, TSIESTA, RSNIESTA )

TTAP->TSTA:
(Re)Association Response ( )

On successful (re)association, the SPA on the TSTA and the 802.1X Authenticator on the TTAP then proceed with an 802.1X EAP authentication.  The 802.1X EAP exchange is sent between the TSTA and TTAP using EAPOL messages carried in 802.11 data frames.

Upon successful completion of the 802.1X  EAP authentication, the 802.1X Authenticator receives the required information to define its PMKSA:

· TTAP’s BSSID, PMK-R2, R0Name, R1Name, R2Name, R0KH-ID, R1KH-ID, R2KH-ID, SPA and FT KeyLifetime

While the TTAP’s 802.1X Authenticator receives most of the information from its parent (R2KH-ID), the TSTA holds all the information to derive the PMKSA directly.    Thus, following a successful 802.1X EAP authentication, the TTAP and TSTA then perform a FT 4-way handshake similar to the 802.11i handshake.  The FT EAPOL-Key frame notation is defined in Section 7.2.7.

TTAP->TSTA:
Data(EAPOL-Key-FT(0, 0, 1, 0, P, 0, ANonce, 0, RSNIEAP, 0, 0, R2Name, 0, 0, KeyLifetime))

TSTA->TTAP:
Data(EAPOL-Key-FT(0, 1, 0, 0, P, 0, SNonce, MIC, RSNIESTA, 0, 0, R2Name, TRIESTA, TSIESTA, 0))

TTAP->TSTA:
Data(EAPOL-Key-FT(1, 1, 1, 1, P, 0, ANonce, MIC, RSNIEAP, GTK, N, R2Name, TRIEAP, TSIEAP, TIE[KeyLifetime]))

TSTA->TTAP:
Data(EAPOL-Key-FT(1, 1, 0, 0, P, 0, 0, MIC, 0, 0, 0, 0, 0, 0, 0))

The “Data()” indicates the message is an 802.11 data frame.

As in 802.11i, the EAPOL-Key messages are encapsulated in 802.11 Data frames.  On a successful 802.1X EAPOL-Key 4-way handshake, the 802.1X port is opened on both the TSTA and the TTAP, data connectivity has been established, and the TSTA can perform negotiation of QoS or other features if desired.

Note that on successful completion of the 4-way handshake the Key Replay Counter shall be initialized to zero and the subsequent FT EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.
5.4 Base Mechanism

The Fast BSS Transition base mechanism commences when a TSTA has determined its TTAP; that is, it has completed all the discovery and selection criteria for the TSTA to transition to the TTAP.

When a TSTA wishes to move from it's Current AP (CAP) to a Transition Target AP (TTAP) utilizing a Fast BSS Transition without Reservation, the TSTA exchanges nonces with the TTAP and establishes a PTKSA prior to a (re)association exchange.

When a TSTA wishes to perform an Over-the-Air Fast BSS Transition without Reservation to a TTAP, the TSTA and TTAP perform the following exchange:

TSTA->TTAP:
Auth-FT(FT, 0, SC, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0, 1, 0, P, 0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))

TTAP->TSTA:
Auth-FT(FT, 1, SC, TRIE AND TSIEAP, RSNIEAP, TIE[ReassocDeadline], EAPOL-Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))

If the SC returned by the TTAP is 0, indicating success, the TSTA continues with (Re)Association.
On successful FT Authentication, the TSTA completes State 1 and proceeds to State 2.  Note that while the TSTA is 802.11 Authenticated, the 802.1X port remains blocked.  This behavior is consistant to that defined by 802.11i.
If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the “infrastructure”.  The method by which is retrieves the key is beyond the scope of this specification.

In such a case, the TTAP may return an SC of "Security Not Ready", in order to allow the TSTA to return to its current association to continue data exchange,; its response will then be as follows:

TTAP->TSTA:
Auth-FT(FT, 1, SC, TIE[Retry Interval])

If the SC returned by the TTAP is "Security Not Ready", the TSTA must retry its request. The TIE of type "Retry Interval" returned by the TTAP indicates the suggested time interval after which the TSTA should reissue the request. 

The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged nonces as specified in Section 7.2.6. 

The TSTA must send a Reassociation Request to the TTAP within the Time Interval IE’s Reassociation Deadline specified in milliseconds or the TTAP will delete the PTKSA. 

TSTA->TTAP:
Reassociation Request(TRIE AND TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0, 1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))

TTAP->TSTA:
Reassociation Response(TRIE AND TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))

The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT 802.11 Authentication Request.   In the same reassociation request, the TSTA may request for resources by including a RIC-Request.  To authenticate the request, an encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP’s ANonce and authentication tag in the respective Key Nonce and MIC fields.  Finally, the TTAP specifies the FT Key Hierarchy lifetime as part of the Key Data field.

At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has been established.

5.5 Pre-Reservation Mechanism

When an TSTA wishes to move from it's Current AP (CAP) to a Transition Target AP (TTAP) utilizing a Fast BSS Transition with Reservation, the TSTA establishes a PTK with the TTAP and reserves resources using one of two methods:

1. "Over-the-Air".  In this case, the TSTA communicates directly with the TTAP using 802.11 Authentication frames with the Authentication Algorithm set to Fast BSS Transition. 

2. "Over-the-DS".  In this case, the TSTA communicates with the TTAP via the CAP.  The cummunication between the TSTA and the TTAP are carried in Fast BSS Transition Action frames between the TSTA and the CAP, and between the CAP and TTAP via encapsulation TBD.  The CAP converts between the two encapsulations.

Note that in either mechanism, it is feasible for an TSTA to invoke multiple Pre-reservations but only commit to one TTAP.  That is, it may invoke the pre-reservation mechanism as defined in this section with more than one BSSID but only invoke the (re)association exchange with a single TTAP.

5.5.1 Over-the-Air Fast BSS Transition with Reservation

When a TSTA wishes to perform an Over-the-Air Fast BSS Transition with Reservation to a TTAP, the TSTA and TTAP perform the following exchange:

TSTA->TTAP:
Auth-FT(FT, 0, SC, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0, 1, 0, P, 0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))

TTAP->TSTA:
Auth-FT(FT, 1, SC, TRIEAP, TSIEAP, RSNIEAP, TIE[ReassocDeadline], EAPOL-Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))

If the SC returned by the TTAP is 0, indicating success, the TSTA continues with the next exchange in the FT Authentication. Class 2 frames are not yet allowed as the authentication exchange has not been completed.

If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the “infrastructure”.  The method by which is retrieves the key is beyond the scope of this specification.

In such a case, the TTAP may return an SC of "Security Not Ready", in order to allow the TSTA to return to its current association to continue data exchange,; its response will then be as follows:

TTAP->TSTA:
Auth-FT(FT, 1, SC, TIE[Retry Interval])

If the SC returned by the TTAP is "Security Not Ready", the TSTA must retry its request. The TIE of type "Retry Interval" returned by the TTAP indicates the suggested time interval after which the TSTA should reissue the request. 

The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged nonces as specified in Section 7.2.6. 

The TSTA must complete the remainder of the FT Authentication exchange and send a Reassociation Request to the TTAP within Reassociation Deadline milliseconds or the TTAP will delete the PTKSA and release any reserved resources. 

TSTA->TTAP:
Auth-FT(FT, 2, TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0, 1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))

TTAP->TSTA:
Auth-FT(FT, 3, TRIEAP, TSIEAP, RSNIEAP, RIC-Response, TIE[ReassocDeadline], EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))

Note that on successful completion of the FT Authentication exchange for pre-reservation, the PTKSA has been established and proven live.  Thus, the Key Replay Counter shall be initialized to zero and the subsequent FT EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.
If the TTAP cannot immediately determine its RIC-Response, it may return an SC of "Resources Not Ready", in order to allow the TSTA to return to its current association to continue data change.; its response will then be as follows:
TTAP->TSTA:
Auth-FT(FT, 3, SC, TRIEAP, TSIEAP, RSNIEAP, TIE[Retry Interval], TIE[ReassocDeadline], EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))

If the SC returned by the TTAP is "Resources Not Ready", the TSTA must retry its request. The TIE of type "Retry Interval" returned by the TTAP indicates the suggested time interval after which the TSTA should reissue the request. Note that each retried request will have a new Replay Counter in the EAPOL-Key IE, so each retried request and its corresponding response must have a newly computed MIC.
Similarly, on successful completion of the FT Authentication exchange for pre-reservation, both the PTKSA and QoS resources are guaranteed to be reserved until the Reassociation Deadline.  

If the SC returned by the TTAP is 0, indicating success, the 802.1X port remains blocked and Class 1 & 2 frames are now allowed between the TSTA and the TTAP, and the TSTA continues with (Re)Association:

TSTA->TTAP:
Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0, 1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))

TTAP->TSTA:
Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))

The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT 802.11 Authentication Confirm.   In the same reassociation request, the TSTA asserts the reserved resources by including a RIC-Request as provided in the FT Authentication Confirm.  To authenticate the request, an encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP’s ANonce and authentication tag in the respective Key Nonce and MIC fields.  Finally, the TTAP specifies the FT Key Hierarchy lifetime as part of the Key Data field.

At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has been established.

5.5.2 Over-the-DS Fast BSS Transition with Reservation

When a TSTA wishes to perform an Over-the-DS Fast BSS Transition with Reservation to a TTAP, the TSTA and TTAP perform the following exchange via the CAP:

TSTA->CAP :
FT Action Request(TTAP, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0, 1, 0, P, 0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))

CAP->TSTA :
FT Action Response(TTAP, TRIEAP, TSIEAP, RSNIEAP, TIE[ReassocDeadline], EAPOL-Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))

TSTA->CAP :
FT Action Confirm(TTAP, TRIESTA, TSIESTA, RSNIESTA, RIC-Request, TIE[ReassocDeadline], EAPKIE(0, 1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))

CAP->TSTA :
FT Action ACK(TTAP, TRIEAP, TSIEAP, RSNIEAP, RIC-Response, TIE[ReassocDeadline], EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, 0, 0, TIE[KeyLifetime]))

If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the “infrastructure” via method TBD.

The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged nonces as specified in Section 7.2.6. 

Note that on successful completion of the FT Action frame exchange for pre-reservation, the PTKSA has been established and proven live.  Thus, the Key Replay Counter shall be initialized to zero and the subsequent FT EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.
Similarly, on successful completion of the FT Authentication exchange for pre-reservation, both the PTKSA and QoS resources are guaranteed to be reserved until the Reassociation Deadline.  

If the SC returned by the TTAP is 0, indicating success, the 802.1X port remains blocked and Class 1 & 2 frames are now allowed between the TSTA and the TTAP, and the TSTA continues with (Re)Association:

TSTA->TTAP:
Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0, 1, 1, 1, P, 1, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))

TTAP->TSTA:
Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1, 1, 0, 1, P, 1, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))

The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT 802.11 Authentication Confirm.   In the same reassociation request, the TSTA asserts the reserved resources by including a RIC-Request as provided in the FT Authentication Confirm.  To authenticate the request, an encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP’s ANonce and authentication tag in the respective Key Nonce and MIC fields.  Finally, the TTAP specifies the FT Key Hierarchy lifetime as part of the Key Data field.

At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has been established.
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