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Following is an attempt to generate a MSWord file from the FrameMaker source.  None of the section numbers came across, nor did the figures, nor tables.  (Section numbers and figures were quietly ignored by MSWord; attempt to copy/paste a table crashed.) Let me know if it is useful.

Draft Amendment to STANDARD FOR Telecommunications and Information Exchange Between Systems - LAN/MAN Specific Requirements - 
Part 11: Wireless Medium Access Control (MAC) and physical layer (PHY) specification: 
Amendment 8: Fast BSS Transition
[This amendment is based on IEEE Std 802.11TM, 2005 (based on 802.11ma D1.0), as amended by 802.11eTM-2005, 802.11k-????.]

The editing instructions contained in this amendment define how to merge the material contained herein into the existing base standard to form the new comprehensive standard.

The editing instructions are shown in bold italic. Three editing instructions are used: change, delete, and insert. Change is used to make small corrections in existing text or tables. The editing instruction specifies the location of the change and describes what is being changed either by using strikethrough (to remove old material) or underscore (to add new material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions may require renumbering. If so, renumbering instructions are given in the editing instructions. 

NOTE - Editorial notes (paragraphs starting with “NOTE”) are present throughout this document. These will be added and changed at the discretion of the Editor. These will be deleted at the discretion of the Editor when the Editor feels the issue identified in the note has been adequately addressed. Editorial notes will not be carried over into the final docu​ment.

References
Insert the following new normative references in alphabetical order:
NOTE: If there are no new references, delete this section
Definitions
Change the following definitions as indicated:
3.74 pairwise master key (PMK): The highest order key used within this standard. The PMK may be derived from an Extensible Authentication Protocol (EAP) method or may be obtained directly from a pre-shared key (PSK).
NOTE - need new wording above to make consistent with new PMK-R0 (which appears below).
3.76 pairwise transient key (PTK): A value that is derived form the pairwise master key (PMK), Authenti​cator address (AA), Supplicant address (SPA), AnthenticatorAuthenticator nonce (ANonce), and Supplicant nonce (SNonce) using the pseudo-random function (PRF) and that is split up into as many as five keys, i.e. temporal encryption key, two temporal message integrity code (MIC) keys, EAPOL-Key encryption key (KEK), EAPOL-Key confirmation key (KCK).

NOTE - need new wording above to make consistent with new PTK “Pairwise Transient Key shared between a STA and BSSID used to protect 802.1X EAPOL and 802.11 data frames”
3.108 Supplicant Address (SPA): The Supplicant’s medium access control (MAC) address. Typically this is the STA’s MAC address.
Insert the following new definitions in alphabetical order, renumbering as necessary:
3.121 AAA Key: Key information that is jointly negotiated between the Supplicant and Authentication Server as defined by RFC 3748. This key information is transported via a secure channel from the Authentication Server to the Authentica​tor. The PMK-R0 is derived from the AAA Key.

NOTE - need to confirm that “Supplicant” is proper word to replace “SPA” in the proposal’s text.

3.122 Authentication Server (AS): An entity that provides an authentication service to an Authenticator. This service determines, from the credentials provided by the Supplicant, whether the Supplicant is authorized to access the services provided by the Authenticator.

NOTE - need to confirm that “Supplicant” is proper word to replace “SPA” in the proposal’s text.

3.123 Authenticator: an entity at one end of a point-to-point LAN segment that facilitates authentication of the entity attached to the other end of that link.

3.124 Authenticator Address (AA): The Authenticator’s media access control (MAC) address.
3.125 Master Session Key (MSK): The Master Session Key is keying material that is derived between the EAP peer and server and exported by the EAP method to the NAS. The MSK is at least 64 octets in length.

3.126 Pairwise Master Key R0 (PMK-R0): The top level of the FBT key hierarchy; key is shared between a STA and the R0 key holder, and used to derive PMK-R1 keys.

3.127 Pairwise Master Key R0 Key Holder Identifier (R0KH-ID): the 16 octet identifier that is advertised as the holder of the PMK-R0.

3.128 Pairwise Master Key R1 (PMK-R1): The second level of the FBT key hierarchy; key is shared between a STA and the R1 key holder, and used to derive PMK-R2 keys.

NOTE - text in proposal section 7.2.3 says PMK-R1 is the second level of the hierarchy; other text is consistent with this, but definition in section 2.2 says first level. Confirmation of this change to be consistently “second level” is requested.

3.129 Pairwise Master Key R1 Key Holder Identifier (R1KH-ID): the 16 octet identifier that is advertised as the holder of the PMK-R1

3.130 Pairwise Master Key R2 (PMK-R2): The third level of the FBT key hierarchy; key is shared between a STA and the R2 key holder, and used to derive the PTK.

NOTE - text in proposal section 7.2.5 says (in one place) PMK-R2 is the third level of the hierarchy; other text is incon​sistent; definition in section 2.2 says second level. Confirmation of this change to be consistently “third level” is requested.

3.131 Pairwise Master Key R2 Key Holder Identifier (R2KH-ID): the 16 octet identifier that is advertised as the holder of the PMK-R1.

NOTE: Proposal section 2.2 says that R2KH-ID is the holder of PMK-R1, which the Editor believes should be PMK-R2. Confirmation from the group requested.

3.132 Pairwise Transient Key Identifier (PTKID): the 16 octet identifier used to name and reference the PTK.

3.133 Resource Mobility Domain A unique identifier which specifies an AP's over-the-DS reachability. All APs in a Resource Mobility Domain have over-the-DS reachability to all other APs in that Resource Mobility Domain.

3.134 R0Name: the 16 octet globally unique identifier used to name and reference PMK-R0.

3.135 R1Name: the 16 octet globally unique identifier used to name and reference PMK-R1.

3.136 R2Name: the 16 octet globally unique identifier used to name and reference PMK-R2.

3.137 Security Domain (SD): A Security Domain consists of a single PMK-R0 Key Holder as a root, and all key hold​ers of PMK-R1 and PMK-R2 keys derived from PMK-R0. Each Security Domain is contained within a Security Mobil​ity Domain.

3.138 Security Mobility Domain (SMD): A set of associated Security Domains (SD) capable of exchanging PMK-R1s between them. A station may perform fast transitions among all APs in a Security Mobility Domain.

3.139 Security Mobility Domain Identifier (SMD-ID): the 16 octet globally unique identifier used to name and refer​ence an SMD.

3.140 Transition Enabled Station (TSTA): The non-AP station capable of executing the fast BSS transition proce​dures, as defined in this standard.

3.141 Transition Resource Information Element (TRIE): An Information Element for enabling fast transitions between APs, which carries QoS and resource specific information.

3.142 Transition Security Information Element (TSIE): An Information Element for enabling fast transitions between APs, which carries security specific information.

Abbreviations and acronyms
Insert the following new abbreviations and acronyms in alphabetical order:
AA
Authenticator Address
FBT
Fast BSS Transition
FT
Fast Transition
MSK
Master Session Key
NAS
Network Access Server
PMK-R0
Pairwise Master Key, top level
PMK-R1
Pairwise Master Key, first level
PMK-R2
Pairwise Master Key, second level
PTKID
Pairwise Transient Key Identifier
R0KH
PMK-R0 Key Holder
R0KH-ID
PMK-R0 Key Holder Identifier
R1KH
PMK-R1 Key Holder
R1KH-ID
PMK-R1 Key Holder Identifier
R2KH
PMK-R2 Key Holder
R2KH-ID
PMK-R2 Key Holder Identifier
RDIE
RIC Data Information Element
RIC
Resource Information Container
RRIE
RIC Root Information Element
RRSAP
Resource Request Service Access Point
SD
Security Domain
SMD
Security Mobility Domain
SMD-ID
Security Mobility Domain Identifier
TRIE
Fast Transition Resource Information Element
TSIE
Fast Transition Security Information Element
TSTA
Transition-Enabled Station
TTAP
Transition Target Access Point
General Description
Logical Service Interfaces

Insert the following entry to the end of the list of 802.11 architectural services:
BSS-Transition Services
Overview of the Services
Insert the following new clause after 5.4.4.2, renumber figures and tables as appropriate.
BSS-Transition Services
As wireless networking becomes more prevalent, is deployed in a variety of architectures, and supports applications such as telephony, shortcomings that could previously be ignored now become apparent.
This section deals with the problem of intermittent connectivity loss due to transitioning between BSSs in an ESS. Each time the wireless station must abandon its connection with one AP and establish a new connec​tion with another, there is a brief loss of connectivity, which may result in packet loss. In many interesting cases packet loss will have effects that are noticeable to the user, particularly when running real-time appli​cations. With streaming TCP connections, loss of even a single packet will result in a transmission hiccup whose duration may be far in excess of the actual gap in connectivity. With real-time transmission of voice data, audible cracks and pops result. The more frequently the station must roam, the more annoying these packet losses will be. 
This section defines an approach that minimizes the duration of connectivity loss during transition. This approach is scalable and secure, and accommodates a variety of 802.11 system architectures.
General Concepts
There are three state transitions involved when a STA transitions from its current AP to a new AP:
Discovery - the station must locate and decide to which AP it will transition;
Resource establishment - the station may establish that the new AP will provide connection resources it needs to maintain active sessions.
Transition - the station abandons the current AP and establishes a connection with a new AP.
Discovery
The STA must maintain a list of potential transition candidates so that it can transition to a new AP as quickly as possible when signal quality of the current association falls below some target level. The station will scan multiple channels for an AP with a better signal. This process typically takes hundreds of millisec​onds. While scanning different channels, the station cannot receive on its current channel, and packets may be lost. In a QoS environment, the STA must maintain channel utilization metrics at the new AP; when it chooses to transition to a new AP, it can maintain adequate service levels for QoS streams. 
BSS-transition services provide a mechanism for the STA to communicate and retrieve information on can​didates prior to transition. The communications with the target AP can take place over-the-air or through the STA’s existing association with its current AP.
Resource Allocation
If the station depends on a level of resources to maintain its current connection, then it is the responsibility of the station to determine that such resources will be available before transitioning to the new access point. In a non-FBT QoS environment, a QSTA must associate with the new Access Point prior to requesting resource reservations. This significantly increases the transition latency, and furthermore, there is no guaran​tee that the target AP will be capable of delivering adequate services, causing the station to search for alter​nate Access Points.
BSS-transition services provide a mechanism for the STA to reserve resources at a candidate AP prior to transition or association time. The STA can communicate with the target AP to reserve resources prior to association by communicating directly with the target AP, or indirectly through its existing Association. The resource allocation mechanism can be used to allocate any type of resources, which could include TSPECs in a QoS environment, or keying material in a secure environment. 
The Fast Transition Gap
Once a suitable transition candidate has been found, the station must break its association with the current AP and associate with the new AP. During this time, packet loss can occur. If the station fails to establish the new connection it may immediately resume communication with the old AP so that the transition gap is always terminated by resumption of communications (either to the current or new AP), subject to overlap​ping RF coverage.
BSS Transition services provide a mechanism for the STA to (re-)associate with the target AP which mini​mizes any latency introduced from protocol overhead. The STA can choose to reserve resources at the AP prior to (re-)association, thereby reducing the probability of losing packets on transition.
Fast Transition in a Robust Security Network
The transition process in a RSNA environment is defined as:
Setting up the radio for the new channel
Exchanging (re)association request/response with the new AP.
Performing authentication
Performing key management
Establishing other aspects of connection state, for example QoS
In a RSN, the latency introduced via 802.1X authentication is reduced via PMK caching and pre-authentica​tion. When the station and the new AP have a cached security association, either due to a prior association or pre-authentication, the station does not need to re-authenticate to the new AP; however, it still must perform a 4-way handshake in order to establish session keys for data communication. 
Even with this reduced pre-authentication exchange, latencies will be measured in the tens of milliseconds with well-powered stations and higher when handhelds are used.
A STA in a RSNA environment is able to pre-authenticate to a new AP prior to transition, using the connec​tion to the current AP to communicate with the new AP via the DS. This allows the establishment of a PMKSA in advance of transition with an AP that has not yet been visited. Upon (re)association with an AP where pre-authentication has been accomplished, PMK caching can be utilized by presenting a PMKID in the (re)association request.
When an EAP authentication occurs to an AAA server, the AAA server informs the AP of the lifetime of the authentication; for example, RADIUS and Diameter servers return the Session-Timeout attribute. At some point in advance of expiration, the AP must initiate a re-authentication in order to allow the session to con​tinue. Since a new PMK is generated as a result of authentication, the AAA lifetime represents an absolute maximum lifetime for a PMK. 
In a RSNA, the AP does not communicate expiration information to the station. When the station attempts to re-associate with a cached PMKID, it may find that the AP does not accept it and a full authentication will ensue.
BSS-Transition services offer new Authentication and Key Management procedures which optimize key management to reduce transition latencies. The scope of the PMKSA is communicated to the station, allow​ing it to select the appropriate PMK for pre-keying or determine that pre-authentication is required. The life​time of the PMKSA is communicated to the station, allowing it to judge whether it should attempt pre-keying or perform pre-authentication.
Continuity of network service quality is enabled by the use of resource allocation either prior to re-associa​tion, or at re-association time. It introduces a new protocol which allows PTK's to be derived prior to re-assocation, thereby minimizing transition latencies. 
Fast BSS Transition Architecture Description
BSS-Transition services provides a mechanism to minimize the transition gap in a Robust Security Network between APs and QAPs. It enables a means to:
Minimize "over the air" latency by piggybacking resource allocation
Minimize PTK computation and plumbing latencies by enabling the STA to pre-compute prior to re-association
Enable an "Authenticated" re-association exchange
Removes the 4-way handshake race conditions
Enables allocation of QoS resources at reassociation time
Ensure compatibility with non-RSN and non-QoS STAs and APs
The BSS-Transition services include:
A new transition protocol which allows a STA and AP to allocate resources as part of the re-associa​tion; or pre-reserve resources prior to reassociation time;
A new key management framework for security which allows the STA and the AP to pre-compute the PMK;
A mechanism which uses the new transition protocol to perform PTK derivation at re-association time;
A mechanism for allocating QoS resources at reassociation time using the new transition protocol changes.
This addresses solutions to two classes of network infrastructures from a QoS perspective: one where the TTAP is capable of provisioning QoS resources at re-association time; and another where the TTAP needs to pre-reserve QoS resources prior to reassociation. Thus there are two mechanisms for BSS-Transition: 
the basic BSS-transition mechanism, during which resources are allocated and committed during the re-association phase of the BSS-Transition. This solution addresses the case where the AP is lightly loaded and the STA can determine resources are available from Beacon/Probe exchanges. 
the pre-reservation BSS-Transition mechanism, during which resources are allocated prior to re-asso​ciation. This solution addresses the case where the infrastructure is under-provisioned; the DS infra​structure is slow; or the provider wants to offer a guarantee of service. This solution addresses networks with a security infrastructure that requires explicit messaging for resource reservation.
BSS-Transition services do not specifically address the solution of when or where a STA will roam. There are other tools which give the STA information that could be used in making this decision. 
QoS mechanisms enable the AP to convey QBSS information in Probe responses and beacons. The QBSS IE has three fields which indicate the number of associated STAs, the channel utilization for the BSS, and the available admission capacity. The QBSS metrics give information on the AP's ability to accept new QoS streams.
BSS-Transition services define where a STA can roam. Fast BSS Transitions can only take place within an ESS. In a secure environment, the transition candidates for a STA are limited to APs that are members of the same Security Domain. In some infrastructures, resource policies may limit the STA to a subset of APs as transition candidates defined by the Mobility Domain. In the limiting case, the ESS, the Security Domain, and the Mobility Domain define the same set of APs. The Security Domain will always be a subset of the ESS, and the Mobility Domain will always be a subset of the Security Domain.
A representative BSS-Transition topology is given in Figure 7A. A simple representative topology consists of a number of FT-enabled APs, and an Authentication Server. Inter-AP communication over the DS is assumed to be protected and authenticated. The FT-enabled STA has an established connection with the DS through AP1 and may have one or more QoS streams active. In this representative topology, the STA has two potential transition candidates, AP2 and AP3. The STA decides through scanning, neighbor reports, and other means, that the best candidate for transition is AP2. 
There are two mechanisms for the STA to issue resource requests to candidate APs. In one case, the STA goes off-channel from its current association and communicates over the air with the candidate AP. In the second case, the STA communicates with the candidate AP through its existing AP. In either case, the STA uses the Resource Request Service Access Point (RRSAP) to generate and respond to resource reservation.
The RRSAP handles Resource Requests. The RRSAP on the STA is used to generate queries or resource requests. The RRSAP at the AP will receive and process Resource Requests from STAs originating over the air or over the DS. The RRSAP can also forward resource requests on behalf of the STA over the DS to a potential transition candidate.
The STA may choose to reserve resources at the transition candidates prior to transition. Upon successful completion, resources are reserved at the target APs for a limited length of time. The STA must complete the transition within the time limit in order to access its reserved resources.
Reservation policies can be applied to limit the number of reservations that a STA can make or limit the number of APs where the STA can concurrently reserve resources. 
Representative Fast Transition Topology
BSS-Transition service provides a generic mechanism to reserve resources at a candidate TTAP called the Resource Information Container (RIC). It provides a mechanism for the STA to build resource requests that could include mandatory and optional resources, or request for alternative resources.
In a Robust Security Network environment, the BSS-Transition service describes mechanisms to support pre-keying and resource pre-establishment between a station and an AP. It describes a key hierarchy to extend the scope of a PMK from a single AP to many APs in a complex network that may include both stan​dalone APs and centralized architectures. It defines a new 802.11 authentication type, which allows the cli​ent to initiate a handshake to establish the PTK prior to (re)association.
Message information contents that support the services
Association

Change text of section 5.7.2 as follows:
For a STA to associate, the association service causes the following messages to occur:
Association request
Message type: Management
Message subtype: Association request
Information items:
IEEE address of the STA initiating the association
IEEE address of the AP with which the initiating STA will associate
SSID
Power capability
Supported channels
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information
Direction of message: From STA to AP
NOTE - the information items in the above list are a bullet list in 802.11, but bullet lists are not allowed by IEEE style manual. Need to investigate this.

Association response
Message type: Management
Message subtype: Association response
Information items:
Result of the request association. This is an item with values “successful” and “unsuccessful”
If the association is successful, the response shall include the association identifier (AID)
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information
Direction of message: From AP to STA
NOTE - Figure 121D, for first contact, shows three additional fields in the Association and Association response mes​sages: TSIE, TRIE, and RSNIE. These need to be added to the above text, and kept consistent with 7.2.3.4 and 7.2.3.5.

Reassociation
Change text of section 5.7.3 as follows:
For a STA to reassociate, the reassociation service causes the follow message to occur:
Reassociation request
Message type: Management
Message subtype: Reassociation request
Information items:
IEEE address of the STA initiating the reassociation
IEEE address of the AP with which the initiating STA will reassociate
IEEE address of the AP with which the initiating STA is currently associated
SSID
Power capability
Support channels
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information
Resource request information
Direction of message:
From STA to AP (The AP with which the STA is requesting reassociation)
The address of the current AP is included for efficiency. The inclusion of the current AP address facilitates MAC reassociation to be independent of the DS implementation.
Reassociate response
Message type: Management
Message subtype: Reassociation response
Information items:
Result of the request reassociation. This is an item with values “successful” and “unsuccessful”
If the reassociation is successful, the response shall include the AID
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information
Resource request information
Direct of message: From AP to STA
Frame formats
Format of individual frame types

Management frames

Beacon frame format

Insert the additional rows as follows in the proper order in Table 5
NOTE - Text for this section still needed. Other text in proposal says TRIE and TSIE are included in Beacon frames.

Association Request frame format
Insert the following row into Table 7:
NOTE - Figure 121D for First Contact shows the term “(Re)Association” for two of the messages. That implies to editor that it could be Association or Reassociation. If so, then TSIE, TRIE, and RSNIE need to be added to this section.

Association Response frame format
Insert the following row into Table 8:
NOTE - Figure 121D for First Contact shows the term “(Re)Association” for two of the messages. That implies to editor that it could be Association or Reassociation. If so, then TSIE, TRIE, and RSNIE need to be added to this section.

Reassociation Request frame format
Delete order 9, and insert rows at the end of Table 9 as follows:
NOTE - Proposal section 4.2.1 does not include “RSN” in the list of IEs in the reassociation request. The text states that it is removed from Fast-Transition reassociations, since it is duplicated in the EAPKIE later. However, to support devices that do 11i but not 11r, the RSN IE will still be present and needs to be handled by the AP. Therefore, Editor suggests (1) RSN should be changed to be optional in Fast-Transition cases, and make the text “The RSN information element is only present within Reassociation Request frames generated by STAs that have dot11RSNAEnabled set to TRUE, and which do not have an EAPKIE later in the frame.”, or (2) keep the RSN IE separate and not in the Key-Info field of the EAPOL-Key message, but insert Count IE before the RSNIE and rest of additions to be immediately after the RSN IE.

NOTE - 11ma added “Vendor Specific” and 11e added “QoS Capability”, both as order 10; presumably one of them will use order 11. Numbers from proposal were adjusted.

NOTE - Text in 4.2.1 for the Count IE is “Specifies the number of IEs succeeding this IE and if present, protected by the EAPKIE” Above text is believed to match the intent. Editor requests confirmation.

NOTE - Need to further specify the conditions for inclusion of each of these IEs in the reassociation request frame - FBT/FBT&QoS/FBT&RSN

Insert the following text following Table 9:
For a Fast BSS Transition, the Reassociation request is used to request or confirm the availability of resources that the STA needs to complete its connection. For a Fast BSS Transition when RSNA is enabled, the TSTA must assert liveness of the PTK by including the ANonce provided by the TTAP, and authenticat​ing the frame by including a valid MIC in the EAPKIE. The MIC shall protect the fields starting with the Count IE up to and including the EAPKIE. The RSN information element in the EAPOL-Key message con​tained in the EAPKIE must be bitwise identical to the RSN IE presented in the Fast Transition Authentica​tion Request Frame.
Reassociation Response frame format
Insert rows at the end of Table 10 as follows:
NOTE - 11ma added a row for “Vendor Specific” for order 6; 11e added a row for “EDCA Parameter Set”, and called it order 5 (which was already taken in 802.11 standard for “Extended Supported Rates”); and 11k is adding a row for “RCPI” and also calling it order 5. Assume 11e will be changed to order 6, 11k to order 7, and Vendor Specific moved to order 8. Order numbers for our new entries adjusted accordingly.

NOTE - proposal noted several items (e.g. Listen Interval”, “Current AP address”, “SSID”, “Power Capability”, and “Supported Channels”) as “As defined by 802.11 standard” that are not in 11ma nor 11e nor 11k. These appear in the Reassociation Request, but not in the Response; assumed to be mis-placed in the proposal text. Also, the proposal noted a “RSN” in this frame, which does not appear anywhere.

NOTE - Text in 4.2.2 for the Count IE is “Specifies the number of IEs succeeding this IE and if present, protected by the EAPKIE” Above text is believed to match the intent. Editor requests confirmation.

NOTE - Text in 4.2.2 included the Time Interval IE for a re-association timeout value. But the Reassociation has just been done. Doesn’t seem reasonable that a timeout would be needed here.

NOTE - Need to further specify the conditions for inclusion of each of these IEs in the reassociation response frame - FBT/FBT&QoS/FBT&RSN

Insert the following text following Table 10:
For a Fast BSS Transition, the TTAP uses the Reassociation Response frame to respond to the TSTA resource and PTKSA requests. The TTAP will include TRIE, TSIE, RIC IE(s), and EAPKIE in response to the IEs included in the Reassociation request. If RSNA is enabled, the TTAP must assert liveness of the PTK by including the SNonce provided by the TSTA, and authenticate the frame by including a valid MIC in the EAPKIE. The MIC shall protect the fields starting with the Count IE up to and including the EAPKIE. The RSN information element in the EAPOL-Key message contained in the EAPKIE must be bitwise identical to the RSN IE presented in the TTAP Beacon Frame.
Probe Response frame format
Insert the order 23-TBD rows, and change the starting order in the final row (Request information ele​ments) in Table 12 as follows:
NOTE - text needed for this section. Other sections in proposal identify TRIE and TSIE as being included in probe responses.

Authentication frame format
Change the first paragraph of section 7.2.3.10 as shown:
The frame body of a management frame of subtype Authentication contains the information shown in Table 13. Only Authentication frames with the authentication algorithm set to Open System authentication or Fast Transition authentication may be used within a RSNA. RSNA STAs shall not associate if shared authentica​tion was invoked prior to RSN association. The Fast Transition Authentication exchange is only valid when the Fast Transition capability is enabled; more specifically, when the Fast Transition Information Element is advertised by the BSSID and employed by the TSTA.
Insert the following paragraph after the first and before Table 13:
The Fast Transition Authentication algorithm allows a TSTA to initiate a Fast Transition. If the FT Authen​tication algorithm is selected, the TSTA will include its TSIE and TRIE in the FT Authentication Request. If Robust Security Network Association (RSNA) is enabled, the TSTA shall also include its SNonce contribu​tion and include the key holder identities used for generating the PTK.
Insert five additional entries, and change the order 5 table entry as shown:
NOTE - Is the TSIE to appear in all Authentication frames? Or only Fast Transition frames? Editor believes there is a missing reference to footnote 3 in the proposal text, and the text should read “Fast Transition Security Information Ele​ment. This field is only present in the Fast Transition Authentication frames as defined in Table 14.”.

Insert the following paragraph between Table 13 and Table 14:
The Fast Transition Authentication exchange may include a variable number of information elements to pro​vision security and QoS resources. When RSNA is enabled, the QoS resource reservation mechanism is authenticated by the MIC specified in the EAPKIE. Further, the MIC specified in the EAPKIE shall protect all of the information commencing with the IE count to the (and including the) EAPKIE.
Change heading row of Table 14, change rows for “Shared Key 2” and “Shared Key 3” as shown, and Insert the following four rows at the end of the table.
NOTE - Editor doesn’t believe this table adequately covers the fast BSS transition case in a non-RSNA environment with QoS, nor a RSNA environment without QoS. If it doesn’t, contributions needed.

Management frame body components
Fixed fields

Authentication Algorithm Number field

Insert after “Authentication algorithm number = 1” the following line:
Authentication algorithm number = 2: Fast Transition
NOTE: Value of 2 for this authentication algorithm number needs to be cleared with the IEEE Assigned Number Authority.

Status Code field
Insert five rows into Table 20, and Change first “Reserved” row, as follows:
NOTE - 11ma modified table to make two reserved blocks, with vendor-specific values in the middle; 11e defined values up through 50 (in particular, values 32-35, 37-39, and 47-50); 11ma had left 27-39 and 47-50 reserved (leaving room for 11e), and defined value 51; values here adjusted accordingly. The values of these status codes need to be cleared with the IEEE Assigned Number Authority.

Action Field
Insert row into Table 21, and modify the “Reserved” row, as follows:
NOTE - 11k assigned value 5 to Radio measurement. Need to confirm our selection of value 6 with IEEE Assigned Number Authority.

Information Elements
Insert the following into Table 22, and change the final row as marked:
NOTE - 802.11 defines values up through 50; 11k defines 51-53. These were chosen as next available numbers. Need to check these assignments with IEEE Assigned Number Authority.

RSN Information element
AKM suites
Insert after third row of table 29, and change fourth row (suite type 3-255) as follows:
NOTE - proposal section 4.4.8 had suite type 4 both assigned for PSK and reserved. Request confirmation that above is the intention.

Insert the following new subsections after subsection 7.3.2.37, adjusting the figure numbers and table numbers as necessary
NOTE - 11ma ended with 7.3.2.26, Table 30, Fig 80; 11e added 7.3.2.13 through 7.3.2.20 (which will become 27-34), tables 20.1 through 20.8 (30A-30H), and Figures 46.1 through 46.15 (80A-80O); 11k added 7.3.2.26 through 7.3.2.28 (which will become 35-37), 1 table (30I), 8 figures (80P-80W). So we tentatively start with 7.3.2.38, Table 30J, Figure 80X. Need to monitor 11k for changes that will affect this numbering.
Count Information Element
The Count Information Element specifies the number of Information Elements that are integrity-protected by their inclusion in the MIC in a subsequent EAPKIE. The value includes the Count IE itself, and all subse​quent IEs up through and including the EAPKIE. The format for this information element is defined in Fig​ure 80X:
NOTE - Text in proposal was “The Count IE specifies the number of IEs that follow the Count IE. When security is enabled, all IEs including and following this Count IE will be integrity protected, including EAPKIE”. Editor believes the replacement text is clearer and technically equivalent. Confirmation requested.

The Length field must be set to 0x03.

NOTE - Proposal section 4.4.1 says length must be 0x03. But 11ma section 7.3.2 states that length indicates the length of the information field, not the total length of the element. Confirmation of this change requested.

The Information Element Count value gives the number of IEs, including itself, up through and including the EAPKIE. Its minimum value is 0x02.

Fast Transition Resource Information Element (TRIE)
The Fast Transition Resource Information Element is defined to enable the advertisement of network infra​structure policy and resource reservation information. This can assist a TSTA in deciding which transition mechanism(s) to use. A TTAP can advertise the TRIE through a Beacon frame and through a Probe Response frame. This information element is defined in Figure 80Y.
NOTE - Should this be “A TTAP” or “An AP”? Is it somehow different from TSIE and KeyHolderIE (which can be advertised by “an AP”)?

NOTE - Beacon and Probe Response frames are not yet defined. Need to keep the above paragraph consistent with their eventual definition.

NOTE - Proposal section 4.4.3 showed the “Fast Transition Resource Mechanism” as 3 octets, but the detailed figure showed the Mobility Domain as bytes 1-16. Editor believes that the length was intended to be 1+16, for total of 17.

The Length field must be set to 19 (0x13).

The Fast Transition Resource Mechanism value is as defined in Table 30J.

The Resource Mobility Domain is set to the unique identifier which specifies the AP’s over-the-DS reach​ability. All APs in a RMD have over-the-DS reachability to all other APs in that RMD.

The STA can use information from the TRIE to determine the transition mechanisms supported and recom​mended by the AP and infrastructure. The choice of executing any specific transition mechanism is left as discretion of the STA.

Fast Transition Security Information Element (TSIE)
The Fast Transition Security Information Element is defined to enable the advertisement of network infra​structure security policy and information. This can assist a TSTA in deciding which security mechanism(s) to use. An AP advertises this IE only when security during fast transitions is enabled on the network, through a Beacon frame and a Probe Response frame. This information element is defined in Figure 80Z.
NOTE - Proposal section 4.4.4 shows SMD-ID as bytes 1-15, with byte 0 unassigned. Editor believes that SMD-ID was intended to be 16 octets, bytes 0-15. This would change the above table to be 16 octets for SMD-ID, and total length to 64 (0x40).

The Length field must be set to 63 (0x3F).

Fast Transition Key Holder Information Element
The Fast Transition Key Holder Information Element is defined to enable the advertisement of network infrastructure security policy and information, which can assist a TSTA to decide which security mechanism to use. An AP advertises this IE only when security during fast transitions is enabled on the network, through a Probe Response frame. This information element is defined in Figure 80AA.
NOTE - Not in a Beacon? Is this intentional?

NOTE - Proposal section 4.4.5 makes no sense to me. Figure above needs major editing. Editor needs help!

Time Interval Information Element
This generic Time Interval Information Element is defined to specify various types of time intervals and tim​eouts. This information element is defined in Figure 80AB.
The length field must contain a value 0x03.

The Interval type field must contain one of the values from Table 30K.

The Interval Value must be an unsigned 16-bit integer representing the number of TUs (milliseconds).

Resource Information Container Information Elements
The Resource Information Container (RIC) refers to a collection of Information Elements that are used to express a resource request in a resource request message. RIC is also used to convey responses to the corre​sponding responses.
Each atomic resource is contained in one Information Element. For example, a TSPEC is contained in an Information Element as described in section 7.3.2.29.
NOTE - above cross reference to 7.3.2.29 is to the section entitled “Traffic Specification (TSPEC) element”, contained in amendment 802.11e, and given there as section 7.3.2.15. It is anticipated that this will become 7.3.2.29 when 11e is merged into the complete 802.11 specification.

Two new IE types are defined by this section to introduce structure to the RIC. These are:

RIC_ROOT (RRIE): used as the RIC header

RIC_DATA (RDIE): used to describe each Resource Request. A simple Resource Request is an RDIE followed by single TSPEC. 

The basic format of the Resource Information Container has one RRIE and a list of Resource Requests, as shown in Figure 80AC.

Each Resource Request comprises an RDIE followed by one or more TSPECs. If there are multiple TSPECs then these are treated as "choices" by the target AP. The AP shall attempt to allocate the first TSPEC; if this fails the AP shall attempt to allocate the next TSPEC, and so on until a successful allocation or the AP reaches the end of the TSPEC list. Thus, an "OR" relationship exists between TSPECs that follow an RDIE.

An example of a RIC with two resource requests, each with a single TSPEC, is given in Figure 80AD.

An example of a RIC with one resource request, with a choice of two TSPECs, is given in Figure 80AE. This indi​cates that the target AP can select one of the two TSPECs

RIC Root Information Element (RRIE)
The Resource Information Container Root Information Element (RRIE) is defined in Figure 80AF.
The length field must contain a value 0x08.

The RRIE Identifier contains a unique value intended to match responses to requests.

The Count of RDIEs contains the number of RDIEs in this RIC.

The Target BSSID is the BSSID to which this RIC IE is to be sent.

RIC Data Information Element (RDIE)
The Resource Information Container Data Information Element (RDIE) is defined in Figure 80AG.
The length field must contain a value 0x02.

The Sequence Number is a unique value within this RIC, and chosen by the resource requestor. It is used in the response to refer to a specific resource allocation request.

The Control Options value is as defined in Table 30L
The Mandatory bit set to 1 indicates that one of the TSPECs that follow the RDIE must be allocatable/allo​cated for the resource request to be considered successful. If the Mandatory bit is set to 0, the AP should keep processing the rest of the request in RIC even if none of the TSPEC IEs following the RDIE is allocat​able/allocated.

The Confirm bit is used only in response messages to indicate success or failure of the allocation. It is set to zero and ignored in request messages.

The Resource count indicates the number of TSPEC IEs that follow this RDIE.

Fast Transition 802.1X EAPOL-Key Information Element (EAPKIE)
This element is defined to encapsulate the Fast Transition 802.1X EAPOL-Key message. This element must be present in the 3rd and 4th Fast Transition Authentication messages, or in the Fast Transition Confirm and Fast Transition Acknowledgement action frames, and association or reassociation request and response when Fast Transition and Security are enabled. The format for this information element is defined in Figure 80AH: 
The Length must be set to the length of the EAPOL-Key message.

Action Frame Format Details
Insert new section 7.4.3 at end of section 7.4
Fast BSS Transition Action Details
Four Action frame formats are defined to support Fast BSS Transitions initiated through the currently asso​ciated AP (e.g. over the DS). The action field values associated with each frame format within the Fast BSS Transition category are defined in Table 32B:
NOTE - values in above table are different than the values in the Authentication frames. Perhaps they should be the same to minimize confusion of methods.

NOTE - last table in 11ma section 7.4 is 32; 11k adds one table (which they numbered as k13), which will eventually become 32A. So this table is tentatively set to 32B, which may change if 11k adds more tables

Fast Transition Request
The FT Request Action frame is used by a TSTA to trigger a pre-reservation request through the current associated BSSID.
NOTE - Last figure in 11ma section 7.4 is 85. 11k is still using Word, and numbered the figures in 7.4.2 as k29 up through k35. These will eventually be renamed as 85A through 85G. So our starting point is tentatively set to 85H, which will change if 11k adds more figures.

NOTE - Proposal sections 4.3.1.1 through 4.3.1.4 all show the EAPKIE as fixed length of 95 octets. But the EAPKIE includes a RSN IE. While the Authentication request and response messages removed the separate RSN ID because it is included in the EAPKIE, this does not. So two questions here: (1) Is it intended that the RSN ID be separate rather than included in the EAPKIE (and if separate, what should the RSNIE within the EAPKIE contain), and (2) How is the length of the EAPKIE fixed at 95 octets when the length of the RSNIE is variable? Editor is confused and needs guidance.

The frame body of a Fast Transition Request contains the information shown in Figure 85H.

The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.

The Action field shall be set to 0.

NOTE - to make consistent with Authentication frames (numbered 1-2-3-4), this value of Action field should be 1.

The TTAP field shall be set to the BSSID value of the target AP.

The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs up through and including the EAPKIE).

The TRIE field shall be set to the Fast Transition Resource Information Element with the resource policy it is negotiating.

The TSIE field shall be set to the Fast Transition Security Information Element with the security policy it is negotiating.

The RSNIE field is only present when RSN is enabled and shall be set to the RSN IE as defined in section 7.3.2.25. When present, the RSN IE defines the security policy negotiated by the TSTA. In addition, the TSTA must provide the R2Name used to generate a fresh PTKSA.

The EAPKIE field is only present when RSN is enabled and the RSN IE is specified. The EAPKIE must pro​vide a random SNonce in the KeyNonce field.

Fast Transition Response
The FT Response Action frame is transmitted by the current BSSID as a response to the TSTA’s Fast Tran​sition Request. The frame body of the Fast Transition Response is as follows:.
NOTE - a Status code from this message is referenced in section 8A.4.2. It needs to be added.

The frame body of a Fast Transition Request contains the information shown in Figure 85I.

The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.

The Action field shall be set to 1.

NOTE - to make consistent with Authentication frames (numbered 1-2-3-4), this value of Action field should be 2.

The TTAP field shall be set to the BSSID value of the target AP.

The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs up through and including the EAPKIE).

The Time Interval IE shall be set to the reassociation deadline time.

NOTE - proposal text was “Time interval information element used to convey either the reassociation deadline time.” Confirmation requested that the above text is accurate.

The TRIE field shall be set to the Fast Transition Resource Information Element with the resource policy it is negotiating.

The TSIE field shall be set to the Fast Transition Security Information Element with the security policy it is negotiating.

The RSNIE field is only present when RSN is enabled and shall be set to the RSN Information Element as defined in section 7.3.2.25. When present, the RSN Information Element defines the security policy adver​tised by the TTAP’s beacons. In addition, the TTAP must provide the R2Name used to generate a fresh PTKSA.

The EAPKIE field is only present when RSN is enabled and the RSN Information Element is specified. The EAPKIE must provide a random ANonce in the KeyNonce field and a KeyLifetime for the FT Key Hierar​chy.

Fast Transition Confirm
The FT Confirm Action frame is used by the TSTA to confirm to the TTAP receipt of the ANonce and to ini​tiate both the liveness of the PTKSA and, if required, to request QoS resources. The FT Confirm action frame body format is as follows:
The frame body of a Fast Transition Confirm contains the information shown in Figure 85J.

The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.

The Action field shall be set to 3.

NOTE - proposal section 4.3.1 said this value should be 2, but section 4.3.1.3 has value 3. Editor believes the sequence 1-2-3-4 (matching the Authentication frames) is preferred, and that this frame should have value 3.

The TTAP field shall be set to the BSSID value of the target AP.

The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs up through and including the EAPKIE).

The TRIE field shall be set to the Fast Transition Resource Information Element with the resource policy it is negotiating.

The TSIE field shall be set to the Fast Transition Security Information Element with the security policy it is negotiating.

The RSNIE field is only present when RSN is enabled and shall be set to the RSN Information Element as defined in section 7.3.2.25. When present, the RSN Information Element defines the security policy speci​fied in the FT Request frame body.

The RIC-Request field is present only if QoS resources are to be requested. This field shall be a sequence of RIC Information Elements (RRIE, followed by one or more RDIE(s)), as specified in section 7.3.2.43.

The EAPKIE field is only present when RSN is enabled and the RSN Information Element is specified. The EAPKIE must echo the ANonce in the KeyNonce field and authenticate all fields commencing with the Count IE and including the EAPKIE. The authentication tag shall be transmitted in the EAPOL-Key MIC field and use the same algorithms as specified in section 8.5.2.

Fast Transition Acknowledgement
The FT Acknowledgement Action frame is transmitted by the current BSSID as a response to the TSTA’s Fast Transition Confirm. The FT Acknowledgement action frame body format is as follows:.
NOTE - a Status code from this message is referenced in section 8A.4.2. It needs to be added.

The frame body of a Fast Transition Acknowledgement contains the information shown in Figure 85K.

The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.

The Action field shall be set to 4.

NOTE - proposal section 4.3.1 said this value should be 3, but section 4.3.1.4 has value 4. Editor believes the sequence 1-2-3-4 (matching Authentication frames) is preferred, and that the field value for FT ACK should be 4.

The TTAP field shall be set to the BSSID value of the target AP.

The Count IE specifies the number of Information Elements protected by the MIC in the EAPKIE (the Count Infor​mation Element itself, and succeeding Information Elements up through and including the EAPKIE).

The Time Interval Information Element shall contain the reassociation deadline time.

The TRIE field shall be set to the Fast Transition Resource Information Element with the resource policy it is negotiating.

The TSIE field shall be set to the Fast Transition Security Information Element with the security policy it is negotiating.

The RSNIE field is only present when RSN is enabled and shall be set to the RSN Information Element as defined in section 7.3.2.25. When present, the RSN Information Element defines the security policy speci​fied in the FT Response frame body.

The RIC-Response field is present only if QoS resources are to be requested. This field shall be a sequence of RIC Information Elements (RRIE, followed by one or more RDIE(s)), as specified in section 7.3.2.43.

The EAPKIE field is only present when RSN is enabled and the RSN Information Element is specified. The EAPKIE must echo the SNonce in the KeyNonce field and authenticate all fields commencing with the Count Information Element and including the EAPKIE. The authentication tag shall be transmitted in the EAPOL-Key MIC field and use the same algorithms as specified in section 8.5.2.

Security
Insert new clause 8.5A after end of 8.5, renumbering the following clauses, figures, and tables as needed.
Key distribution for Fast BSS Transition
While the use of the key distribution mechanism defined in clause 8.5 can facilitate a BSS transition, the implication is that the TSTA must have established a fresh PMK with each AP prior to association. The imposition of establishing a PMK by means of a full IEEE 802.1X EAP authentication can often be a time expensive operation that would prohibit a fast BSS transition.
This clause describes a new key hierarchy and its supporting architecture that enables Fast BSS transitions while obviating the need to have the STA (and each AP it transitions to) execute multiple IEEE 802.1X EAP authentications. Note however that while this new key hierarchy enables the optimal BSS transition, to ensure backward compatibility all of the key distribution methods as defined by clause 8.5 are also sup​ported.
Overview
To accommodate different 802.11 based network topologies, a four level key hierarchy is introduced. This ensures key separation between the potential key holders, which are the authorized agents to hold the keying material. The multi-layer key hierarchy expedites the distribution of keys between the network entities prior to, or during, a transition. 
As shown in Figure 120A, each entity holding a key is identified by a 16 octet identifier. The first level of the hierarchy (R0KH-ID) generates the PMK-R0 from either the PSK or from the AAA-Key resulting (per RFC 3748) from a successful 802.1X EAP Authentication between the AS and the SPA.
NOTE - remember to fix all the occurrences of SPA to whatever they are supposed to be.

The lifetime of the keys is bound to the lifetime of the PSK or AAA-Key. For example, the RADIUS proto​col communicates key lifetime through the Session-Timeout attribute. It is important to note that any keys derived from PMK-R0 cannot have a lifetime that is greater than its parent.

The FBT key hierarchy derives its keys using a new Key Derivation Function (KDF) as defined in Section 8.5A.3 with separate labels to further distinguish derivations. Each level of the hierarchy derives keys for the level below it. The distribution of keys within the PMK key holders is outside the scope of this specification. However, to ensure security, this new key hierarchy requires that keys only be distributed down the key hier​archy using a secure transport protocol. 

The FBT key hierarchy is shown in Figure 120A:

Fast BSS Transition Key Hierarchy
NOTE - something went wrong in transferring this figure into Frame. Need to go back to original source and fix.
As different entities, whether physical or logical, may hold keying material used to derive PTKs, the four level key hierarchy is enforced to ensure that compromise of such keying material is isolated to only that branch of the hierarchy. For example, the AAA server on which the top level key is established will be able to derive the keys used by every AP (in the hierarchy) and have the knowledge to decrypt any session on any AP. Thus, if the AAA server is compromised, then every key in the hierarchy is compromised and their resulting sessions must be deleted. 

However, if the third level (R2KH in Figure 120A) is compromised, only its corresponding key PMK-R2 and the keys derived from that PMK-R2 are compromised; only the sessions on APs using the keys derived from that PMK-R2 are compromised and must be deleted. Furthermore, since the key hierarchy lacks fresh​ness, they must never be derived again from higher layer keys. For ease of implementation, APs may delete the higher layer keys to simplify its session states.

The mechanisms for ensuring keys are deleted and not derived again after a compromise in the key hierarchy is outside the scope of this specification. However, to ensure that keys are not deleted without warrant, there should be some mechanism to ensure authorization for key distribution as well as key deletion.

Key Hierarchy
As shown in Figure 120A, the FBT key hierarchy consists of four levels whose keys are derived using a new KDF described in Section 8.5A.3. The key derivation hierarchy is shown in Figure 120B below.
PMK-R0 - the top level of the FBT key hierarchy; this key is derived as a function of the MSK and SSID and stored by the PMK-R0 key holder, R0KH. This key is mutually derived by the SPA and the R0KH and named by the SSID, SPA and R0KH.
PMK-R1 - the second level of the key hierarchy; this key is mutually derived by the SPA and the R1 Key holder, R1KH. This key is named by the SPA, R0KH and the R1KH.
PMK-R2 - the third level of the key hierarchy; this is mutually derived by the SPA and the R2 key holder, R2KH. This key is named by the SPA, R0KH, R1KH and R2KH.
PTK - the last level of the key hierarchy that defines the 802.11 and 802.1X protection keys. The PTK is mutually derived by the SPA and the TTAP. This key is named by SNonce, ANonce, SPA, and BSSID. 
NOTE - numbering of the levels was consistently made PMK-R1 at second level, PMK-R2 at third level. Editor requests confirmation of this intent.

NOTE - AA (presumably the AP MAC address, same as BSSID) is included in the formulas later for R2Name. Should be added to item #3 above.

NOTE - No formula is given later for a PTKName. Several refs later for a PTKName, but not clear if it is needed or used. Need to keep item #4 in list above consistent with definition of PTKName (or lack thereof).

While FBT defines a four level key hierarchy, the last level ultimately results in a PTK to be consumed in the same manner as defined by Section 8.5.

FBT Key Derivation Hierarchy
NOTE - PTK formula in 8.5A.8 has the string “PTK Key derivation” instead of “PTKey derivation”, and has AA fol​lowed by SPA. The figure above should be consistent with the text.
Key derivation function
A new key derivation function, KDF, is used to address sliding parameter vulnerabilities existing in the PRF function of 8.5.1.1. The KDF function is a variant of the PRF function, and defined as follows:
Algorithm kdf
Output = KDF-Length (K, label, Context) where
Input:

K, a 256 bit key derivation key



label, a string identifying the purpose of the keys derived using this KDF



Context, a bit string that provides context to identify the derived key



Length, the length of the derived key in bits

Output:

a Length-bit derived key

result = ""

iterations =  (Length+159)/160 

do i = 1 to iterations


result = result || HMAC-SHA1(K, i || label || 0x00 || Context || Length)

od
return first Length bits of result, and securely delete all unused bits

In this algorithm, i and Length are encoded as 16 bit unsigned integers, represented using the bit ordering conventions of Clause 7.1.1.

PMK-R0
To ensure policy consistency in both security and QoS, the TSTA can only use the Fast BSS Transition mechanisms to APs that retain the same SSID, security policy and similar QoS capabilities as the AP with which the TSTA is currently associated. Thus, the top level FBT Key Hierarchy key, PMK-R0 binds the SPA, top level key holder (R0KH-ID) and SSID with the keying material resulting from the negotiated AKM (e.g. the AAA-Key for 802.1X EAP authentication, or PSK). The PMK-R0 is the top level 256 bit keying material used to derive the next level keys (PMK-R1s):
PMK-R0 = KDF-256(MSK, "R0 Key Derivation", SSID || SPA)
where
KDF-256 is the KDF function as defined in Section 8.5A.3 used to generate a key of length 256 bits.
MSK is the Master Session Key from the 802.1X EAP authentication.
"R0 Key Derivation" is the literal string consisting of the sequence of letters 'R', '0', ' ', 'K', 'e', 'y', ' ', 'D', 'e', 'r', 'i', 'v', 'a', 't', 'i', 'o', and 'n' (no null terminator).
SSID is the service set identifier.
SPA is the STA’s MAC address.
The PMK-R0 is referenced and named as follows:
R0Name = SHA-256(PMK-R0 || "R0 Key Name" || SSID || R0KH-ID || SPA)
The entity that stores this key is typically the NAS that is identified by a 16 octet string referred to as the R0KH-ID. The R0KH-ID must be advertised by the TTAP in the beacons and probe responses.
Informative Note: the R0KH-ID may also be advertised by 11k, but its definition for this is out of scope for this specification.
PMK-R1
The second level key of the FBT Key Hierarchy, PMK-R1, is a 256 bit key used to derive the third level keys (PMK-R2s). The PMK-R1 binds the SPA, top and second level key holders: 
PMK-R1 = KDF-256(PMK-R0, "R1 Key Derivation", R0KH-ID || R1KH-ID || SPA)
where
KDF-256 is the KDF function as defined in Section 8.5A.3 used to generate a key of length 256 bits.
PMK-R0 is the top level key in the FBT Key Hierarchy.
"R1 Key Derivation" is the literal string consisting of the sequence of letters 'R', '1', ' ', 'K', 'e','y', ' ', 'D', 'e', 'r', 'i', 'v', 'a', 't', 'i', 'o', and 'n' (no null terminator).
R0KH-ID is the 16-octet identifier of the holder of PMK-R0.
R1KH-ID is the 16-octet identifier of the holder of PMK-R1.
SPA is the STA’s MAC address.
The PMK-R1 is referenced and named as follows:
R1Name = SHA-256(R0Name || R0KH-ID || R1KH-ID || SPA)
This level enables network topologies where a device is connected to a NAS and to one or many APs, and provides the facility of caching TSTA's keys. The entity that stores this key is identified by a 16 octet string referred to as the R1KH-ID. The R1KH-ID must be advertised by the TTAP in the beacons and probe responses. 
Informative Note: the R1KH-ID may also be advertised by 11k, but its definition for this is out of scope for this specification.
PMK-R2
The third level key in the FBT Key Hierarchy, PMK-R2, is a 256 bit key used to derive the PTK. The PMK-R2 binds the SPA, top, second and third level key holders: 
PMK-R2 = KDF-256(PMK-R1, "R2 Key Derivation", R0KH-ID || R1KH-ID || R2KH-ID || AA || SPA)
where
KDF-256 is the KDF function as defined in Section 8.5A.3 used to generate a key of length 256 bits.
PMK-R1 is the second level key in the FBT Key Hierarchy.
"R2 Key Derivation" is the literal string consisting of the sequence of letters 'R', '2', ' ', 'K', 'e','y', ' ', 'D', 'e', 'r', 'i', 'v', 'a', 't', 'i', 'o', and 'n' (no null terminator).
R0KH-ID is the 16-octet identifier of the holder of PMK-R0.
R1KH-ID is the 16-octet identifier of the holder of PMK-R1.
R2KH-ID is the 16-octet identifier of the holder of PMK-R2.
AA is the AP’s MAC address.
SPA is the STA’s MAC address.
The PMK-R2 is referenced and named as follows:
R2Name =  SHA-256(R0Name || R0KH-ID || R1KH-ID || R2KH-ID || AA || SPA)
The entity that stores this key is the TTAP's 802.1X Authenticator and is identified by a 16 octet string referred to as the R2KH-ID. The R2KH-ID must be advertised by the TTAP in the beacons and probe responses. 
Informative Note: the R2KH-ID may also be advertised by 11k, but its definition for this is out of scope for this specification.
PMK Distribution within a Security Mobility Domain
A mechanism has been defined for caching and distributing PMKs, using the above described logical key hierarchy. A TSTA first acquires PMK-R0 keys for use in fast transitioning ("first contact") via the Security Domain of the AP with which it associated. This Security Domain is part of an Security Mobility Domain, and this Security Mobility Domain may contain additional Security Domains. A TSTA may transition to any of the Security Domains within a Security Mobility Domain. The R1 Key Holders of the other Security Domains acquire PMK-R1 from the PMK-R0 Key Holder in the original Security Domain.
This logical hierarchy is illustrated in figure below. 
Key Distribution within Security Mobility Domain
When the 802.1X AKM is used to establish keys, the PMK-R0 Key Holder acquires PMK-R0 from the AAA Client, which may be co-located with the PMK-R0 Key Holder or may be a separate device. When Pre-Shared Keys are used, the AAA Client is omitted and the PMK-R0 Key Holder uses an alternate means of acquiring PMK-R0 as a derivation of the PSK.
Each PMK-R0 Key Holder is responsible for deriving PMK-R1 and transmitting it to the appropriate PMK-R1 Key Holder in the Security Domain with which the station is associated. This may be the Security Domain of which it is a member, or it may be a different Security Domain. 
Each PMK-R1 Key Holder is responsible for deriving PMK-R2 and transmitting it to the appropriate PMK-R2 Key Holder in its own Security Domain. 
Each PMK-R2 Key Holder is responsible for conducting the negotiation with the station to derive the PTK.
PTK
The fourth level of the key hierarchy is the PTK. This key is mutually derived by the SPA and the TTAP with the key length being a function of the negotiated cipher suites as defined by 802.11i. Using the KDF con​struction defined in Section 8.5A.3, the PTK derivation is as follows:
PTK = KDF-PTKLen(PMK-R2, "PTK Key derivation", SNonce || ANonce || R0KH-ID || R1KH-ID || R2KH-ID || AA || SPA)
where
KDF-PTKLen is the KDF function as defined in Section 8.5A.3 used to generate a PTK of length PTKLen.
PMK-R2 is the key that is shared between the Supplicant and the Authenticator 
"PTK Key derivation" is the literal string consisting of the sequence of letters 'P', 'T', 'K', ' ', 'K', 'e', 'y', ' ', 'd', 'e', 'r', 'i', 'v', 'a', 't', 'i', 'o', and 'n' (no null terminator).
SNonce is a 256 bit random bit string contributed by the Supplicant
ANonce is a 256 bit random string contributed by the Authenticator
SPA is the Supplicant’s (STA’s) MAC address
AA is the Authenticator’s (AP's) MAC Address (BSSID).
PTKlen is the total number of bits to derive, e.g. number of bits of the PTK. The length is dependent on the negotiated cipher suites as defined by 802.11i
NOTE - need a ref to somewhere in the spec, rather than just to 802.11i

NOTE - later sections (e.g. 8A.4.1, 8A.4.2) refer to a PTKName, which is not defined. Should PTKName be defined?

Fast Transition Authentication frame sequence
NOTE - the frame sequence described in this section is mapped into several different message sets. (1) 802.11 Authenti​cation/Reassociation messages for the base mechanism, (2) 802.11 Authentication messages for over-the-air with reser​vation, (3) Fast Transition Action messages for over-the-DS with reservation. Could possibly also be (4) Fast Transition Action followed by Reassociation messages for a mixed over-the-DS/over-the-air transition. So the statement that they are all “Message Type: Management” and “Message Subtype: Authentication” seems overly restrictive. Some more gen​eral wording is needed for the frame descriptions in this section. Editor suggests dropping the “Message Type: Manage​ment” and “Message Subtype: Authentication” from the descriptions, and making these procedures based on a sequence of IEs (e.g. Count, TRIE, TSIE, TIE, RIC, others, EAPKIE), which can then be placed in any of the message sequences.
The FT Authentication frame sequence is invoked to initiate a Fast BSS Transition. In a RSNA enabled negotiation, the first two FT Authentication frames are used to allow each TSTA and TTAP to provide their random contributions SNonce and ANonce respectively. These values must be random and are used to gen​erate the PTK.    The first two message sequences are used to enable the TTAP to provision the PMK-R2 and for the TSTA and TTAP to compute the PTK. As the PTKSA must be established to protect the resource res​ervation in a RSNA enabled TSTA, no resources may be requested in the first two FT Authentication frames. If no RSNA is negotiated between the TSTA and TTAP, these first two frames are the equivalent of the Open Authentication sequence.

The third and fourth FT Authentication frames are used to prove liveness of the PTK and to enable authenti​cated resource reservation. The FT Authentication frame sequence is always initiated by the TSTA and responded by the TTAP.

FT Authentication frame: 1st frame
The first frame of the FT Authentication frame sequence is used by the TSTA to initiate a Fast BSS Transi​tion. When RSNA is enabled, the TSTA shall, in the TSIE, include the corresponding key names of the key hierarchy it is using to generate the PTK. By including the key names and their respective key holders, the TTAP can use this information to ensure it has the corresponding PMK-R2 or request for the appropriate PMK-R2. Additionally, the TSTA shall also include the SNonce as its random contribution to ensure the der​ivation of a fresh PTK. Using the conventions of Clause 8:
Message Type: Management
Message Subtype: Authentication
Information Items:
Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 1
Authentication Algorithm dependent information:
TSIE must be included to negotiate the Fast Transition Capabilities
If RSNA is enabled the EAPKIE must be included with the SNonce and RSNIE values filled in, all other fields shall be zero.
If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name in the PMKID field.
Direction of message: From TSTA to TTAP
FT Authentication frame: 2nd frame
The second frame of the FT Authentication frame sequence is used by the TTAP to respond to the requesting TSTA. When RSNA is enabled, the TTAP shall also, in the TSIE, echo the key holders and key names used to generate the PTK. Additionally it shall also include the ANonce.
The response shall also include a status and when RSNA is enabled, it may return with a key lifetime (for the FT key hierarchy) and a (re)association deadline. The reassociation deadline is the time allotted for the TSTA to initiate reassociation. Using the conventions of Clause 8:
Message Type: Management
Message Subtype: Authentication
Information Items:
Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 2
Authentication Algorithm dependent information:
TSIE must be included in response to the Fast Transition Capabilities request
If RSNA is enabled the EAPKIE must be included with the ANonce and RSNIE values filled in, all other fields shall be zero.
If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name in the PMKID field.
If RSNA is enabled, FT Key lifetime must be included
(Re)association Deadline 
Status 
Direction of message: From TTAP to TSTA 
FT Authentication frame: 3rd frame
The third frame of the FT Authentication frame sequence is used by the TSTA to assert, in a RSNA-enabled negotiation that it has a valid PTK and to authenticate a resource request. If no resources are required, then it may omit inclusion of the TSPEC IEs. Similarly, if no RSNA is enabled, the RSNIE and MIC values are omitted. Using the conventions of Clause 8:
Message Type: Management
Message Subtype: Authentication
Information Items:
Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 3
Authentication Algorithm dependent information:
TRIE and TSIE must be included to confirm to the Fast Transition Capabilities
If RSNA is enabled the EAPKIE must be included with the ANonce and RSNIE values filled in, all other fields shall be zero. The MIC shall protect the contents of the FT Authentication frame starting with the IE count up to and including the EAPKIE.    Additionally, the following bits shall be enabled: security, MIC, A (response is required) and Install.
If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name in the PMKID field.
If resources are being requested, the RIC resource request shall be included 
Direction of message: From TSTA to TTAP
FT Authentication frame: 4th frame
The fourth frame of the FT Authentication frame sequence is used by the TTAP to respond to the requesting TSTA. The fourth message serves as final confirmation of both liveness of the PTK to the TSTA and resource availability. Note however that the EAPOL-IE may be absent if RSNA is disabled; similarly the RIC-IE will be absent if no resources are requested.
The response shall also include a status and when RSNA is enabled, it may return with a key lifetime (for the FT key hierarchy) and a (re)association deadline. The reassociation deadline is the time allotted for the TSTA to initiate reassociation. Using the conventions of Clause 8:
Message Type: Management
Message Subtype: Authentication
Information Items:
Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 4
Authentication Algorithm dependent information:
TRIE and TSIE must be included to acknowledge the Fast Transition Capabilities
If RSNA is enabled the EAPKIE must be included with the SNonce, RSNIE values filled in, all other fields shall be zero. The MIC shall protect the contents of the FT Authentication frame starting with the IE count up to and including the EAP​KIE.    Additionally, the following bits shall be enabled: security, MIC and Install.
If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name in the PMKID field.
If RSNA is enabled, FT Key lifetime must be included in the Time Interval IE
If resources are being requested, the RIC resource response shall be included along with (Re)association Deadline 
Status 
Direction of message: From TTAP to TSTA 
Insert a new section following Section 8:
Fast BSS Transition
Overview of transition mechanisms

NOTE - Text from proposal section 3 and section 5 is here; is 8A a reasonable spot? Possibly better as 9A? 11A?
NOTE - This section really hits the ground running. It needs some introduction text. Contributions solicited.
With the reservation mechanisms being policy driven, it is feasible to have deployments that do not have pre-reservation. Thus, two Fast BSS Transitions are defined:

Base Fast BSS Transition: this mechanism is executed when a TSTA must transition to a TTAP and does not require a reservation prior to its transition.

Pre-reservation Fast BSS Transition: this mechanism is executed when a TSTA needs assur​ances that the required security and QoS resources be available prior to a transition.

APs must advertise both their capabilities and policies for supporting the Fast BSS Transition mechanisms.

Capability Advertisement
Fast Transition capability will be advertised in the Beacon and Probe Response frames. Separate Fast Tran​sition Information Elements are defined, one each for resource and security. The resource and security Infor​mation Elements are present only if QoS and security, respectively, are enabled on the network. 
NOTE - original text first sentence was “Fast Transition capability will be advertised in the extended capability bit Infor​mation Element”. That doesn’t seem to be defined in the proposal. It seems that the presence of TRIE and TSIE advertise fast transition capability. Editor requests confirmation.

Base Mechanism
Systems capable of Fast BSS Transition must support the Fast BSS Transition Base Mechanism. The base mechanism enables TSTAs to transition to a TTAP in the event that it must transition without expending costs for invoking a reservation or in the event that the deployment policy only enforces the base mecha​nism.
The Fast BSS Transition (FBT) base mechanism optimizes the number of exchanges required to establish either the PTKSA or the QoS resources. Information elements are included to allow for the PTKSA and QoS resources provisionment. The base mechanism is shown in Figure 121A:
Fast BSS Transition: Base Mechanism
NOTE - Reassociation Response should contain SNonce, not ANonce, according to 7.2.3.7. Confirmation requested.
NOTE - CIE (presumed to mean Count IE) hardly needs a subscript. How about just “Count”?
NOTE - ordering of the IEs in the sequence of messages should be consistent.
As shown in Figure 121A, the FBT base mechanism defines a new Authentication algorithm, FT. This enables the TSTA and TTAP to specify the PTKSA to be established, and provides the respective SNonce and ANonce to precompute the PTK. This occurs prior to the TTAP committing QoS resources. The PTKSA is established to enable the integrity protection of the QoS resources specified in the (re)association exchange.

Note that the PTKSA request and response as well as the SNonce and ANonce triggers may be conducted either over-the-air as shown in Figure 121A, or over-the-DS using the FBT Action Frame.

Pre-Reservation Mechanism
Networks capable of Fast BSS Transition may allow TSTA's to pre-reserve PTKSAs and QoS resources prior to (re)association. The FBT pre-reservation mechanism decouples the allocation of the security and QoS resources from the TSTA's critical path, e.g. (re)association.   The decoupling allows TSTAs better assurances of meeting the Fast BSS Transition time.
The Resource Information Container (RIC) expresses resource requirements and various combinations of the resource requests. A RIC is essentially a collection of Information Elements that express the number of resources, the specification of the resource requirements and any relationship between these resource requirements.
Similar to the FBT Base Mechanism, the FBT pre-reservation mechanism uses the FBT 802.11 Authentica​tion algorithm to enable the pre-reservation of both the security and QoS resources. Figure 121B demon​strates the message flow for a TSTA employing the FBT Pre-Reservation mechanism using the FBT 802.11 Authentication mechanism.
Fast BSS Transition using Pre-reservation over the air
NOTE - Authentication ACK should contain SNonce, not ANonce, according to 8.5A.9.4. Confirmation requested.
NOTE - Reassociation Response should contain SNonce, not ANonce, according to 7.2.3.7. Confirmation requested.
NOTE - CIE (presumed to mean Count IE) hardly needs a subscript. How about just “Count”?
NOTE - ordering of the IEs in the sequence of messages should be consistent.
To further optimize potential delays and latencies incurred in channel switching and messaging over the air, FBT Pre-Reservation can also be invoked using the current AP to relay the pre-reservation exchange to the TTAP. The figure below depicts the message flow for the FBT Pre-Reservation mechanism using the current AP.

Fast BSS Transition using Pre-Reservation over the wire
NOTE - FT Action ACK should contain SNonce, not ANonce, according to 7.4.3.4. Confirmation requested.
NOTE - Reassociation Response should contain SNonce, not ANonce, according to 7.2.3.7. Confirmation requested.
NOTE - CIE (presumed to mean Count IE) hardly needs a subscript. How about just “Count”?
NOTE - ordering of the IEs in the sequence of messages should be consistent.
NOTE - Why is FT Action Response a “EAPKeyIE”, while the others are EAPKIE? I’d assume EAPKIE. Confirmation requested.
NOTE - FT Action ACK has a RIC-ID-Response, instead of RIC-IE-Response. Remember to fix.
Notation
The following notation is used throughout the remainder of this clause to represent management frames of subtype Authentication:

Auth-FT(Alg, Seq, SC, Data)
where
Alg
is the Authentication Algorithm Number field representing FT.
Seq
is the Authentication Transaction Sequence Number field.
SC
is the Status Code field.
Data
is additional data carried in the payload of the message. 
The Fast BSS Transition extends the EAPOL-Key frames, as defined in Section 8. The extension allows the EAPOL-Key frames to convey and authenticate information about the security and resource contexts. The new information about security and resource contexts is conveyed in the Key Data portion of the EAPOL Key frame. The following notation is used throughout the remainder of this clause to represent this updated EAPOL-Key frames:
EAPOL-Key-FT(S, M, A, I, K, KeyRSC, ANonce/SNonce, MIC, RSNIE, GTK, N, KeyName, TSIE, TRIE, KeyLifetime)
where the parameters are as defined in section 8.5.2.2, with the following additions:
KeyName
is the name of the Key being referenced by this exchange e.g. R2Name.  This is in the RSNIE PMKID field.
TSIE
is the Fast BSS Transition Security Information Element. This is in the Key Data field.
TRIE
is the Fast BSS Transition Resource Information Element. This is in the Key Data field.
KeyLifetime
is the lifetime of the TGr Key Hierarchy.  That is, it is the lifetime of all the PMK keys, PMK-R0, PMK-R1 and PMK-R2.  This is present in the Key Data field.  This field is represented as the Time Interval IE (TIE) of type KeyLifetime.
When the EAPOL-Key frame is encapsulated as an EAPKIE, then there may be other associated data that is protected by the MIC inside the EAPOL-Key frame.
NOTE - Not clear what the difference is between EAPOL-Key (of 8.5.2.2) and EAPOL-Key-FT (here). If thre is no difference, change all of the occurances of “EAPOL-Key-FT” to “EAPOL-Key”.
First Contact
The Fast Transition mechanisms optimize the transitions across an ESS under many different conditions. In RSN enabled networks a new key hierarchy is defined to reduce the number of transactions required to establish a fresh PTKSA. In QoS enabled networks a pre-reservation mechanism is defined to reduce the time required to establish QoS attributes for media streams. To obtain the full potential of Fast Transition mechanisms, a TSTA must enable the Fast Transition procedures during (re)association. This enabling is referred to as first contact to ensure that all potential TTAPs to which a TSTA may transition will affect the appropriate policies and store relevant information to enable Fast Transition. 
Thus, on first contact, the TSTA asserts both the security and QoS policies it will employ throughout the duration of the session. This is achieved using the same message flows as defined by the 802.11-2003 speci​fication and including 802.11i when RSN is enabled and 802.11e when QoS is enabled.   The only distinc​tion to affect an FT session is to assert the use of FT by including the TRIE and TSIE in the (re)association negotiation. The message flow is depicted in Figure 121D.
NOTE - Need to remove refs to 802.11-2003, 802.11i and 802.11e, since they are all part of the same spec that this will be joining. What is proper wording to do this? 802.11i could probably be replaced by a ref to somewhere in section 8. What is equivalent ref for 11e? What is equivalent ref for 802.11-2003? Editor needs some help.

First Contact to enable TSTA’s Fast BSS Transition
As shown in Figure 121D, on first contact with the ESS within which the TSTA intends to use Fast BSS Transitions, the packet exchange between the TSTA and the TTAP is similar to that defined by 802.11-2003, 802.11i and 802.11e. In particular, with RSN-enabled, the TSTA first performs an 802.11 Authentication using the Open System Authentication Algorithm. Upon successful 802.11 open authentication, TSTA then sends a (re)association request to the TTAP and includes the TRIE and TSIE to assert the use of Fast BSS Transitions for future transitions. Additionally, it includes its security capabilities in the RSN Information Element. The R2Name is set to 0's (zeroes) as no PMKSA has been negotiated yet.
TSTA->TTAP:
Auth-FT (0, 0, 0, 0)
TTAP->TSTA:
Auth-FT (0, 1, SC, 0)
If the SC returned by the TTAP is 0, indicating success, the TSTA continues with (Re)Association:
TSTA->TTAP:
(Re)Association Request (TRIESTA, TSIESTA, RSNIESTA)

TTAP->TSTA:
(Re)Association Response ( )

On successful (re)association, the SPA on the TSTA and the 802.1X Authenticator on the TTAP then pro​ceed with an 802.1X EAP authentication. The 802.1X EAP exchange is sent between the TSTA and TTAP using EAPOL messages carried in 802.11 data frames.

Upon successful completion of the 802.1X EAP authentication, the 802.1X Authenticator receives the required information to define its PMKSA:

TTAP's BSSID, 

PMK-R2, 

R0Name, 

R1Name, 

R2Name, 

R0KH-ID, 

R1KH-ID, 

R2KH-ID, 

SPA, and 

FT KeyLifetime

While the TTAP's 802.1X Authenticator receives most of the information from its parent (R2KH-ID), the TSTA holds all the information to derive the PMKSA directly.    Thus, following a successful 802.1X EAP authentication, the TTAP and TSTA then perform a FT 4-way handshake similar to the 802.11i handshake. The EAPOL-Key-FT frame notation is defined in Section 8A.1.4 and 8.5.2.2.

TTAP->TSTA:
Data(EAPOL-Key-FT(0, 0, 1, 0, P, 0, ANonce, 0, RSNIEAP, 0, 0, R2Name, 0, 0, KeyLifetime))

TSTA->TTAP:
Data(EAPOL-Key-FT(0, 1, 0, 0, P, 0, SNonce, MIC, RSNIESTA, 0, 0, R2Name, TRIESTA, TSIESTA, 0))

TTAP->TSTA:
Data(EAPOL-Key-FT(1, 1, 1, 1, P, 0, ANonce, MIC, RSNIEAP, GTK, N, R2Name, TRIEAP, TSIEAP, TIE[KeyLifetime]))

TSTA->TTAP:
Data(EAPOL-Key-FT(1, 1, 0, 0, P, 0, 0, MIC, 0, 0, 0, 0, 0, 0, 0))

The "Data()" indicates the message is an 802.11 data frame.

As in 802.11i, the EAPOL-Key messages are encapsulated in 802.11 Data frames. On a successful 802.1X EAPOL-Key 4-way handshake, the 802.1X port is opened on both the TSTA and the TTAP, data connectiv​ity has been established, and the TSTA can perform negotiation of QoS or other features if desired.

On successful completion of the 4-way handshake the Key Replay Counter shall be initialized to zero and the subsequent EAPOL-Key-FT frames shall use the Key Replay Counter to ensure they are not replayed.

Base Mechanism
The Fast BSS Transition base mechanism commences when a TSTA has determined its TTAP; that is, it has completed all the discovery and selection criteria for the TSTA to transition to the TTAP.
When a TSTA wishes to move from it's Current AP (CAP) to a Transition Target AP (TTAP) utilizing a Fast BSS Transition without Reservation, the TSTA exchanges nonces with the TTAP and establishes a PTKSA prior to a (re)association exchange.
When a TSTA wishes to perform an Over-the-Air Fast BSS Transition without Reservation to a TTAP, the TSTA and TTAP perform the following exchange:
TSTA->TTAP:
Auth-FT(FT, 0, SC, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0, 1, 0, P, 0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))

TTAP->TSTA:
Auth-FT(FT, 1, SC, TRIEAP, TSIEAP, RSNIEAP, EAPOL-Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))

NOTE - original text had “SC” in the first TSTA->TTAP message. There is no status code in the first message of the sequence. Editor suggests changing to “0” in first message, and requests confirmation.

If the SC returned by the TTAP is 0, indicating success, the TSTA continues with (Re)Association.

On successful FT Authentication, the TSTA completes State 1 and proceeds to State 2. Note that while the TSTA is 802.11 Authenticated, the 802.1X port remains blocked. This behavior is consistent to that defined by 802.11i.

If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastruc​ture". The method by which is retrieves the key is beyond the scope of this specification.

The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged nonces as specified in Section 8.5A.8. 

NOTE - There is no definition of PTKName. If it is needed, then section 8.5A.8 needs a definition. Editor requests guid​ance.

The TSTA must send a Reassociation Request to the TTAP within the Time Interval IE's Reassociation Deadline specified in milliseconds or the TTAP will delete the PTKSA. 

TSTA->TTAP:
Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0, 1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))

TTAP->TSTA:
Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))

The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT 802.11 Authentication Request.   In the same reassociation request, the TSTA may request for resources by including a RIC-Request. To authenticate the request, an encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP's ANonce and authentication tag in the respective Key Nonce and MIC fields. Finally, the TTAP specifies the FT Key Hierarchy lifetime as part of the Key Data field.

At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has been established.

Pre-Reservation Mechanism
When an TSTA wishes to move from it's Current AP (CAP) to a Transition Target AP (TTAP) utilizing a Fast BSS Transition with Reservation, the TSTA establishes a PTK with the TTAP and reserves resources using one of two methods:
"Over-the-Air". In this case, the TSTA communicates directly with the TTAP using 802.11 Authentication frames with the Authentication Algorithm set to Fast BSS Transition. 
"Over-the-DS". In this case, the TSTA communicates with the TTAP via the CAP. The commu​nication between the TSTA and the TTAP are carried in Fast BSS Transition Action frames between the TSTA and the CAP, and between the CAP and TTAP via an encapsulation method beyond the scope of this specification. The CAP converts between the two encapsulations.
NOTE - original text said encapsulation method was TBD. Is it intended to be defined here? Editor assumed not, and requests confirmation.

In either mechanism it is feasible for a TSTA to invoke multiple Pre-reservations but only commit to one TTAP. That is, it may invoke the pre-reservation mechanism as defined in this section with more than one BSSID but only invoke the (re)association exchange with a single TTAP.

Over-the-Air Fast BSS Transition with Reservation
When a TSTA wishes to perform an Over-the-Air Fast BSS Transition with Reservation to a TTAP, the TSTA and TTAP perform the following exchange:
TSTA->TTAP:
Auth-FT(FT, 0, SC, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0, 1, 0, P, 0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))

TTAP->TSTA:
Auth-FT(FT, 1, SC, TRIEAP, TSIEAP, RSNIEAP, TIE[ReassocDeadline], EAPOL-Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))

NOTE - original text had “SC” in the first TSTA->TTAP message. There is no status code in the first message of the sequence. Editor suggests changing to “0” in first message, and requests confirmation.

If the SC returned by the TTAP is 0, indicating success, the TSTA continues with the next exchange in the FT Authentication. Class 2 frames are not yet allowed as the authentication exchange has not been com​pleted.

If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastruc​ture". The method by which is retrieves the key is beyond the scope of this specification.

The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged nonces as specified in Section 8.5A.8. 

NOTE - there is no definition of PTKName in 8.5A.8. If it is needed, then section 8.5A.8 needs a definition. Editor requests guidance.

The TSTA must complete the remainder of the FT Authentication exchange and send a Reassociation Request to the TTAP within Reassociation Deadline milliseconds or the TTAP will delete the PTKSA and release any reserved resources. 

TSTA->TTAP:
Auth-FT(FT, 2, 0, TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0, 1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))

TTAP->TSTA:
Auth-FT(FT, 3, SC, TRIEAP, TSIEAP, RSNIEAP, RIC-Response, TIE[Reas​socDeadline], EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, 0, 0, 0, 0, 0, TIE[KeyLife​time]))

Note - original text did not include the status code field in these messages. Added by editor. Editor requests confirma​tion.

On successful completion of the FT Authentication exchange for pre-reservation, the PTKSA has been established and proven live. Thus, the Key Replay Counter shall be initialized to zero and the subsequent FT EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.

Similarly, on successful completion of the FT Authentication exchange for pre-reservation, both the PTKSA and QoS resources are guaranteed to be reserved until the Reassociation Deadline. 

If the SC returned by the TTAP is 0, indicating success, the 802.1X port remains blocked and Class 1 & 2 frames are now allowed between the TSTA and the TTAP, and the TSTA continues with (Re)Association:

TSTA->TTAP:
Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0, 1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))

TTAP->TSTA:
Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))

The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT 802.11 Authentication Confirm.   In the same reassociation request, the TSTA asserts the reserved resources by including a RIC-Request as provided in the FT Authentication Confirm. To authenticate the request, an encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP's ANonce and authentication tag in the respective Key Nonce and MIC fields. Finally, the TTAP specifies the FT Key Hierarchy lifetime as part of the Key Data field.

At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has been established.

Over-the-DS Fast BSS Transition with Reservation
When a TSTA wishes to perform an Over-the-DS Fast BSS Transition with Reservation to a TTAP, the TSTA and TTAP perform the following exchange via the CAP:
TSTA->CAP:
FT Action Request (TTAP, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0, 1, 0, P, 0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))

CAP->TSTA:
FT Action Response (TTAP, TRIEAP, TSIEAP, RSNIEAP, TIE[ReassocDeadline], EAPOL-Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))

TSTA->CAP:
FT Action Confirm (TTAP, TRIESTA, TSIESTA, RSNIESTA, RIC-Request, TIE[ReassocDeadline], EAPKIE(0, 1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))

CAP->TSTA:
FT Action Acknowledgement (TTAP, TRIEAP, TSIEAP, RSNIEAP, RIC-Response, TIE[ReassocDeadline], EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, 0, 0, TIE[Key​Lifetime]))

If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastruc​ture" via method beyond the scope of this specification.

NOTE - original text had “TBD” above. But in the section on over-the-air reservations, the original text said “beyond the scope of this specification”. Editor requests confirmation of this change.

The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged nonces as specified in Section 8.5A.8. 

NOTE - There is no definition of PTKName in 8.5A.8. If it is needed, then section 8.5A.8 needs a definition. Editor requests guidance.

On successful completion of the FT Action frame exchange for pre-reservation, the PTKSA has been estab​lished and proven live. Thus, the Key Replay Counter shall be initialized to zero and the subsequent FT EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.

Similarly, on successful completion of the FT Authentication exchange for pre-reservation, both the PTKSA and QoS resources are guaranteed to be reserved until the Reassociation Deadline. 

NOTE - following paragraph mentions a status code from the FT Action frame. But there is no Status Code field in those frames. Editor requests clarification or a contribution.

If the SC returned by the TTAP is 0, indicating success, the 802.1X port remains blocked and Class 1 & 2 frames are now allowed between the TSTA and the TTAP, and the TSTA continues with (Re)Association:

TSTA->TTAP:
Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0, 1, 1, 1, P, 1, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))

TTAP->TSTA:
Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1, 1, 0, 1, P, 1, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))

The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT 802.11 Authentication Confirm.   In the same reassociation request, the TSTA asserts the reserved resources by including a RIC-Request as provided in the FT Authentication Confirm. To authenticate the request, an encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP's ANonce and authentication tag in the respective Key Nonce and MIC fields. Finally, the TTAP specifies the FT Key Hierarchy lifetime as part of the Key Data field.

NOTE - original text said an echo of the TTAP’s “authentication tag” would be in the MIC field. Is the MIC in this frame not really a MIC? Editor requests guidance.

At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has been established.

QoS Procedures
Constructing a RIC for Request

To reserve resources the station must create a Resource Information Container (RIC) and insert it in an appropriate request message. The request message is then sent to the target AP, either directly (over-the-air), or via the Current AP (over-the-DS).
A RIC construction would be done at the time of (re)-association. If pre-reservation is used, a RIC construc​tion would be done at the time of pre-reservation, and a second RIC construction would be done at the time of (re)-association. 
To construct a RIC:
the STA considers the set of resources that the STA requires at the next AP. This set will struc​ture the resource entities, such as TSPEC IEs, to be placed in the RIC, within RDIEs. 
Each RDIE may contain one or more individual resource entities, such as TSPECs. The RDIE mandatory bit, when set to 1, indicates that one of the TSPECs within the RDIE must be allo​cated for the resource reservation to be successful. The TSTA may not be able to transition when its RDIEs with mandatory bit set to 1 are not accepted.
When multiple resource entities, like TSPECs, are inserted within the same RDIE, then this indicates that a logical "OR" relationship exists between those resource entities (TSPECs) within the same RDIE. Only one of these TSPECs, within an RDIE, need to be accepted.
RIC processing by the target AP
When a Resource Information Container appears in a Resource Request, the AP shall attempt to allocate or check for allocatibility of one resource for each RDIE in the RIC in the order appearing in the RIC. 
In case the RIC appeared in the Re-association message, the AP needs to check if the resources have been previously allocated by a pre-reservation request. This is done by checking the sequence number in each RDIE against the sequence numbers in the previous RIC request. 
The behavior of the AP is described below:
Select next RDIE (if none finish - request succeeds)
Select first TSPEC after RDIE
Check for allocatibility/Attempt to allocate TS using TSPEC
If succeeds go to step 1
If fails -> is there another TSPEC for this RDIE?
If yes, select next TSPEC and go to line 3
If no, check state of Mandatory bit
if clear go to line 1
if set finish - request fails.
NOTE - this would look better as a flowchart. Editor to-do list.

The AP constructs a response message containing a list of resource requests that succeeded and a list of resource requests that failed. If a mandatory resource request fails, the AP need not process RDIEs that fol​low but may choose to do so in order to provide suggestions to the TSTA. If the request fails, no resources are actually allocated.

Interpreting RIC in the response message
The AP replies to the STA request with a response RIC where the RRIE identifier matches the request. The response RIC comprises the RRIE and one RDIE for each resource that the AP has assigned or attempted to assign. The RDIEs shall be in the same order as the request and include the original RDIE sequence num​bers. All RDIEs processed by the AP must be present. The "confirm" bit in the RDIE shall be set according to the result of the allocation request as follows:
Confirm = '1' indicates that the resource has been allocated or could have been allocated. The RDIE will also be followed by TSPECs that were accepted.
Confirm = '0' indicates that the resource could not be allocated. In this case the AP may optionally include a single TSPEC following the RDIE indicating a suggested TSPEC that could have been allocated. The TSPEC count field shall be set to '0' or '1' depending whether the suggested TSPEC is attached.
Absence of a RDIE in the response will indicate that the RDIE and related TSPECs were not considered by the AP.
QoS procedures at the non-AP QSTA on (Re)-Association
The following procedures apply to a non-AP TSTA that is also a QSTA. 
A non-AP TSTA may choose to initiate the (Re)-Association mechanism when it deems fit. When sending the Re-association Request message, the TSTA constructs a RIC to express the resources required for the transition to be successful. If the TSTA does not require QoS related resources, then this RIC is omitted. If a pre-reservation of resource had been successfully done, and the TSTA is invoking the (Re)-association within the required time, the following aditional rules apply to the creation of the RIC:
for resources that were successfully pre-reserved, and still required, the RDIEs from the previ​ous request are included, in order and with the old sequence numbers, to confirm the resources at the time of transition. TSPECs need not be included.
for resources that were successfully pre-reserved, but no longer required, the sequence number in the previous RDIE is excluded from this RIC.
for resources that were successfully pre-reserved, but the TSPEC is now different, the sequence number of the previous RDIE is included in an RDIE in this RIC, and the revised TSPEC is included in this request.
for new resources that were not previously reserved, a new RDIE is included with the new TSPEC and a new sequence number.
In the simplest case, a STA may choose to initiate an (Re)-Association without any prior reservation phase. In this case the STA needs to negotiate the QoS with the new AP as part of the connection, and must include a fully specified RIC in the Re-association message. This would indicate to the AP that the STA wants the QoS resources specified in the RIC. 
A re-association request with a RIC to an AP that has not advertised support for Fast Transition is not defined. The response to such request is beyond the scope of this document. 
If the AP is able to meet the resource request included (or implied) by a RIC in the re-association request, and if the re-association is otherwise successful, then the AP shall include a RIC in the re-association response.
If the AP is unable to meet the resource request then it must fail the re-association request with a status code of RESOURCES_UNAVAILABLE. If the status code is (1) Invalid TSPEC, or (2) QoS resources not avail​able, then the AP may include a RIC in the response indicating a set of TSPECs as a suggestion. This set of suggested TSPECs may include one or more original TSPECs sent in the reassociation message. The STA should expect to receive the suggested set of TSPECs (which could be just a replica of the original set, from a TTAP) but is not required to act on the information. Pre-reserved resources shall remain until the expiry time indicated upon issue. 
QoS procedures at the AP on (Re)-Association
The procedures below apply to an AP that is also a QAP. An AP that is not a QAP should ignore any RIC in an association request message.
If the TSTA had sent a RIC in a pre-reservation request, but the TSTA did not invoke (Re)-association within the required time, then the resources that had been “accepted” are released. 
If the RIC contained in the (re)-association request contains only the RRIE and the RIC identifier matches that of the pre-reservation, the resources that were "accepted" in the reservation phase are deemed "admit​ted". If the RIC of the association request contains RDIEs, then only the resources corresponding to those RDIEs shall be deemed admitted. If a RDIE is followed by a TSPEC then this shall override the previously allocated resource for the specified sequence number. 
If the (re)-association message contains a fully specified RIC with a different RIC identifier, the TTAP treats the request as a new request and takes into consideration any TSPECs for the pre-reservation when allocat​ing resources for the new TSPECs (as an implementation optimization the TTAP may "transfer" resources from the prior reservation to the new reservation in a way that is transparent to the non-AP TSTA.). 
If reservation for any new TSPECs fail, the TTAP shall include in the re-association response an appropriate status code and the RRIE with RIC identifier matching the prior reservation. This is to notify the non-AP TSTA that reservation for the new request has failed and the non-AP TSTA may try to associate with the prior reservation if the holding time for the prior reservation has not expired. If the holding time for the prior reservation has expired, the TTAP shall notify the non-AP TSTA with a status code of RESOURCES_UNAVAILABLE in the re-association response.
If the admission of TSPECs succeeds and there is no other association related error, the AP shall send an association response message with a status code of SUCCESS. The response shall contain a RIC. If it is nec​essary to provide updated information about TSPECs then the RIC shall contain RDIEs with such updated TSPECs indicating, for example, the parameters of the TS that the AP has admitted. The response TSPECs may contain information like Medium Time, Service Period etc.
If the requirements of the RIC fail, the (Re)-Association mechanism would fail with a status code of (1) Invalid TSPECs, or (2) QoS resources not available, in the association response: In case of such failures, the AP may suggest certain TSPECs that it is likely to accept for each RRIE. If the AP does not have a sugges​tion for a RRIE, it must include the original TSPEC in response.
In case where the reassociation request fails for reasons other than TSPEC admission failure, the status code for the other reason will supersede.
Reservation Procedures at the non-AP TSTA
A non-AP QSTA may initiate resource reservation as it deems fit to an AP that has advertised support for resource reservation in the capability field. A reservation request to an AP that has not advertised such suport is not defined. The response to such request is beyond the scope of this document. 
The intent of the resource reservation request is to enable a non-AP QSTA to reserve resources based on specified TSPECs before the non-AP QSTA actually associates with the new TTAP. The TSPECs in the request need not belong to only active TSIDs. The non-AP QSTA can send TSPECs for any TSIDs that it intends to use after the transition. 
Resource reservation can be performed either over-the-air, or over-the-DS. To initiate an over-the-air reser​vation, the TSTA transmits request to the TTAP. To initiate over-the-DS resource reservation, a non-AP QSTA transmits a reservation request (which is an 802.11 management action frame) to its current AP.
Following a successful resource reservation, it is the responsibility of the non-AP QSTA to initiate a (Re)-Association session to associate with the new TTAP within the specific time indicated in the resource reser​vation response.
If a non-AP QSTA is declined for a resource reservation request, it does not mean that the non-AP QSTA has been denied service. The non-AP QSTA may still attempt to associate with new TTAP using the (Re)-Asso​ciation mechanism or the standard association mechanism without any FBT enhancements.
A response to the reservation request is considered "SUCCESS" by a non-AP QSTA if the status code SUC​ESS is returned in the response message. 
A response to the reservation request is considered "FAILED" if the status code is equal to any of the fol​lowing QoS Failure codes:
Invalid TSPECs
QoS resources not available
Other types of policy violation
A response to a successful resource reservation shall contain the amount of time for which the resources will be locked down (at a TTAP and the BSS) and timestamp indicating the end of the lock-down period. The non-AP QSTA should associate with the new TTAP within the specified amount of time. Failure to do so will result in the release of the resources by the TTAP.
Reservation Procedures at the Target TTAP
This section describes the behavior at the TTAP when it receives a RIC from a neighbor TTAP or a non-AP QSTA that has not yet associated with it. 
The underlying assumption is that an SME on a TTAP receives some TSPECs, encapsulated in a RIC, from another AP to which a non-AP QSTA is associated. The SME receives these TSPECs in an over-the-wire message on RRSAP. The SME then looks at these TSPECs and generates MLME.RESERVATION.request that passes down the TSPECs to the HC MAC. The SME may also send these TSPECs to an external entity such as a back-end QoS module for its consideration; these procedures are beyond the scope of this specifi​cation. The HC MAC shall respond with MLME.RESERVATION.indication that will indicate whether the HC MAC has accepted the TSPECs or not. The acceptance of a TSPEC by a new TTAP results in resource allocation for a traffic stream at the TTAP. The SME translates this response into an appropriate Resource Response message to the old AP originating the TSPECs via the RRSAP. Alternatively, the SME may choose to wait for response from an external QoS module before sending out the Resource Response. 
By the end of a successful Resource Request /Response sequence, the HC MAC would have reserved resources for each Traffic Stream denoted in the TSPECs it received in the MLME.RESERVATION.request. However, the TSs shall remain in the Inactive state, and neither the inactivity nor the suspension timer would be started. The TSs will be moved to Active state only after the non-AP QSTA that originated the TSPECs associates with the new TTAP within specified timeframe, and the inactivity and the suspension timers will be started thereafter.
Reservation Procedures at the Current TTAP
This section applies to over-the-DS resource reservations only.
Upon receiving the reservation request, the RRSAP shall invoke the Broker Function. The Broker Function, after appropriate processing as described previously, will forward the request to the RRSAP which in turn will send it to the RRSAP of the target AP.
The RRSAP shall listen for responses to the reservation responses on the RRSAP. The TTAP shall then invoke the BF. 
MLME-Reservation.Request
NOTE - apparently no refs to the above figure.
Traffic Stream Cleanup on Reservation TImeout
NOTE - apparently no references to the above figure.
TS Active on successful Transition
NOTE - apparently no references to the above figure.
Broker Function
A broker function in the TTAP is defined to facilitate policy enforcement and reservation request response co-ordination. This is shown in Figure 121H. The Broker Function is only invoked at the Current TTAP when an over-the-DS reservation request is to be performed. Following are the tasks performed by a Broker function:
At the minimum, the BF shall re-format the reservation request from the SME for consumption by the RRSAP. Similarly, it shall be able to re-format the response from the RRSAP to send it to the SME.
A BF may choose to apply any policy dependent processing on the reservation request before forwarding it to the RRSAP. A BF may, similarly choose to apply any policy dependent pro​cessing on the resource response before forwarding it to the SME.
Broker Function for Over-the-DS Communication
Layer Management

MLME SAP Interface

Reassociate

MLME-Reassociate.Request

Semantics of the Service Primitive

Change the text of 10.3.7.1.2 as follows:
The primitive parameters are as follows:
MLME-Reassociate.request 
(
NewAPAddress,
ReassociateFailureTimeout,
CapabilityInformation,
ListenInterval,
SupportedChannels,
Snonce,
Anonce,
Transition IE content,
RSN,
KeyLifetime,
ReservationItems,
MIC
)
Add the following rows to the table in 10.3.7.1.2:
NOTE - “ReassociationDeadline” appears in table, but not on list of parameters. Should it be a parameter, or drop from table? Doesn’t seem likely that it would be provided by the STA in a request for reassociation.

NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As defined in frame format”), and descriptions.

MLME-Reassociate.Confirm
Semantics of the Service Primitive
Change the text of 10.3.7.2.2 as follows:
The primitive parameters are as follows:
MLME-Reassociate.confirm 
(
ResultCode,
CapabilityInformation,
AssociationID,
SupportedRates,
Transition IE content,
ReservationResponses,
MIC
)
Add the following rows to the table in 10.3.7.2.2:
NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As defined in frame format”), and descriptions.

NOTE - Proposal section 6.1.5 has SupportedRates followed by AssociationID, while 11ma has AssociationID followed by SupportedRates. Editor assumed there was no intention to reverse the order of these two parameters. Need confirma​tion of this assumption.

MLME-Reassociate.Indication
Semantics of the Service Primitive
Change the text of 10.3.7.3.2 as follows:
The primitive parameters are as follows:
MLME-Reassociate.indication 
(
PeerSTAAddress,
CurrentAPAddress
CapabilityInformation,
ListenInterval,
SSID
SupportedRates,
Snonce,
Anonce,
Transition IE content,
RSN,
KeyLifetime,
ReservationItems,
MIC
)
NOTE - Proposal section 6.1.5 has first parameter of MLME-Reassociate.indication as “PeerTSTAAddress”. If this is intentional, then a row is needed in the following table describing it. Editor assumed that there was no intended change from 11ma’s “PeerSTAAddress”. Need confirmation of this assumption.

Add the following rows to the table in 10.3.7.3.2:
NOTE - “ReassociationDeadline” appears in table, but not on list of parameters. Should it be a parameter, or drop from table? Doesn’t seem likely that it would be provided by the STA in a request for reassociation.

NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As defined in frame format”), and descriptions.

MLME-Reassociate.Response
Semantics of the Service Primitive
Change the text of 10.3.7.4.2 as follows:
The primitive parameters are as follows:
MLME-Reassociate.response 
(
PeerSTAAddress,
ResultCode,
CapabilityInformation,
AssociationID,
Transition IE content,
ReservationResponses,
MIC
)
NOTE - Proposal section 6.1.5 has first parameter of MLME-Reassociate.indication as “PeerTSTAAddress”. If this is intentional, then a row is needed in the following table describing it. Editor assumed that there was no intended change from 11ma’s “PeerSTAAddress”. Need confirmation of this assumption.

Add the following rows to the table in 10.3.7.4.2:
NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As defined in frame format”), and descriptions.

Insert the following subclauses after end of 10.3.30.
NOTE - 11ma ends at 10.3.23; 11e added 10.3.11 through 10.3.15 (which will likely become 10.3.24 through 10.3.28); 11k added 10.3.24 and 10.3.25 (which will likely become 10.3.29 and 10.3.30). This amendment assumes 10.3.31 is next.
MLME SAP Interface for Resource Reservation
MLME-Reservation.request
Function
This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.
Semantics of the service primitive
The primitive parameters are as follows:
MLME-Reservation.request 
(
PeerMACAddress,
Message Sequence Number,
Snonce,
Transition IE content,
RSN IE content,
Anonce,
Challenge,
ReservationItems,
MIC

)
When generated
This primitive is generated by the SME at a non-AP STA to send either the first or third frames of the reser​vation handshake. 
Effect of receipt
Upon receipt of this primitive, the MLME constructs the appropriate authentication frame and causes it to be transmitted to the PeerMACAddress.
MLME-Reservation.indicate
Function
This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.
Semantics of the service primitive
The primitive parameters are as follows:

MLME-Reservation.indicate 
(
PeerMACAddress,
Message Sequence Number,
Snonce,
Transition IE content,
RSN IE content,
Anonce,
Challenge,
ReservationItems,
MIC
)
When generated
This primitive is generated by the MLME at an AP to indicate either the first or third frames of the reserva​tion handshake has been received. 
Effect of receipt
Upon receipt of this primitive, the SME examines the Transition IE and RSN IE contents and responds to the PeerMACAddress using the MLME-Reservation.response primitive.
MLME-Reservation.response
Function
This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.
Semantics of the service primitive
The primitive parameters are as follows:

MLME-Reservation.response 
(
PeerMACAddress,
Message Sequence Number,
Anonce,
Transition IE content,
RSN IE content,
KeyLifetime,
ReservationResponses,
MIC
)
When generated
This primitive is generated by the SME at an AP to cause the transmission of either the second or fourth frame in the reservation handshake. 
Effect of receipt
Upon receipt of this primitive, the MLME constructs the appropriate authentication frame and causes it to be transmitted to the PeerMACAddress. When the Message Sequence Number is 4, the AP shall reserve the bandwidth 
MLME-Reservation.confirm
Function
This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.
Semantics of the service primitive
The primitive parameters are as follows:

MLME-Reservation.confirm 
(
PeerMACAddress,
Message Sequence Number,
Anonce,
Transition IE content,
RSN IE content,
KeyLifetime,
ReservationResponses,
MIC
)

When generated
This primitive is generated by the MLME on receipt of either the second or fourth frame in the reservation handshake. 
Effect of receipt
Upon receipt of this primitive, the SME examines the content of the message and either responds to the PeerMACAddress with the next message in the reservation sequence or completes its processing of the res​ervation request.
MLME
Note - sections 11.4 through 11.7 were added by 802.11e, with instructions to move sections 11.4, 11.5, and 11.6 (as appear in 11ma) to 11.8, 11.9, and 11.10. Assume what will happen here is that sections 11.3A, 11.3B, 11.3C, and 11.3D will be added when amendment 11e is incorporated. The changes below refer to the section numbered 11.4 by 11e, and 11.3A after incorporation.
Traffic Stream Operation
Introduction

Change the third paragraph of section 11.4.1 as follows:
TSPEC and the optional TCLAS elements are transported on the air by the ADDRS, in the corresponding QoS Action frame and across the MLME SAP by the MLME-ADDRS primitives. In addition, a Traffic Stream could be created if a TSTA sends a resource request to a TTAP prior to initiating a transition to that TTAP. 
TS Lifecycle
Change figure 148A as follows:
Note - 11ma last figure in section 11.3 is 148. 11e called its first figure 68.1, which will become 148A when incorporated into the standard.
NOTE - Need an additional path out of “Inactive” by way of an oval marked “FBT Resource Request” to a hexagon labeled “Accepted”. From “Accepted” by way of an oval marked “Reassociation” to “Active”. Updated figure to be done.

Insert after the second paragraph of section 11.3A.3 (second paragraph starts “Initially a TS is inactive ...”):
The TS would be successfully created if the TTAP determines that it can honor the TSPECS in case the RSTA in question transitions to it. A TS thus created will be in Accepted State. The TS would be considered an "accepted TS". The following properties hold true for such an accepted TS:
The TS will be in Accepted State. This state is a intermediate state between Inactive and Active State. The Accepted State may not be used in all instances of TS setup, e.g in case of a regular ADDTS request/response, a TS will directly jump from Inactive to Active state upon successful negotiation. 
The inactivity and suspension timer would not be started for the TS.
The scheduler and any other resource manager in the AP will take the resource/timing requirements of the TS into consideration before assigning any further resources to other admitted/accepted TS.
In case of HCCA based TS, the HC would not generate CF-Poll for the TS.
The TS is moved to Active State once the RSTA transitions to the AP in question and confirms in the Re-association message, using the procedures defined in section 5.x.x.x, that it wants to retain the TS upon transition. The inactivity and suspension timers are started at this point.
If the reservation timer times out and the TS is not yet in Active State, the TS is deleted.
NOTE - This section requires more editorial work to match the style of the text in 11e for this section. 

Inset new Annex O after Annex N:
(informative)
Example Deployments using multiple SDs in an SMD
This logical hierarchy key hierarchy may be physically realized in a variety of ways. Some examples are provided below.
Controller Architecture
A centralized Controller that manages multiple APs may include the AAA Client, R0 Key Holder and R1 Key Holder. 
Each AP managed by the Controller may be an R2 Key Holder. Alternatively, if the Controller is also the authenticator for the purpose of PTK derivation, the Controller will be the R2 Key Holder for each of its APs, and transmit the PTK to the AP, which serves as Data Termination point. It is also possible for Data Termination to be aggregated in the Controller, with the AP transmitting encrypted data between station and Controller.
Each Controller and its associated APs thus constitute an SD, and multiple Controllers may be associated with each other to form an SMD. When a station transitions to an AP managed by a different Controller, the new Controller acquires PMK-R1 from the Controller with which the station first established keys.
Standalone AP Architecture
A deployment may comprise multiple APs that are not managed by central Controllers. In this case, each AP comprises the AAA Client and R0/R1/R2 Key Holders.
Each AP constitutes an SD, and multiple APs may be associated with each other to form an SMD. When a station transitions to a new AP, the new AP acquires PMK-R1 from the AP with which the station first estab​lished keys.
Key Holder and SMD Naming
Each AP advertises the following names in its beacon and/or probe response:
SMD-ID 
R0KH-ID 
R1KH-ID 
R2KH-ID 
To ensure global uniqueness, the first three octets of an ID must be set to an Organizationally Unique Identi​fier (OUI). The remainder of the binary sequence is managed by the vendor named in the OUI as its own pri​vate namespace, within which it must guarantee uniqueness. 
One option for selecting an ID is the MAC address of an interface of the device, zero-filled to 16 octets. Another option is to append 13 random octets to the OUI.
Typically, R2KH-ID might be set to the BSSID of the AP; however, this is not a requirement and there may be architectures in which R2KH-ID and BSSID are different values.
For key derivation and key naming purposes, R2KH-ID and R1KH-ID are always the names of the R2 and R1 Key Holders in the current SD which with the station is associated, and R0KH-ID is the name of the R0 Key Holder of the original SD in which the security association was established. Thus, R0KH-ID may or may not be the name of the R0 Key Holder of the current SD with which the station is associated.
Broker Function and Policies
A TTAP may choose to incorporate variety of policies in the Broker function. This provides a vendor some flexibility and control over the behavior it wants to mete to the resource reservation requests originating in its network. As mentioned earlier, however, a BF shall at least be able to relay the request to its local RRSAP and receive the responses from the RRSAP. 
Over and above the minimal functionality a TTAP vendor may choose to impose certain restrictions and/or preferences by injecting some policy processing in the Broker Function.
Examples of this include:
A BF may choose to limit the number of resource request/queries per STA.
A BF may choose to spoof the over-the-DS resource allocation if it has knowledge of the over​all system and can make decisions on behalf of the target TTAP.
A BF may choose to introduce a bias in the responses, for various reasons like load balancing etc. 
A BF may want to check for the mobility domain of the target APs before sending out request to the APs. The BF may reject one or more request if it has enough knowledge of the mobility domain to which the tar​get APs belong
Transition Mechanism during Voice Flow
The figure below depicts a scenario where the FT proposal could be used. We assume that a 802.11 enabled station had associated with AP1.
It originates a voice call after reserving air resources by using 802.11e enhancements (ADDTS etc). 
The voice call signaling and the RTP path setup occurs while the phone is associated with AP1.
During the voice-call the phone tries to "roam".
It finds that AP2 is a potential AP to roam to.
It triggers a resource reservation mechanism.
A FT association is initiated to roam to the new AP2 
The phone now connects to the back-end via AP2.
Transition Mechanism in a Voice Call Flow
NOTE - any blank pages that follow (beyond one to finish the double sided-ness of the last text page) are not intentional
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Introduction


(This introduction is not part of IEEE P802.11r, Draft Amendment to STANDARD FOR Telecommunications and Infor-
mation Exchange Between Systems - LAN/MAN Specific Requirements - part 11: Wireless medium Access Control
(MAC) and physical layer (PHY) specifications: Specification for Fast BSS Transition.)


The purpose of this amendment is to enhance the 802.11 Medium Access Control (MAC) layer to minimize
the amount of time data connectivity between the Station (STA) and the Distribution System (DS) is lost
during a Basic Service Set (BSS) transition. The scope of this amendment applies only to the STA<->Access
Point (AP) connection state within the same Extended Service Set (ESS), and will not apply to the Indepen-
dent Basic Service Set (IBSS) case. Determination of the need for a BSS transition, selection of which AP to
BSS transition to (with the exception of the advertisement of the availability of fast BSS transition services
to the STA), and determination of when to BSS transition are all outside the scope of this amendment. 


Based on current and proposed amendments to the 802.11 standard, the general transition process (assuming
PMK caching) consists of five stages: scanning; 802.11 authentication; re-association; PTK derivation -
four-way handshake; and QoS admission control. The scanning process can occur at any time before the
transition occurs. The STA can actively or passively scan for other APs in its vicinity that are part of the
same ESS. At some point in the process, the STA chooses a transition candidate and authenticates with a tar-
get AP. During this time, the STA can still exchange data with the DS through its current AP. The STA sends
a re-association message to establish a connection at the target AP. The STA and the AP generate session
keys based on an 802.1x authentication (which could be through pre-authentication and key caching), which
allows the STA to exchange data with the DS. The STA then issues a QoS admission control request using an
802.11 action frame to re-establish its QoS streams. 


The purpose of this amendment is to refine the transition process to minimize the time interval where the
STA has lost data connectivity to the DS. It optimizes the 802.11 protocol to allow a FT-enabled STA to
establish security and QoS state at a new FT-enabled AP with minimal connectivity lost to the DS. The over-
all changes to the protocol will not introduce any new security vulnerabilities beyond the current 802.11
standard and its amendments. It preserves the behavior of legacy STA and APs. 


The amendment addresses solutions to two classes of network infrastructures from a QoS perspective: one
where the transition-enabled AP (TTAP) is capable of provisioning QoS resources at re-association time; and
another where the TTAP needs to pre-reserve the network infrastructure resources before transitioning. 


This amendment does not specifically address the solution to when or where a STA will roam. There are
other tools which give the STA information that could be used in making this decision. 


IEEE 802.11e enables the AP to convey a QBSS information element in Probe responses and beacons. The
QBSS IE has three fields which indicate the number of associated STAs, the channel utilization for the BSS,
and the available admission capacity. The QBSS metrics give information on the AP's ability to accept new
QoS streams.


IEEE 802.11k defines the neighbor reports, which can assist in optimizing scanning and give an indication
of the load on each AP. 


Working Group Officers


At the time this supplement to the standard was submitted to Sponsor Ballot, the working group had the fol-
lowing officers.


Stuart J. Kerry, Chair
Al Petrick and Harry Worstell, Vice Chairs


Tim Godfrey, Secretary
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Task Group Officers


At the time this supplement to the standard was submitted to Sponsor Ballot, the Fast Roaming Task Group
had the following officers.


Clint Chaplin, Chair
Mike Montemurro, Secretary


Bill Marshall, Technical Editor


Proposals for Fast Roaming solutions were made by the following individuals (co-authors of the accepted
proposal are marked with an asterisk)


Others who made presentations to the Fast Roaming Task Group, and contributions to this document, were:


Bernard Aboba
Keith Amann*
Bob Beach
Florent Bersani*
Tony Braskich*
Pat Calhoun*
Nancy Cam-Winget*
James Chen*
Randy Chou*
Chris Durand*
Jon Edney*
Steve Emeott*
Darwin Engwer*
Stefano Faccin*
Paul Funk*


Dan Harkins
Kevin Hayes*
Haixiang He*
Xiaoning He
Moo Ryong Jeong
Theodore Karoubalis*
Toshiro Kawahara
Joe Kubler*
Rajneesh Kumar*
Jie Liang
Peter Loc*
Mike Montemurro*
Mike Moreton*
Patrick Mourot*
Paul Newton*


Bob O’Hara*
Emily Qi*
Henry Ptasinski*
Matt Smith*
Ioanna Samprakou*
Floyd Simpson*
Vishal Sinha*
Kapil Sood*
Dorothy Stanley*
Hui Tang
Jesse Walker*
Stephen Wang*
Fujio Watanabe
Gang Wu
Atrur Zaks*


Peyush Agarwal
Areg Alimian
Stefan Berg
Alan Carlton
Clint Chaplin
Steve Connor
Wolfgang Groting
Eleanor Hepworth
Dirk Kuijsten


Robert Love
Bill Marshall
Tim Moore
Soohong Daniel Park
Chris Polanec
Marian Rudolf
Jeremy Spilman
Jim Wendt
Michael Williams


Charles Wright
Juan-Carlos Zuniga


NOTE - need to re-bal-
ance when list is done
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The following members of the balloting committee voted on this standard. Balloters may have voted for
approval, disapproval, or abstention. 
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Draft Amendment to STANDARD FOR 
Telecommunications and Information Exchange 
Between Systems - LAN/MAN Specific 
Requirements - 


Part 11: Wireless Medium Access Control (MAC) 
and physical layer (PHY) specification: 


Amendment 8: Fast BSS Transition


[This amendment is based on IEEE Std 802.11TM, 2005 (based on 802.11ma D1.0), as amended by 802.11eTM-2005,
802.11k-????.]


The editing instructions contained in this amendment define how to merge the material contained herein into the existing
base standard to form the new comprehensive standard.


The editing instructions are shown in bold italic. Three editing instructions are used: change, delete, and insert. Change
is used to make small corrections in existing text or tables. The editing instruction specifies the location of the change
and describes what is being changed either by using strikethrough (to remove old material) or underscore (to add new
material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions
may require renumbering. If so, renumbering instructions are given in the editing instructions. 


NOTE - Editorial notes (paragraphs starting with “NOTE”) are present throughout this document. These will be added
and changed at the discretion of the Editor. These will be deleted at the discretion of the Editor when the Editor feels the
issue identified in the note has been adequately addressed. Editorial notes will not be carried over into the final docu-
ment.


2. References


Insert the following new normative references in alphabetical order:


NOTE: If there are no new references, delete this section


3. Definitions


Change the following definitions as indicated:


3.74 pairwise master key (PMK): The highest order key used within this standard. The PMK may be
derived from an Extensible Authentication Protocol (EAP) method or may be obtained directly from a pre-
shared key (PSK).


NOTE - need new wording above to make consistent with new PMK-R0 (which appears below).

Copyright © 2005 IEEE. All rights reserved.
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3.76 pairwise transient key (PTK): A value that is derived form the pairwise master key (PMK), Authenti-
cator address (AA), Supplicant address (SPA), AnthenticatorAuthenticator nonce (ANonce), and Supplicant
nonce (SNonce) using the pseudo-random function (PRF) and that is split up into as many as five keys, i.e.
temporal encryption key, two temporal message integrity code (MIC) keys, EAPOL-Key encryption key
(KEK), EAPOL-Key confirmation key (KCK).


NOTE - need new wording above to make consistent with new PTK “Pairwise Transient Key shared between a STA and
BSSID used to protect 802.1X EAPOL and 802.11 data frames”


3.108 Supplicant Address (SPA): The Supplicant’s medium access control (MAC) address. Typically this
is the STA’s MAC address.


Insert the following new definitions in alphabetical order, renumbering as necessary:


3.121 AAA Key: Key information that is jointly negotiated between the Supplicant and Authentication Server as defined
by RFC 3748. This key information is transported via a secure channel from the Authentication Server to the Authentica-
tor. The PMK-R0 is derived from the AAA Key.


NOTE - need to confirm that “Supplicant” is proper word to replace “SPA” in the proposal’s text.


3.122 Authentication Server (AS): An entity that provides an authentication service to an Authenticator. This service
determines, from the credentials provided by the Supplicant, whether the Supplicant is authorized to access the services
provided by the Authenticator.


NOTE - need to confirm that “Supplicant” is proper word to replace “SPA” in the proposal’s text.


3.123 Authenticator: an entity at one end of a point-to-point LAN segment that facilitates authentication of the entity
attached to the other end of that link.


3.124 Authenticator Address (AA): The Authenticator’s media access control (MAC) address.


3.125 Master Session Key (MSK): The Master Session Key is keying material that is derived between the EAP peer
and server and exported by the EAP method to the NAS. The MSK is at least 64 octets in length.


3.126 Pairwise Master Key R0 (PMK-R0): The top level of the FBT key hierarchy; key is shared between a STA and
the R0 key holder, and used to derive PMK-R1 keys.


3.127 Pairwise Master Key R0 Key Holder Identifier (R0KH-ID): the 16 octet identifier that is advertised as the
holder of the PMK-R0.


3.128 Pairwise Master Key R1 (PMK-R1): The second level of the FBT key hierarchy; key is shared between a STA
and the R1 key holder, and used to derive PMK-R2 keys.


NOTE - text in proposal section 7.2.3 says PMK-R1 is the second level of the hierarchy; other text is consistent with this,
but definition in section 2.2 says first level. Confirmation of this change to be consistently “second level” is requested.


3.129 Pairwise Master Key R1 Key Holder Identifier (R1KH-ID): the 16 octet identifier that is advertised as the
holder of the PMK-R1


3.130 Pairwise Master Key R2 (PMK-R2): The third level of the FBT key hierarchy; key is shared between a STA and
the R2 key holder, and used to derive the PTK.


NOTE - text in proposal section 7.2.5 says (in one place) PMK-R2 is the third level of the hierarchy; other text is incon-
sistent; definition in section 2.2 says second level. Confirmation of this change to be consistently “third level” is
requested.


3.131 Pairwise Master Key R2 Key Holder Identifier (R2KH-ID): the 16 octet identifier that is advertised as the
holder of the PMK-R1.

2 Copyright © 2005 IEEE. All rights reserved.
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NOTE: Proposal section 2.2 says that R2KH-ID is the holder of PMK-R1, which the Editor believes should be PMK-R2.
Confirmation from the group requested.


3.132 Pairwise Transient Key Identifier (PTKID): the 16 octet identifier used to name and reference the PTK.


3.133 Resource Mobility Domain A unique identifier which specifies an AP's over-the-DS reachability. All APs in a
Resource Mobility Domain have over-the-DS reachability to all other APs in that Resource Mobility Domain.


3.134 R0Name: the 16 octet globally unique identifier used to name and reference PMK-R0.


3.135 R1Name: the 16 octet globally unique identifier used to name and reference PMK-R1.


3.136 R2Name: the 16 octet globally unique identifier used to name and reference PMK-R2.


3.137 Security Domain (SD): A Security Domain consists of a single PMK-R0 Key Holder as a root, and all key hold-
ers of PMK-R1 and PMK-R2 keys derived from PMK-R0. Each Security Domain is contained within a Security Mobil-
ity Domain.


3.138 Security Mobility Domain (SMD): A set of associated Security Domains (SD) capable of exchanging PMK-R1s
between them. A station may perform fast transitions among all APs in a Security Mobility Domain.


3.139 Security Mobility Domain Identifier (SMD-ID): the 16 octet globally unique identifier used to name and refer-
ence an SMD.


3.140 Transition Enabled Station (TSTA): The non-AP station capable of executing the fast BSS transition proce-
dures, as defined in this standard.


3.141 Transition Resource Information Element (TRIE): An Information Element for enabling fast transitions
between APs, which carries QoS and resource specific information.


3.142 Transition Security Information Element (TSIE): An Information Element for enabling fast transitions
between APs, which carries security specific information.


4. Abbreviations and acronyms


Insert the following new abbreviations and acronyms in alphabetical order:


AA Authenticator Address


FBT Fast BSS Transition


FT Fast Transition


MSK Master Session Key


NAS Network Access Server


PMK-R0 Pairwise Master Key, top level


PMK-R1 Pairwise Master Key, first level


PMK-R2 Pairwise Master Key, second level


PTKID Pairwise Transient Key Identifier


R0KH PMK-R0 Key Holder

Copyright © 2005 IEEE. All rights reserved. 3
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R0KH-ID PMK-R0 Key Holder Identifier


R1KH PMK-R1 Key Holder


R1KH-ID PMK-R1 Key Holder Identifier


R2KH PMK-R2 Key Holder


R2KH-ID PMK-R2 Key Holder Identifier


RDIE RIC Data Information Element


RIC Resource Information Container


RRIE RIC Root Information Element


RRSAP Resource Request Service Access Point


SD Security Domain


SMD Security Mobility Domain


SMD-ID Security Mobility Domain Identifier


TRIE Fast Transition Resource Information Element


TSIE Fast Transition Security Information Element


TSTA Transition-Enabled Station


TTAP Transition Target Access Point


5. General Description


5.3 Logical Service Interfaces


Insert the following entry to the end of the list of 802.11 architectural services:


l) BSS-Transition Services


5.4 Overview of the Services


Insert the following new clause after 5.4.4.2, renumber figures and tables as appropriate.


5.4.5 BSS-Transition Services


As wireless networking becomes more prevalent, is deployed in a variety of architectures, and supports
applications such as telephony, shortcomings that could previously be ignored now become apparent.


This section deals with the problem of intermittent connectivity loss due to transitioning between BSSs in an
ESS. Each time the wireless station must abandon its connection with one AP and establish a new connec-
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tion with another, there is a brief loss of connectivity, which may result in packet loss. In many interesting
cases packet loss will have effects that are noticeable to the user, particularly when running real-time appli-
cations. With streaming TCP connections, loss of even a single packet will result in a transmission hiccup
whose duration may be far in excess of the actual gap in connectivity. With real-time transmission of voice
data, audible cracks and pops result. The more frequently the station must roam, the more annoying these
packet losses will be. 


This section defines an approach that minimizes the duration of connectivity loss during transition. This
approach is scalable and secure, and accommodates a variety of 802.11 system architectures.


5.4.5.1 General Concepts


There are three state transitions involved when a STA transitions from its current AP to a new AP:


1) Discovery - the station must locate and decide to which AP it will transition;
2) Resource establishment - the station may establish that the new AP will provide connection


resources it needs to maintain active sessions.
3) Transition - the station abandons the current AP and establishes a connection with a new AP.


5.4.5.1.1 Discovery


The STA must maintain a list of potential transition candidates so that it can transition to a new AP as
quickly as possible when signal quality of the current association falls below some target level. The station
will scan multiple channels for an AP with a better signal. This process typically takes hundreds of millisec-
onds. While scanning different channels, the station cannot receive on its current channel, and packets may
be lost. In a QoS environment, the STA must maintain channel utilization metrics at the new AP; when it
chooses to transition to a new AP, it can maintain adequate service levels for QoS streams. 


BSS-transition services provide a mechanism for the STA to communicate and retrieve information on can-
didates prior to transition. The communications with the target AP can take place over-the-air or through the
STA’s existing association with its current AP.


5.4.5.1.2 Resource Allocation


If the station depends on a level of resources to maintain its current connection, then it is the responsibility
of the station to determine that such resources will be available before transitioning to the new access point.
In a non-FBT QoS environment, a QSTA must associate with the new Access Point prior to requesting
resource reservations. This significantly increases the transition latency, and furthermore, there is no guaran-
tee that the target AP will be capable of delivering adequate services, causing the station to search for alter-
nate Access Points.


BSS-transition services provide a mechanism for the STA to reserve resources at a candidate AP prior to
transition or association time. The STA can communicate with the target AP to reserve resources prior to
association by communicating directly with the target AP, or indirectly through its existing Association. The
resource allocation mechanism can be used to allocate any type of resources, which could include TSPECs
in a QoS environment, or keying material in a secure environment. 


5.4.5.1.3 The Fast Transition Gap


Once a suitable transition candidate has been found, the station must break its association with the current
AP and associate with the new AP. During this time, packet loss can occur. If the station fails to establish the
new connection it may immediately resume communication with the old AP so that the transition gap is
always terminated by resumption of communications (either to the current or new AP), subject to overlap-
ping RF coverage.
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BSS Transition services provide a mechanism for the STA to (re-)associate with the target AP which mini-
mizes any latency introduced from protocol overhead. The STA can choose to reserve resources at the AP
prior to (re-)association, thereby reducing the probability of losing packets on transition.


5.4.5.2 Fast Transition in a Robust Security Network


The transition process in a RSNA environment is defined as:


— Setting up the radio for the new channel
— Exchanging (re)association request/response with the new AP.
— Performing authentication
— Performing key management
— Establishing other aspects of connection state, for example QoS


In a RSN, the latency introduced via 802.1X authentication is reduced via PMK caching and pre-authentica-
tion. When the station and the new AP have a cached security association, either due to a prior association or
pre-authentication, the station does not need to re-authenticate to the new AP; however, it still must perform
a 4-way handshake in order to establish session keys for data communication. 


Even with this reduced pre-authentication exchange, latencies will be measured in the tens of milliseconds
with well-powered stations and higher when handhelds are used.


A STA in a RSNA environment is able to pre-authenticate to a new AP prior to transition, using the connec-
tion to the current AP to communicate with the new AP via the DS. This allows the establishment of a
PMKSA in advance of transition with an AP that has not yet been visited. Upon (re)association with an AP
where pre-authentication has been accomplished, PMK caching can be utilized by presenting a PMKID in
the (re)association request.


When an EAP authentication occurs to an AAA server, the AAA server informs the AP of the lifetime of the
authentication; for example, RADIUS and Diameter servers return the Session-Timeout attribute. At some
point in advance of expiration, the AP must initiate a re-authentication in order to allow the session to con-
tinue. Since a new PMK is generated as a result of authentication, the AAA lifetime represents an absolute
maximum lifetime for a PMK. 


In a RSNA, the AP does not communicate expiration information to the station. When the station attempts to
re-associate with a cached PMKID, it may find that the AP does not accept it and a full authentication will
ensue.


BSS-Transition services offer new Authentication and Key Management procedures which optimize key
management to reduce transition latencies. The scope of the PMKSA is communicated to the station, allow-
ing it to select the appropriate PMK for pre-keying or determine that pre-authentication is required. The life-
time of the PMKSA is communicated to the station, allowing it to judge whether it should attempt pre-
keying or perform pre-authentication.


Continuity of network service quality is enabled by the use of resource allocation either prior to re-associa-
tion, or at re-association time. It introduces a new protocol which allows PTK's to be derived prior to re-
assocation, thereby minimizing transition latencies. 


5.4.5.3 Fast BSS Transition Architecture Description


BSS-Transition services provides a mechanism to minimize the transition gap in a Robust Security Network
between APs and QAPs. It enables a means to:


— Minimize "over the air" latency by piggybacking resource allocation

6 Copyright © 2005 IEEE. All rights reserved.
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— Minimize PTK computation and plumbing latencies by enabling the STA to pre-compute prior to re-
association


— Enable an "Authenticated" re-association exchange
— Removes the 4-way handshake race conditions
— Enables allocation of QoS resources at reassociation time
— Ensure compatibility with non-RSN and non-QoS STAs and APs


The BSS-Transition services include:


— A new transition protocol which allows a STA and AP to allocate resources as part of the re-associa-
tion; or pre-reserve resources prior to reassociation time;


— A new key management framework for security which allows the STA and the AP to pre-compute the
PMK;


— A mechanism which uses the new transition protocol to perform PTK derivation at re-association
time;


— A mechanism for allocating QoS resources at reassociation time using the new transition protocol
changes.


This addresses solutions to two classes of network infrastructures from a QoS perspective: one where the
TTAP is capable of provisioning QoS resources at re-association time; and another where the TTAP needs to
pre-reserve QoS resources prior to reassociation. Thus there are two mechanisms for BSS-Transition: 


— the basic BSS-transition mechanism, during which resources are allocated and committed during the
re-association phase of the BSS-Transition. This solution addresses the case where the AP is lightly
loaded and the STA can determine resources are available from Beacon/Probe exchanges. 


— the pre-reservation BSS-Transition mechanism, during which resources are allocated prior to re-asso-
ciation. This solution addresses the case where the infrastructure is under-provisioned; the DS infra-
structure is slow; or the provider wants to offer a guarantee of service. This solution addresses
networks with a security infrastructure that requires explicit messaging for resource reservation.


BSS-Transition services do not specifically address the solution of when or where a STA will roam. There
are other tools which give the STA information that could be used in making this decision. 


QoS mechanisms enable the AP to convey QBSS information in Probe responses and beacons. The QBSS IE
has three fields which indicate the number of associated STAs, the channel utilization for the BSS, and the
available admission capacity. The QBSS metrics give information on the AP's ability to accept new QoS
streams.


BSS-Transition services define where a STA can roam. Fast BSS Transitions can only take place within an
ESS. In a secure environment, the transition candidates for a STA are limited to APs that are members of the
same Security Domain. In some infrastructures, resource policies may limit the STA to a subset of APs as
transition candidates defined by the Mobility Domain. In the limiting case, the ESS, the Security Domain,
and the Mobility Domain define the same set of APs. The Security Domain will always be a subset of the
ESS, and the Mobility Domain will always be a subset of the Security Domain.


A representative BSS-Transition topology is given in Figure 7A. A simple representative topology consists
of a number of FT-enabled APs, and an Authentication Server. Inter-AP communication over the DS is
assumed to be protected and authenticated. The FT-enabled STA has an established connection with the DS
through AP1 and may have one or more QoS streams active. In this representative topology, the STA has
two potential transition candidates, AP2 and AP3. The STA decides through scanning, neighbor reports, and
other means, that the best candidate for transition is AP2. 


There are two mechanisms for the STA to issue resource requests to candidate APs. In one case, the STA
goes off-channel from its current association and communicates over the air with the candidate AP. In the
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second case, the STA communicates with the candidate AP through its existing AP. In either case, the STA
uses the Resource Request Service Access Point (RRSAP) to generate and respond to resource reservation.


The RRSAP handles Resource Requests. The RRSAP on the STA is used to generate queries or resource
requests. The RRSAP at the AP will receive and process Resource Requests from STAs originating over the
air or over the DS. The RRSAP can also forward resource requests on behalf of the STA over the DS to a
potential transition candidate.


The STA may choose to reserve resources at the transition candidates prior to transition. Upon successful
completion, resources are reserved at the target APs for a limited length of time. The STA must complete the
transition within the time limit in order to access its reserved resources.


Reservation policies can be applied to limit the number of reservations that a STA can make or limit the
number of APs where the STA can concurrently reserve resources. 


Figure 7A—Representative Fast Transition Topology


BSS-Transition service provides a generic mechanism to reserve resources at a candidate TTAP called the
Resource Information Container (RIC). It provides a mechanism for the STA to build resource requests that
could include mandatory and optional resources, or request for alternative resources.


In a Robust Security Network environment, the BSS-Transition service describes mechanisms to support
pre-keying and resource pre-establishment between a station and an AP. It describes a key hierarchy to
extend the scope of a PMK from a single AP to many APs in a complex network that may include both stan-
dalone APs and centralized architectures. It defines a new 802.11 authentication type, which allows the cli-
ent to initiate a handshake to establish the PTK prior to (re)association.
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5.7 Message information contents that support the services


5.7.2 Association


Change text of section 5.7.2 as follows:


For a STA to associate, the association service causes the following messages to occur:


Association request


— Message type: Management
— Message subtype: Association request
— Information items:


IEEE address of the STA initiating the association
IEEE address of the AP with which the initiating STA will associate
SSID
Power capability
Supported channels
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information


— Direction of message: From STA to AP


NOTE - the information items in the above list are a bullet list in 802.11, but bullet lists are not allowed by IEEE style
manual. Need to investigate this.


Association response


— Message type: Management
— Message subtype: Association response
— Information items:


Result of the request association. This is an item with values “successful” and “unsuccessful”
If the association is successful, the response shall include the association identifier (AID)
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information


— Direction of message: From AP to STA


NOTE - Figure 121D, for first contact, shows three additional fields in the Association and Association response mes-
sages: TSIE, TRIE, and RSNIE. These need to be added to the above text, and kept consistent with 7.2.3.4 and 7.2.3.5.


5.7.3 Reassociation


Change text of section 5.7.3 as follows:


For a STA to reassociate, the reassociation service causes the follow message to occur:


Reassociation request


— Message type: Management
— Message subtype: Reassociation request
— Information items:


IEEE address of the STA initiating the reassociation
IEEE address of the AP with which the initiating STA will reassociate

Copyright © 2005 IEEE. All rights reserved. 9
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IEEE address of the AP with which the initiating STA is currently associated
SSID
Power capability
Support channels
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information
Resource request information


— Direction of message:
From STA to AP (The AP with which the STA is requesting reassociation)


The address of the current AP is included for efficiency. The inclusion of the current AP address facilitates
MAC reassociation to be independent of the DS implementation.


Reassociate response


— Message type: Management
— Message subtype: Reassociation response
— Information items:


Result of the request reassociation. This is an item with values “successful” and “unsuccessful”
If the reassociation is successful, the response shall include the AID
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information
Resource request information


— Direct of message: From AP to STA


7. Frame formats


7.2 Format of individual frame types


7.2.3 Management frames


7.2.3.1 Beacon frame format


Insert the additional rows as follows in the proper order in Table 5


NOTE - Text for this section still needed. Other text in proposal says TRIE and TSIE are included in Beacon frames.


Table 5—Beacon frame body


Order Information Notes


TBD TBD TBD


TBD TBD TBD


TBD TBD TBD
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7.2.3.4 Association Request frame format


Insert the following row into Table 7:


NOTE - Figure 121D for First Contact shows the term “(Re)Association” for two of the messages. That implies to editor
that it could be Association or Reassociation. If so, then TSIE, TRIE, and RSNIE need to be added to this section.


7.2.3.5 Association Response frame format


Insert the following row into Table 8:


NOTE - Figure 121D for First Contact shows the term “(Re)Association” for two of the messages. That implies to editor
that it could be Association or Reassociation. If so, then TSIE, TRIE, and RSNIE need to be added to this section.


7.2.3.6 Reassociation Request frame format


Delete order 9, and insert rows at the end of Table 9 as follows:


NOTE - Proposal section 4.2.1 does not include “RSN” in the list of IEs in the reassociation request. The text states that
it is removed from Fast-Transition reassociations, since it is duplicated in the EAPKIE later. However, to support devices
that do 11i but not 11r, the RSN IE will still be present and needs to be handled by the AP. Therefore, Editor suggests (1)
RSN should be changed to be optional in Fast-Transition cases, and make the text “The RSN information element is only
present within Reassociation Request frames generated by STAs that have dot11RSNAEnabled set to TRUE, and which


Table 7—Association Request frame body


Order Information Notes


TBD TBD TBD


Table 8—Association Response frame body


Order Information Notes


TBD TBD TBD


Table 9—Reassociation Request frame body


Order Information Notes


9 RSN The RSN information element is only present within Reassociation 
Request frames generated by STAs that have dot11RSNAEnabled set to 
TRUE


12 Count IE Specifies the number of IEs protected by the MIC in the EAPKIE (this IE, 
and succeeding IEs up through and including the EAPKIE)


13 TRIE A Fast Transition Resource IE to convey the Fast Transition resource 
capabilities


14 TSIE A Fast Transition Security IE to convey the Fast Transition security capa-
bilities


15 RIC Request IEs The set of IEs that formulate a RIC request, for requesting QoS resources


... Other IEs that may require protection


15+n+1 EAPKIE An IE encapsulating an EAPOL-Key Message, which includes the 
required information for a Fast Transition
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do not have an EAPKIE later in the frame.”, or (2) keep the RSN IE separate and not in the Key-Info field of the EAPOL-
Key message, but insert Count IE before the RSNIE and rest of additions to be immediately after the RSN IE.


NOTE - 11ma added “Vendor Specific” and 11e added “QoS Capability”, both as order 10; presumably one of them will
use order 11. Numbers from proposal were adjusted.


NOTE - Text in 4.2.1 for the Count IE is “Specifies the number of IEs succeeding this IE and if present, protected by the
EAPKIE” Above text is believed to match the intent. Editor requests confirmation.


NOTE - Need to further specify the conditions for inclusion of each of these IEs in the reassociation request frame -
FBT/FBT&QoS/FBT&RSN


Insert the following text following Table 9:


For a Fast BSS Transition, the Reassociation request is used to request or confirm the availability of
resources that the STA needs to complete its connection. For a Fast BSS Transition when RSNA is enabled,
the TSTA must assert liveness of the PTK by including the ANonce provided by the TTAP, and authenticat-
ing the frame by including a valid MIC in the EAPKIE. The MIC shall protect the fields starting with the
Count IE up to and including the EAPKIE. The RSN information element in the EAPOL-Key message con-
tained in the EAPKIE must be bitwise identical to the RSN IE presented in the Fast Transition Authentica-
tion Request Frame.


7.2.3.7 Reassociation Response frame format


Insert rows at the end of Table 10 as follows:


NOTE - 11ma added a row for “Vendor Specific” for order 6; 11e added a row for “EDCA Parameter Set”, and called it
order 5 (which was already taken in 802.11 standard for “Extended Supported Rates”); and 11k is adding a row for
“RCPI” and also calling it order 5. Assume 11e will be changed to order 6, 11k to order 7, and Vendor Specific moved to
order 8. Order numbers for our new entries adjusted accordingly.


NOTE - proposal noted several items (e.g. Listen Interval”, “Current AP address”, “SSID”, “Power Capability”, and
“Supported Channels”) as “As defined by 802.11 standard” that are not in 11ma nor 11e nor 11k. These appear in the
Reassociation Request, but not in the Response; assumed to be mis-placed in the proposal text. Also, the proposal noted
a “RSN” in this frame, which does not appear anywhere.


Table 10—Reassociation Response frame body


Order Information Notes


9 Count IE Specifies the number of IEs protected by the MIC in the EAPKIE (this IE, 
and succeeding IEs up through and including the EAPKIE)


10 TRIE A Fast Transition Resource IE to convey the Fast Transition resource 
capabilities


11 TSIE A Fast Transition Security IE to convey the Fast Transition security capa-
bilities


12 Time Interval IE The time interval IE indicating the re-association timeout value. The STA 
must complete the reassociation within this interval.


13 RIC Response IEs The set of IEs that formulate a RIC response, for responses for QoS 
resources


... Other IEs that may require protection


13+n+1 EAPKIE An IE encapsulating an EAPOL-Key Message, which includes the 
required information for a Fast Transition.
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NOTE - Text in 4.2.2 for the Count IE is “Specifies the number of IEs succeeding this IE and if present, protected by the
EAPKIE” Above text is believed to match the intent. Editor requests confirmation.


NOTE - Text in 4.2.2 included the Time Interval IE for a re-association timeout value. But the Reassociation has just
been done. Doesn’t seem reasonable that a timeout would be needed here.


NOTE - Need to further specify the conditions for inclusion of each of these IEs in the reassociation response frame -
FBT/FBT&QoS/FBT&RSN


Insert the following text following Table 10:


For a Fast BSS Transition, the TTAP uses the Reassociation Response frame to respond to the TSTA
resource and PTKSA requests. The TTAP will include TRIE, TSIE, RIC IE(s), and EAPKIE in response to
the IEs included in the Reassociation request. If RSNA is enabled, the TTAP must assert liveness of the PTK
by including the SNonce provided by the TSTA, and authenticate the frame by including a valid MIC in the
EAPKIE. The MIC shall protect the fields starting with the Count IE up to and including the EAPKIE. The
RSN information element in the EAPOL-Key message contained in the EAPKIE must be bitwise identical to
the RSN IE presented in the TTAP Beacon Frame.


7.2.3.9 Probe Response frame format


Insert the order 23-TBD rows, and change the starting order in the final row (Request information ele-
ments) in Table 12 as follows:


NOTE - text needed for this section. Other sections in proposal identify TRIE and TSIE as being included in probe
responses.


7.2.3.10 Authentication frame format


Change the first paragraph of section 7.2.3.10 as shown:


The frame body of a management frame of subtype Authentication contains the information shown in Table
13. Only Authentication frames with the authentication algorithm set to Open System authentication or Fast
Transition authentication may be used within a RSNA. RSNA STAs shall not associate if shared authentica-
tion was invoked prior to RSN association. The Fast Transition Authentication exchange is only valid when
the Fast Transition capability is enabled; more specifically, when the Fast Transition Information Element is
advertised by the BSSID and employed by the TSTA.


Insert the following paragraph after the first and before Table 13:


The Fast Transition Authentication algorithm allows a TSTA to initiate a Fast Transition. If the FT Authen-
tication algorithm is selected, the TSTA will include its TSIE and TRIE in the FT Authentication Request. If
Robust Security Network Association (RSNA) is enabled, the TSTA shall also include its SNonce contribu-
tion and include the key holder identities used for generating the PTK.


Table 12—Probe Response frame body


Order Information Notes


23 TBD TBD


24 TBD TBD


25 TBD TBD


2326-n Request informa-
tion elements


Elements requested by the Request information element of the Probe 
Request frame
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Insert five additional entries, and change the order 5 table entry as shown:


NOTE - Is the TSIE to appear in all Authentication frames? Or only Fast Transition frames? Editor believes there is a 
missing reference to footnote 3 in the proposal text, and the text should read “Fast Transition Security Information Ele-
ment. This field is only present in the Fast Transition Authentication frames as defined in Table 14.”.


Insert the following paragraph between Table 13 and Table 14:


The Fast Transition Authentication exchange may include a variable number of information elements to pro-
vision security and QoS resources. When RSNA is enabled, the QoS resource reservation mechanism is
authenticated by the MIC specified in the EAPKIE. Further, the MIC specified in the EAPKIE shall protect
all of the information commencing with the IE count to the (and including the) EAPKIE.


Change heading row of Table 14, change rows for “Shared Key 2” and “Shared Key 3” as shown, and
Insert the following four rows at the end of the table.


Table 13—Authentication frame body


Order Information Notes


5 Count IE Specifies the number of IEs protected by the MIC in the EAPKIE (this IE, 
and succeeding IEs up through and including the EAPKIE). This field is 
only present in the Fast Transition Authentication frames as defined in 
Table 14.


6 TRIE Fast Transition Resource Information Element. This field is only present 
in the Fast Transition Authentication frames as defined in Table 14.


7 TSIE Fast Transition Security Information Element.


8 RIC IE(s) Resource Information Container. This is a variable number of information 
elements. This field is only present in the Fast Transition Authentication 
frames as defined in Table 14.


9 EAPKIE This field is only present in the Fast Transition Authentication frames as 
defined in Table 14.


510 Vendor Specific One or more vendor specific information elements may appear in this 
frame


Table 14—Presence of challenge text information elements


Authentication Algorithm


Authentication 
transaction 
sequence 
number


Status Code Challenge Text Presence of fields 4-
9


Shared Key 2 Status Challenge text Present


Shared Key 3 Reserved Challenge text Present


Fast Transition 1 Reserved Not Present


Fast Transition 2 Status Count, TRIE, TSIE, EAPKIE Present


Fast Transition 3 Reserved Count, TRIE, TSIE, RIC, EAPKIE 
Present
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NOTE - Editor doesn’t believe this table adequately covers the fast BSS transition case in a non-RSNA environment
with QoS, nor a RSNA environment without QoS. If it doesn’t, contributions needed.


7.3 Management frame body components


7.3.1 Fixed fields


7.3.1.1 Authentication Algorithm Number field


Insert after “Authentication algorithm number = 1” the following line:


Authentication algorithm number = 2: Fast Transition


NOTE: Value of 2 for this authentication algorithm number needs to be cleared with the IEEE Assigned Number
Authority.


7.3.1.9 Status Code field


Insert five rows into Table 20, and Change first “Reserved” row, as follows:


NOTE - 11ma modified table to make two reserved blocks, with vendor-specific values in the middle; 11e defined values
up through 50 (in particular, values 32-35, 37-39, and 47-50); 11ma had left 27-39 and 47-50 reserved (leaving room for
11e), and defined value 51; values here adjusted accordingly. The values of these status codes need to be cleared with the
IEEE Assigned Number Authority.


Fast Transition 4 Status Count, TRIE, TSIE, RIC, EAPKIE 
Present


Table 20—Status Codes


Status Code Meaning


52 Invalid Fast Transition Action Frame Count


53 Expected a reservation to precede Fast Transition


54 Invalid TSPEC


55 Invalid PMKID


56 Invalid 802.1X IE


5256-220 Reserved


Table 14—Presence of challenge text information elements


Authentication Algorithm


Authentication 
transaction 
sequence 
number


Status Code Challenge Text Presence of fields 4-
9
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7.3.1.11 Action Field


Insert row into Table 21, and modify the “Reserved” row, as follows:


NOTE - 11k assigned value 5 to Radio measurement. Need to confirm our selection of value 6 with IEEE Assigned
Number Authority.


7.3.2 Information Elements


Insert the following into Table 22, and change the final row as marked:


NOTE - 802.11 defines values up through 50; 11k defines 51-53. These were chosen as next available numbers. Need to
check these assignments with IEEE Assigned Number Authority.


Table 21—Category Values


Name Value See Sub-clause


Fast BSS Transition 6 7.4.3


Reserved 67-127 -


Table 22—Element IDs


Information Element Element ID


Count 54


Fast Transition Resource (TRIE) 55


Fast Transition Security (TSIE) 56


Fast Transition Key Holder 57


Time Interval 58


Resource Information Container - 
Root


59


Resource Information Container - 
Data


60


Fast Transition 802.1X EAPOL-
Key Information Element (EAP-
KIE)


61


Reserved 5462-255
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7.3.2.25 RSN Information element


7.3.2.25.2 AKM suites


Insert after third row of table 29, and change fourth row (suite type 3-255) as follows:


NOTE - proposal section 4.4.8 had suite type 4 both assigned for PSK and reserved. Request confirmation that above is
the intention.


Insert the following new subsections after subsection 7.3.2.37, adjusting the figure numbers and table
numbers as necessary


NOTE - 11ma ended with 7.3.2.26, Table 30, Fig 80; 11e added 7.3.2.13 through 7.3.2.20 (which will become 27-34),
tables 20.1 through 20.8 (30A-30H), and Figures 46.1 through 46.15 (80A-80O); 11k added 7.3.2.26 through 7.3.2.28
(which will become 35-37), 1 table (30I), 8 figures (80P-80W). So we tentatively start with 7.3.2.38, Table 30J, Figure
80X. Need to monitor 11k for changes that will affect this numbering.


7.3.2.38 Count Information Element


The Count Information Element specifies the number of Information Elements that are integrity-protected
by their inclusion in the MIC in a subsequent EAPKIE. The value includes the Count IE itself, and all subse-
quent IEs up through and including the EAPKIE. The format for this information element is defined in Fig-
ure 80X:


NOTE - Text in proposal was “The Count IE specifies the number of IEs that follow the Count IE. When security is
enabled, all IEs including and following this Count IE will be integrity protected, including EAPKIE”. Editor believes
the replacement text is clearer and technically equivalent. Confirmation requested.


The Length field must be set to 0x03.


NOTE - Proposal section 4.4.1 says length must be 0x03. But 11ma section 7.3.2 states that length indicates the length of
the information field, not the total length of the element. Confirmation of this change requested.


Table 29—AKM suite selectors


OUI Suite type Authentication type Key management type


00-0F-AC 3 Fast BSS transition Authentication 
negotiated over IEEE 802.1X, or 
using PMKSA caching as defined 
in 8.4.6.2


Fast Transition Key management 
as defined in 8.5A


00-0F-AC 4 PSK Fast Transition Key management 
as defined in 8.5A


00-0F-AC 35-255 Reserved Reserved


Element ID Length Information Element Count


Octets: 1 1 1


Figure 80X—Count Information Element
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The Information Element Count value gives the number of IEs, including itself, up through and including
the EAPKIE. Its minimum value is 0x02.


7.3.2.39 Fast Transition Resource Information Element (TRIE)


The Fast Transition Resource Information Element is defined to enable the advertisement of network infra-
structure policy and resource reservation information. This can assist a TSTA in deciding which transition
mechanism(s) to use. A TTAP can advertise the TRIE through a Beacon frame and through a Probe
Response frame. This information element is defined in Figure 80Y.


NOTE - Should this be “A TTAP” or “An AP”? Is it somehow different from TSIE and KeyHolderIE (which can be
advertised by “an AP”)?


NOTE - Beacon and Probe Response frames are not yet defined. Need to keep the above paragraph consistent with their
eventual definition.


NOTE - Proposal section 4.4.3 showed the “Fast Transition Resource Mechanism” as 3 octets, but the detailed figure
showed the Mobility Domain as bytes 1-16. Editor believes that the length was intended to be 1+16, for total of 17.


The Length field must be set to 19 (0x13).


The Fast Transition Resource Mechanism value is as defined in Table 30J.


The Resource Mobility Domain is set to the unique identifier which specifies the AP’s over-the-DS reach-
ability. All APs in a RMD have over-the-DS reachability to all other APs in that RMD.


The STA can use information from the TRIE to determine the transition mechanisms supported and recom-
mended by the AP and infrastructure. The choice of executing any specific transition mechanism is left as
discretion of the STA.


Table 30J—Fast Transition Resource Mechanism value


Bit Meaning


0: Reservation over air AP supports Reservation over the air, which is protected using a separate 
handshake protocol


1: Reservation over DS AP supports Reservation over the DS


2: Reserve Option Set if reservation is mandatory, clear if reservation is optional.


3-6: Reservation Limit Number of APs at which a STA can reserve


7: Reserved Reserved


Element ID Length
Fast Transition 


Resource 
Mechanisms


Resource Mobility 
Domain


Octets: 1 1 3 16


Figure 80Y—Fast Transition Resource Information Element (TRIE)
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7.3.2.40 Fast Transition Security Information Element (TSIE)


The Fast Transition Security Information Element is defined to enable the advertisement of network infra-
structure security policy and information. This can assist a TSTA in deciding which security mechanism(s)
to use. An AP advertises this IE only when security during fast transitions is enabled on the network, through
a Beacon frame and a Probe Response frame. This information element is defined in Figure 80Z.


NOTE - Proposal section 4.4.4 shows SMD-ID as bytes 1-15, with byte 0 unassigned. Editor believes that SMD-ID was
intended to be 16 octets, bytes 0-15. This would change the above table to be 16 octets for SMD-ID, and total length to
64 (0x40).


The Length field must be set to 63 (0x3F).


7.3.2.41 Fast Transition Key Holder Information Element


The Fast Transition Key Holder Information Element is defined to enable the advertisement of network
infrastructure security policy and information, which can assist a TSTA to decide which security mechanism
to use. An AP advertises this IE only when security during fast transitions is enabled on the network, through
a Probe Response frame. This information element is defined in Figure 80AA.


NOTE - Not in a Beacon? Is this intentional?


NOTE - Proposal section 4.4.5 makes no sense to me. Figure above needs major editing. Editor needs help!


Element ID Length SMD-ID R0KH-ID R1KH-ID R2KH-ID


Octets: 1 1 15 16 16 16


Figure 80Z—Fast Transition Security Information Element (TSIE)


Element ID Length R0KH-ID 
#1


R0KH-ID 
#2


R0KH-ID 
#3 ...


Octets: 1 1 16 16 16 16 each


Figure 80AA—Fast Transition Key Holder Information Element
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7.3.2.42 Time Interval Information Element


This generic Time Interval Information Element is defined to specify various types of time intervals and tim-
eouts. This information element is defined in Figure 80AB.


The length field must contain a value 0x03.


The Interval type field must contain one of the values from Table 30K.


The Interval Value must be an unsigned 16-bit integer representing the number of TUs (milliseconds).


7.3.2.43 Resource Information Container Information Elements


The Resource Information Container (RIC) refers to a collection of Information Elements that are used to
express a resource request in a resource request message. RIC is also used to convey responses to the corre-
sponding responses.


Each atomic resource is contained in one Information Element. For example, a TSPEC is contained in an
Information Element as described in section 7.3.2.29.


NOTE - above cross reference to 7.3.2.29 is to the section entitled “Traffic Specification (TSPEC) element”, contained
in amendment 802.11e, and given there as section 7.3.2.15. It is anticipated that this will become 7.3.2.29 when 11e is
merged into the complete 802.11 specification.


Two new IE types are defined by this section to introduce structure to the RIC. These are:


— RIC_ROOT (RRIE): used as the RIC header
— RIC_DATA (RDIE): used to describe each Resource Request. A simple Resource Request is an


RDIE followed by single TSPEC. 


Table 30K—Time Interval type value


Value Meaning


0x00 Reserved


0x01 Re-Association Deadline


0x02 Key Lifetime Interval


0x03-0xFF Reserved


Element ID Length Interval type Interval value


Octets: 1 1 1 2


Figure 80AB—Time Interval Information Element
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The basic format of the Resource Information Container has one RRIE and a list of Resource Requests, as
shown in Figure 80AC.


Each Resource Request comprises an RDIE followed by one or more TSPECs. If there are multiple TSPECs then these
are treated as "choices" by the target AP. The AP shall attempt to allocate the first TSPEC; if this fails the AP shall
attempt to allocate the next TSPEC, and so on until a successful allocation or the AP reaches the end of the TSPEC list.
Thus, an "OR" relationship exists between TSPECs that follow an RDIE.


An example of a RIC with two resource requests, each with a single TSPEC, is given in Figure 80AD.


An example of a RIC with one resource request, with a choice of two TSPECs, is given in Figure 80AE. This indi-
cates that the target AP can select one of the two TSPECs.


7.3.2.43.1 RIC Root Information Element (RRIE)


The Resource Information Container Root Information Element (RRIE) is defined in Figure 80AF.


The length field must contain a value 0x08.


The RRIE Identifier contains a unique value intended to match responses to requests.


The Count of RDIEs contains the number of RDIEs in this RIC.


The Target BSSID is the BSSID to which this RIC IE is to be sent.


RRIE Resource Request Resource Request Resource Request


Figure 80AC—Resource Information Container - Basic Format


RRIE RDIE TSPEC RDIE TSPEC


Figure 80AD—Resource Information Container Example #1


RRIE RDIE TSPEC TSPEC


Figure 80AE—Resource Information Container Example #2


Element ID Length RRIE 
Identifier


Count of 
RDIEs Target BSSID


Octets: 1 1 1 1 6


Figure 80AF—RRIE Information Element
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7.3.2.43.2 RIC Data Information Element (RDIE)


The Resource Information Container Data Information Element (RDIE) is defined in Figure 80AG.


The length field must contain a value 0x02.


The Sequence Number is a unique value within this RIC, and chosen by the resource requestor. It is used in
the response to refer to a specific resource allocation request.


The Control Options value is as defined in Table 30L


The Mandatory bit set to 1 indicates that one of the TSPECs that follow the RDIE must be allocatable/allo-
cated for the resource request to be considered successful. If the Mandatory bit is set to 0, the AP should
keep processing the rest of the request in RIC even if none of the TSPEC IEs following the RDIE is allocat-
able/allocated.


The Confirm bit is used only in response messages to indicate success or failure of the allocation. It is set to
zero and ignored in request messages.


The Resource count indicates the number of TSPEC IEs that follow this RDIE.


7.3.2.44 Fast Transition 802.1X EAPOL-Key Information Element (EAPKIE)


This element is defined to encapsulate the Fast Transition 802.1X EAPOL-Key message. This element must
be present in the 3rd and 4th Fast Transition Authentication messages, or in the Fast Transition Confirm and
Fast Transition Acknowledgement action frames, and association or reassociation request and response


Table 30L—RIC Data Control Options


Bit Meaning


0: Mandatory Set if allocation of TSPEC is mandatory; clear if allocation of TSPEC is 
optional


1: Confirm Ignored in request messages, and should be set to zero. Set in response 
message to indicate allocation was successful, clear if allocation failure.


2-3: Reserved Reserved


4-7: TSPEC IE Count Number of TSPEC IEs that follow this RDIE


Element ID Length Sequence 
Number


Control 
Options


Octets: 1 1 1 1


Figure 80AG—RDIE Information Element
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when Fast Transition and Security are enabled. The format for this information element is defined in Figure
80AH: 


The Length must be set to the length of the EAPOL-Key message.


7.4 Action Frame Format Details


Insert new section 7.4.3 at end of section 7.4


7.4.3 Fast BSS Transition Action Details


Four Action frame formats are defined to support Fast BSS Transitions initiated through the currently asso-
ciated AP (e.g. over the DS). The action field values associated with each frame format within the Fast BSS
Transition category are defined in Table 32B:


NOTE - values in above table are different than the values in the Authentication frames. Perhaps they should be the same
to minimize confusion of methods.


NOTE - last table in 11ma section 7.4 is 32; 11k adds one table (which they numbered as k13), which will eventually
become 32A. So this table is tentatively set to 32B, which may change if 11k adds more tables


7.4.3.1 Fast Transition Request


The FT Request Action frame is used by a TSTA to trigger a pre-reservation request through the current
associated BSSID.


Table 32B—Fast BSS Transition Action Field Values


Action Field Value Description


Fast Transition Request 0


Fast Transition Response 1


Fast Transition Confirm 2


Fast Transition Acknowledgement 3


Reserved 4-255


Element ID Length 802.1X EAPOL-Key message


Octets: 1 1 1-255


Figure 80AH—Encapsulated 802.1X EAPOL-Key information element
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NOTE - Last figure in 11ma section 7.4 is 85. 11k is still using Word, and numbered the figures in 7.4.2 as k29 up
through k35. These will eventually be renamed as 85A through 85G. So our starting point is tentatively set to 85H,
which will change if 11k adds more figures.


NOTE - Proposal sections 4.3.1.1 through 4.3.1.4 all show the EAPKIE as fixed length of 95 octets. But the EAPKIE
includes a RSN IE. While the Authentication request and response messages removed the separate RSN ID because it is
included in the EAPKIE, this does not. So two questions here: (1) Is it intended that the RSN ID be separate rather than
included in the EAPKIE (and if separate, what should the RSNIE within the EAPKIE contain), and (2) How is the length
of the EAPKIE fixed at 95 octets when the length of the RSNIE is variable? Editor is confused and needs guidance.


The frame body of a Fast Transition Request contains the information shown in Figure 85H.


The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.


The Action field shall be set to 0.


NOTE - to make consistent with Authentication frames (numbered 1-2-3-4), this value of Action field should be 1.


The TTAP field shall be set to the BSSID value of the target AP.


The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs
up through and including the EAPKIE).


The TRIE field shall be set to the Fast Transition Resource Information Element with the resource policy it
is negotiating.


The TSIE field shall be set to the Fast Transition Security Information Element with the security policy it is
negotiating.


The RSNIE field is only present when RSN is enabled and shall be set to the RSN IE as defined in section
7.3.2.25. When present, the RSN IE defines the security policy negotiated by the TSTA. In addition, the
TSTA must provide the R2Name used to generate a fresh PTKSA.


The EAPKIE field is only present when RSN is enabled and the RSN IE is specified. The EAPKIE must pro-
vide a random SNonce in the KeyNonce field.


7.4.3.2 Fast Transition Response


The FT Response Action frame is transmitted by the current BSSID as a response to the TSTA’s Fast Tran-
sition Request. The frame body of the Fast Transition Response is as follows:.


Category Action TTAP Count IE TRIE TSIE RSN IE EAPKIE


Octets: 1 1 6 4 19 66 Variable 95


Figure 85H—Fast Transition Request Frame Format
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NOTE - a Status code from this message is referenced in section 8A.4.2. It needs to be added.


The frame body of a Fast Transition Request contains the information shown in Figure 85I.


The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.


The Action field shall be set to 1.


NOTE - to make consistent with Authentication frames (numbered 1-2-3-4), this value of Action field should be 2.


The TTAP field shall be set to the BSSID value of the target AP.


The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs
up through and including the EAPKIE).


The Time Interval IE shall be set to the reassociation deadline time.


NOTE - proposal text was “Time interval information element used to convey either the reassociation deadline time.”
Confirmation requested that the above text is accurate.


The TRIE field shall be set to the Fast Transition Resource Information Element with the resource policy it
is negotiating.


The TSIE field shall be set to the Fast Transition Security Information Element with the security policy it is
negotiating.


The RSNIE field is only present when RSN is enabled and shall be set to the RSN Information Element as
defined in section 7.3.2.25. When present, the RSN Information Element defines the security policy adver-
tised by the TTAP’s beacons. In addition, the TTAP must provide the R2Name used to generate a fresh
PTKSA.


The EAPKIE field is only present when RSN is enabled and the RSN Information Element is specified. The
EAPKIE must provide a random ANonce in the KeyNonce field and a KeyLifetime for the FT Key Hierar-
chy.


7.4.3.3 Fast Transition Confirm


The FT Confirm Action frame is used by the TSTA to confirm to the TTAP receipt of the ANonce and to ini-
tiate both the liveness of the PTKSA and, if required, to request QoS resources. The FT Confirm action
frame body format is as follows:


Category Action TTAP Count 
IE


Time 
Interval 


IE
TRIE TSIE RSN IE EAPK 


IE


Octets: 1 1 6 4 5 19 66 Variable 95


Figure 85I—Fast Transition Response Frame Format
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The frame body of a Fast Transition Confirm contains the information shown in Figure 85J.


The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.


The Action field shall be set to 3.


NOTE - proposal section 4.3.1 said this value should be 2, but section 4.3.1.3 has value 3. Editor believes the sequence
1-2-3-4 (matching the Authentication frames) is preferred, and that this frame should have value 3.


The TTAP field shall be set to the BSSID value of the target AP.


The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs
up through and including the EAPKIE).


The TRIE field shall be set to the Fast Transition Resource Information Element with the resource policy it
is negotiating.


The TSIE field shall be set to the Fast Transition Security Information Element with the security policy it is
negotiating.


The RSNIE field is only present when RSN is enabled and shall be set to the RSN Information Element as
defined in section 7.3.2.25. When present, the RSN Information Element defines the security policy speci-
fied in the FT Request frame body.


The RIC-Request field is present only if QoS resources are to be requested. This field shall be a sequence of
RIC Information Elements (RRIE, followed by one or more RDIE(s)), as specified in section 7.3.2.43.


The EAPKIE field is only present when RSN is enabled and the RSN Information Element is specified. The
EAPKIE must echo the ANonce in the KeyNonce field and authenticate all fields commencing with the
Count IE and including the EAPKIE. The authentication tag shall be transmitted in the EAPOL-Key MIC
field and use the same algorithms as specified in section 8.5.2.


7.4.3.4 Fast Transition Acknowledgement


The FT Acknowledgement Action frame is transmitted by the current BSSID as a response to the TSTA’s
Fast Transition Confirm. The FT Acknowledgement action frame body format is as follows:.


Category Action TTAP Count 
IE TRIE TSIE RSN IE RIC 


Request
EAPK 


IE


Octets: 1 1 6 4 19 66 Variable Variable 95


Figure 85J—Fast Transition Confirm Frame Format
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NOTE - a Status code from this message is referenced in section 8A.4.2. It needs to be added.


The frame body of a Fast Transition Acknowledgement contains the information shown in Figure 85K.


The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.


The Action field shall be set to 4.


NOTE - proposal section 4.3.1 said this value should be 3, but section 4.3.1.4 has value 4. Editor believes the sequence
1-2-3-4 (matching Authentication frames) is preferred, and that the field value for FT ACK should be 4.


The TTAP field shall be set to the BSSID value of the target AP.


The Count IE specifies the number of Information Elements protected by the MIC in the EAPKIE (the Count Infor-
mation Element itself, and succeeding Information Elements up through and including the EAPKIE).


The Time Interval Information Element shall contain the reassociation deadline time.


The TRIE field shall be set to the Fast Transition Resource Information Element with the resource policy it
is negotiating.


The TSIE field shall be set to the Fast Transition Security Information Element with the security policy it is
negotiating.


The RSNIE field is only present when RSN is enabled and shall be set to the RSN Information Element as
defined in section 7.3.2.25. When present, the RSN Information Element defines the security policy speci-
fied in the FT Response frame body.


The RIC-Response field is present only if QoS resources are to be requested. This field shall be a sequence
of RIC Information Elements (RRIE, followed by one or more RDIE(s)), as specified in section 7.3.2.43.


The EAPKIE field is only present when RSN is enabled and the RSN Information Element is specified. The
EAPKIE must echo the SNonce in the KeyNonce field and authenticate all fields commencing with the
Count Information Element and including the EAPKIE. The authentication tag shall be transmitted in the
EAPOL-Key MIC field and use the same algorithms as specified in section 8.5.2.


8. Security


Insert new clause 8.5A after end of 8.5, renumbering the following clauses, figures, and tables as needed.


Categ-
ory Action TTAP Count 


IE


Time 
Inter-
val IE


TRIE TSIE RSN 
IE


RIC 
Respo


nse


EAPK 
IE


Octets 1 1 6 4 5 19 66 Vari-
able


Vari-
able


95


Figure 85K—Fast Transition Acknowledgement Frame Format
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8.5A Key distribution for Fast BSS Transition


While the use of the key distribution mechanism defined in clause 8.5 can facilitate a BSS transition, the
implication is that the TSTA must have established a fresh PMK with each AP prior to association. The
imposition of establishing a PMK by means of a full IEEE 802.1X EAP authentication can often be a time
expensive operation that would prohibit a fast BSS transition.


This clause describes a new key hierarchy and its supporting architecture that enables Fast BSS transitions
while obviating the need to have the STA (and each AP it transitions to) execute multiple IEEE 802.1X EAP
authentications. Note however that while this new key hierarchy enables the optimal BSS transition, to
ensure backward compatibility all of the key distribution methods as defined by clause 8.5 are also sup-
ported.


8.5A.1 Overview


To accommodate different 802.11 based network topologies, a four level key hierarchy is introduced. This
ensures key separation between the potential key holders, which are the authorized agents to hold the keying
material. The multi-layer key hierarchy expedites the distribution of keys between the network entities prior
to, or during, a transition. 


As shown in Figure 120A, each entity holding a key is identified by a 16 octet identifier. The first level of
the hierarchy (R0KH-ID) generates the PMK-R0 from either the PSK or from the AAA-Key resulting (per
RFC 3748) from a successful 802.1X EAP Authentication between the AS and the SPA.


NOTE - remember to fix all the occurrences of SPA to whatever they are supposed to be.


The lifetime of the keys is bound to the lifetime of the PSK or AAA-Key. For example, the RADIUS proto-
col communicates key lifetime through the Session-Timeout attribute. It is important to note that any keys
derived from PMK-R0 cannot have a lifetime that is greater than its parent.


The FBT key hierarchy derives its keys using a new Key Derivation Function (KDF) as defined in Section
8.5A.3 with separate labels to further distinguish derivations. Each level of the hierarchy derives keys for the
level below it. The distribution of keys within the PMK key holders is outside the scope of this specification.
However, to ensure security, this new key hierarchy requires that keys only be distributed down the key hier-
archy using a secure transport protocol. 
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The FBT key hierarchy is shown in Figure 120A:


Figure 120A—Fast BSS Transition Key Hierarchy


NOTE - something went wrong in transferring this figure into Frame. Need to go back to original source and fix.


As different entities, whether physical or logical, may hold keying material used to derive PTKs, the four
level key hierarchy is enforced to ensure that compromise of such keying material is isolated to only that
branch of the hierarchy. For example, the AAA server on which the top level key is established will be able
to derive the keys used by every AP (in the hierarchy) and have the knowledge to decrypt any session on any
AP. Thus, if the AAA server is compromised, then every key in the hierarchy is compromised and their
resulting sessions must be deleted. 


However, if the third level (R2KH in Figure 120A) is compromised, only its corresponding key PMK-R2
and the keys derived from that PMK-R2 are compromised; only the sessions on APs using the keys derived
from that PMK-R2 are compromised and must be deleted. Furthermore, since the key hierarchy lacks fresh-
ness, they must never be derived again from higher layer keys. For ease of implementation, APs may delete
the higher layer keys to simplify its session states.
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The mechanisms for ensuring keys are deleted and not derived again after a compromise in the key hierarchy
is outside the scope of this specification. However, to ensure that keys are not deleted without warrant, there
should be some mechanism to ensure authorization for key distribution as well as key deletion.


8.5A.2 Key Hierarchy


As shown in Figure 120A, the FBT key hierarchy consists of four levels whose keys are derived using a new
KDF described in Section 8.5A.3. The key derivation hierarchy is shown in Figure 120B below.


1) PMK-R0 - the top level of the FBT key hierarchy; this key is derived as a function of the MSK
and SSID and stored by the PMK-R0 key holder, R0KH. This key is mutually derived by the
SPA and the R0KH and named by the SSID, SPA and R0KH.


2) PMK-R1 - the second level of the key hierarchy; this key is mutually derived by the SPA and
the R1 Key holder, R1KH. This key is named by the SPA, R0KH and the R1KH.


3) PMK-R2 - the third level of the key hierarchy; this is mutually derived by the SPA and the R2
key holder, R2KH. This key is named by the SPA, R0KH, R1KH and R2KH.


4) PTK - the last level of the key hierarchy that defines the 802.11 and 802.1X protection keys.
The PTK is mutually derived by the SPA and the TTAP. This key is named by SNonce,
ANonce, SPA, and BSSID. 


NOTE - numbering of the levels was consistently made PMK-R1 at second level, PMK-R2 at third level. Editor requests
confirmation of this intent.


NOTE - AA (presumably the AP MAC address, same as BSSID) is included in the formulas later for R2Name. Should
be added to item #3 above.


NOTE - No formula is given later for a PTKName. Several refs later for a PTKName, but not clear if it is needed or used.
Need to keep item #4 in list above consistent with definition of PTKName (or lack thereof).


While FBT defines a four level key hierarchy, the last level ultimately results in a PTK to be consumed in
the same manner as defined by Section 8.5.
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Figure 120B—FBT Key Derivation Hierarchy


NOTE - PTK formula in 8.5A.8 has the string “PTK Key derivation” instead of “PTKey derivation”, and has AA fol-
lowed by SPA. The figure above should be consistent with the text.


8.5A.3 Key derivation function


A new key derivation function, KDF, is used to address sliding parameter vulnerabilities existing in the PRF
function of 8.5.1.1. The KDF function is a variant of the PRF function, and defined as follows:


Algorithm kdf


Output = KDF-Length (K, label, Context) where
Input: K, a 256 bit key derivation key


label, a string identifying the purpose of the keys derived using this KDF
Context, a bit string that provides context to identify the derived key
Length, the length of the derived key in bits


Output: a Length-bit derived key
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Server 


PM K-R0 Key 
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PM K -R1 = KDF-256( PM K-R0, “R1 Key Derivation” || R0KH -ID ||  
                                 R1KH-ID || SPA) 
 


PM K -R2 = KDF-256( PM K-R1, “R2 Key Derivation” || R0KH -ID ||  
                                 R1KH-ID || R2K H-ID || AA || SPA) 
 


PTK = KDF-X XX( PM K-R2,  “PTKey derivation” || SNonce || 
                                 ANonce || R0K H-ID || R1KH -ID || R2K H-ID ||  
         SPA || AA) 
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result = ""
iterations =  (Length+159)/160 
do i = 1 to iterations


result = result || HMAC-SHA1(K, i || label || 0x00 || Context || Length)
od
return first Length bits of result, and securely delete all unused bits


In this algorithm, i and Length are encoded as 16 bit unsigned integers, represented using the bit ordering
conventions of Clause 7.1.1.


8.5A.4 PMK-R0


To ensure policy consistency in both security and QoS, the TSTA can only use the Fast BSS Transition
mechanisms to APs that retain the same SSID, security policy and similar QoS capabilities as the AP with
which the TSTA is currently associated. Thus, the top level FBT Key Hierarchy key, PMK-R0 binds the
SPA, top level key holder (R0KH-ID) and SSID with the keying material resulting from the negotiated
AKM (e.g. the AAA-Key for 802.1X EAP authentication, or PSK). The PMK-R0 is the top level 256 bit
keying material used to derive the next level keys (PMK-R1s):


PMK-R0 = KDF-256(MSK, "R0 Key Derivation", SSID || SPA)


where


— KDF-256 is the KDF function as defined in Section 8.5A.3 used to generate a key of length 256 bits.
— MSK is the Master Session Key from the 802.1X EAP authentication.
— "R0 Key Derivation" is the literal string consisting of the sequence of letters 'R', '0', ' ', 'K', 'e', 'y', ' ',


'D', 'e', 'r', 'i', 'v', 'a', 't', 'i', 'o', and 'n' (no null terminator).
— SSID is the service set identifier.
— SPA is the STA’s MAC address.


The PMK-R0 is referenced and named as follows:


R0Name = SHA-256(PMK-R0 || "R0 Key Name" || SSID || R0KH-ID || SPA)


The entity that stores this key is typically the NAS that is identified by a 16 octet string referred to as the
R0KH-ID. The R0KH-ID must be advertised by the TTAP in the beacons and probe responses.


Informative Note: the R0KH-ID may also be advertised by 11k, but its definition for this is out of scope for
this specification.


8.5A.5 PMK-R1


The second level key of the FBT Key Hierarchy, PMK-R1, is a 256 bit key used to derive the third level
keys (PMK-R2s). The PMK-R1 binds the SPA, top and second level key holders: 


PMK-R1 = KDF-256(PMK-R0, "R1 Key Derivation", R0KH-ID || R1KH-ID || SPA)


where


— KDF-256 is the KDF function as defined in Section 8.5A.3 used to generate a key of length 256 bits.
— PMK-R0 is the top level key in the FBT Key Hierarchy.
— "R1 Key Derivation" is the literal string consisting of the sequence of letters 'R', '1', ' ', 'K', 'e','y', ' ',


'D', 'e', 'r', 'i', 'v', 'a', 't', 'i', 'o', and 'n' (no null terminator).
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— R0KH-ID is the 16-octet identifier of the holder of PMK-R0.
— R1KH-ID is the 16-octet identifier of the holder of PMK-R1.
— SPA is the STA’s MAC address.


The PMK-R1 is referenced and named as follows:


R1Name = SHA-256(R0Name || R0KH-ID || R1KH-ID || SPA)


This level enables network topologies where a device is connected to a NAS and to one or many APs, and
provides the facility of caching TSTA's keys. The entity that stores this key is identified by a 16 octet string
referred to as the R1KH-ID. The R1KH-ID must be advertised by the TTAP in the beacons and probe
responses. 


Informative Note: the R1KH-ID may also be advertised by 11k, but its definition for this is out of scope for
this specification.


8.5A.6 PMK-R2


The third level key in the FBT Key Hierarchy, PMK-R2, is a 256 bit key used to derive the PTK. The PMK-
R2 binds the SPA, top, second and third level key holders: 


PMK-R2 = KDF-256(PMK-R1, "R2 Key Derivation", R0KH-ID || R1KH-ID || R2KH-ID || AA || SPA)


where


— KDF-256 is the KDF function as defined in Section 8.5A.3 used to generate a key of length 256 bits.
— PMK-R1 is the second level key in the FBT Key Hierarchy.
— "R2 Key Derivation" is the literal string consisting of the sequence of letters 'R', '2', ' ', 'K', 'e','y', ' ',


'D', 'e', 'r', 'i', 'v', 'a', 't', 'i', 'o', and 'n' (no null terminator).
— R0KH-ID is the 16-octet identifier of the holder of PMK-R0.
— R1KH-ID is the 16-octet identifier of the holder of PMK-R1.
— R2KH-ID is the 16-octet identifier of the holder of PMK-R2.
— AA is the AP’s MAC address.
— SPA is the STA’s MAC address.


The PMK-R2 is referenced and named as follows:


R2Name =  SHA-256(R0Name || R0KH-ID || R1KH-ID || R2KH-ID || AA || SPA)


The entity that stores this key is the TTAP's 802.1X Authenticator and is identified by a 16 octet string
referred to as the R2KH-ID. The R2KH-ID must be advertised by the TTAP in the beacons and probe
responses. 


Informative Note: the R2KH-ID may also be advertised by 11k, but its definition for this is out of scope for
this specification.


8.5A.7 PMK Distribution within a Security Mobility Domain


A mechanism has been defined for caching and distributing PMKs, using the above described logical key
hierarchy. A TSTA first acquires PMK-R0 keys for use in fast transitioning ("first contact") via the Security
Domain of the AP with which it associated. This Security Domain is part of an Security Mobility Domain,
and this Security Mobility Domain may contain additional Security Domains. A TSTA may transition to any
of the Security Domains within a Security Mobility Domain. The R1 Key Holders of the other Security
Domains acquire PMK-R1 from the PMK-R0 Key Holder in the original Security Domain.
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This logical hierarchy is illustrated in figure below. 


Figure 120C—Key Distribution within Security Mobility Domain


When the 802.1X AKM is used to establish keys, the PMK-R0 Key Holder acquires PMK-R0 from the
AAA Client, which may be co-located with the PMK-R0 Key Holder or may be a separate device. When
Pre-Shared Keys are used, the AAA Client is omitted and the PMK-R0 Key Holder uses an alternate means
of acquiring PMK-R0 as a derivation of the PSK.


Each PMK-R0 Key Holder is responsible for deriving PMK-R1 and transmitting it to the appropriate PMK-
R1 Key Holder in the Security Domain with which the station is associated. This may be the Security
Domain of which it is a member, or it may be a different Security Domain. 
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Each PMK-R1 Key Holder is responsible for deriving PMK-R2 and transmitting it to the appropriate PMK-
R2 Key Holder in its own Security Domain. 


Each PMK-R2 Key Holder is responsible for conducting the negotiation with the station to derive the PTK.


8.5A.8 PTK


The fourth level of the key hierarchy is the PTK. This key is mutually derived by the SPA and the TTAP with
the key length being a function of the negotiated cipher suites as defined by 802.11i. Using the KDF con-
struction defined in Section 8.5A.3, the PTK derivation is as follows:


PTK = KDF-PTKLen(PMK-R2, "PTK Key derivation", SNonce || ANonce || R0KH-ID || R1KH-ID
|| R2KH-ID || AA || SPA)


where


— KDF-PTKLen is the KDF function as defined in Section 8.5A.3 used to generate a PTK of length
PTKLen.


— PMK-R2 is the key that is shared between the Supplicant and the Authenticator 
— "PTK Key derivation" is the literal string consisting of the sequence of letters 'P', 'T', 'K', ' ', 'K', 'e',


'y', ' ', 'd', 'e', 'r', 'i', 'v', 'a', 't', 'i', 'o', and 'n' (no null terminator).
— SNonce is a 256 bit random bit string contributed by the Supplicant
— ANonce is a 256 bit random string contributed by the Authenticator
— SPA is the Supplicant’s (STA’s) MAC address
— AA is the Authenticator’s (AP's) MAC Address (BSSID).
— PTKlen is the total number of bits to derive, e.g. number of bits of the PTK. The length is dependent


on the negotiated cipher suites as defined by 802.11i


NOTE - need a ref to somewhere in the spec, rather than just to 802.11i


NOTE - later sections (e.g. 8A.4.1, 8A.4.2) refer to a PTKName, which is not defined. Should PTKName be defined?


8.5A.9 Fast Transition Authentication frame sequence


NOTE - the frame sequence described in this section is mapped into several different message sets. (1) 802.11 Authenti-
cation/Reassociation messages for the base mechanism, (2) 802.11 Authentication messages for over-the-air with reser-
vation, (3) Fast Transition Action messages for over-the-DS with reservation. Could possibly also be (4) Fast Transition
Action followed by Reassociation messages for a mixed over-the-DS/over-the-air transition. So the statement that they
are all “Message Type: Management” and “Message Subtype: Authentication” seems overly restrictive. Some more gen-
eral wording is needed for the frame descriptions in this section. Editor suggests dropping the “Message Type: Manage-
ment” and “Message Subtype: Authentication” from the descriptions, and making these procedures based on a sequence
of IEs (e.g. Count, TRIE, TSIE, TIE, RIC, others, EAPKIE), which can then be placed in any of the message sequences.


The FT Authentication frame sequence is invoked to initiate a Fast BSS Transition. In a RSNA enabled
negotiation, the first two FT Authentication frames are used to allow each TSTA and TTAP to provide their
random contributions SNonce and ANonce respectively. These values must be random and are used to gen-
erate the PTK.    The first two message sequences are used to enable the TTAP to provision the PMK-R2 and
for the TSTA and TTAP to compute the PTK. As the PTKSA must be established to protect the resource res-
ervation in a RSNA enabled TSTA, no resources may be requested in the first two FT Authentication frames.
If no RSNA is negotiated between the TSTA and TTAP, these first two frames are the equivalent of the Open
Authentication sequence.


The third and fourth FT Authentication frames are used to prove liveness of the PTK and to enable authenti-
cated resource reservation. The FT Authentication frame sequence is always initiated by the TSTA and
responded by the TTAP.
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8.5A.9.1 FT Authentication frame: 1st frame


The first frame of the FT Authentication frame sequence is used by the TSTA to initiate a Fast BSS Transi-
tion. When RSNA is enabled, the TSTA shall, in the TSIE, include the corresponding key names of the key
hierarchy it is using to generate the PTK. By including the key names and their respective key holders, the
TTAP can use this information to ensure it has the corresponding PMK-R2 or request for the appropriate
PMK-R2. Additionally, the TSTA shall also include the SNonce as its random contribution to ensure the der-
ivation of a fresh PTK. Using the conventions of Clause 8:


— Message Type: Management
— Message Subtype: Authentication
— Information Items:


Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 1
Authentication Algorithm dependent information:


— TSIE must be included to negotiate the Fast Transition Capabilities
— If RSNA is enabled the EAPKIE must be included with the SNonce and RSNIE


values filled in, all other fields shall be zero.
— If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name


in the PMKID field.
— Direction of message: From TSTA to TTAP


8.5A.9.2 FT Authentication frame: 2nd frame


The second frame of the FT Authentication frame sequence is used by the TTAP to respond to the requesting
TSTA. When RSNA is enabled, the TTAP shall also, in the TSIE, echo the key holders and key names used
to generate the PTK. Additionally it shall also include the ANonce.


The response shall also include a status and when RSNA is enabled, it may return with a key lifetime (for the
FT key hierarchy) and a (re)association deadline. The reassociation deadline is the time allotted for the
TSTA to initiate reassociation. Using the conventions of Clause 8:


— Message Type: Management
— Message Subtype: Authentication
— Information Items:


Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 2
Authentication Algorithm dependent information:


— TSIE must be included in response to the Fast Transition Capabilities request
— If RSNA is enabled the EAPKIE must be included with the ANonce and RSNIE


values filled in, all other fields shall be zero.
— If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name


in the PMKID field.
— If RSNA is enabled, FT Key lifetime must be included
— (Re)association Deadline 
— Status 


— Direction of message: From TTAP to TSTA 
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8.5A.9.3 FT Authentication frame: 3rd frame


The third frame of the FT Authentication frame sequence is used by the TSTA to assert, in a RSNA-enabled
negotiation that it has a valid PTK and to authenticate a resource request. If no resources are required, then it
may omit inclusion of the TSPEC IEs. Similarly, if no RSNA is enabled, the RSNIE and MIC values are
omitted. Using the conventions of Clause 8:


— Message Type: Management
— Message Subtype: Authentication
— Information Items:


Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 3
Authentication Algorithm dependent information:


— TRIE and TSIE must be included to confirm to the Fast Transition Capabilities
— If RSNA is enabled the EAPKIE must be included with the ANonce and RSNIE


values filled in, all other fields shall be zero. The MIC shall protect the contents of
the FT Authentication frame starting with the IE count up to and including the
EAPKIE.    Additionally, the following bits shall be enabled: security, MIC, A
(response is required) and Install.


— If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name
in the PMKID field.


— If resources are being requested, the RIC resource request shall be included 
— Direction of message: From TSTA to TTAP


8.5A.9.4 FT Authentication frame: 4th frame


The fourth frame of the FT Authentication frame sequence is used by the TTAP to respond to the requesting
TSTA. The fourth message serves as final confirmation of both liveness of the PTK to the TSTA and
resource availability. Note however that the EAPOL-IE may be absent if RSNA is disabled; similarly the
RIC-IE will be absent if no resources are requested.


The response shall also include a status and when RSNA is enabled, it may return with a key lifetime (for the
FT key hierarchy) and a (re)association deadline. The reassociation deadline is the time allotted for the
TSTA to initiate reassociation. Using the conventions of Clause 8:


— Message Type: Management
— Message Subtype: Authentication
— Information Items:


Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 4
Authentication Algorithm dependent information:


— TRIE and TSIE must be included to acknowledge the Fast Transition Capabilities
— If RSNA is enabled the EAPKIE must be included with the SNonce, RSNIE values


filled in, all other fields shall be zero. The MIC shall protect the contents of the FT
Authentication frame starting with the IE count up to and including the EAP-
KIE.    Additionally, the following bits shall be enabled: security, MIC and Install.
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— If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name
in the PMKID field.


— If RSNA is enabled, FT Key lifetime must be included in the Time Interval IE
— If resources are being requested, the RIC resource response shall be included along


with (Re)association Deadline 
— Status 


— Direction of message: From TTAP to TSTA 


Insert a new section following Section 8:


8A. Fast BSS Transition


8A.1 Overview of transition mechanisms


NOTE - Text from proposal section 3 and section 5 is here; is 8A a reasonable spot? Possibly better as 9A? 11A?


NOTE - This section really hits the ground running. It needs some introduction text. Contributions solicited.


With the reservation mechanisms being policy driven, it is feasible to have deployments that do not have
pre-reservation. Thus, two Fast BSS Transitions are defined:


1) Base Fast BSS Transition: this mechanism is executed when a TSTA must transition to a TTAP
and does not require a reservation prior to its transition.


2) Pre-reservation Fast BSS Transition: this mechanism is executed when a TSTA needs assur-
ances that the required security and QoS resources be available prior to a transition.


APs must advertise both their capabilities and policies for supporting the Fast BSS Transition mechanisms.


8A.1.1 Capability Advertisement


Fast Transition capability will be advertised in the Beacon and Probe Response frames. Separate Fast Tran-
sition Information Elements are defined, one each for resource and security. The resource and security Infor-
mation Elements are present only if QoS and security, respectively, are enabled on the network. 


NOTE - original text first sentence was “Fast Transition capability will be advertised in the extended capability bit Infor-
mation Element”. That doesn’t seem to be defined in the proposal. It seems that the presence of TRIE and TSIE advertise
fast transition capability. Editor requests confirmation.


8A.1.2 Base Mechanism


Systems capable of Fast BSS Transition must support the Fast BSS Transition Base Mechanism. The base
mechanism enables TSTAs to transition to a TTAP in the event that it must transition without expending
costs for invoking a reservation or in the event that the deployment policy only enforces the base mecha-
nism.


The Fast BSS Transition (FBT) base mechanism optimizes the number of exchanges required to establish
either the PTKSA or the QoS resources. Information elements are included to allow for the PTKSA and QoS
resources provisionment. The base mechanism is shown in Figure 121A:
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Figure 121A—Fast BSS Transition: Base Mechanism


NOTE - Reassociation Response should contain SNonce, not ANonce, according to 7.2.3.7. Confirmation requested.


NOTE - CIE (presumed to mean Count IE) hardly needs a subscript. How about just “Count”?


NOTE - ordering of the IEs in the sequence of messages should be consistent.


As shown in Figure 121A, the FBT base mechanism defines a new Authentication algorithm, FT. This
enables the TSTA and TTAP to specify the PTKSA to be established, and provides the respective SNonce
and ANonce to precompute the PTK. This occurs prior to the TTAP committing QoS resources. The PTKSA
is established to enable the integrity protection of the QoS resources specified in the (re)association
exchange.


Note that the PTKSA request and response as well as the SNonce and ANonce triggers may be conducted
either over-the-air as shown in Figure 121A, or over-the-DS using the FBT Action Frame.


8A.1.3 Pre-Reservation Mechanism


Networks capable of Fast BSS Transition may allow TSTA's to pre-reserve PTKSAs and QoS resources
prior to (re)association. The FBT pre-reservation mechanism decouples the allocation of the security and
QoS resources from the TSTA's critical path, e.g. (re)association.   The decoupling allows TSTAs better
assurances of meeting the Fast BSS Transition time.


The Resource Information Container (RIC) expresses resource requirements and various combinations of
the resource requests. A RIC is essentially a collection of Information Elements that express the number of
resources, the specification of the resource requirements and any relationship between these resource
requirements.


Similar to the FBT Base Mechanism, the FBT pre-reservation mechanism uses the FBT 802.11 Authentica-
tion algorithm to enable the pre-reservation of both the security and QoS resources. Figure 121B demon-
strates the message flow for a TSTA employing the FBT Pre-Reservation mechanism using the FBT 802.11
Authentication mechanism.


STA AP2AP1


STA determines it must 
break from AP1 and 


establish a session with AP2


(Re)association Request( CIESTA , TSIESTA, RSNIESTA, TRIESTA, RIC-IE-Request, 
EAPKIE[   Anonce, R2Name, MIC )


Successful (secure) session & Data transmission


802.1X Port Unblocked, Successful (Secure) Session & Data Transmission


802.11 Authentication Request( FT,  TSIESTA, RSNIESTA, TRIESTA,  EAPKIE[SNonce, 
R2Name] )


802.11 Authentication Response( FT, TSIEAP, RSNIEAP, TRIEAP ,  EAPKIE[ ANonce, 
R2Name, TIE(KeyLifetime] )


(Re)association Response( CIEAP , TSIEAP, RSNIEAP, TRIEAP , RIC-IE-Response,  
EAPKIE[   Anonce, GTK, N, R2Name, MIC, TIE(KeyLifetime)] )
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Figure 121B—Fast BSS Transition using Pre-reservation over the air


NOTE - Authentication ACK should contain SNonce, not ANonce, according to 8.5A.9.4. Confirmation requested.


NOTE - Reassociation Response should contain SNonce, not ANonce, according to 7.2.3.7. Confirmation requested.


NOTE - CIE (presumed to mean Count IE) hardly needs a subscript. How about just “Count”?


NOTE - ordering of the IEs in the sequence of messages should be consistent.


To further optimize potential delays and latencies incurred in channel switching and messaging over the air,
FBT Pre-Reservation can also be invoked using the current AP to relay the pre-reservation exchange to the
TTAP. The figure below depicts the message flow for the FBT Pre-Reservation mechanism using the current
AP.


STA AP2AP1


STA determines it must 
break from AP1 and 


establish a session with AP2


802.11 Authentication Confirm( FT, CIESTA,  TSIESTA, TRIESTA, RIC-IE-Request, 
RSNIESTA, EAPKIE[   ANonce, R2Name, MIC] )


Successful (secure) session & Data transmission


802.1X Port Unblocked, Successful (Secure) Session & Data Transmission


802.11 Authentication ACK(FT, CIEAP , TSIEAP, RSNIEAP, TRIEAP , RIC-IE-Response, TIE(Reassoc 
deadline), EAPKIE[  ANonce, R2Name, MIC, TIE(KeyLifetime)] )


(Re)Association Request( CIESTA , TSIESTA, RSNIESTA, TRIESTA, RIC-IE-Request,  
EAPKIE[   ANonce, R2Name, MIC] )


(Re)Association Response( CIEAP , TSIEAP, RSNIEAP, TRIEAP , RIC-IE-Response,  
EAPKIE[  ANonce, GTK, N, R2Name, MIC, TIE(KeyLifetime)] )


Time between Authentication ACK and (Re)Association Request must not 
exceed Reassociation Deadline Time


802.11 Authentication Request( FT,  TSIESTA, RSNIESTA, TRIESTA,  EAPKIE[SNonce, 
R2Name] )


802.11 Authentication Response( FT, TSIEAP, RSNIEAP, TRIEAP , TIE(Reassoc deadline),  
EAPKIE[ ANonce, R2Name, TIE(KeyLifetime),] )
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Figure 121C—Fast BSS Transition using Pre-Reservation over the wire


NOTE - FT Action ACK should contain SNonce, not ANonce, according to 7.4.3.4. Confirmation requested.


NOTE - Reassociation Response should contain SNonce, not ANonce, according to 7.2.3.7. Confirmation requested.


NOTE - CIE (presumed to mean Count IE) hardly needs a subscript. How about just “Count”?


NOTE - ordering of the IEs in the sequence of messages should be consistent.


NOTE - Why is FT Action Response a “EAPKeyIE”, while the others are EAPKIE? I’d assume EAPKIE. Confirmation
requested.


NOTE - FT Action ACK has a RIC-ID-Response, instead of RIC-IE-Response. Remember to fix.


8A.1.4 Notation


The following notation is used throughout the remainder of this clause to represent management frames of
subtype Authentication:


Auth-FT(Alg, Seq, SC, Data)


where


— Alg is the Authentication Algorithm Number field representing FT.
— Seq is the Authentication Transaction Sequence Number field.
— SC is the Status Code field.


STA AP2AP1


STA determines it 
must break from AP1 


and establish a 
session with AP2


1


2


FT Action Confirm (TTAP,CIESTA, TSIESTA, TRIESTA, RIC-IE-Request, RSNIDSTA, 
EAPKIE[Anonce, R2Name, MIC])


,


Successful (secure) session & Data transmission


802.1X Port Unblocked, Successful (Secure) Session & Data Transmission


FT Action Request (TTAP, TSIESTA, TRIESTA, RSNIESTA, EAPKIE[Snonce, R2Name])


FT Action Response (TTAP, TSIEAP, RSNIEAP, TRIEAP, TIE(Reassoc deadline), 
EAPKeyIE[Anonce, R2Name, TIE(KeyLifetime)])


FT Action ACK (TTAP, CIEAP, TSIEAP, RSNIEAP, TRIEAP, RIC-ID-Response, 
TIE(Reassoc deadline), EAPKIE[Anonce, R2Name, MIC, TIE(KeyLifetime)])


Time between Authentication ACK and (Re)Association Request must 
not exceed Reassociation Deadline Time


(Re)Association Request (CIESTA, TSIESTA, RSNIDSTA, TRIESTA, RIC-IE-Request, 
EAPKIE[Anonce, R2Name, MIC])


(Re)Association Response (CIEAP, TSIEAP, RSNIEAP, TRIEAP, RIC-IE-Response, 
EAPKIE[Anonce, GTK, N, R2Name, MIC, TIE(KeyLifetime)])
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— Data is additional data carried in the payload of the message. 


The Fast BSS Transition extends the EAPOL-Key frames, as defined in Section 8. The extension allows the
EAPOL-Key frames to convey and authenticate information about the security and resource contexts. The
new information about security and resource contexts is conveyed in the Key Data portion of the EAPOL
Key frame. The following notation is used throughout the remainder of this clause to represent this updated
EAPOL-Key frames:


EAPOL-Key-FT(S, M, A, I, K, KeyRSC, ANonce/SNonce, MIC, RSNIE, GTK, N, KeyName,
TSIE, TRIE, KeyLifetime)


where the parameters are as defined in section 8.5.2.2, with the following additions:


— KeyName is the name of the Key being referenced by this exchange e.g. R2Name.  This is in
the RSNIE PMKID field.


— TSIE is the Fast BSS Transition Security Information Element. This is in the Key Data
field.


— TRIE is the Fast BSS Transition Resource Information Element. This is in the Key Data
field.


— KeyLifetime is the lifetime of the TGr Key Hierarchy.  That is, it is the lifetime of all the PMK
keys, PMK-R0, PMK-R1 and PMK-R2.  This is present in the Key Data field.
This field is represented as the Time Interval IE (TIE) of type KeyLifetime.


When the EAPOL-Key frame is encapsulated as an EAPKIE, then there may be other associated data that is
protected by the MIC inside the EAPOL-Key frame.


NOTE - Not clear what the difference is between EAPOL-Key (of 8.5.2.2) and EAPOL-Key-FT (here). If
thre is no difference, change all of the occurances of “EAPOL-Key-FT” to “EAPOL-Key”.


8A.2 First Contact


The Fast Transition mechanisms optimize the transitions across an ESS under many different conditions. In
RSN enabled networks a new key hierarchy is defined to reduce the number of transactions required to
establish a fresh PTKSA. In QoS enabled networks a pre-reservation mechanism is defined to reduce the
time required to establish QoS attributes for media streams. To obtain the full potential of Fast Transition
mechanisms, a TSTA must enable the Fast Transition procedures during (re)association. This enabling is
referred to as first contact to ensure that all potential TTAPs to which a TSTA may transition will affect the
appropriate policies and store relevant information to enable Fast Transition. 


Thus, on first contact, the TSTA asserts both the security and QoS policies it will employ throughout the
duration of the session. This is achieved using the same message flows as defined by the 802.11-2003 speci-
fication and including 802.11i when RSN is enabled and 802.11e when QoS is enabled.   The only distinc-
tion to affect an FT session is to assert the use of FT by including the TRIE and TSIE in the (re)association
negotiation. The message flow is depicted in Figure 121D.


NOTE - Need to remove refs to 802.11-2003, 802.11i and 802.11e, since they are all part of the same spec that this will
be joining. What is proper wording to do this? 802.11i could probably be replaced by a ref to somewhere in section 8.
What is equivalent ref for 11e? What is equivalent ref for 802.11-2003? Editor needs some help.
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Figure 121D—First Contact to enable TSTA’s Fast BSS Transition


As shown in Figure 121D, on first contact with the ESS within which the TSTA intends to use Fast BSS
Transitions, the packet exchange between the TSTA and the TTAP is similar to that defined by 802.11-2003,
802.11i and 802.11e. In particular, with RSN-enabled, the TSTA first performs an 802.11 Authentication
using the Open System Authentication Algorithm. Upon successful 802.11 open authentication, TSTA then
sends a (re)association request to the TTAP and includes the TRIE and TSIE to assert the use of Fast BSS
Transitions for future transitions. Additionally, it includes its security capabilities in the RSN Information
Element. The R2Name is set to 0's (zeroes) as no PMKSA has been negotiated yet.


TSTA->TTAP: Auth-FT (0, 0, 0, 0)
TTAP->TSTA: Auth-FT (0, 1, SC, 0)


If the SC returned by the TTAP is 0, indicating success, the TSTA continues with (Re)Association:


TSTA->TTAP: (Re)Association Request (TRIESTA, TSIESTA, RSNIESTA)
TTAP->TSTA: (Re)Association Response ( )


On successful (re)association, the SPA on the TSTA and the 802.1X Authenticator on the TTAP then pro-
ceed with an 802.1X EAP authentication. The 802.1X EAP exchange is sent between the TSTA and TTAP
using EAPOL messages carried in 802.11 data frames.


STA AP1


802.1X Port Unblocked, Successful (Secure) Session & Data Transmission


(Re)association Request( TSIESTA, TRIESTA, RSNIESTA )


802.11 Authentication Request( Open )


802.11 Authentication Response( Open )


(Re)association Responset( TSIEAP, TRIEAP, RSNIEAP )


EAPOL-Key-FT( 0, 0, 1, 0, P, 0, Anonce, 0, RSNIEAP, 0, R2Name, TSIEAP, TRIEAP,  0, 0, 
TIE[KeyLifetime], 0)


802.1X EAP Authentication (bypassed if PSK is used)


EAPOL-Key-FT( 0, 1, 0, 0, P, 0, Snonce, MIC, RSNIESTA, 0, R2Name, TSIESTA, TRIESTA,0, 0, 0)


EAPOL-Key-FT( 1, 1, 1, 0, P, 0, Anonce, MIC, RSNIEAP, GTK, N, R2Name, TIEAP, 0, 0, 
TIE[KeyLifetime])


EAPOL-Key-FT( 1, 1, 0, 0, P, 0, 0, MIC, 0, 0, 0, 0, 0, 0, 0, 0)


QoS Resource Allocations
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Upon successful completion of the 802.1X EAP authentication, the 802.1X Authenticator receives the
required information to define its PMKSA:


— TTAP's BSSID, 
— PMK-R2, 
— R0Name, 
— R1Name, 
— R2Name, 
— R0KH-ID, 
— R1KH-ID, 
— R2KH-ID, 
— SPA, and 
— FT KeyLifetime


While the TTAP's 802.1X Authenticator receives most of the information from its parent (R2KH-ID), the
TSTA holds all the information to derive the PMKSA directly.    Thus, following a successful 802.1X EAP
authentication, the TTAP and TSTA then perform a FT 4-way handshake similar to the 802.11i handshake.
The EAPOL-Key-FT frame notation is defined in Section 8A.1.4 and 8.5.2.2.


TTAP->TSTA: Data(EAPOL-Key-FT(0, 0, 1, 0, P, 0, ANonce, 0, RSNIEAP, 0, 0, R2Name, 0, 0,
KeyLifetime))


TSTA->TTAP: Data(EAPOL-Key-FT(0, 1, 0, 0, P, 0, SNonce, MIC, RSNIESTA, 0, 0, R2Name,
TRIESTA, TSIESTA, 0))


TTAP->TSTA: Data(EAPOL-Key-FT(1, 1, 1, 1, P, 0, ANonce, MIC, RSNIEAP, GTK, N,
R2Name, TRIEAP, TSIEAP, TIE[KeyLifetime]))


TSTA->TTAP: Data(EAPOL-Key-FT(1, 1, 0, 0, P, 0, 0, MIC, 0, 0, 0, 0, 0, 0, 0))


The "Data()" indicates the message is an 802.11 data frame.


As in 802.11i, the EAPOL-Key messages are encapsulated in 802.11 Data frames. On a successful 802.1X
EAPOL-Key 4-way handshake, the 802.1X port is opened on both the TSTA and the TTAP, data connectiv-
ity has been established, and the TSTA can perform negotiation of QoS or other features if desired.


On successful completion of the 4-way handshake the Key Replay Counter shall be initialized to zero and
the subsequent EAPOL-Key-FT frames shall use the Key Replay Counter to ensure they are not replayed.


8A.3 Base Mechanism


The Fast BSS Transition base mechanism commences when a TSTA has determined its TTAP; that is, it has
completed all the discovery and selection criteria for the TSTA to transition to the TTAP.


When a TSTA wishes to move from it's Current AP (CAP) to a Transition Target AP (TTAP) utilizing a Fast
BSS Transition without Reservation, the TSTA exchanges nonces with the TTAP and establishes a PTKSA
prior to a (re)association exchange.


When a TSTA wishes to perform an Over-the-Air Fast BSS Transition without Reservation to a TTAP, the
TSTA and TTAP perform the following exchange:


TSTA->TTAP: Auth-FT(FT, 0, SC, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0, 1, 0, P,
0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Auth-FT(FT, 1, SC, TRIEAP, TSIEAP, RSNIEAP, EAPOL-Key-FT(0, 0, 0, 0, P, 0,
ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))
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NOTE - original text had “SC” in the first TSTA->TTAP message. There is no status code in the first message of the
sequence. Editor suggests changing to “0” in first message, and requests confirmation.


If the SC returned by the TTAP is 0, indicating success, the TSTA continues with (Re)Association.


On successful FT Authentication, the TSTA completes State 1 and proceeds to State 2. Note that while the
TSTA is 802.11 Authenticated, the 802.1X port remains blocked. This behavior is consistent to that defined
by 802.11i.


If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastruc-
ture". The method by which is retrieves the key is beyond the scope of this specification.


The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged
nonces as specified in Section 8.5A.8. 


NOTE - There is no definition of PTKName. If it is needed, then section 8.5A.8 needs a definition. Editor requests guid-
ance.


The TSTA must send a Reassociation Request to the TTAP within the Time Interval IE's Reassociation
Deadline specified in milliseconds or the TTAP will delete the PTKSA. 


TSTA->TTAP: Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0,
1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1,
1, 0, 1, P, 0, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))


The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT
802.11 Authentication Request.   In the same reassociation request, the TSTA may request for resources by
including a RIC-Request. To authenticate the request, an encapsulated EAPOL-Key frame (EAPKIE) is
included that echoes the TTAP's ANonce and authentication tag in the respective Key Nonce and MIC fields.
Finally, the TTAP specifies the FT Key Hierarchy lifetime as part of the Key Data field.


At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has
been established.


8A.4 Pre-Reservation Mechanism


When an TSTA wishes to move from it's Current AP (CAP) to a Transition Target AP (TTAP) utilizing a Fast
BSS Transition with Reservation, the TSTA establishes a PTK with the TTAP and reserves resources using
one of two methods:


1) "Over-the-Air". In this case, the TSTA communicates directly with the TTAP using 802.11
Authentication frames with the Authentication Algorithm set to Fast BSS Transition. 


2) "Over-the-DS". In this case, the TSTA communicates with the TTAP via the CAP. The commu-
nication between the TSTA and the TTAP are carried in Fast BSS Transition Action frames
between the TSTA and the CAP, and between the CAP and TTAP via an encapsulation method
beyond the scope of this specification. The CAP converts between the two encapsulations.


NOTE - original text said encapsulation method was TBD. Is it intended to be defined here? Editor assumed not, and
requests confirmation.


In either mechanism it is feasible for a TSTA to invoke multiple Pre-reservations but only commit to one
TTAP. That is, it may invoke the pre-reservation mechanism as defined in this section with more than one
BSSID but only invoke the (re)association exchange with a single TTAP.
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8A.4.1 Over-the-Air Fast BSS Transition with Reservation


When a TSTA wishes to perform an Over-the-Air Fast BSS Transition with Reservation to a TTAP, the
TSTA and TTAP perform the following exchange:


TSTA->TTAP: Auth-FT(FT, 0, SC, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0, 1, 0, P,
0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Auth-FT(FT, 1, SC, TRIEAP, TSIEAP, RSNIEAP, TIE[ReassocDeadline], EAPOL-
Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))


NOTE - original text had “SC” in the first TSTA->TTAP message. There is no status code in the first message of the
sequence. Editor suggests changing to “0” in first message, and requests confirmation.


If the SC returned by the TTAP is 0, indicating success, the TSTA continues with the next exchange in the
FT Authentication. Class 2 frames are not yet allowed as the authentication exchange has not been com-
pleted.


If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastruc-
ture". The method by which is retrieves the key is beyond the scope of this specification.


The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged
nonces as specified in Section 8.5A.8. 


NOTE - there is no definition of PTKName in 8.5A.8. If it is needed, then section 8.5A.8 needs a definition. Editor
requests guidance.


The TSTA must complete the remainder of the FT Authentication exchange and send a Reassociation
Request to the TTAP within Reassociation Deadline milliseconds or the TTAP will delete the PTKSA and
release any reserved resources. 


TSTA->TTAP: Auth-FT(FT, 2, 0, TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0, 1, 1,
1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Auth-FT(FT, 3, SC, TRIEAP, TSIEAP, RSNIEAP, RIC-Response, TIE[Reas-
socDeadline], EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, 0, 0, 0, 0, 0, TIE[KeyLife-
time]))


Note - original text did not include the status code field in these messages. Added by editor. Editor requests confirma-
tion.


On successful completion of the FT Authentication exchange for pre-reservation, the PTKSA has been
established and proven live. Thus, the Key Replay Counter shall be initialized to zero and the subsequent FT
EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.


Similarly, on successful completion of the FT Authentication exchange for pre-reservation, both the PTKSA
and QoS resources are guaranteed to be reserved until the Reassociation Deadline. 


If the SC returned by the TTAP is 0, indicating success, the 802.1X port remains blocked and Class 1 & 2
frames are now allowed between the TSTA and the TTAP, and the TSTA continues with (Re)Association:


TSTA->TTAP: Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0,
1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1,
1, 0, 1, P, 0, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))
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The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT
802.11 Authentication Confirm.   In the same reassociation request, the TSTA asserts the reserved resources
by including a RIC-Request as provided in the FT Authentication Confirm. To authenticate the request, an
encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP's ANonce and authentication
tag in the respective Key Nonce and MIC fields. Finally, the TTAP specifies the FT Key Hierarchy lifetime
as part of the Key Data field.


At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has
been established.


8A.4.2 Over-the-DS Fast BSS Transition with Reservation


When a TSTA wishes to perform an Over-the-DS Fast BSS Transition with Reservation to a TTAP, the
TSTA and TTAP perform the following exchange via the CAP:


TSTA->CAP: FT Action Request (TTAP, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0,
1, 0, P, 0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))


CAP->TSTA: FT Action Response (TTAP, TRIEAP, TSIEAP, RSNIEAP, TIE[ReassocDeadline],
EAPOL-Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))


TSTA->CAP: FT Action Confirm (TTAP, TRIESTA, TSIESTA, RSNIESTA, RIC-Request,
TIE[ReassocDeadline], EAPKIE(0, 1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


CAP->TSTA: FT Action Acknowledgement (TTAP, TRIEAP, TSIEAP, RSNIEAP, RIC-Response,
TIE[ReassocDeadline], EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, 0, 0, TIE[Key-
Lifetime]))


If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastruc-
ture" via method beyond the scope of this specification.


NOTE - original text had “TBD” above. But in the section on over-the-air reservations, the original text said “beyond the
scope of this specification”. Editor requests confirmation of this change.


The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged
nonces as specified in Section 8.5A.8. 


NOTE - There is no definition of PTKName in 8.5A.8. If it is needed, then section 8.5A.8 needs a definition. Editor
requests guidance.


On successful completion of the FT Action frame exchange for pre-reservation, the PTKSA has been estab-
lished and proven live. Thus, the Key Replay Counter shall be initialized to zero and the subsequent FT
EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.


Similarly, on successful completion of the FT Authentication exchange for pre-reservation, both the PTKSA
and QoS resources are guaranteed to be reserved until the Reassociation Deadline. 


NOTE - following paragraph mentions a status code from the FT Action frame. But there is no Status Code field in those
frames. Editor requests clarification or a contribution.


If the SC returned by the TTAP is 0, indicating success, the 802.1X port remains blocked and Class 1 & 2
frames are now allowed between the TSTA and the TTAP, and the TSTA continues with (Re)Association:


TSTA->TTAP: Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0,
1, 1, 1, P, 1, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1,
1, 0, 1, P, 1, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))
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The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT
802.11 Authentication Confirm.   In the same reassociation request, the TSTA asserts the reserved resources
by including a RIC-Request as provided in the FT Authentication Confirm. To authenticate the request, an
encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP's ANonce and authentication
tag in the respective Key Nonce and MIC fields. Finally, the TTAP specifies the FT Key Hierarchy lifetime
as part of the Key Data field.


NOTE - original text said an echo of the TTAP’s “authentication tag” would be in the MIC field. Is the MIC in this frame
not really a MIC? Editor requests guidance.


At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has
been established.


8A.5 QoS Procedures


8A.5.1 Constructing a RIC for Request


To reserve resources the station must create a Resource Information Container (RIC) and insert it in an
appropriate request message. The request message is then sent to the target AP, either directly (over-the-air),
or via the Current AP (over-the-DS).


A RIC construction would be done at the time of (re)-association. If pre-reservation is used, a RIC construc-
tion would be done at the time of pre-reservation, and a second RIC construction would be done at the time
of (re)-association. 


To construct a RIC:


1) the STA considers the set of resources that the STA requires at the next AP. This set will struc-
ture the resource entities, such as TSPEC IEs, to be placed in the RIC, within RDIEs. 


2) Each RDIE may contain one or more individual resource entities, such as TSPECs. The RDIE
mandatory bit, when set to 1, indicates that one of the TSPECs within the RDIE must be allo-
cated for the resource reservation to be successful. The TSTA may not be able to transition
when its RDIEs with mandatory bit set to 1 are not accepted.


3) When multiple resource entities, like TSPECs, are inserted within the same RDIE, then this
indicates that a logical "OR" relationship exists between those resource entities (TSPECs)
within the same RDIE. Only one of these TSPECs, within an RDIE, need to be accepted.


8A.5.2 RIC processing by the target AP


When a Resource Information Container appears in a Resource Request, the AP shall attempt to allocate or
check for allocatibility of one resource for each RDIE in the RIC in the order appearing in the RIC. 


In case the RIC appeared in the Re-association message, the AP needs to check if the resources have been
previously allocated by a pre-reservation request. This is done by checking the sequence number in each
RDIE against the sequence numbers in the previous RIC request. 


The behavior of the AP is described below:


1) Select next RDIE (if none finish - request succeeds)
2) Select first TSPEC after RDIE
3) Check for allocatibility/Attempt to allocate TS using TSPEC
4) If succeeds go to step 1
5) If fails -> is there another TSPEC for this RDIE?

48 Copyright © 2005 IEEE. All rights reserved.
This is an unapproved IEEE Standards Draft, subject to change.







Wireless Fast BSS Transition IEEE P802.11r/D0.01™


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

6) If yes, select next TSPEC and go to line 3
7) If no, check state of Mandatory bit
8) if clear go to line 1
9) if set finish - request fails.


NOTE - this would look better as a flowchart. Editor to-do list.


The AP constructs a response message containing a list of resource requests that succeeded and a list of
resource requests that failed. If a mandatory resource request fails, the AP need not process RDIEs that fol-
low but may choose to do so in order to provide suggestions to the TSTA. If the request fails, no resources
are actually allocated.


8A.5.3 Interpreting RIC in the response message


The AP replies to the STA request with a response RIC where the RRIE identifier matches the request. The
response RIC comprises the RRIE and one RDIE for each resource that the AP has assigned or attempted to
assign. The RDIEs shall be in the same order as the request and include the original RDIE sequence num-
bers. All RDIEs processed by the AP must be present. The "confirm" bit in the RDIE shall be set according
to the result of the allocation request as follows:


— Confirm = '1' indicates that the resource has been allocated or could have been allocated. The RDIE
will also be followed by TSPECs that were accepted.


— Confirm = '0' indicates that the resource could not be allocated. In this case the AP may optionally
include a single TSPEC following the RDIE indicating a suggested TSPEC that could have been
allocated. The TSPEC count field shall be set to '0' or '1' depending whether the suggested TSPEC is
attached.


Absence of a RDIE in the response will indicate that the RDIE and related TSPECs were not considered by
the AP.


8A.5.4 QoS procedures at the non-AP QSTA on (Re)-Association


The following procedures apply to a non-AP TSTA that is also a QSTA. 


A non-AP TSTA may choose to initiate the (Re)-Association mechanism when it deems fit. When sending
the Re-association Request message, the TSTA constructs a RIC to express the resources required for the
transition to be successful. If the TSTA does not require QoS related resources, then this RIC is omitted. If a
pre-reservation of resource had been successfully done, and the TSTA is invoking the (Re)-association
within the required time, the following aditional rules apply to the creation of the RIC:


1) for resources that were successfully pre-reserved, and still required, the RDIEs from the previ-
ous request are included, in order and with the old sequence numbers, to confirm the resources
at the time of transition. TSPECs need not be included.


2) for resources that were successfully pre-reserved, but no longer required, the sequence number
in the previous RDIE is excluded from this RIC.


3) for resources that were successfully pre-reserved, but the TSPEC is now different, the sequence
number of the previous RDIE is included in an RDIE in this RIC, and the revised TSPEC is
included in this request.


4) for new resources that were not previously reserved, a new RDIE is included with the new
TSPEC and a new sequence number.


In the simplest case, a STA may choose to initiate an (Re)-Association without any prior reservation phase.
In this case the STA needs to negotiate the QoS with the new AP as part of the connection, and must include
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a fully specified RIC in the Re-association message. This would indicate to the AP that the STA wants the
QoS resources specified in the RIC. 


A re-association request with a RIC to an AP that has not advertised support for Fast Transition is not
defined. The response to such request is beyond the scope of this document. 


If the AP is able to meet the resource request included (or implied) by a RIC in the re-association request,
and if the re-association is otherwise successful, then the AP shall include a RIC in the re-association
response.


If the AP is unable to meet the resource request then it must fail the re-association request with a status code
of RESOURCES_UNAVAILABLE. If the status code is (1) Invalid TSPEC, or (2) QoS resources not avail-
able, then the AP may include a RIC in the response indicating a set of TSPECs as a suggestion. This set of
suggested TSPECs may include one or more original TSPECs sent in the reassociation message. The STA
should expect to receive the suggested set of TSPECs (which could be just a replica of the original set, from
a TTAP) but is not required to act on the information. Pre-reserved resources shall remain until the expiry
time indicated upon issue. 


8A.5.5 QoS procedures at the AP on (Re)-Association


The procedures below apply to an AP that is also a QAP. An AP that is not a QAP should ignore any RIC in
an association request message.


If the TSTA had sent a RIC in a pre-reservation request, but the TSTA did not invoke (Re)-association within
the required time, then the resources that had been “accepted” are released. 


If the RIC contained in the (re)-association request contains only the RRIE and the RIC identifier matches
that of the pre-reservation, the resources that were "accepted" in the reservation phase are deemed "admit-
ted". If the RIC of the association request contains RDIEs, then only the resources corresponding to those
RDIEs shall be deemed admitted. If a RDIE is followed by a TSPEC then this shall override the previously
allocated resource for the specified sequence number. 


If the (re)-association message contains a fully specified RIC with a different RIC identifier, the TTAP treats
the request as a new request and takes into consideration any TSPECs for the pre-reservation when allocat-
ing resources for the new TSPECs (as an implementation optimization the TTAP may "transfer" resources
from the prior reservation to the new reservation in a way that is transparent to the non-AP TSTA.). 


If reservation for any new TSPECs fail, the TTAP shall include in the re-association response an appropriate
status code and the RRIE with RIC identifier matching the prior reservation. This is to notify the non-AP
TSTA that reservation for the new request has failed and the non-AP TSTA may try to associate with the
prior reservation if the holding time for the prior reservation has not expired. If the holding time for the prior
reservation has expired, the TTAP shall notify the non-AP TSTA with a status code of
RESOURCES_UNAVAILABLE in the re-association response.


If the admission of TSPECs succeeds and there is no other association related error, the AP shall send an
association response message with a status code of SUCCESS. The response shall contain a RIC. If it is nec-
essary to provide updated information about TSPECs then the RIC shall contain RDIEs with such updated
TSPECs indicating, for example, the parameters of the TS that the AP has admitted. The response TSPECs
may contain information like Medium Time, Service Period etc.


If the requirements of the RIC fail, the (Re)-Association mechanism would fail with a status code of (1)
Invalid TSPECs, or (2) QoS resources not available, in the association response: In case of such failures, the
AP may suggest certain TSPECs that it is likely to accept for each RRIE. If the AP does not have a sugges-
tion for a RRIE, it must include the original TSPEC in response.
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In case where the reassociation request fails for reasons other than TSPEC admission failure, the status code
for the other reason will supersede.


8A.5.6 Reservation Procedures at the non-AP TSTA


A non-AP QSTA may initiate resource reservation as it deems fit to an AP that has advertised support for
resource reservation in the capability field. A reservation request to an AP that has not advertised such suport
is not defined. The response to such request is beyond the scope of this document. 


The intent of the resource reservation request is to enable a non-AP QSTA to reserve resources based on
specified TSPECs before the non-AP QSTA actually associates with the new TTAP. The TSPECs in the
request need not belong to only active TSIDs. The non-AP QSTA can send TSPECs for any TSIDs that it
intends to use after the transition. 


Resource reservation can be performed either over-the-air, or over-the-DS. To initiate an over-the-air reser-
vation, the TSTA transmits request to the TTAP. To initiate over-the-DS resource reservation, a non-AP
QSTA transmits a reservation request (which is an 802.11 management action frame) to its current AP.


Following a successful resource reservation, it is the responsibility of the non-AP QSTA to initiate a (Re)-
Association session to associate with the new TTAP within the specific time indicated in the resource reser-
vation response.


If a non-AP QSTA is declined for a resource reservation request, it does not mean that the non-AP QSTA has
been denied service. The non-AP QSTA may still attempt to associate with new TTAP using the (Re)-Asso-
ciation mechanism or the standard association mechanism without any FBT enhancements.


A response to the reservation request is considered "SUCCESS" by a non-AP QSTA if the status code SUC-
ESS is returned in the response message. 


A response to the reservation request is considered "FAILED" if the status code is equal to any of the fol-
lowing QoS Failure codes:


— Invalid TSPECs
— QoS resources not available
— Other types of policy violation


A response to a successful resource reservation shall contain the amount of time for which the resources will
be locked down (at a TTAP and the BSS) and timestamp indicating the end of the lock-down period. The
non-AP QSTA should associate with the new TTAP within the specified amount of time. Failure to do so will
result in the release of the resources by the TTAP.


8A.5.7 Reservation Procedures at the Target TTAP


This section describes the behavior at the TTAP when it receives a RIC from a neighbor TTAP or a non-AP
QSTA that has not yet associated with it. 


The underlying assumption is that an SME on a TTAP receives some TSPECs, encapsulated in a RIC, from
another AP to which a non-AP QSTA is associated. The SME receives these TSPECs in an over-the-wire
message on RRSAP. The SME then looks at these TSPECs and generates MLME.RESERVATION.request
that passes down the TSPECs to the HC MAC. The SME may also send these TSPECs to an external entity
such as a back-end QoS module for its consideration; these procedures are beyond the scope of this specifi-
cation. The HC MAC shall respond with MLME.RESERVATION.indication that will indicate whether the
HC MAC has accepted the TSPECs or not. The acceptance of a TSPEC by a new TTAP results in resource
allocation for a traffic stream at the TTAP. The SME translates this response into an appropriate Resource
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Response message to the old AP originating the TSPECs via the RRSAP. Alternatively, the SME may
choose to wait for response from an external QoS module before sending out the Resource Response. 


By the end of a successful Resource Request /Response sequence, the HC MAC would have reserved
resources for each Traffic Stream denoted in the TSPECs it received in the MLME.RESERVATION.request.
However, the TSs shall remain in the Inactive state, and neither the inactivity nor the suspension timer
would be started. The TSs will be moved to Active state only after the non-AP QSTA that originated the
TSPECs associates with the new TTAP within specified timeframe, and the inactivity and the suspension
timers will be started thereafter.


8A.5.8 Reservation Procedures at the Current TTAP


This section applies to over-the-DS resource reservations only.


Upon receiving the reservation request, the RRSAP shall invoke the Broker Function. The Broker Function,
after appropriate processing as described previously, will forward the request to the RRSAP which in turn
will send it to the RRSAP of the target AP.


The RRSAP shall listen for responses to the reservation responses on the RRSAP. The TTAP shall then
invoke the BF. 


Figure 121E—MLME-Reservation.Request


NOTE - apparently no refs to the above figure.


MLME-RESERVATION.request
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Resource Req


HC 
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Figure 121F—Traffic Stream Cleanup on Reservation TImeout


NOTE - apparently no references to the above figure.
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Figure 121G—TS Active on successful Transition


NOTE - apparently no references to the above figure.


8A.6 Broker Function


A broker function in the TTAP is defined to facilitate policy enforcement and reservation request response
co-ordination. This is shown in Figure 121H. The Broker Function is only invoked at the Current TTAP
when an over-the-DS reservation request is to be performed. Following are the tasks performed by a Broker
function:


1) At the minimum, the BF shall re-format the reservation request from the SME for consumption
by the RRSAP. Similarly, it shall be able to re-format the response from the RRSAP to send it
to the SME.


2) A BF may choose to apply any policy dependent processing on the reservation request before
forwarding it to the RRSAP. A BF may, similarly choose to apply any policy dependent pro-
cessing on the resource response before forwarding it to the SME.


HC MAC HC SME


Hold Timer


MLME-ASSOCIATE.indication
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Figure 121H—Broker Function for Over-the-DS Communication


10. Layer Management


10.3 MLME SAP Interface


10.3.7 Reassociate


10.3.7.1 MLME-Reassociate.Request


10.3.7.1.2 Semantics of the Service Primitive


Change the text of 10.3.7.1.2 as follows:


The primitive parameters are as follows:


MLME-Reassociate.request (
NewAPAddress,
ReassociateFailureTimeout,
CapabilityInformation,
ListenInterval,
SupportedChannels,
Snonce,
Anonce,
Transition IE content,
RSN,
KeyLifetime,
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ReservationItems,
MIC
)


Add the following rows to the table in 10.3.7.1.2:


NOTE - “ReassociationDeadline” appears in table, but not on list of parameters. Should it be a parameter, or drop from
table? Doesn’t seem likely that it would be provided by the STA in a request for reassociation.


NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As
defined in frame format”), and descriptions.


10.3.7.2 MLME-Reassociate.Confirm


10.3.7.2.2 Semantics of the Service Primitive


Change the text of 10.3.7.2.2 as follows:


The primitive parameters are as follows:


MLME-Reassociate.confirm (
ResultCode,
CapabilityInformation,
AssociationID,
SupportedRates,
Transition IE content,
ReservationResponses,
MIC
)


Add the following rows to the table in 10.3.7.2.2:


Name Type Valid Range Description


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the STA to be 
used in the key derivation.


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP to be 
used in the key derivation.


Transition IE content


KeyLifetime 32-bit unsigned 
integer


ReservationItems


ReassociationDeadline 16-bit unsigned 
integer


The value of this parameter is the number of 
milliseconds before which the STA must ini-
tiate the reassociation with the AP, in order to 
expect that the reserved resources are still 
available.


MIC Message integrity check value computed on 
the content of the message.
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NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As
defined in frame format”), and descriptions.


NOTE - Proposal section 6.1.5 has SupportedRates followed by AssociationID, while 11ma has AssociationID followed
by SupportedRates. Editor assumed there was no intention to reverse the order of these two parameters. Need confirma-
tion of this assumption.


10.3.7.3 MLME-Reassociate.Indication


10.3.7.3.2 Semantics of the Service Primitive


Change the text of 10.3.7.3.2 as follows:


The primitive parameters are as follows:


MLME-Reassociate.indication (
PeerSTAAddress,
CurrentAPAddress
CapabilityInformation,
ListenInterval,
SSID
SupportedRates,
Snonce,
Anonce,
Transition IE content,
RSN,
KeyLifetime,
ReservationItems,
MIC
)


NOTE - Proposal section 6.1.5 has first parameter of MLME-Reassociate.indication as “PeerTSTAAddress”. If this is
intentional, then a row is needed in the following table describing it. Editor assumed that there was no intended change
from 11ma’s “PeerSTAAddress”. Need confirmation of this assumption.


Add the following rows to the table in 10.3.7.3.2:


Name Type Valid Range Description


Transition IE content


Reservation Responses


MIC Message integrity check value computed on 
the content of the message.


Name Type Valid Range Description


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the STA to be 
used in the key derivation.
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NOTE - “ReassociationDeadline” appears in table, but not on list of parameters. Should it be a parameter, or drop from
table? Doesn’t seem likely that it would be provided by the STA in a request for reassociation.


NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As
defined in frame format”), and descriptions.


10.3.7.4 MLME-Reassociate.Response


10.3.7.4.2 Semantics of the Service Primitive


Change the text of 10.3.7.4.2 as follows:


The primitive parameters are as follows:


MLME-Reassociate.response (
PeerSTAAddress,
ResultCode,
CapabilityInformation,
AssociationID,
Transition IE content,
ReservationResponses,
MIC
)


NOTE - Proposal section 6.1.5 has first parameter of MLME-Reassociate.indication as “PeerTSTAAddress”. If this is
intentional, then a row is needed in the following table describing it. Editor assumed that there was no intended change
from 11ma’s “PeerSTAAddress”. Need confirmation of this assumption.


Add the following rows to the table in 10.3.7.4.2:


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP to be 
used in the key derivation.


Transition IE content


KeyLifetime 32-bit unsigned 
integer


ReservationItems


ReassociationDeadline 16-bit unsigned 
integer


The value of this parameter is the number of 
milliseconds before which the STA must ini-
tiate the reassociation with the AP, in order to 
expect that the reserved resources are still 
available.


MIC Message integrity check value computed on 
the content of the message.


Name Type Valid Range Description


Transition IE content


ReservationResponses


Name Type Valid Range Description
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NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As
defined in frame format”), and descriptions.


Insert the following subclauses after end of 10.3.30.


NOTE - 11ma ends at 10.3.23; 11e added 10.3.11 through 10.3.15 (which will likely become 10.3.24 through 10.3.28);
11k added 10.3.24 and 10.3.25 (which will likely become 10.3.29 and 10.3.30). This amendment assumes 10.3.31 is
next.


10.3.31 MLME SAP Interface for Resource Reservation


10.3.31.1 MLME-Reservation.request


10.3.31.1.1 Function


This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.


10.3.31.1.2 Semantics of the service primitive


The primitive parameters are as follows:


MLME-Reservation.request (
PeerMACAddress,
Message Sequence Number,
Snonce,
Transition IE content,
RSN IE content,
Anonce,
Challenge,
ReservationItems,
MIC
)


MIC Message integrity check value computed on 
the content of the message.


Name Type Valid Range Description


PeerMACAddress MAC Address Any valid indi-
vidual MAC 
address


Specifies the MAC address of the AP that is 
the intended immediate recipient of the reser-
vation request


Message Sequence 
Number


8-bit unsigned 
integer


1 or 3 This value indicates which message in the res-
ervation request protocol is to be generated.


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the STA to be 
used in the key derivation.


Transition IE content


Name Type Valid Range Description
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10.3.31.1.3 When generated


This primitive is generated by the SME at a non-AP STA to send either the first or third frames of the reser-
vation handshake. 


10.3.31.1.4 Effect of receipt


Upon receipt of this primitive, the MLME constructs the appropriate authentication frame and causes it to be
transmitted to the PeerMACAddress.


10.3.31.2 MLME-Reservation.indicate


10.3.31.2.1 Function


This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.


10.3.31.2.2 Semantics of the service primitive


The primitive parameters are as follows:


MLME-Reservation.indicate (
PeerMACAddress,
Message Sequence Number,
Snonce,
Transition IE content,
RSN IE content,
Anonce,
Challenge,
ReservationItems,
MIC
)


RSN IE content


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP in mes-
sage 2 to be used in the key derivation.


Challenge This parameter is present only in message 3.


Reservation Items This parameter is present only in message 3.


MIC Message integrity check value computed on 
the content of the message. This parameter is 
present only in message 3.


Name Type Valid Range Description


PeerMACAddress MAC Address Any valid indi-
vidual MAC 
address


Specifies the MAC address of the non-AP STA 
that is the source of the reservation request


Name Type Valid Range Description
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10.3.31.2.3 When generated


This primitive is generated by the MLME at an AP to indicate either the first or third frames of the reserva-
tion handshake has been received. 


10.3.31.2.4 Effect of receipt


Upon receipt of this primitive, the SME examines the Transition IE and RSN IE contents and responds to the
PeerMACAddress using the MLME-Reservation.response primitive.


10.3.31.3 MLME-Reservation.response


10.3.31.3.1 Function


This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.


10.3.31.3.2 Semantics of the service primitive


The primitive parameters are as follows:


MLME-Reservation.response (
PeerMACAddress,
Message Sequence Number,
Anonce,
Transition IE content,
RSN IE content,
KeyLifetime,
ReservationResponses,
MIC
)


Message Sequence 
Number


8-bit unsigned 
integer


1 or 3 This value indicates which message in the res-
ervation request protocol is to be generated.


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the STA to be 
used in the key derivation. This parameter is 
present only in message #1.


Transition IE content This parameter is present only in message 1.


RSN IE content This parameter is present only in message 1.


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP in mes-
sage 2 to be used in the key derivation.


Challenge This parameter is present only in message 3.


Reservation Items This parameter is present only in message 3.


MIC Message integrity check value computed on 
the content of the message. This parameter is 
present only in message 3.


Name Type Valid Range Description
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10.3.31.3.3 When generated


This primitive is generated by the SME at an AP to cause the transmission of either the second or fourth
frame in the reservation handshake. 


10.3.31.3.4 Effect of receipt


Upon receipt of this primitive, the MLME constructs the appropriate authentication frame and causes it to be
transmitted to the PeerMACAddress. When the Message Sequence Number is 4, the AP shall reserve the
bandwidth 


10.3.31.4 MLME-Reservation.confirm


10.3.31.4.1 Function


This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.


10.3.31.4.2 Semantics of the service primitive


The primitive parameters are as follows:


MLME-Reservation.confirm (
PeerMACAddress,
Message Sequence Number,
Anonce,
Transition IE content,
RSN IE content,
KeyLifetime,
ReservationResponses,
MIC


Name Type Valid Range Description


PeerMACAddress MAC Address Any valid indi-
vidual MAC 
address


Specifies the MAC address of the non-AP STA 
immediate intended recipient of the reserva-
tion request


Message Sequence 
Number


8-bit unsigned 
integer


1 or 3 This value indicates which message in the res-
ervation request protocol is to be generated.


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP to be 
used in the key derivation. This parameter is 
present only in message #2.


Transition IE content This parameter is present only in message 2.


RSN IE content This parameter is present only in message 2.


Key Lifetime This parameter is present only in message 2.


Reservation Responses This parameter is present only in message 4.


Reassociation Deadline This parameter is present only in message 4.


MIC Message integrity check value computed on 
the content of the message. 
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)


10.3.31.4.3 When generated


This primitive is generated by the MLME on receipt of either the second or fourth frame in the reservation
handshake. 


10.3.31.4.4 Effect of receipt


Upon receipt of this primitive, the SME examines the content of the message and either responds to the
PeerMACAddress with the next message in the reservation sequence or completes its processing of the res-
ervation request.


11. MLME


Note - sections 11.4 through 11.7 were added by 802.11e, with instructions to move sections 11.4, 11.5, and 11.6 (as
appear in 11ma) to 11.8, 11.9, and 11.10. Assume what will happen here is that sections 11.3A, 11.3B, 11.3C, and 11.3D
will be added when amendment 11e is incorporated. The changes below refer to the section numbered 11.4 by 11e, and
11.3A after incorporation.


Name Type Valid Range Description


PeerMACAddress MAC Address Any valid indi-
vidual MAC 
address


Specifies the MAC address of the non-AP STA 
immediate intended recipient of the reserva-
tion request


Message Sequence 
Number


8-bit unsigned 
integer


2 or 4 This value indicates which message in the res-
ervation request protocol is to be generated.


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP to be 
used in the key derivation. This parameter is 
present only in message #2.


Transition IE content This parameter is present only in message 2.


RSN IE content This parameter is present only in message 2.


Key Lifetime 32-bit unsigned 
integer


This parameter is present only in message 2.


Reservation Responses This parameter is present only in message 4.


Reassociation Deadline 16-bit unsigned 
integer


The value of this parameter is the number of 
milliseconds before which the STA must ini-
tiate the reassociation with the AP, in order to 
expect that the reserved resources are still 
available. This parameter is present only in 
message #4.


MIC Message integrity check value computed on 
the content of the message. 
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11.3A Traffic Stream Operation


11.3A.1 Introduction


Change the third paragraph of section 11.4.1 as follows:


TSPEC and the optional TCLAS elements are transported on the air by the ADDRS, in the corresponding
QoS Action frame and across the MLME SAP by the MLME-ADDRS primitives. In addition, a Traffic
Stream could be created if a TSTA sends a resource request to a TTAP prior to initiating a transition to that
TTAP. 


11.3A.3 TS Lifecycle


Change figure 148A as follows:


Note - 11ma last figure in section 11.3 is 148. 11e called its first figure 68.1, which will become 148A when incorporated
into the standard.


NOTE - Need an additional path out of “Inactive” by way of an oval marked “FBT Resource Request” to a
hexagon labeled “Accepted”. From “Accepted” by way of an oval marked “Reassociation” to “Active”.
Updated figure to be done.


Insert after the second paragraph of section 11.3A.3 (second paragraph starts “Initially a TS is inactive
...”):


The TS would be successfully created if the TTAP determines that it can honor the TSPECS in case the
RSTA in question transitions to it. A TS thus created will be in Accepted State. The TS would be considered
an "accepted TS". The following properties hold true for such an accepted TS:


— The TS will be in Accepted State. This state is a intermediate state between Inactive and Active
State. The Accepted State may not be used in all instances of TS setup, e.g in case of a regular
ADDTS request/response, a TS will directly jump from Inactive to Active state upon successful
negotiation. 


— The inactivity and suspension timer would not be started for the TS.
— The scheduler and any other resource manager in the AP will take the resource/timing requirements


of the TS into consideration before assigning any further resources to other admitted/accepted TS.
— In case of HCCA based TS, the HC would not generate CF-Poll for the TS.
— The TS is moved to Active State once the RSTA transitions to the AP in question and confirms in the


Re-association message, using the procedures defined in section 5.x.x.x, that it wants to retain the
TS upon transition. The inactivity and suspension timers are started at this point.


— If the reservation timer times out and the TS is not yet in Active State, the TS is deleted.


NOTE - This section requires more editorial work to match the style of the text in 11e for this section. 


Inset new Annex O after Annex N:


Annex O


(informative)

Copyright © 2005 IEEE. All rights reserved. 64
This is an unapproved IEEE Standards Draft, subject to change.







Wireless Fast BSS Transition IEEE P802.11r/D0.01™


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

O.1 Example Deployments using multiple SDs in an SMD


This logical hierarchy key hierarchy may be physically realized in a variety of ways. Some examples are
provided below.


O.1.1 Controller Architecture


A centralized Controller that manages multiple APs may include the AAA Client, R0 Key Holder and R1
Key Holder. 


Each AP managed by the Controller may be an R2 Key Holder. Alternatively, if the Controller is also the
authenticator for the purpose of PTK derivation, the Controller will be the R2 Key Holder for each of its
APs, and transmit the PTK to the AP, which serves as Data Termination point. It is also possible for Data
Termination to be aggregated in the Controller, with the AP transmitting encrypted data between station and
Controller.


Each Controller and its associated APs thus constitute an SD, and multiple Controllers may be associated
with each other to form an SMD. When a station transitions to an AP managed by a different Controller, the
new Controller acquires PMK-R1 from the Controller with which the station first established keys.


O.1.2 Standalone AP Architecture


A deployment may comprise multiple APs that are not managed by central Controllers. In this case, each AP
comprises the AAA Client and R0/R1/R2 Key Holders.


Each AP constitutes an SD, and multiple APs may be associated with each other to form an SMD. When a
station transitions to a new AP, the new AP acquires PMK-R1 from the AP with which the station first estab-
lished keys.


O.2 Key Holder and SMD Naming


Each AP advertises the following names in its beacon and/or probe response:


— SMD-ID 
— R0KH-ID 
— R1KH-ID 
— R2KH-ID 


To ensure global uniqueness, the first three octets of an ID must be set to an Organizationally Unique Identi-
fier (OUI). The remainder of the binary sequence is managed by the vendor named in the OUI as its own pri-
vate namespace, within which it must guarantee uniqueness. 


One option for selecting an ID is the MAC address of an interface of the device, zero-filled to 16 octets.
Another option is to append 13 random octets to the OUI.


Typically, R2KH-ID might be set to the BSSID of the AP; however, this is not a requirement and there may
be architectures in which R2KH-ID and BSSID are different values.


For key derivation and key naming purposes, R2KH-ID and R1KH-ID are always the names of the R2 and
R1 Key Holders in the current SD which with the station is associated, and R0KH-ID is the name of the R0
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Key Holder of the original SD in which the security association was established. Thus, R0KH-ID may or
may not be the name of the R0 Key Holder of the current SD with which the station is associated.


O.3 Broker Function and Policies


A TTAP may choose to incorporate variety of policies in the Broker function. This provides a vendor some
flexibility and control over the behavior it wants to mete to the resource reservation requests originating in
its network. As mentioned earlier, however, a BF shall at least be able to relay the request to its local RRSAP
and receive the responses from the RRSAP. 


Over and above the minimal functionality a TTAP vendor may choose to impose certain restrictions and/or
preferences by injecting some policy processing in the Broker Function.


Examples of this include:


1) A BF may choose to limit the number of resource request/queries per STA.
2) A BF may choose to spoof the over-the-DS resource allocation if it has knowledge of the over-


all system and can make decisions on behalf of the target TTAP.
3) A BF may choose to introduce a bias in the responses, for various reasons like load balancing


etc. 


A BF may want to check for the mobility domain of the target APs before sending out request to the APs.
The BF may reject one or more request if it has enough knowledge of the mobility domain to which the tar-
get APs belong


O.4 Transition Mechanism during Voice Flow


The figure below depicts a scenario where the FT proposal could be used. We assume that a 802.11 enabled
station had associated with AP1.


1) It originates a voice call after reserving air resources by using 802.11e enhancements (ADDTS
etc). 


2) The voice call signaling and the RTP path setup occurs while the phone is associated with AP1.
3) During the voice-call the phone tries to "roam".
4) It finds that AP2 is a potential AP to roam to.
5) It triggers a resource reservation mechanism.
6) A FT association is initiated to roam to the new AP2 
7) The phone now connects to the back-end via AP2.

Copyright © 2005 IEEE. All rights reserved. 66
This is an unapproved IEEE Standards Draft, subject to change.







Wireless Fast BSS Transition IEEE P802.11r/D0.01™


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

Figure O1—Transition Mechanism in a Voice Call Flow


NOTE - any blank pages that follow (beyond one to finish the double sided-ness of the last text page) are not intentional


AP1 AP2


IP CLOUD


STA


VoIP Phone


ADDTS Req


ADDTS Rsp


VOIP


C
A


LL
 


    
    


    
    


    
  S


ETUP


STA Decides to 
roam: queries or 
requests a 
resource 
reservation.


Query to AP2


Reseource Res Request Resource ReservationBackend


JIT 


RTP Voice Path


New RTP Voice 
Path


OR

Copyright © 2005 IEEE. All rights reserved. 67
This is an unapproved IEEE Standards Draft, subject to change.







Wireless Fast BSS Transition IEEE P802.11r/D0.01™


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

Copyright © 2005 IEEE. All rights reserved. 68
This is an unapproved IEEE Standards Draft, subject to change.







Wireless Fast BSS Transition IEEE P802.11r/D0.01™


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

Copyright © 2005 IEEE. All rights reserved. 69
This is an unapproved IEEE Standards Draft, subject to change.







Wireless Fast BSS Transition IEEE P802.11r/D0.01™


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

Copyright © 2005 IEEE. All rights reserved. 70
This is an unapproved IEEE Standards Draft, subject to change.







Wireless Fast BSS Transition IEEE P802.11r/D0.01™


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

Copyright © 2005 IEEE. All rights reserved. 71
This is an unapproved IEEE Standards Draft, subject to change.







Wireless Fast BSS Transition IEEE P802.11r/D0.01™


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

Copyright © 2005 IEEE. All rights reserved. 72
This is an unapproved IEEE Standards Draft, subject to change.





		IEEE P802.11r™/D0.01, June 2005

		Draft Amendment to STANDARD FOR Information Technology - Telecommunications and Information Exchange Between Systems - LAN/ MAN Specific Requirements -

		Part 11: Wireless Medium Access Control (MAC) and physical layer (PHY) specifications:

		Amendment 8: Fast BSS Transition

		Contents

		Draft Amendment to STANDARD FOR Telecommunications and Information Exchange Between Systems - LAN/MAN Specific Requirements -

		Part 11: Wireless Medium Access Control (MAC) and physical layer (PHY) specification:

		Amendment 8: Fast BSS Transition

		2. References

		3. Definitions

		4. Abbreviations and acronyms

		5. General Description

		5.3 Logical Service Interfaces

		l) BSS-Transition Services



		5.4 Overview of the Services

		5.4.5 BSS-Transition Services

		5.4.5.1 General Concepts







		1) Discovery - the station must locate and decide to which AP it will transition;

		2) Resource establishment - the station may establish that the new AP will provide connection resources it needs to maintain active sessions.

		3) Transition - the station abandons the current AP and establishes a connection with a new AP.

		5.4.5.1.1 Discovery

		5.4.5.1.2 Resource Allocation

		5.4.5.1.3 The Fast Transition Gap

		5.4.5.2 Fast Transition in a Robust Security Network

		5.4.5.3 Fast BSS Transition Architecture Description

		Figure 7A- Representative Fast Transition Topology



		5.7 Message information contents that support the services

		5.7.2 Association

		5.7.3 Reassociation





		7. Frame formats

		7.2 Format of individual frame types

		7.2.3 Management frames

		7.2.3.1 Beacon frame format







		Table 5- Beacon frame body

		7.2.3.4 Association Request frame format



		Table 7- Association Request frame body

		7.2.3.5 Association Response frame format



		Table 8- Association Response frame body

		7.2.3.6 Reassociation Request frame format



		Table 9- Reassociation Request frame body

		7.2.3.7 Reassociation Response frame format



		Table 10- Reassociation Response frame body

		7.2.3.9 Probe Response frame format



		Table 12- Probe Response frame body

		7.2.3.10 Authentication frame format



		Table 13- Authentication frame body

		Table 14- Presence of challenge text information elements

		7.3 Management frame body components

		7.3.1 Fixed fields

		7.3.1.1 Authentication Algorithm Number field

		7.3.1.9 Status Code field







		Table 20- Status Codes

		7.3.1.11 Action Field



		Table 21- Category Values

		7.3.2 Information Elements



		Table 22- Element IDs

		7.3.2.25 RSN Information element

		7.3.2.25.2 AKM suites





		Table 29- AKM suite selectors

		7.3.2.38 Count Information Element

		Figure 80X- Count Information Element



		7.3.2.39 Fast Transition Resource Information Element (TRIE)

		Figure 80Y- Fast Transition Resource Information Element (TRIE)





		Table 30J- Fast Transition Resource Mechanism value

		7.3.2.40 Fast Transition Security Information Element (TSIE)

		Figure 80Z- Fast Transition Security Information Element (TSIE)



		7.3.2.41 Fast Transition Key Holder Information Element

		Figure 80AA- Fast Transition Key Holder Information Element



		7.3.2.42 Time Interval Information Element

		Figure 80AB- Time Interval Information Element





		Table 30K- Time Interval type value

		7.3.2.43 Resource Information Container Information Elements

		Figure 80AC- Resource Information Container - Basic Format

		Figure 80AD- Resource Information Container Example #1

		Figure 80AE- Resource Information Container Example #2

		7.3.2.43.1 RIC Root Information Element (RRIE)

		Figure 80AF- RRIE Information Element



		7.3.2.43.2 RIC Data Information Element (RDIE)

		Figure 80AG- RDIE Information Element







		Table 30L- RIC Data Control Options

		7.3.2.44 Fast Transition 802.1X EAPOL-Key Information Element (EAPKIE)

		Figure 80AH- Encapsulated 802.1X EAPOL-Key information element



		7.4 Action Frame Format Details

		7.4.3 Fast BSS Transition Action Details





		Table 32B- Fast BSS Transition Action Field Values

		7.4.3.1 Fast Transition Request

		Figure 85H- Fast Transition Request Frame Format



		7.4.3.2 Fast Transition Response

		Figure 85I- Fast Transition Response Frame Format



		7.4.3.3 Fast Transition Confirm

		Figure 85J- Fast Transition Confirm Frame Format



		7.4.3.4 Fast Transition Acknowledgement

		Figure 85K- Fast Transition Acknowledgement Frame Format



		8. Security

		8.5A Key distribution for Fast BSS Transition

		8.5A.1 Overview

		Figure 120A- Fast BSS Transition Key Hierarchy



		8.5A.2 Key Hierarchy





		1) PMK-R0 - the top level of the FBT key hierarchy; this key is derived as a function of the MSK and SSID and stored by the PMK-R0 key holder, R0KH. This key is mutually derived by the SPA and the R0KH and named by the SSID, SPA and R0KH.

		2) PMK-R1 - the second level of the key hierarchy; this key is mutually derived by the SPA and the R1 Key holder, R1KH. This key is named by the SPA, R0KH and the R1KH.

		3) PMK-R2 - the third level of the key hierarchy; this is mutually derived by the SPA and the R2 key holder, R2KH. This key is named by the SPA, R0KH, R1KH and R2KH.

		4) PTK - the last level of the key hierarchy that defines the 802.11 and 802.1X protection keys. The PTK is mutually derived by the SPA and the TTAP. This key is named by SNonce, ANonce, SPA, and BSSID.

		Figure 120B- FBT Key Derivation Hierarchy

		8.5A.3 Key derivation function

		8.5A.4 PMK-R0

		8.5A.5 PMK-R1

		8.5A.6 PMK-R2

		8.5A.7 PMK Distribution within a Security Mobility Domain

		Figure 120C- Key Distribution within Security Mobility Domain



		8.5A.8 PTK

		8.5A.9 Fast Transition Authentication frame sequence

		8.5A.9.1 FT Authentication frame: 1st frame

		8.5A.9.2 FT Authentication frame: 2nd frame

		8.5A.9.3 FT Authentication frame: 3rd frame

		8.5A.9.4 FT Authentication frame: 4th frame





		8A. Fast BSS Transition

		8A.1 Overview of transition mechanisms



		1) Base Fast BSS Transition: this mechanism is executed when a TSTA must transition to a TTAP and does not require a reservation prior to its transition.

		2) Pre-reservation Fast BSS Transition: this mechanism is executed when a TSTA needs assurances that the required security and QoS resources be available prior to a transition.

		8A.1.1 Capability Advertisement

		8A.1.2 Base Mechanism

		Figure 121A- Fast BSS Transition: Base Mechanism



		8A.1.3 Pre-Reservation Mechanism

		Figure 121B- Fast BSS Transition using Pre-reservation over the air

		Figure 121C- Fast BSS Transition using Pre-Reservation over the wire



		8A.1.4 Notation

		8A.2 First Contact

		Figure 121D- First Contact to enable TSTA’s Fast BSS Transition



		8A.3 Base Mechanism

		8A.4 Pre-Reservation Mechanism



		1) "Over-the-Air". In this case, the TSTA communicates directly with the TTAP using 802.11 Authentication frames with the Authentication Algorithm set to Fast BSS Transition.

		2) "Over-the-DS". In this case, the TSTA communicates with the TTAP via the CAP. The communication between the TSTA and the TTAP...

		8A.4.1 Over-the-Air Fast BSS Transition with Reservation

		8A.4.2 Over-the-DS Fast BSS Transition with Reservation

		8A.5 QoS Procedures

		8A.5.1 Constructing a RIC for Request





		1) the STA considers the set of resources that the STA requires at the next AP. This set will structure the resource entities, such as TSPEC IEs, to be placed in the RIC, within RDIEs.

		2) Each RDIE may contain one or more individual resource entities, such as TSPECs. The RDIE mandatory bit, when set to 1, indica...

		3) When multiple resource entities, like TSPECs, are inserted within the same RDIE, then this indicates that a logical "OR" rela...

		8A.5.2 RIC processing by the target AP



		1) Select next RDIE (if none finish - request succeeds)

		2) Select first TSPEC after RDIE

		3) Check for allocatibility/Attempt to allocate TS using TSPEC

		4) If succeeds go to step 1

		5) If fails -> is there another TSPEC for this RDIE?

		6) If yes, select next TSPEC and go to line 3

		7) If no, check state of Mandatory bit

		8) if clear go to line 1

		9) if set finish - request fails.

		8A.5.3 Interpreting RIC in the response message

		8A.5.4 QoS procedures at the non-AP QSTA on (Re)-Association



		1) for resources that were successfully pre-reserved, and still required, the RDIEs from the previous request are included, in order and with the old sequence numbers, to confirm the resources at the time of transition. TSPECs need not be included.

		2) for resources that were successfully pre-reserved, but no longer required, the sequence number in the previous RDIE is excluded from this RIC.

		3) for resources that were successfully pre-reserved, but the TSPEC is now different, the sequence number of the previous RDIE is included in an RDIE in this RIC, and the revised TSPEC is included in this request.

		4) for new resources that were not previously reserved, a new RDIE is included with the new TSPEC and a new sequence number.

		8A.5.5 QoS procedures at the AP on (Re)-Association

		8A.5.6 Reservation Procedures at the non-AP TSTA

		8A.5.7 Reservation Procedures at the Target TTAP

		8A.5.8 Reservation Procedures at the Current TTAP

		Figure 121E- MLME-Reservation.Request

		Figure 121F- Traffic Stream Cleanup on Reservation TImeout

		Figure 121G- TS Active on successful Transition



		8A.6 Broker Function



		1) At the minimum, the BF shall re-format the reservation request from the SME for consumption by the RRSAP. Similarly, it shall be able to re-format the response from the RRSAP to send it to the SME.

		2) A BF may choose to apply any policy dependent processing on the reservation request before forwarding it to the RRSAP. A BF may, similarly choose to apply any policy dependent processing on the resource response before forwarding it to the SME.

		Figure 121H- Broker Function for Over-the-DS Communication



		10. Layer Management

		10.3 MLME SAP Interface

		10.3.7 Reassociate

		10.3.7.1 MLME-Reassociate.Request

		10.3.7.1.2 Semantics of the Service Primitive



		10.3.7.2 MLME-Reassociate.Confirm

		10.3.7.2.2 Semantics of the Service Primitive



		10.3.7.3 MLME-Reassociate.Indication

		10.3.7.3.2 Semantics of the Service Primitive



		10.3.7.4 MLME-Reassociate.Response

		10.3.7.4.2 Semantics of the Service Primitive





		10.3.31 MLME SAP Interface for Resource Reservation

		10.3.31.1 MLME-Reservation.request

		10.3.31.1.1 Function

		10.3.31.1.2 Semantics of the service primitive

		10.3.31.1.3 When generated

		10.3.31.1.4 Effect of receipt



		10.3.31.2 MLME-Reservation.indicate

		10.3.31.2.1 Function

		10.3.31.2.2 Semantics of the service primitive

		10.3.31.2.3 When generated

		10.3.31.2.4 Effect of receipt



		10.3.31.3 MLME-Reservation.response

		10.3.31.3.1 Function

		10.3.31.3.2 Semantics of the service primitive

		10.3.31.3.3 When generated

		10.3.31.3.4 Effect of receipt



		10.3.31.4 MLME-Reservation.confirm

		10.3.31.4.1 Function

		10.3.31.4.2 Semantics of the service primitive

		10.3.31.4.3 When generated

		10.3.31.4.4 Effect of receipt









		11. MLME

		11.3A Traffic Stream Operation

		11.3A.1 Introduction

		11.3A.3 TS Lifecycle





		Annex O

		O.1 Example Deployments using multiple SDs in an SMD

		O.1.1 Controller Architecture

		O.1.2 Standalone AP Architecture



		O.2 Key Holder and SMD Naming

		O.3 Broker Function and Policies

		1) A BF may choose to limit the number of resource request/queries per STA.

		2) A BF may choose to spoof the over-the-DS resource allocation if it has knowledge of the overall system and can make decisions on behalf of the target TTAP.

		3) A BF may choose to introduce a bias in the responses, for various reasons like load balancing etc.

		O.4 Transition Mechanism during Voice Flow

		1) It originates a voice call after reserving air resources by using 802.11e enhancements (ADDTS etc).

		2) The voice call signaling and the RTP path setup occurs while the phone is associated with AP1.

		3) During the voice-call the phone tries to "roam".

		4) It finds that AP2 is a potential AP to roam to.

		5) It triggers a resource reservation mechanism.

		6) A FT association is initiated to roam to the new AP2

		7) The phone now connects to the back-end via AP2.

		Figure O1- Transition Mechanism in a Voice Call Flow














_1179292492/P802.11r-D0.01-changes.pdf


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

Copyright © 2005 by the Institute of Electrical and Electronics Engineers, Inc.
3 Park Avenue, New York, NY 10016-5997, USA
All rights reserved.


All rights reserved.This document is an unapproved draft of a proposed IEEE Standard.  As such, 
this document is subject to change.  USE AT YOUR OWN RISK! Because this is an unapproved 
draft, this document must not be utilized for any conformance/compliance purposes.  Permission is 
hereby granted for IEEE Standards Committee participants to reproduce this document for pur-
poses of IEEE standardization activities only.   Prior to submitting this document to another stan-
dards development organization for standardization activities, permission must first be obtained 
from the Manager, Standards Licensing and Contracts, IEEE Standards Activities Department.  
Other entities seeking permission to reproduce this document, in whole or in part, must obtain 
permission from the Manager, Standards Licensing and Contracts, IEEE Standards Activities 
Department.


IEEE Standards Department
Copyright and Permissions
445 Hoes Lane, P.O. Box 1331
Piscataway, NJ 08855-1331, USA


IEEE P802.11r™/D0.0001, May June 2005
(Draft Amendment to IEEE Std 802.11TM, 2005 (based on 802.11ma D1.0), 802.11eTM-2005, 802.11k-????)


Draft Amendment to STANDARD FOR Information 
Technology - Telecommunications and 
Information Exchange Between Systems - LAN/
MAN Specific Requirements - 


Part 11: Wireless Medium Access Control (MAC) 
and physical layer (PHY) specifications: 


Amendment 8: Fast BSS Transition


Sponsor


IEEE 802 Committee
of the
IEEE Computer Society


Abstract: This amendment specifies the extensions to IEEE Std 802.11 for Wireless Local Area
Networks providing mechanisms for fast BSS transition.
Keywords: local area network (LAN)







Wireless Fast BSS Transition  P802.11r/D0.01


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

Introduction


(This introduction is not part of IEEE P802.11r, Draft Amendment to STANDARD FOR Telecommunications and Infor-
mation Exchange Between Systems - LAN/MAN Specific Requirements - part 11: Wireless medium Access Control
(MAC) and physical layer (PHY) specifications: Specification for Fast BSS Transition.)


The purpose of this amendment is to enhance the 802.11 Medium Access Control (MAC) layer to minimize
the amount of time data connectivity between the Station (STA) and the Distribution System (DS) is lost
during a Basic Service Set (BSS) transition. The scope of this amendment applies only to the STA<->Access
Point (AP) connection state within the same Extended Service Set (ESS), and will not apply to the Indepen-
dent Basic Service Set (IBSS) case. Determination of the need for a BSS transition, selection of which AP to
BSS transition to (with the exception of the advertisement of the availability of fast BSS transition services
to the STA), and determination of when to BSS transition are all outside the scope of this amendment. 


Based on current and proposed amendments to the 802.11 standard, the general transition process (assuming
PMK caching) consists of five stages: scanning; 802.11 authentication; re-association; PTK derivation -
four-way handshake; and QoS admission control. The scanning process can occur at any time before the
transition occurs. The STA can actively or passively scan for other AP’s APs in its vicinity that are part of the
same ESS. At some point in the process, the STA choses chooses a transition candidate and authenticates
with a target AP. During this time, the STA can still exchange data with the DS through its current AP. The
STA sends a re-association message to establish a connection at the target AP. The STA and the AP generate
session keys based on an 802.1x authentication (which could be through pre-authentication and key cach-
ing), which allows the STA to exchange data with the DS. The STA then issues a QoS admission control
request using an 802.11 action frame to re-establish its QoS streams. 


The purpose of this amendment is to refine the transition process to minimize the time interval where the
STA has lost data connectivity to the DS. It optimizes the 802.11 protocol to allow a TGrFT-enabled STA to
establish security and QoS state at a new TGrFT-enabled AP with minimal connectivity lost to the DS. The
overall changes to the protocol will not introduce any new security vulnerabilities beyond the current 802.11
standard and its amendments. It preserves the behaviour behavior of legacy STA and AP’sAPs. 


The proposed amendment to the IEEE 802.11 standard is to refine the transition process to minimize the
time interval where the STA has lost data connectivity to the DS.


The amendment addresses solutions to two classes of network infrastructures from a QoS perspective: one
where the transition-enabled AP (TTAP) is capable of provisioning QoS resources at re-association time; and
another where the TTAP needs to pre-reserve the network infrastructure resources before transitioning. 


This amendment does not specifically address the solution to when or where a STA will roam. There are
other tools which give the STA information that could be used in making this decision. 


IEEE 802.11e enables the AP to convey a QBSS IE information element in Probe responses/responses and
beacons. The QBSS IE has three fields which indicate the number of associated STA’sSTAs, the channel uti-
lization for the BSS, as well as and the available admission capacity. The QBSS metrics give information on
the AP's ability to accept new QoS streams.


IEEE 802.11k defines the neighbor reports, which can assist in optimizing scanning and give and an indica-
tion of the load on each AP. 


Working Group Officers


At the time this supplement to the standard was submitted to Sponsor Ballot, the working group had the fol-
lowing officers.
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Stuart J. Kerry, Chair
Al Petrick and Harry Worstell, Vice Chairs


Tim Godfrey, Secretary


Task Group Officers


At the time this supplement to the standard was submitted to Sponsor Ballot, the Fast Roaming Task Group
had the following officers.


Clint Chaplin, Chair
Mike Montemurro, Secretary


Bill Marshall, Technical Editor


Proposals for Fast Roaming solutions were made by the following individuals (co-authors of the accepted
proposal are marked with an asterisk)


Others who made presentations to the Fast Roaming Task Group, and contributions to this document, were:


Bernard Aboba
Keith Amann*
Bob Beach
Florent Bersani*
Tony Braskich*
Pat Calhoun*
Nancy Cam-Winget*
James Chen*
Randy Chou*
Chris Durand*
Jon Edney*
Steve Emeott*
Darwin Engwer*
Stefano Faccin*
Paul Funk*


Dan Harkins
Kevin Hayes*
Haixiang He*
Xiaoning He
Moo Ryong Jeong
Theodore Karoubalis*
Toshiro Kawahara
Joe Kubler*
Rajneesh Kumar*
Jie Liang
Peter Loc*
Mike Montemurro*
Mike Moreton*
Patrick Mourot*
Paul Newton*


Bob O’Hara*
Emily Qi*
Henry Ptasinski*
Matt Smith*
Ioanna Samprakou*
Floyd Simpson*
Vishal Sinha*
Kapil Sood*
Dorothy Stanley*
Hui Tang
Jesse Walker*
Stephen Wang*
Fujio Watanabe
Gang Wu
Atrur Zaks*


Peyush Agarwal
Areg Alimian
Stefan Berg
Alan Carlton
Clint Chaplin
Steve Connor
Wolfgang Groting
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Dirk Kuijsten


Robert Love
Bill Marshall
Tim Moore
Soohong Daniel Park
Chris Polanec
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Charles Wright
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The following members of the balloting committee voted on this standard. Balloters may have voted for
approval, disapproval, or abstention. 
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Draft Amendment to STANDARD FOR 
Telecommunications and Information Exchange 
Between Systems - LAN/MAN Specific 
Requirements - 


Part 11: Wireless Medium Access Control (MAC) 
and physical layer (PHY) specification: 


Amendment 8: Fast BSS Transition


[This amendment is based on IEEE Std 802.11TM, 2005 (based on 802.11ma D1.0), as amended by 802.11eTM-2005,
802.11k-????.]


The editing instructions contained in this amendment define how to merge the material contained herein into the existing
base standard to form the new comprehensive standard.


The editing instructions are shown in bold italic. Three editing instructions are used: change, delete, and insert. Change
is used to make small corrections in existing text or tables. The editing instruction specifies the location of the change
and describes what is being changed either by using strikethrough (to remove old material) or underscore (to add new
material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions
may require renumbering. If so, renumbering instructions are given in the editing instructions. 


NOTE - Editorial notes (paragraphs starting with “NOTE”) are present throughout this document. These will be added
and changed at the discretion of the Editor. These will be deleted at the discretion of the Editor when the Editor feels the
issue identified in the note has been adequately addressed. Editorial notes will not be carried over into the final docu-
ment.


2. References


Insert the following new normative references in alphabetical order:


NOTE: If there are no new references, delete this section


3. Definitions


Change the following definitions as indicated:


3.74 pairwise master key (PMK): The highest order key used within this standard. The PMK may be
derived from an Extensible Authentication Protocol (EAP) method or may be obtained directly from a pre-
shared key (PSK).


NOTE - need new wording above to make consistent with new PMK-R0 (which appears below).

Copyright © 2005 IEEE. All rights reserved.
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3.76 pairwise transient key (PTK): A value that is derived form the pairwise master key (PMK), Authenti-
cator address (AA), Supplicant address (SPA), Anthenticator AnthenticatorAuthenticator nonce (ANonce),
and Supplicant nonce (SNonce) using the pseudo-random function (PRF) and that is split up into as many as
five keys, i.e. temporal encryption key, two temporal message integrity code (MIC) keys, EAPOL-Key
encryption key (KEK), EAPOL-Key confirmation key (KCK).


NOTE - need new wording above to make consistent with new PTK “Pairwise Transient Key shared between a STA and
BSSID used to protect 802.1X EAPOL and 802.11 data frames”


3.108 Supplicant Address (SPA): The Supplicant’s medium access control (MAC) address. Typically this
is the STA’s MAC address.


Insert the following new definitions in alphabetical order, renumbering as necessary:


3.121 AAA Key: Key information that is jointly negotiated between the SPA Supplicant and AS Authentication Server
as defined by RFC 3748.  This key information is transported via a secure channel from the AS Authentication Server to
the Authenticator.  The PMK-R0 is derived from the AAA Key. (802.11i)


NOTE - need to confirm that “Supplicant” is proper word to replace “SPA” in the proposal’s text.


3.122 Authentication Server (AS): An entity that provides an authentication service to an Authenticator.  This service
determines, from the credentials provided by the SPASupplicant, whether the SPA Supplicant is authorized to access the
services provided by the Authenticator. (802.11i)


NOTE - need to confirm that “Supplicant” is proper word to replace “SPA” in the proposal’s text.


3.123 Authenticator: an entity at one end of a point-to-point LAN segment that facilitates authentication of the entity
attached ot to the other end of that link.


3.124 Authenticator Address (AA): The Authenticator’s media access control (MAC) address.


3.124 125 Master Session Key (MSK): Per RFC 3748, MSK is the The Master Session Key. The MSK Key is keying
material that is derived between the EAP peer and server and exported by the EAP method to the NAS.  The MSK is at
least 64 octets in length.


3.125 126 Pairwise Master Key R0 (PMK-R0): The top level of the TGr FBT key hierarchy hierarchy; key is shared
between a STA and the R0 key holder holder, and used to derive PMK-R1 keys.


3.126 127 Pairwise Master Key R0 Key Holder Identifier (R0KH-ID): the 16 octet identifier that is advertised as the
holder of the PMK-R0.


3.127 128 Pairwise Master Key R1 (PMK-R1): first The second level TGr of the FBT key hierarchy hierarchy; key is
shared between a STA and the R1 key holder holder, and used to derive PMK-R2 keys.


NOTE - text in proposal section 7.2.3 says PMK-R1 is the second level of the hierarchy; other text is consistent with this,
but definition in section 2.2 says first level. Confirmation of this change to be consistently “second level” is requested.


3.128 129 Pairwise Master Key R1 Key Holder Identifier (R1KH-ID): the 16 octet identifier that is advertised as the
holder of the PMK-R1


3.129 130 Pairwise Master Key R2 (PMK-R2): second The third level TGr of the FBT key hierarchy hierarchy; key is
shared between a STA and the R2 key holder holder, and used to derive the PTK.


NOTE - text in proposal section 7.2.5 says (in one place) PMK-R2 is the third level of the hierarchy; other text is incon-
sistent; definition in section 2.2 says second level. Confirmation of this change to be consistently “third level” is
requested.


3.130 131 Pairwise Master Key R2 Key Holder Identifier (R2KH-ID): the 16 octet identifier that is advertised as the
holder of the PMK-R1.

2 Copyright © 2005 IEEE. All rights reserved.
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NOTE: Proposal section 2.2 says that R2KH-ID is the holder of PMK-R1, which the Editor believes should be PMK-R2.
Confirmation from the group requested.


3.131 132 Pairwise Transient Key Identifier (PTKID): the 16 octect octet identifier used to name and reference the
PTK.


3.132 133 Resource Mobility Domain A unique identifier which specifies an AP's over-the-DS reachability.  All APs
with same in a Resource Mobility Domain have over-the-DS reachability to all other APs in that Resource Mobility
Domain.


3.133 134 R0Name: the 16 octet globally unique identifier used to name and reference PMK-R0.


3.134 135 R1Name: the 16 octet globally unique identifier used to name and reference PMK-R1.


3.135 136 R2Name: the 16 octet globally unique identifier used to name and reference PMK-R2.


3.136 137 Security Domain (SD): A Security Domain consists of a single PMK-R0 Key Holder as a root, and all R0 key
holder children holders of PMK-R1 and PMK-R2 Key Holderskeys derived from PMK-R0. Each SD Security Domain is
a member of contained within a Security Mobility Domain.


3.137 138 Security Mobility Domain (SMD): A set of associated Security Domains (SD) capable of exchanging PMK-
R1s between them. A station may perform fast transitions among all APs in an SMDa Security Mobility Domain.


3.138 139 Security Mobility Domain Identifier (SMD-ID): the 16 octet globally unique identifier used to name and
reference an SMD.


3.139 140 Transition Enabled Station (TSTA): The non-AP station capable of executing the fast BSS transition proce-
dures, as defined in this standard proposalstandard.


3.140 141 Transition Resource Information Element (TRIE): A new An Information Element for enabling fast transi-
tions between APs to carry APs, which carries QoS and resource specific information.


3.141 142 Transition Security Information Element (TSIE): A new An Information Element for enabling fast transi-
tions between APs to carry APs, which carries security specific information.


4. Abbreviations and acronyms


Insert the following new abbreviations and acronyms in alphabetical order:


AA Authenticator Address


FBT Fast BSS Transition


FBTFT Fast BSS Transition


MSK Master Session Key


NAS Network Access Server


PMK-R0 Pairwise Master Key, top level


PMK-R1 Pairwise Master Key, first level


PMK-R2 Pairwise Master Key, second level


PTKID Pairwise Transient Key Identifier
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R0KH PMK-R0 Key Holder


R0KH-ID PMK-R0 Key Holder Identifier


R0KH-IDR1KHPMK-R0 R1 Key Holder IdentifierHolder


R0KHR1KH-IDPMK-R0 R1 Key Holder Identifier


R1KH-IDR2KHPMK-R1 R2 Key Holder IdentifierHolder


R2KH-ID PMK-R2 Key Holder Identifier


RDIE RIC Data Information Element


RIC Resource Information Container


RRIE RIC Root Information Element


RRSAP Resource Request Service Access Point


SD Security Domain


SMD Security Mobility Domain


SMD-ID Security Mobility Domain Identifier


TRIE Fast Transition Resource Information Element


TSIE Fast Transition Security Information Element


TSTA Transition-Enabled Station


TTAP Transition Target Access Point


5. General Description


5.3 Logical Service Interfaces


Insert the following entry to the end of the list of 802.11 architectural services:


l) BSS-Transition Services


5.4 Overview of the Services


Insert the following new clause after 5.4.4.2, renumber figures and tables as appropriate.


5.4.5 BSS-Transition Services


As wireless networking becomes more prevalent, is deployed in a variety of architectures, and supports
applications such as telephony, shortcomings that could previously be ignored now become apparent.
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This section deals with the problem of intermittent connectivity loss due to transitioning between BSSs in an
ESS. Each time the wireless station must abandon its connection with one AP and establish a new connec-
tion with another, there is a brief loss of connectivity, which may result in packet loss. In many interesting
cases, cases packet loss will have effects that are noticeable to the user, particularly when running real-time
applications. With streaming TCP connections, loss of even a single packet will result in a transmission hic-
cup whose duration may be far in excess of the actual gap in connectivity. With real-time transmission of
voice data, audible cracks and pops result. The more frequently the station must roam, the more annoying
these packet losses will be. 


This section defines an approach that minimizes the duration of connectivity loss during transition. This
approach is scalable and secure, and accommodates a variety of 802.11 system architectures.


5.4.5.1 General Concepts


There are three state transitions involved when a STA transitions from its current AP to a New new AP:


1) Discovery - the station must locate  and decide to which AP it will transition;
2) Resource establishment - the station may establish that the new AP will provide connection


resources it needs to maintain active sessions.
3) Transition - the station must abandon abandons the current AP and establish establishes a con-


nection with a new AP.


5.4.5.1.1 Discovery


The STA must maintain a list of potential transition candidates so that it can transition to a new AP as
quickly as possible when signal quality of the current association falls below some target level. The station
will scan multiple channels for an AP with a better signal. This process typically takes hundreds of millisec-
onds. While scanning different channels, the station cannot receive on its current channel, and packets may
be lost. In a QoS environment, the STA must maintain channel utilization metrics at the new AP so that it
AP; when it chooses to transition to a new AP, it can maintain adequate service levels for QoS streams. 


BSS-transition services provide a mechanism for the STA to communicate and retrieve information on can-
didates prior to transition. The communications with the target AP can take place over-the-air or through the
STA’s existing association with its existing associationcurrent AP.


5.4.5.1.2 Resource Allocation


If the station depends on a level of resources to maintain its current connection connection, then it is the
responsibility of the station to determine that such resources will be available before transitioning to the new
access point. In a non-FBT QoS environment, a QSTA must associate with the new Access Point prior to
requesting resource reservations. This model significantly increases the transition latency, and furthermore,
there is no guarantee that the target AP will be capable of delivering adequate services, causing the station to
search for alternate Access Points.


BSS-transition services provide a mechanism for the STA to reserve resources at a candidate AP prior to
transition or at re-association time. The STA can communicate with the target AP to reserve resources prior
to association by communicating directly with the target AP, or indirectly through its existing Assocication-
Association. The resource allocation mechanism can be used to allocate any type of resources, which could
include TSPEC's TSPECs in a QoS environment, or keying material in a secure environment. 


5.4.5.1.3 The Fast Transition Gap


Once a suitable transition candidate has been found, the station must break its association with the current
AP and associate to with the new AP. During this time, packet loss can occur. If the station fails to establish
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the new connection it may immediately resume communication with the old AP so that the transition gap is
always terminated by resumption of communications (either to the current or new AP), subject to overlap-
ping RF coverage.


BSS Transition services provide a mechanism for the STA to (re-)associate with the target AP which mini-
mizes any latency introduced from protocol overhead. The STA can choose to reserve resources at the AP
prior to (re-)association, thereby reducing the probability of losing packets on transition.


5.4.5.2 Fast Transition in an RSN


5.4.5.3 Fast Transition in a Robust Security Network


The transition process in an a RSNA environment is defined as:


— Setting up the radio for the new channel
— Exchanging (re)association request/response with the new AP.
— Performing authentication
— Performing key management
— Establishing other aspects of connection state, for example QoS


In an a RSN, the latency introduced via 802.1X authentication is reduced via PMK caching and pre-authen-
tication. When the station and the new AP have a cached security association, either due to a prior associa-
tion or pre-authentication, the station does not need to re-authenticate to the new AP; however, it still must
perform a 4-way handshake in order to establish session keys for data communication. 


Even with this reduced pre-authentication exchange, latencies will be measured in the tens of milliseconds
with well-powered stations and higher when handhelds are used.


A STA in an a RSNA environment is able to pre-authenticate to a new AP prior to transition, using the con-
nection to the current AP to communicate with the new AP via the DS. This allows the establishment of a
PMKSA in advance of transition with an AP that has not yet been visited.  Upon (re)association with an AP
where pre-authentication has been accomplished, PMK caching can be utilized by presenting a PMKID in
the (re)association request.


When an EAP authentication occurs to an AAA server, the AAA server informs the AP of the lifetime of the
authentication; for example, RADIUS and Diameter servers return the Session-Timeout attribute. At some
point in advance of expiration, the AP must initiate a re-authentication in order to allow the session to con-
tinue. Since a new PMK is generated as a result of authentication, the AAA lifetime represents an absolute
maximum lifetime for a PMK. 


In an a RSNA, the AP does not communicate expiration information to the station. When the station
attempts to re-associate with a cached PMKID, it may find that the AP does not accept it and a full authenti-
cation will ensue.


BSS-Transition services offer new AKM Authentication and Key Management procedures which optimizes
optimize key management to reduce transition latencies. The scope of the PMKSA is communicated to the
station, allowing it to select the appropriate PMK for pre-keying or determine that pre-authentication is
required.. The lifetime of the PMKSA is communicated to the station, allowing it to judge whether it should
attempt pre-keying or perform pre-authentication.


Continuity of network service quality is enabled by the use of resource allocation either prior to re-associa-
tion, or at re-association time. It introduces a new protocol which allows PTK's to be derived prior to re-
assocation, thereby minimizing transition latencies. 
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5.4.5.4 FBT Architecture Description


5.4.5.5 Fast BSS Transition Architecture Description


BSS-Transition services provides a mechanism to minimize the transition gap in a Robust Security Network
between APs and QAPs.  It enables a means to:


— Minimize "over the air" latency by piggybacking resource allocation
— Minimize PTK computation and plumbing latencies by enabling the STA to pre-compute prior to re-


association
— Enable an "Authenticated" re-association exchange
— Removes the 802.11i 4-way handshake race conditions
— Enables allocation of QoS resources at reassociation time
— Ensure compatibility with non-RSN and non-QoS STA’s STAs and AP’sAPs


The BSS BSS-Transition services include:


— A new transition protocol which allows a STA and AP to allocate resources as part of the re-associa-
tion; or pre-reserve resources prior to reassociation time;


— A new key management framework for security which allows the STA and the AP to pre-compute the
PMK;


— A mechanism which uses the new transition protocol to perform PTK derivation at re-association
time;


— A mechanism for allocating QoS resources at reassociation time using the new transition protocol
changes.


The proposal This addresses solutions to two classes of network infrastructures from a QoS perspective: one
where the TTAP is capable of provisioning QoS resources at re-association time; and another where the
TTAP needs to pre-reserve QoS resources prior to reassociation. The proposal provides Thus there are two
mechanisms for BSS-Transition: 


— The the basic BSS-transition mechanism allows mechanism, during which resources to be are allo-
cated and committed during the re-association phase of the BSS-Transition. This solution would
address addresses the case where the AP was is lightly loaded and the STA can determine resources
are available from Beacon/Probe exchanges. 


— BSS the pre-reservation BSS-Transition service provides a mechamism where the mechanism, dur-
ing which resources are allocated prior to re-association. This solution addresses the case where the
infrastructure is under-provisioned; the DS infrastructure is slow; or the provider wants to offer a
guarantee of service. This solution addresses networks with a security infrastructure that requires
explicit messaging for resource reservation.


BSS-Transition services do not specifically address the solution to of when or where a STA will roam. There
are other tools which give the STA information that could be used in making this decision. 


QoS mechanisms enable the AP to convey QBSS IE information in Probe responses/responses and beacons.
The QBSS IE has three fields which indicate the number of associated STA’sSTAs, the channel utilization
for the BSS, as well as and the available admission capacity. The QBSS metrics give information on the AP's
ability to accept new QoS streams.


BSS BSS-Transition services define where a STA can roam. Fast BSS Transition Transitions can only take
place within an ESS. In a secure environment, the BSS Transition transition candidates for a STA are limited
to AP’s APs that are members of the same Security Domain. In some infrastructures, resource policies may
limit the STA to a subset of AP’s APs as transition candidates defined by the Mobility Domain. In the limit-
ing case, the ESS, the Security Domain, and the Mobility Domain define the same set of AP’sAPs. The Secu-
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rity Domain will always be a subset of the ESS, and the Mobility Domain will always be a subset of the
Security Domain.


A representative BSS-Transition topology is given in Figure 7A. A simple representative topology consists
of a number of TTAPFT-enabled AP’sAPs, and an Authentication Server. Inter-AP communication over the
DS is assumed to be protected and authenticated. The TTAPFT-enabled STA has an established connection
with the DS through AP1 and may have one or more QoS streams active. In this representative topology, the
STA has two potential transition candidates, AP2 and AP3. The STA decides through scanning, 802.11k
neighbor reports, and other means, that the best candidate for transition is AP2. 


There are two mechanisms for the STA to issue resource requests to candidate AP’sAPs. In one case, the
STA could go goes off-channel from its current association and communicate communicates over the air
with the target candidate AP. In the second case, the STA could communicate communicates with the target
candidate AP through its existing AP. In either case, the STA uses the Resource Request Service Access
Point (RRSAP) to generate and respond to resource reservation.


The RRSAP handles Resource Requests. The RRSAP on the STA is used to generate queries or resource
requests. The RRSAP at the AP will receive and process Resource Requests from STA’s STAs originating
over the air or over the DS. The RRSAP can also forward resource requests on behalf of the STA over the DS
to a potential transition candidate.


The STA may choose to reserve resources at the transition candidates prior to transition. Upon successful
completion, resources are reserved at the target AP’s APs for a fixed limited length of time. The STA must
complete the transition within the time limit in order to access its reserved resources.


Reservation policies can be applied to limit the number of reservations that a STA can make or limit the
number of AP’s APs where the STA can concurrently reserve resources. 


Policy
Management


Serv er


Authentication
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AP 1 AP 2 AP 3


Distribution
Serv ice


STA


Current
Association Target


Association


Communications
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Figure 7A—Representative Fast Transition Topology


BSS BSS-Transition service provides a generic mechanism to reserve resources at a candidate TTAP candi-
date called the Resource Information Container (RIC). It provides a mechanism for the STA to build
resource requests that could include mandatory and optional resources, or request for alternative resources.


In an RSN a Robust Security Network environment, the BSS-Transition service describes mechanisms to
support pre-keying and resource pre-establishment between a station and an AP. It describes a key hierarchy
to extend the scope of a PMK from a single AP to many APs in a complex network that may include both
standalone APs and centralized architectures. It defines a new 802.11 authentication type, which allows the
client to initiate a handshake to establish the PTK prior to (re)association.


5.7 Message information contents that support the services


5.7.2 Association


Change text of section 5.7.2 as follows:


For a STA to associate, the association service causes the following messages to occur:


Association request


— Message type: Management
— Message subtype: Association request
— Information items:


IEEE address of the STA initiating the association
IEEE address of the AP with which the initiating STA will associate
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SSID
Power capability
Supported channels
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information


— Direction of message: From STA to AP


NOTE - the information items in the above list are a bullet list in 802.11, but bullet lists are not allowed by IEEE style
manual. Need to investigate this.


Association response


— Message type: Management
— Message subtype: Association response
— Information items:


Result of the request association. This is an item with values “successful” and “unsuccessful”
If the association is successful, the response shall include the association identifier (AID)
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information


— Direction of message: From AP to STA


NOTE - Figure 121D, for first contact, shows three additional fields in the Association and Association response mes-
sages: TSIE, TRIE, and RSNIE. These need to be added to the above text, and kept consistent with 7.2.3.4 and 7.2.3.5.


5.7.3 Reassociation


Change text of section 5.7.3 as follows:


For a STA to reassociate, the reassociation service causes the follow message to occur:


Reassociation request


— Message type: Management
— Message subtype: Reassociation request
— Information items:


IEEE address of the STA initiating the reassociation
IEEE address of the AP with which the initiating STA will reassociate
IEEE address of the AP with which the initiating STA is currently associated
SSID
Power capability
Support channels
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information
Resource request information


— Direction of message:
From STA to AP (The AP with which the STA is requesting reassociation)


The address of the current AP is included for efficiency. The inclusion of the current AP address facilitates
MAC reassociation to be independent of the DS implementation.


Reassociate response

10 Copyright © 2005 IEEE. All rights reserved.
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— Message type: Management
— Message subtype: Reassociation response
— Information items:


Result of the request reassociation. This is an item with values “successful” and “unsuccessful”
If the reassociation is successful, the response shall include the AID
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information
Resource request information


— Direct of message: From AP to STA


7. Frame formats


7.2 Format of individual frame types


7.2.3 Management frames


7.2.3.1 Beacon frame format


Insert the additional rows as follows in the proper order in Table 5


NOTE - Text for this section still needed. Other text in proposal says TRIE and TSIE are included in Beacon frames.


7.2.3.4 Association Request frame format


Insert the following row into Table 7:


NOTE - Figure 121D for First Contact shows the term “(Re)Association” for two of the messages. That implies to editor
that it could be Association or Reassociation. If so, then TSIE, TRIE, and RSNIE need to be added to this section.


Table 5—Beacon frame body


Order Information Notes


TBD TBD TBD


TBD TBD TBD


TBD TBD TBD


Table 7—Association Request frame body


Order Information Notes


TBD TBD TBD

Copyright © 2005 IEEE. All rights reserved. 11
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7.2.3.5 Association Response frame format


Insert the following row into Table 8:


NOTE - Figure 121D for First Contact shows the term “(Re)Association” for two of the messages. That implies to editor
that it could be Association or Reassociation. If so, then TSIE, TRIE, and RSNIE need to be added to this section.


7.2.3.6 Reassociation Request frame format


Delete order 9, and insert rows at the end of Table 9 as follows:


NOTE - Proposal section 4.2.1 does not include “RSN” in the list of IEs in the reassociation request. The text states that
it is removed from Fast-Transition reassociations, since it is duplicated in the EAPKIE later. However, to support devices
that do 11i but not 11r, the RSN IE will still be present and needs to be handled by the AP. Therefore, Editor suggests (1)
RSN should be changed to be optional in Fast-Transition cases, and make the text “The RSN information element is only
present within Reassociation Request frames generated by STAs that have dot11RSNAEnabled set to TRUE, and which
do not have an EAPKIE later in the frame.”, or (2) keep the RSN IE separate and not in the Key-Info field of the EAPOL-
Key message, but insert Count IE before the RSNIE and rest of additions to be immediately after the RSN IE.


NOTE - 11ma added “Vendor Specific” and 11e added “QoS Capability”, both as order 10; presumably one of them will
use order 11. Numbers from proposal were adjusted.


NOTE - Text in 4.2.1 for the Count IE is “Specifies the number of IEs succeeding this IE and if present, protected by the
EAPKIE” Above text is believed to match the intent. Editor requests confirmation.


NOTE - Need to further specify the conditions for inclusion of each of these IEs in the reassociation request frame -
FBT/FBT&QoS/FBT&RSN


Insert the following text following Table 9:


Table 8—Association Response frame body


Order Information Notes


TBD TBD TBD


Table 9—Reassociation Request frame body


Order Information Notes


9 RSN The RSN information element is only present within Reassociation 
Request frames generated by STAs that have dot11RSNAEnabled set to 
TRUE


12 Count IE Specifies the number of IEs protected by the MIC in the EAPKIE (this IE, 
and succeeding this IE IEs up through and if present, protected by includ-
ing the EAPKIE)


13 TRIE A Fast Transition Resource IE to convey the Fast Transition resouce 
resource capabilities


14 TSIE A Fast Transition Security IE to convey the Fast Transition security capa-
bilities


15 RIC Request IEs The set of IEs that formulate a RIC request, for requesting QoS resources


... Other IEs that may require protection


15+n+1 EAPKIE An IE encapsulating EAPOL Keyan EAPOL-Message to include Key 
Message, which includes the required information for a Fast Transition
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For a Fast BSS Transition, the Reassociation request is used to request or confirm the availability of
resources that the STA need needs to complete its connection. For a Fast BSS Transition when RSNA is
enabled, the TSTA must assert liveness of the PTK by including the ANonce provided by the TTAP TTAP,
and authenticating the frame by including a valid MIC in the EAPKIE. The MIC shall protect the fields start-
ing with the Count IE up to and including the EAPKIE. The RSN IE information element in the EAPOL-Key
message contained in the EAPKIE must be bitwise identical to the RSN IE presented in the Fast Transition
Authentication Request Frame.


7.2.3.7 Reassociation Response frame format


Insert rows at the end of Table 10 as follows:


NOTE - 11ma added a row for “Vendor Specific” for order 6; 11e added a row for “EDCA Parameter Set”, and called it
order 5 (which was already taken in 802.11 standard for “Extended Supported Rates”); and 11k is adding a row for
“RCPI” and also calling it order 5. Assume 11e will be changed to order 6, 11k to order 7, and Vendor Specific moved to
order 8. Order numbers for our new entries adjusted accordingly.


NOTE - proposal noted several items (e.g. Listen Interval”, “Current AP address”, “SSID”, “Power Capability”, and
“Supported Channels”) as “As defined by 802.11 standard” that are not in 11ma nor 11e nor 11k. Where are they? These
appear in the Reassociation Request, but not in the Response; assumed to be mis-placed in the proposal text. Also, the
proposal noted a “RSN” in this frame, which does not appear anywhere.


NOTE - Text in 4.2.2 for the Count IE is “Specifies the number of IEs succeeding this IE and if present, protected by the
EAPKIE” Above text is believed to match the intent. Editor requests confirmation.


NOTE - Text in 4.2.2 included the Time Interval IE for a re-association timeout value. But the Reassociation has just
been done. Doesn’t seem reasonable that a timeout would be needed here.


NOTE - Need to further specify the conditions for inclusion of each of these IEs in the reassociation response frame -
FBT/FBT&QoS/FBT&RSN


Insert the following text following Table 10:


Table 10—Reassociation Response frame body


Order Information Notes


9 Count IE Specifies the number of IEs secceeding this IE and if present, protected by 
the EAPKIE
Specifies the number of IEs protected by the MIC in the EAPKIE (this IE, 
and succeeding IEs up through and including the EAPKIE)


10 TRIE A Fast Transition Resource IE to convey the Fast Transition resource 
capabilities


11 TSIE A Fast Transition Security IE to convey the Fast Transition security capa-
bilities


12 Time Interval IE The time interval IE indicating the re-association timeout value. The STA 
must complete the reassociation within this interval.


13 RIC Response IEs The set of IEs that formulate a RIC response, for responses for QoS 
resources


... Other IEs that may require protection


13+n+1 EAPKIE An IE encapsulating EAPOL Keyan EAPOL-Message to include Key 
Message, which includes the required information for a Fast Transition.
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For a Fast BSS Transition, the TTAP uses the Reassociation Response frame to respond to the TSTA
resource and PTKSA requests. The TTAP will include TRIE, TSIE, RIC IE(s), and EAPKIE in response to
the IEs included in the Reassociation request. If RSNA is enabled, the TTAP must assert liveness of the PTK
by including the SNonce provided by the TSTA TSTA, and authenticate the frame by including a valid MIC
in the EAPKIE. The MIC shall protect the fields starting with the Count IE up to and including the EAPKIE.
The RSN IE information element in the EAPOL-Key message contained in the EAPKIE must be bitwise
identical to the RSN IE presented in the TTAP Beacon Frame.


7.2.3.9 Probe Response frame format


Insert the order 23-TBD rows, and change the starting order in the final row (Request information ele-
ments) in Table 12 as follows:


NOTE - text needed for this section. Other sections in proposal identify TRIE and TSIE as being included in probe
responses.


7.2.3.10 Authentication frame format


Change the first paragraph of section 7.2.3.10 as shown:


The frame body of a management frame of subtype Authentication contains the information shown in Table
13. Only Authentication frames with the authentication algorithm set to Open System authentication or Fast
Transition authentication may be used within an a RSNA. RSNA STAs shall not associate if shared authen-
tication was invoked prior to RSN association. The Fast Transition Authentication exchange is only vaid
valid when the Fast Transition capability is enabled; more specifically, when the Fast Transition Information
Element is advertised by the BSSID and employed by the TSTA.


Insert the following paragraph after the first and before Table 13:


The Fast Transition Authentication algorithm allows a TSTA to initiate a Fast Transition.  If the FT Authen-
tication algorithm is selected, the TSTA will include its TSIE and TRIE in the FT Authentication Request.  If
Robust Security Network Association (RSNA) is enabled, the TSTA shall also include its SNonce contribu-
tion and include the key holder identities used for generating the PTK.


Table 12—Probe Response frame body


Order Information Notes


23 TBD TBD


24 TBD TBD


25 TBD TBD


2326-n Request informa-
tion elements


Elements requested by the Request information element of the Probe 
Request frame
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Insert five additional entries, and change the order 5 table entry as shown:


NOTE - Is the TSIE to appear in all Authentication frames? Or only Fast Transition frames? Editor believes there is a 
missing reference to footnote 3 in the proposal text, and the text should read “Fast Transition Security Information Ele-
ment. This field is only present in the Fast Transition Authentication frames as defined in Table 14.”.


Insert the following paragraph between Table 13 and Table 14:


The Fast Transition Authentication exchange may include a variable number of information elements to pro-
vision security and QoS resources.  When RSNA is enabled, the QoS resource reservation mechanism is
authenticated by the MIC specified in the EAPOL-IEEAPKIE.  Further, the MIC specified in the EAPOL-IE
EAPKIE shall protect all of the information commencing with the IE count to the (and including the)
EAPOL-IEEAPKIE.


Change heading row of Table 14, change rows for “Shared Key 2” and “Shared Key 3” as shown, and
Insert the following four rows at the end of the table.


Table 13—Authentication frame body


Order Information Notes


5 Count IE Specifies the number of IEs protected by the MIC in the EAPKIE (this IE, 
and succeeding IEs up through and including the EAPKIE). This field is 
only present in the Fast Transition Authentication frames as defined in 
Table 14.


6 TRIE Fast Transition Resource Information Element. This field is only present 
in the Fast Transition Authentication frames as defined in Table 14.


7 TSIE Fast Transition Security Information Element.


8 RIC IE(s) Resource Information Container. This is a variable number of information 
elements. This field is only present in the Fast Transition Authentication 
frames as defined in Table 14.


9 EAPK IEEAPKIE This field is only present in the Fast Transition Authentication frames as 
defined in Table 14.


510 Vendor Specific One or more vendor specific information elements may appear in this 
frame


Table 14—Presence of challenge text information elements


Authentication Algorithm


Authentication 
transaction 
sequence 
number


Status Code Challenge Text Presence of fields 4-
9


Shared Key 2 Status Challenge text Present


Shared Key 3 Reserved Challenge text Present


Fast Transition 1 Reserved Not Present


Fast Transition 2 Status Count, TRIE, TSIE, EAPKIE Present


Fast Transition 3 Reserved Count, TRIE, TSIE, RIC, EAPKIE 
Present
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NOTE - Editor doesn’t believe this table adequately covers the fast BSS transition case in a non-RSNA environment
with QoS, nor a RSNA environment without QoS. If it doesn’t, contributions needed.


7.3 Management frame body components


7.3.1 Fixed fields


7.3.1.1 Authentication Algorithm Number field


Insert after “Authentication algorithm number = 1” the following line:


Authentication algorithm number = 2: Fast Transition


NOTE: Value of 2 for this authentication algorithm number needs to be cleared with the IEEE Assigned Number
Authority.


7.3.1.9 Status Code field


Insert five rows into Table 20, and Change first “Reserved” row, as follows:


NOTE - 11ma modified table to make two reserved blocks, with vendor-specific values in the middle; 11e defined values
up through 50 (in particular, values 32-35, 37-39, and 47-50); 11ma had left 27-39 and 47-50 reserved (leaving room for
11e), and defined value 51; values here adjusted accordingly. The values of these status codes need to be cleared with the
IEEE Assigned Number Authority.


Fast Transition 4 Status Count, TRIE, TSIE, RIC, EAPKIE 
Present


Table 20—Status Codes


Status Code Meaning


52 Invalid Fast Transition Action Frame Count


53 Expected a reservation to precede Fast Transition


54 Invalid TSPEC


55 Invalid PMKID


56 Invalid 802.1X IE


5256-220 Reserved


Table 14—Presence of challenge text information elements


Authentication Algorithm


Authentication 
transaction 
sequence 
number


Status Code Challenge Text Presence of fields 4-
9
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7.3.1.11 Action Field


Insert row into Table 21, and modify the “Reserved” row, as follows:


NOTE - 11k assigned value 5 to Radio measurement. Need to confirm our selection of value 6 with IEEE Assigned
Number Authority..


7.3.2 Information Elements


Insert the following into Table 22, and change the final row as marked:


NOTE - 802.11 defines values up through 50; 11k defines 51-53. These were chosen as next available numbers. Need to
check these assignments with IEEE Assigned Number Authority.


Table 21—Category Values


Name Value See Sub-clause


Fast BSS Transition 6 7.4.3


Reserved 67-127 -


Table 22—Element IDs


Information Element Element ID


Count 54


Fast Transition Resource (TRIE) 55


Fast Transition Security (TSIE) 56


Fast Transition Key Holder 57


Time Interval 58


Resource Information Container - 
Root


59


Resource Information Container - 
Data


60


Fast Transition 802.1X EAPOL-
Key IE Information Element (EAP-
KIE)


61


Reserved 5462-255
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7.3.2.25 RSN Information element


7.3.2.25.2 AKM suites


Insert after third row of table 29, and change fourth row (suite type 3-255) as follows:


NOTE - proposal section 4.4.8 had suite type 4 both assigned for PSK and reserved. Request confirmation that above is
the intention.


Insert the following new subsections after subsection 7.3.2.37, adjusting the figure numbers and table
numbers as necessary


NOTE - 11ma ended with 7.3.2.26, Table 30, Fig 80; 11e added 7.3.2.13 through 7.3.2.20 (which will become 27-34),
tables 20.1 through 20.8 (30A-30H), and Figures 46.1 through 46.15 (80A-80O); 11k added 7.3.2.26 through 7.3.2.28
(which will become 35-37), 1 table (30I), 8 figures (80P-80W). So we tentatively start with 7.3.2.38, Table 30J, Figure
80X. Need to monitor 11k for changes that will affect this numbering.


7.3.2.38 Count Information Element


The Count Information Element specifies the number of Information Elements that are integrity-protected
by their inclusion in the MIC in a subsequent EAPKIE. The value includes the Count IE itself, and all subse-
quent IEs up through and including the EAPKIE. The format for this information element is defined in Fig-
ure 80X:


NOTE - Text in proposal was “The Count Information Element IE specifies the number of IEs that follow the Count
IE. When security is enabled, all IEs including and following this Count IE will be integrity protected, including the
EAPKIE”. The format for this information element Editor believes the replacement text is defined in Figure
80X:clearer and technically equivalent. Confirmation requested.


Table 29—AKM suite selectors


OUI Suite type Authentication type Key management type


00-0F-AC 3 Fast BSS transition Authentication 
negotiated over IEEE 802.1X, or 
using PMKSA caching as defined 
in 8.4.6.2


Fast Transition Key management 
as defined in 8.5A


00-0F-AC 4 PSK Fast Transition Key management 
as defined in 8.5A


00-0F-AC 35-255 Reserved Reserved


Element ID Length Informaion Element Count


Octets: 1 1 1


Figure 80X—Count Information Element
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The Length field must be set to 0x03.


The Information Element Count value gives the number of IEs succeeding this Count IE.


NOTE - Proposal section 4.4.1 says length must be 0x03. But 11ma section 7.3.2 states that length indicates the length of
the information field, not the total length of the element. Confirmation of this change requested.


The Information Element Count value gives the number of IEs, including itself, up through and including
the EAPKIE. Its minimum value is 0x02.


7.3.2.39 Fast Transition Resource Information Element (TRIE)


A new information element The Fast Transition Resource Information Element is defined to enable the
advertisement of network infrastructure policy and information for resources that resource reservation infor-
mation. This can assist a TSTA to decide in deciding which transition mechanism mechanism(s) to use. A
TTAP can advertise the TRIE through a Beacon frame and through a Probe Response frame. This informa-
tion element is defined in Figure 80Y.


NOTE - Should this be “A TTAP” or “An AP”? Is it somehow different from TSIE and KeyHolderIE (which can be
advertised by “an AP”)?


NOTE - Beacon and Probe Response frames are not yet defined. Need to keep the above paragraph consistent with their
eventual definition.


Element ID Length Information Element Count


Octets: 1 1 1


Figure 80X—Count Information Element


Element ID Length
Fast Transition 


Resource 
Mechanisms


Resource Mobility 
Domain


Octets: 1 1 3 16


Figure 80Y—Fast Transition Resource Information Element (TRIE)
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.


NOTE - Proposal section 4.4.3 showed the “Fast Transition Resource Mechanism” as 3 octets, but the detailed figure
showed the Mobility Domain as bytes 1-16. Editor believes that the length was intended to be 1+16, for total of 17.


The Length field must be set to 19 (0x13).


The Fast Transition Resource Mechanism value is as defined in Table 30J.


The Resource Mobility Domain is set to the unique identifier which specifies the AP’s over-the-DS reach-
ability. All APs in a RMD have over-the-DS reachability to all other APs in that RMD.


The STA can use information from the TRIE to determine the transition mechanisms supported and recom-
mended by the AP and infrastructure. The choice of executing any specific transition mechanism is left as
discretion of the STA.


7.3.2.40 Fast Transition Security Information Element (TSIE)


A new information element The Fast Transition Security Information Element is defined to enable the
advertisement of network infrastructure security policy and information, which . This can assist a TSTA to
decide in deciding which security mechanism mechanism(s) to use. An AP advertises this IE only when


Table 30J—Fast Transition Resource Mechanism value


Bit Meaning


0: Reservation over air AP supports Reservation over the air, which is protected using a separate 
handshake protocol


1: Reservation over DS AP supports Reservation over the DS


2: Reserve Option Set if reservation is mandatory, clear if reservation is optional.


3-6: Reservation Limit Number of APs at which a STA can reserve


7: Reserved Reserved


Element ID Length
Fast Transition 


Resource 
Mechamisms


Resource Mobility 
Domain


Octets: 1 1 3 16


Figure 80Z—Fast Transition Resource Information Element (TRIE)
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security during fast transitions is enabled on the network, through a Beacon frame, frame and a Probe
Response framesframe. This information element is defined in Figure 80Z.


.


NOTE - Proposal section 4.4.4 shows SMD-ID as bytes 1-15, with byte 0 unassigned. Editor believes that SMD-ID was
intended to be 16 octets, bytes 0-15. This would change the above table to be 16 octets for SMD-ID, and total length to
64 (0x40).


The Length field must be set to 63 (0x3F).


7.3.2.41 Fast Transition Key Holder Information Element


The Fast Transition Key Holder Information Element is defined to enable the advertisement of network
infrastructure security policy and information, which can assist a TSTA to decide which security mechanism
to use. An AP advertises this IE only when security during fast transitions is enabled on the network, through
a Probe Response frame. This information element is defined in Figure 80AA.


NOTE - Not in a Beacon? Is this intentional?


.


Element ID Length SMD-ID R0KH-ID R1KH-ID R2KH-ID


Octets: 1 1 15 16 16 16


Figure 80AA—Fast Transition Security Information Element (TSIE)


Element ID Length SMD-ID R0KH-ID R1KH-ID R2KH-ID


Octets: 1 1 15 16 16 16


Figure 80AB—Fast Transition Security Information Element (TSIE)


Element ID Length R0KH-ID 
#1


R0KH-ID 
#2


R0KH-ID 
#3 ...


Octets: 1 1 16 16 16 16 each


Figure 80AC—Fast Transition Key Holder Information Element
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NOTE - Proposal section 4.4.5 makes no sense to me. Figure above needs major editing. Editor needs help!


7.3.2.42 Time Interval Information Element


A new This generic information element Time Interval Information Element is introduced defined to define
the time element, which may be used for specifying specify various types of time intervals and timeouts.
This information element is defined in Figure 80AB.


.


The length field must contain a value 0x03.


The Interval type field must contain one of the values from Table 30K.


The Interval Value must be an unsigned 16-bit integer representing the number of TUs (milliseconds).


7.3.2.43 Resource Information Container Information Elements


The Resource Information Container (RIC) refers to a collection of Information Elements that are used to
express a resource request in a resource request message. RIC is also used to convey responses to the corre-
sponding responses.


Table 30K—Time Interval type value


Value Meaning


0x00 Reserved


0x01 Re-Association Deadline


0x02 Key Lifetime Interval


0x03-0xFF Reserved


Element ID Length Interval type Interval value


Octets: 1 1 1 2


Figure 80AD—Time Interval Information Element


Element ID Length Interval type Interval value


Octets: 1 1 1 2


Figure 80AE—Time Interval Information Element
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Each atomic resource is contained in one Information Element. For example, a TSPEC is contained in an
Information Element as described in section 7.3.2.29.


NOTE - above cross reference to 7.3.2.29 is to the section entitled “Traffic Specification (TSPEC) element”, contained
in amendment 802.11e, and given there as section 7.3.2.15. It is anticipated that this will become 7.3.2.29 when 11e is
merged into the complete 802.11 specification.


Two new IE types are defined by this section to introduce structure to the RIC. These are:


— RIC_ROOT (RRIE): used as the RIC header
— RIC_DATA (RDIE): used to describe each Resource Request.  A simple Resource Request is an


RDIE followed by single TSPEC. 


The basic format of the Resource Information Container has one RRIE and a list of Resource Requests, as
shown in Figure 80AC.


In a fully specified RIC each Each Resource Request comprises an RDIE followed by one or more TSPECs. If there are
multiple TSPECs then these are treated as "choices" by the target AP. The AP shall attempt to allocate the first TSPEC
and TSPEC; if this fails the AP shall attempt to allocate the next TSPEC instead TSPEC, and so on until a successful
allocation or the AP reaches the end of the TSPEC list. Thus, an "OR" relationship exists between TSPECs that follow an
RDIE.


An example of a RIC with two resource requests, each with a single TSPEC, is given in Figure 80AD.


An example of a RIC with one resource request, with a choice of two TSPECs, is given in Figure 80AE. This indi-
cates that the target AP can select one of the two TSPECs.


RRIE Resource Request Resource Request Resource Request


Figure 80AF—Resource Information Container - Basic Format


RRIE RDIE TSPEC RDIE TSPEC


Figure 80AG—Resource Information Container Example #1


RRIE RDIE TSPEC TSPEC


Figure 80AH—Resource Information Container Example #2


RRIE RDIE TSPEC TSPEC


Figure 80AI—Resource Information Container Example #2
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7.3.2.43.1 RIC Root Information Element (RRIE)


The Resource Information Container Root Information Element (RRIE) is defined in Figure 80AF.


.


The length field must contain a value 0x08.


The RRIE Identifier contains a unique value intended to match responses to requests.


The Count of RDIEs contains the number of RDIEs in this RIC.


The Target BSSID is the BSSID to which this RIC IE is to be sent.


7.3.2.43.2 RIC Data Information Element (RDIE)


The Resource Information Container Data Information Element (RDIE) is defined in Figure 80AG.


Element ID Length RRIE 
Identifier


Count of 
RDIEs Target BSSID


Octets: 1 1 1 1 6


Figure 80AJ—RRIE Information Element


Element ID Length RRIE 
Identifier


Count of 
RDIEs Target BSSID


Octets: 1 1 1 1 6


Figure 80AK—RRIE Information Element


Element ID Length Sequence 
Number


Control 
Options


Octets: 1 1 1 1


Figure 80AL—RDIE Information Element
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.


The length field must contain a value 0x02.


The Sequence Number is a unique value within this RIC, and chosen by the STAresource requestor. It is
used in the response to refer to a specific resource allocation request.


The Control Options value is as defined in Table 30L


The Mandatory bit set to 1 indicates that one of the TSPECs that follow the RDIE must be allocatable/allo-
cated for the resource request to be considered successful. If the Mandatory bit is set to 0, the AP should
keep processing the rest of the request in RIC even if none of the TSPEC IEs following the RDIE is allocat-
able/allocated.


The Confirm bit is used only in response messages to indicate success or failure of the allocation. It is set to
zero and ignored in request messages.


The Resource count indicates the number of TSPEC IEs, IEs that following follow this RDIE.


7.3.2.44 Fast Transition 802.1X EAPOL-Key Information Element (EAPKIE)


This element is defined to encapsulate the Fast Transition 802.1X EAPOL-Key message. This element must
be present in the 3rd and 4th FT Fast Transition Authentication messages, or in the FT Fast Transition Con-
firm and FT ACK Fast Transition Acknowledgement action frames, the (re)and association or reassociation


Table 30L—RIC Data Control Options


Bit Meaning


0: Mandatory Set if allocation of TSPEC is mandatory; clear if allocation of TSPEC is 
optional


1: Confirm Ignored in request messages, and should be set to zero. Set in response 
message to indicate allocation was successful, clear if allocation failure.


2-3: Reserved Reserved


4-7: TSPEC IE Count Number of TSPEC IEs that follow this RDIE


Element ID Length Sequence 
Number


Control 
Options


Octets: 1 1 1 1


Figure 80AM—RDIE Information Element
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request and response when FT Fast Transition and Security are enabled. The format for this information ele-
ment is defined in Figure 80AH: 


The Length must be set to the length of the EAPOL-Key message.


7.4 Action Frame Format Details


Insert new section 7.4.3 at end of section 7.4


7.4.3 Fast BSS Transition Action Details


Four Action frame formats are defined to specify support Fast BSS Transitions initiated through the cur-
rently associated BSSID AP (e.g. over the wireDS). The action field values associated with each frame for-
mat within the FBT Fast BSS Transition category are defined in Table 32B:


NOTE - values in above table are different than the values in the Authentication frames. Perhaps they should be the same
to minimize confusion of methods.


NOTE - last table in 11ma section 7.4 is 32; 11k adds one table (which they numbered as k13), which will eventually
become 32A. So this table is tentatively set to 32B, which may change if 11k adds more tables


7.4.3.1 FT Request


7.4.3.2 Fast Transition Request


The FT Request Action frame is used by a TSTA to trigger a pre-reservation request through the current
associated BSSID.


Table 32B—Fast BSS Transition Action Field Values


Action Field Value Description


Fast Transition Request 0


Fast Transition Response 1


Fast Transition Confirm 2


Fast Transition Acknowledgement 3


Reserved 4-255


Element ID Length 802.1X EAPOL-Key message


Octets: 1 1 1-255


Figure 80AN—Encapsulated 802.1X EAPOL-Key information element
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NOTE - Last figure in 11ma section 7.4 is 85. 11k is still using Word, and numbered the figures in 7.4.2 as k29 up
through k35. These will eventually be renamed as 85A through 85G. So our starting point is tentitavely tentatively set to
85H, which will change if 11k adds more figures.


NOTE - Proposal sections 4.3.1.1 through 4.3.1.4 all show the EAPKIE as fixed length of 95 octets. But the EAPKIE
includes a RSN IE. While the Authentication request and response messages removed the separate RSN ID because it is
included in the EAPKIE, this does not. So two questions here: (1) Is it intended that the RSN ID be separate rather than
included in the EAPKIE (and if separate, what should the RSNIE within the EAPKIE contain), and (2) How is the length
of the EAPKIE fixed at 95 octets when the length of the RSNIE is variable? Editor is confused and needs guidance.


The frame body of a Fast Transition Request contains the information shown in Figure 85H.


The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.


The Action field shall be set to 0.


NOTE - to make consistent with Authentication frames (numbered 1-2-3-4), this value of Action field should be 1.


The TTAP field shall be set to the BSSID value of the target AP.


The Count IE specifies the number of IEs that follow the Count IE.


The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs
up through and including the EAPKIE).


The TRIE field shall be set to the Fast Transition Resource IE Information Element with the resource policy
it is negotiating.


The TSIE field shall be set to the Fast Transition Security IE Information Element with the security policy it
is negotiating.


The RSNIE field is only present when RSN is enabled and shall be set to the RSN IE as defined in section
7.3.2.25. When present, the RSN IE defines the security policy negotiated by the TSTA. In addition, the
TSTA must provide the R2Name used to generate a fresh PTKSA.


The EAPKIE field is only present when RSN is enabled and the RSN IE is specified. The EAPKIE must pro-
vide a random SNonce in the KeyNonce field.


Category Action TTAP Count IE TRIE TSIE RSN IE EAPKIE


Octets: 1 1 6 4 19 66 Variable 95


Figure 85H—Fast Transition Request Frame Format
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7.4.3.3 FT Response


7.4.3.4 Fast Transition Response


The FT Response Action frame is transmitted by the current BSSID as a response to the TSTA’s Fast Tran-
sition Request. The frame body of the Fast Transition Response is as follows:.


NOTE - a Status code from this message is referenced in section 8A.4.2. It needs to be added.


The frame body of a Fast Transition Request contains the information shown in Figure 85I.


The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.


The Action field shall be set to 1.


NOTE - to make consistent with Authentication frames (numbered 1-2-3-4), this value of Action field should be 2.


The TTAP field shall be set to the BSSID value of the target AP.


The Count IE specifies the number of IEs that follow this Count IE.


The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs
up through and including the EAPKIE).


The Time Interval IE used shall be set to convey either the reassociation deadline time.


NOTE - proposal text was “Time interval information element used to convey either the reassociation deadline time.”
Confirmation requested that the above text is accurate.


The TRIE field shall be set to the Fast Transition Resource IE Information Element with the resource policy
it is negotiating.


The TSIE field shall be set to the Fast Transition Security IE Information Element with the security policy it
is negotiating.


The RSNIE field is only present when RSN is enabled and shall be set to the RSN Information Element as
defined in section 7.3.2.25. When present, the RSN Information Element defines the security policy adver-
tised by the TTAP’s beacons. In addition, the TTAP must provide the R2Name used to generate a fresh
PTKSA.


Category Action TTAP Count 
IE


Time 
Interval 


IE
TRIE TSIE RSN IE EAPK 


IE


Octets: 1 1 6 4 5 19 66 Variable 95


Figure 85I—Fast Transition Response Frame Format
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The EAPKIE field is only present when RSN is enabled and the RSN IE Information Element is specified.
The EAPKIE must provide a random ANonce in the KeyNonce field and a KeyLifetime for the FT Key
Hierarchy.


7.4.3.5 FT Confirm


7.4.3.6 Fast Transition Confirm


The FT Confirm Action frame is used by the TSTA to confirm to the TTAP receipt of the ANonce and to ini-
tiate both the liveness of the PTKSA and, if required, to request QoS resources. The FT Confirm action
frame body format is as follows:


The frame body of a Fast Transition Confirm contains the information shown in Figure 85J.


The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.


The Action field shall be set to 3.


NOTE - proposal section 4.3.1 said this value should be 2, but section 4.3.1.3 has value 3. Editor believes the sequence
1-2-3-4 (matching the Authentication frames) is preferred, and that this frame should have value 3.


The TTAP field shall be set to the BSSID value of the target AP.


The Count IE specifies the number of IEs that follow this Count IE.


The Count IE specifies the number of IEs protected by the MIC in the EAPKIE (the Count IE itself, and succeeding IEs
up through and including the EAPKIE).


The TRIE field shall be set to the Fast Transition Resource IE Information Element with the resource policy
it is negotiating.


The TSIE field shall be set to the Fast Transition Security IE Information Element with the security policy it
is negotiating.


The RSNIE field is only present when RSN is enabled and shall be set to the RSN Information Element as
defined in section 7.3.2.25. When present, the RSN Information Element defines the security policy speci-
fied in the FT Request frame body.


The RIC-Request field is present only if QoS resources are to be requested. This field shall be a sequence of
RIC IEs Information Elements (RRIE, followed by one or more RDIE(s)), as specified in section 7.3.2.43.


Category Action TTAP Count 
IE TRIE TSIE RSN IE RIC 


Request
EAPK 


IE


Octets: 1 1 6 4 19 66 Variable Variable 95


Figure 85J—Fast Transition Confirm Frame Format
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The EAPKIE field is only present when RSN is enabled and the RSN IE Information Element is specified.
The EAPKIE must echo the ANonce in the KeyNonce field and authenticate all fields commencing with the
Count IE and including the EAPKIE. The authentication tag shall be transmitted in the EAPOL-Key MIC
field and use the same algorithms as specified in section 8.5.2.


7.4.3.7 FT ACK


7.4.3.8 Fast Transition Acknowledgement


The FT ACK Acknowledgement Action frame is transmitted by the current BSSID as a response to the
TSTA’s FT Fast Transition Confirm. The FT Acknowledgement action frame body format is as follows:.


NOTE - a Status code from this message is referenced in section 8A.4.2. It needs to be added.


The frame body of a Fast Transition Acknowledgement contains the information shown in Figure 85K.


The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.


The Action field shall be set to 4.


NOTE - proposal section 4.3.1 said this value should be 3, but section 4.3.1.4 has value 4. Editor believes the sequence
1-2-3-4 (matching Authentication frames) is preferred, and that the field value for FT ACK should be 4.


The TTAP field shall be set to the BSSID value of the target AP.


The Count IE specifies the number of IEs that follow this Count IE.


The Count IE specifies the number of Information Elements protected by the MIC in the EAPKIE (the Count Infor-
mation Element itself, and succeeding Information Elements up through and including the EAPKIE).


The Time Interval IE used to convey Information Element shall contain the reassociation deadline time.


The TRIE field shall be set to the Fast Transition Resource IE Information Element with the resource policy
it is negotiating.


The TSIE field shall be set to the Fast Transition Security IE Information Element with the security policy it
is negotiating.


The RSNIE field is only present when RSN is enabled and shall be set to the RSN IE Information Element as
defined in section 7.3.2.25. When present, the RSN IE Information Element defines the security policy spec-
ified in the FT Response frame body.


Categ-
ory Action TTAP Count 


IE


Time 
Inter-
val IE


TRIE TSIE RSN 
IE


RIC 
Respo


nse


EAPK 
IE


Octets 1 1 6 4 5 19 66 Vari-
able


Vari-
able


95


Figure 85K—Fast Transition Acknowledgement Frame Format
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The RIC-Response field is present only if QoS resources are to be requested. This field shall be a sequence
of RIC IEsInformation Elements (RRIE, followed by one or more RDIE(s)), as specified in section 7.3.2.43.


The EAPKIE field is only present when RSN is enabled and the RSN IE Information Element is specified.
The EAPKIE must echo the SNonce in the KeyNonce field and authenticate all fields commencing with the
Count IE Information Element and including the EAPKIE. The authentication tag shall be transmitted in the
EAPOL-Key MIC field and use the same algorithms as specified in section 8.5.2.


8. Security


Insert new clause 8.5A after end of 8.5, renumbering the following clauses, figures, and tables as needed.


8.5A Key distribution for Fast BSS Transition


While the use of the key distribution mechanism defined in clause 8.5 can facilitate a BSS transition, the
implication is that the TSTA must have established a fresh PMK with each AP prior to association. The
imposition of establishing a PMK by means of a full IEEE 802.1X EAP authentication can often be a time
expensive operation that would prohibit a fast BSS transition.


This clause describes a new key hierarchy and its supporting architecture that enables Fast BSS transitions
while obviating the need to have the STA (and each AP it transitions to) execute multiple IEEE 802.1X EAP
authentications.  Note however that while this new key hierarchy enables the optimal BSS transition, to
ensure backward compatibility all of the key distribution methods as defined by clause 8.5 are also sup-
ported.


8.5A.1 Overview


To accommodate different 802.11 based network topologies, a four level key hierarchy is introduced to
ensure introduced. This ensures key separation between each the potential entity, called key holderholders,
which are the authorized agents to hold the keying material. MultiThe multi-layer key hierarchy expedites
the distribution of keys between the network entities prior to, oror during, during a transition.  


As shown in Figure 120A, each entity holding a key is identified by a 16 octet identifier with the identifier.
The first level of the hierarchy (R0KH-ID) generating generates the PMK-R0 from either the PSK or from
the resulting AAA-Key resulting (per RFC 3748) from a successful 802.1X EAP Authentication between the
AS and the SPA.


NOTE - remember to fix all the occurrences of SPA to whatever they are supposed to be.


The lifetime of the keys is bound to the lifetime of the PSK or AAA-Key.  For example, the RADIUS proto-
col communicates key lifetime through the Session-Timeout attribute. It is important to note that any keys
derived from PMK-R0 cannot have a lifetime that is greater than its parent.


The TGr FBT key hierarchy derives its keys using a new Key Derivation Function (KDF) as defined in Sec-
tion 8.5A.3 with separate labels to further distinguish derivations.  Each level of the hierarchy derives keys
for the level below it.  The distribution of keys within the PMK key holders is outside the scope of the TGr
PAR and thus is not disucssed in this documentspecification.  However, to ensure security, this new key
hierarchy requires that keys only be distributed down the key hierarchy using a secure transport protocol.  
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The FBT key hierarchy is shown in Figure 120A:


Figure 120A—Fast BSS Transition Key Hierarchy


NOTE - something went wrong in transferring this figure into Frame. Need to go back to original source and fix.


As different entities, whether physical or logical, may hold keying material used to derive PTKs, the four
level key heirarchy hierarchy is enforced to ensure that compromise of such keying material is isolated to
only that branch of the hierarchy.  For example, the AAA server on which the top level key is established
will be able to derive the keys used by every AP (in the hierarchy) and have the knowledge to decrypt any
session on any AP.  Thus, if the AAA server is compromised, then every key in the hierarchy is compro-
mised and their resulting sessions must be deleted.  


However, if the third level (R2KH in Figure 120A) is compromised, only its corresponding key PMK-R2
and the keys derived from that PMK-R2 are compromised; only the sessions on APs using the keys derived
from that PMK-R2 are compromised and must be deleted.  Furthermore, since the key hierarchy lacks fresh-
ness, they must never be derived again from higher layer keys.  For ease of implementation, APs may delete
the higher layer keys to simplify its session states.


R 0 K ey H older 
R 0K H -ID  


R 1 K ey H older 
R 1K H -ID A  


R 1 K ey H older 
R 1K H -ID B  


R 2  K ey H older 
R 2K H -ID C  


R 2  K ey H older 
R 2K H -ID D  


R 2 K ey H older 
R 2K H -ID E  


R 2 K ey H olde
R 2K H -ID F 


A uthen tication  S erver  
(802.1X  A uthentication  only) 


B S S ID
G  


B S S ID
H  


B S S ID I B S S ID J 


A A A -K ey or P S K  


P M K - PM K -


P M K -


P M K -


P M K -
P M K -R 2 F 


P T K G P T K H  P T K I P T K J 


P M K -R 0 

32 Copyright © 2005 IEEE. All rights reserved.
This is an unapproved IEEE Standards Draft, subject to change.







Wireless Fast BSS Transition IEEE P802.11r/D0.01™


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

The mechanisms for ensuring keys are deleted and not derived again after a compromise in the key hierarchy
is outside the scope of the TGr PAR and thus is not duscussed in this documentspecification.  However, to
ensure that keys are not deleted without warrant, there should be some mechanism to ensure authorization
for key distribution as well as key deletion.


8.5A.2 Key Hierarchy


As shown in Figure 120A, the TGr FBT key hierarchy consists of four levels whose keys are derived using a
new KDF described in Section 8.5A.3.  The key derivation hierarchy is shown in Figure 120B below.


1) PMK-R0 - the top level of the TGr FBT key hierarchy; this key is derived as a function of the
MSK and SSID and stored by the PMK-R0 key holder, R0-KHR0KH.  This key is mutually
derived by the SPA and the R0-KH R0KH and named by the SSID, SPA and R0-KHR0KH.


2) PMK-R1 - the first second level of the key hierarchy; this key is mutually derived by the SPA
and the R1 Key holder, R1-KHR1KH.  This key is named by the SPA, R0-KH R0KH and the
R1-KHR1KH.


3) PMK-R2 - the second third level of the key hierarchy; this is mutually derived by the SPA and
the R2 key holder, R2-KHR2KH.  This key is named by the SPA, R0-KHR0KH, R1-KH
R1KH and R2-KHR2KH.


4) PTK - the last level of the key hierarchy that defines the 802.11 and 802.1X protection keys.
The PTK is mutually derived by the SPA and the TTAP.  This key is named by SNonce,
ANonce, SPA, and TTAPBSSID. 


NOTE - numbering of the levels was consistently made PMK-R1 at second level, PMK-R2 at third level. Editor requests
confirmation of this intent.


NOTE - AA (presumably the AP MAC address, same as BSSID) is included in the formulas later for R2Name. Should
be added to item #3 above.


NOTE - No formula is given later for a PTKName. Several refs later for a PTKName, but not clear if it is needed or used.
Need to keep item #4 in list above consistent with definition of PTKName (or lack thereof).


While TGr FBT defines a four level key hierarchy; , the last level ultimately results in a PTK to be con-
sumed in the same manner as defined by Section 8.5.
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Figure 120B—FBT Key Derivation Hierarchy


NOTE - PTK formula in 8.5A.8 has the string “PTK Key derivation” instead of “PTKey derivation”, and has AA fol-
lowed by SPA. The figure above should be consistent with the text.


8.5A.3 Key derivation function


A new key derivation function function, KDF, is used to address sliding parameter vulnerabilities existing in
the 802PRF function of 8.5.1.11i PRF1. The FT key derivation KDF function is a variant of the 802.11i key
derivation function PRF function, and defined as follows:


Algorithm kdf


Output = KDF-Length (K, label, Context) where
Input: K, a 256 bit key derivation key


label, a string identifying the purpose of the keys derived using this KDF
Context, a bit string that provides context to identify the derived key
Length, the length of the derived key in bits


Authentication 
Server 


PM K-R0 Key 
Holder 


(R0KH-ID ) 


PM K-R1 Key 
Holder 


(R1KH-ID ) 


PM K-R2 Key 
Holder 


(R2KH-ID ) 


PTK 
(held by AP & STA) 


PM K -R0 = KDF-256 (M SK, “R0 K ey D erivation” || SSID  || SPA) 


PM K -R1 = KDF-256( PM K-R0, “R1 Key Derivation” || R0KH -ID ||  
                                 R1KH-ID || SPA) 
 


PM K -R2 = KDF-256( PM K-R1, “R2 Key Derivation” || R0KH -ID ||  
                                 R1KH-ID || R2K H-ID || AA || SPA) 
 


PTK = KDF-X XX( PM K-R2,  “PTKey derivation” || SNonce || 
                                 ANonce || R0K H-ID || R1KH -ID || R2K H-ID ||  
         SPA || AA) 
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Output: a Length-bit derived key


result = ""
iterations =  (Length+159)/160 
do i = 1 to iterations


result = result || HMAC-SHA1(K, i || label || 0x00 || Context || Length)
od
return first Length bits of result, and securely delete all unused bits


In this algorithm, i and Length are encoded as 16 bit unsigned integers, represented using the bit ordering
conventions of Clause 7.1.1.


8.5A.4 PMK-R0


To ensure policy consistency in both security and QoS, the TSTA must roam across BSSID’s can only use
the Fast BSS Transition mechanisms to APs that retain the same SSID, security policy and similar QoS capa-
bilities as the BSSID AP with which the TSTA is currently associtated withassociated.  Thus, the top level
TGr FBT Key Hierarchy key, PMK-R0  binds the SPA, top level key holder (R0KH-ID) and SSID with the
keying material resulting from the negotiated AKM (e.g. the AAA-Key for 802.1X EAP authentication
authentication, or PSK).  The PMK-R0 is the top level 256 bit keying material used to derive the next level
keys (PMK-R1s):


PMK-R0 = KDF-256(MSK, "R0 Key Derivation", SSID || SPA)


where


— KDF-256 is the KDF function as defined in Section 8.5A.3 used to generate a key of length 256 bits.
— MSK is the Master Session Key from the 802.1X EAP authentication.
— "R0 Key Derivation" is the literal string consisting of the sequence of letters 'R', '0', ' ', 'K', 'e', 'y', ' ',


'D', 'e', 'r', 'i', 'v', 'a', 't', 'i', 'o', and 'n' (no null terminator).
— SSID is the service set identifier.
— SPA is the STA’s MAC address.


The PMK-R0 is referenced and named as follows:


R0Name = SHA-256(PMK-R0 || "R0 Key Name" || SSID || R0KH-ID || SPA)


The entity that stores this key is typically the NAS that is identified by a 16 octet string referred to as the
R0KH-ID.  The R0KH-ID must be advertised by the TTAP in the beacons and probe responses.


Informative Note: the R0KH-ID may also be advertised by 11k, but its definition for this is out of scope for
this specification.


8.5A.5 PMK-R1


The second level TGr key of the FBT Key Hierarchy, PMK-R1 R1, is a 256 bit key used to derive the second
third level keys (PMK-R2R2s).  The PMK-R1 binds the SPA, top and second level key holders: 


PMK-R1 = KDF-256( (PMK-R0, "R1 Key Derivation", R0KH-ID || R1KH-ID || SPA)


where


— KDF-256 is the KDF function as defined in Section 8.5A.3 used to generate a key of length 256 bits.
— PMK-R0 is the top level key in the FBT Key Hierarchy.
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— "R1 Key Derivation" is the literal string consisting of the sequence of letters 'R', '1', ' ', 'K', 'e','y', ' ',
'D', 'e', 'r', 'i', 'v', 'a', 't', 'i', 'o', and 'n' (no null terminator).


— R0KH-ID is the 16-octet identifier of the holder of PMK-R0.
— R1KH-ID is the 16-octet identifier of the holder of PMK-R1.
— SPA is the STA’s MAC address.


The PMK-R1 is referenced and named as follows:


R1Name = SHA-256(R0Name || R0KH-ID || R1KH-ID || SPA)


This level enables nework network topologies where a device is connected to a NAS and to one or many APs
APs, and provides the facility of cacheing caching TSTA's keys.  The entity that stores this key is identified
by a 16 octet string referred to as the R1KH-ID.  The R1KH-ID must be advertised by the TTAP in the bea-
cons and probe responses.  


Informative Note: the R1KH-ID may also be advertised by 11k, but its definition for this is out of scope for
this specification.


8.5A.6 PMK-R2


The second third level TGr key in the FBT Key Hierarchy, PMK-R2 R2, is a 256 bit key used to derive the
PTK.  The PMK-R2 binds the SPA, top, second and third level key holders: 


PMK-R2 = KDF-256( (PMK-R1, "R2 Key Derivation", R0KH-ID || R1KH-ID || R2KH-ID || AA || SPA)


where


— KDF-256 is the KDF function as defined in Section 8.5A.3 used to generate a key of length 256 bits.
— PMK-R1 is the second level key in the FBT Key Hierarchy.
— "R2 Key Derivation" is the literal string consisting of the sequence of letters 'R', '2', ' ', 'K', 'e','y', ' ',


'D', 'e', 'r', 'i', 'v', 'a', 't', 'i', 'o', and 'n' (no null terminator).
— R0KH-ID is the 16-octet identifier of the holder of PMK-R0.
— R1KH-ID is the 16-octet identifier of the holder of PMK-R1.
— R2KH-ID is the 16-octet identifier of the holder of PMK-R2.
— AA is the AP’s MAC address.
— SPA is the STA’s MAC address.


The PMK-R2 is referenced and named as follows:


R2Name =  SHA-256(R0Name || R0KH-ID || R1KH-ID || R2KH-ID || AA || SPA)


The entity that stores this key is the TTAP's 802.1X Authenticator and is identified by a 16 octet string
referred to as the R2KH-ID.  The R2KH-ID must be advertised by the TTAP in the beacons and probe
responses.  


Informative Note: the R2KH-ID may also be advertised by 11k, but its definition for this is out of scope for
this specification.


8.5A.7 PMK Distribution within a Security Mobility Domain


A mechanism has been defined for caching and distributing PMKs, using the above described logical key
hierarchy.  A TSTA first acquires PMK-R0 keys for use in fast transitioning ("first contact") via the SD
Security Domain of the AP with which it associated.  This SD Security Domain is part of an SMDSecurity
Mobility Domain, and this SMD Security Mobility Domain may contain additional SDsSecurity Domains.
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A TSTA may transition to any of the SDs Security Domains within a SMDSecurity Mobility Domain.  The
R1 Key Holders of the other Security Domains acquire PMK-R1 from the PMK-R0 Key Holder in the orig-
inal SDSecurity Domain.


This logical hierarchy is illustrated in figure below. 


Figure 120C—Key Distribution within Security Mobility Domain


When the 802.1X AKM is used to establish keys, the PMK-R0 Key Holder acquires PMK-R0 from the
AAA Client, which may be co-located with the PMK-R0 Key Holder or may be a separate device. When
Pre-Shared Keys are used, the AAA Client is omitted and the PMK-R0 Key Holder uses an alternate means
of acquiring PMK-R0 as a derivation of the PSK.
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Each PMK-R0 Key Holder is responsible for deriving PMK-R1 and transmitting it to the appropriate PMK-
R1 Key Holder in the SD Security Domain with which the station is associated. This may be the SD Security
Domain of which it is a member, or it may be a different SDSecurity Domain.  


Each PMK-R1 Key Holder is responsible for deriving PMK-R2 and transmitting it to the appropriate PMK-
R2 Key Holder in its own SDSecurity Domain. 


Each PMK-R2 Key Holder is responsible for conducting the negotiation with the station to derive the PTK.


8.5A.8 PTK


The fourth level of the key hierarchy is the PTK.  This key is mutually derived by the SPA and the TTAP
with the key length being a function of the negotiated cipher suites as defined by 802.11i.  Using the KDF
construction defined in Section 8.5A.3, the PTK derivation is as follows:


PTK = KDF-PTKLen(PMK-R2, "PTK Key derivation", SNonce || ANonce || R0KH-ID || R1KH-ID
|| R2KH-ID || AA || SPA)


where


— KDF-PTKLen is the KDF function as defined in Section 8.5A.3 used to generate a PTK of length
PTKLen.


— PMK-R1 R2 is the key that is shared between the SPA Supplicant and the AA Authenticator 
— "PTK Key derivation" is the literal string consisting of the sequence of letters 'P', 'T', 'K', ' ', 'K', 'e',,


'y',, ' ', 'd', 'e', 'r', 'i', 'v', 'a', 't', 'i', 'o', and 'n' (no null terminator).
— SNonce is a 256 bit random bit string contributed by the SPASupplicant
— ANonce is a 256 bit random string contributed by the AAAuthenticator
— SPA is the Supplicant’s (STA’s s) MAC address
— AA is the Authenticator’s (AP's s) MAC Address (BSSID).
— PTKlen is the total number of bits to derive, e.g. number of bits of the PTK.  The length is dependent


on the negotiated cipher suites as defined by 802.11i


NOTE - need a ref to somewhere in the spec, rather than just to 802.11i


NOTE - later sections (e.g. 8A.4.1, 8A.4.2) refer to a PTKName, which is not defined. Should PTKName be defined?


8.5A.9 Fast Transition Authentication frame sequence


NOTE - the frame sequence described in this section is mapped into several different message sets. (1) 802.11 Authenti-
cation/Reassociation messages for the base mechanism, (2) 802.11 Authentication messages for over-the-air with reser-
vation, (3) Fast Transition Action messages for over-the-DS with reservation. Could possibly also be (4) Fast Transition
Action followed by Reassociation messages for a mixed over-the-DS/over-the-air transition. So the statement that they
are all “Message Type: Management” and “Message Subtype: Authentication” seems overly restrictive. Some more gen-
eral wording is needed for the frame descriptions in this section. Editor suggests dropping the “Message Type: Manage-
ment” and “Message Subtype: Authentication” from the descriptions, and making these procedures based on a sequence
of IEs (e.g. Count, TRIE, TSIE, TIE, RIC, others, EAPKIE), which can then be placed in any of the message sequences.


The FT Authentication frame sequence is invoked to initiate a Fast BSS Transition.  In an a RSNA enabled
negotiation, the first two FT Authentication frames are used to allow each TSTA and TTAP to provide their
random contributions SNonce and ANonce respectively.  These values must be random and are used to gen-
erate the PTK.    The first two message sequences are used to enable the TTAP to provision the PMK-R2 and
for the TSTA and TTAP to compute the PTK.  As the PTKSA must be established to protect the resource res-
ervation in an a RSNA enabled TSTA, no resources may be requested in the first two FT Authentication
frames.  If no RSNA is negotiated between the TSTA and TTAP, these first two frames are the equivalent of
the Open Authentication sequence.
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The third and fourth FT Authentication frames are used to prove liveness of the PTK and to enable authenti-
cated resource reservation. The FT Authentication frame sequence is always initiated by the TSTA and
responded by the TTAP.


8.5A.9.1 FT Authentication frame: 1st frame


The first frame of the FT Authentication frame sequence is used by the TSTA to initiate a Fast BSS Transi-
tion.  When RSNA is enabled, the TSTA shall, in the TSIE, include the corresponding key names of the key
hierarchy it is using to generate the PTK.  By including the key names and their respective key holders, the
TTAP can use this information to ensure it has the corresponding PMK-R2 or request for the appropriate
PMK-R2.  Additionally, the TSTA shall also include the SNonce as its random contribution to ensure the
derivation of a fresh PTK. Using the conventions of Clause 8 8:


— Message Type: Management
— Message Subtype: Authentication
— Information Items:


Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 1
Authentication Algorithm dependent information:


— TSIE must be included to negotiate the Fast Transition Capabilities
— If RSNA is enabled the EAPKIE must be included with the SNonce and RSNIE


values filled in, all other fields shall be zero.
— If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name


in the PMKID field.
— Direction of message: From TSTA to TTAP


8.5A.9.2 FT Authentication frame: 2nd frame


The second frame of the FT Authentication frame sequence is used by the TTAP to respond to the requesting
TSTA.  When RSNA is enabled, the TTAP shall also, in the TSIE, echo the key holders and key names used
to generate the PTK.  Additionally it shall also include the ANonce.


The response shall also include a status and when RSNA is enabled, it may return with a key lifetime (for the
FT key hierarchy) and a (re)association deadline.  The reassociation deadline is the time allotted for the
TSTA to initiate reassociation. Using the conventions of Clause 8 8:


— Message Type: Management
— Message Subtype: Authentication
— Information Items:


Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 2
Authentication Algorithm dependent information:


— TSIE must be included in response to the Fast Transition Capabilities request
— If RSNA is enabled the EAPKIE must be included with the ANonce and RSNIE


values filled in, all other fields shall be zero.
— If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name


in the PMKID field.
— If RSNA is enabled, FT Key lifetime must be included
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— (Re)association Deadline 
— Status 


— Direction of message: From TTAP to TSTA 


8.5A.9.3 FT Authentication frame: 3rd frame


The third frame of the FT Authentication frame sequence is used by the TSTA to assert, in an RSNA a
RSNA-enabled negotiation that it has a valid PTK and to authenticate a resource request.  If no resources are
required, then it may omit inclusion of the TSPEC IEs.  Similarly, if no RSNA is enabled, the RSNIE and
MIC values are omitted. Using the conventions of Clause 8 8:


— Message Type: Management
— Message Subtype: Authentication
— Information Items:


Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 3
Authentication Algorithm dependent information:


— TRIE and TSIE must be included to confirm to the Fast Transition Capabilities
— If RSNA is enabled the EAPKIE must be included with the ANonce and RSNIE


values filled in, all other fields shall be zero. The MIC shall protect the contents of
the FT Authentication frame starting with the IE count up to and including the
EAPKIE.    Additionally, the following bits shall be enabled:  security, MIC, A
(response is required) and Install.


— If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name
in the PMKID field.


— If resources are being requested, the RIC resource request shall be included 
— Direction of message: From TSTA to TTAP


8.5A.9.4 FT Authentication frame: 4th frame


The fourth frame of the FT Authentication frame sequence is used by the TTAP to respond to the requesting
TSTA.  The fourth message serves as final confirmation of both liveness of the PTK to the TSTA and
resource availability.  Note however that the EAPOL-IE may be absent if RSNA is disabled; similarly the
RIC-IE will be abset absent if no resources are requested.


The response shall also include a status and when RSNA is enabled, it may return with a key lifetime (for the
FT key hierarchy) and a (re)association deadline.  The reassociation deadline is the time allotted for the
TSTA to initiate reassociation. Using the conventions of Clause 8:


— Message Type: Management
— Message Subtype: Authentication
— Information Items:


Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 4
Authentication Algorithm dependent information:


— TRIE and TSIE must be included to acknowledge the Fast Transition Capabilities
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— If RSNA is enabled the EAPKIE must be included with the SNonce, RSNIE values
filled in, all other fields shall be zero. The MIC shall protect the contents of the FT
Authentication frame starting with the IE count up to and including the EAP-
KIE.    Additionally, the following bits shall be enabled:  security, MIC and Install.


— If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name
in the PMKID field.


— If RSNA is enabled, FT Key lifetime must be included in the Time Interval IE
— If resources are being requested, the RIC resource response shall be included along


with (Re)association Deadline 
— Status 


— Direction of message: From TTAP to TSTA 


Insert a new section following Section 8:


8A. Fast BSS Transition


8A.1 Overview of transition mechanisms


NOTE - Text from proposal section 3 and section 5 is here; is 8A a reasonable spot? Possibly better as 9A? 11A?


NOTE - This section really hits the ground running. It needs some introduction text. Contributions solicited.


With the reservation mechanisms being policy driven, it is feasible to have deployments that do not have
pre-reservation.  Thus, three two Fast BSS Transitions are defined in this amendmentdefined:


1) Base Fast BSS Transition: this mechanism is executed when a TSTA must transition to a TTAP
and does not require a reservation prior to its transition.


2) Pre-reservation Fast BSS Transition: this mechanism is executed when a TSTA needs assur-
ances that the required security and QoS resources be available prior to a transition.


APs must advertise both their capabilities and policies for supporting the Fast BSS Transition mechanisms.


8A.1.1 Capability Advertisement


Fast Transition capability will be advertised in the extended capability bit Information ElementBeacon and
Probe Response frames. A separate Separate Fast Transition Information Element is also Elements are
defined, which may contain 2 additional Information Elements, one each for resource and security.  The
resource and security Information Elements exist are present only if QoS and security, respectively, are
enabled on the network. All Information Elements will be advertised in Beacons and Probe Responses.


NOTE - original text first sentence was “Fast Transition capability will be advertised in the extended capability bit Infor-
mation Element”. That doesn’t seem to be defined in the proposal. It seems that the presence of TRIE and TSIE advertise
fast transition capability. Editor requests confirmation.


8A.1.2 Base Mechanism


Systems capable of Fast BSS Transition capable systems must support the Fast BSS Transition Base Mech-
anism.  The base mechanism enables TSTAs to transition to a TTAP in the event that it must transition with-
out expending costs for invoking a reservation or in the event that the deployment policy only enforces the
base mechanism.

Copyright © 2005 IEEE. All rights reserved. 41
This is an unapproved IEEE Standards Draft, subject to change.







IEEE P802.11r/D0.01™ Wireless Fast BSS Transition


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

The Fast BSS Transition (FBT) base mechanism optimizes the number of exchanges required to establish
either the 802.11i PTKSA or the 802.11e QoS resources. New information Information elements are intro-
duced included to allow for the PTKSA and QoS resources provisionment. The base mechanism is shown in
Figure 121A:


Figure 121A—Fast BSS Transition: Base Mechanism


NOTE - Reassociation Response should contain SNonce, not ANonce, according to 7.2.3.7. Confirmation requested.


NOTE - CIE (presumed to mean Count IE) hardly needs a subscript. How about just “Count”?


NOTE - ordering of the IEs in the sequence of messages should be consistent.


As shown in Figure 121A, the FBT base mechanism defines a new 802.11 Authentication FBT algorithm to
enable algorithm, FT. This enables the TSTA and TTAP to specify the PTKSA to be established as well as
provide established, and provides the respective SNonce and ANonce to precompute the PTK PTK. This
occurs prior to the TTAP committing QoS resources and TSTA to precompute the PTKSAresources.  The
PTKSA must be is established to enable the integrity protection of the QoS resources specified in the
(re)association exchange.


Note that the PTKSA request and response as well as the SNonce and ANonce triggers may be conducted
either over-the-air as shown in Figure 121A, or over the wire over-the-DS using the FBT Action Frame.


8A.1.3 Pre-Reservation Mechanism


Networks capable of Fast BSS Transition (FBT) capable networks may allow TSTA's to pre-reserve PTK-
SAs and QoS resources prior to (re)association.  The FBT pre-reservation mechanism decouples the alloca-
tion of the security and QoS resources from the TSTA's critical path, e.g. (re)association.   The decoupling
allows TSTAs better assurances of meeting the Fast BSS Transition time.


The notion of Resource Information Container (RIC) has been introduced to express expresses resource
requirements and various combinations of the resource requests. A RIC is essentially a collection of IEs


STA AP2AP1


STA determines it must 
break from AP1 and 


establish a session with AP2


(Re)association Request( CIESTA , TSIESTA, RSNIESTA, TRIESTA, RIC-IE-Request, 
EAPKIE[   Anonce, R2Name, MIC )


Successful (secure) session & Data transmission


802.1X Port Unblocked, Successful (Secure) Session & Data Transmission


802.11 Authentication Request( FT,  TSIESTA, RSNIESTA, TRIESTA,  EAPKIE[SNonce, 
R2Name] )


802.11 Authentication Response( FT, TSIEAP, RSNIEAP, TRIEAP ,  EAPKIE[ ANonce, 
R2Name, TIE(KeyLifetime] )


(Re)association Response( CIEAP , TSIEAP, RSNIEAP, TRIEAP , RIC-IE-Response,  
EAPKIE[   Anonce, GTK, N, R2Name, MIC, TIE(KeyLifetime)] )
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Information Elements that express the number of resources, the specification of the resource requirements
and any relationship between these resource requirements.


Similar to the FBT Base Mechanism, the FBT pre-reservation mechanism uses the FBT 802.11 Authentica-
tion algorithm to enable the pre-reservation of both the security and QoS resources.  Figure 121B demon-
strates the message flow for an a TSTA employing the FBT Pre-Reservation mechanism using the FBT
802.11 Authentication mechanism.


Figure 121B—Fast BSS Transition using Pre-reservation over the air


NOTE - Authentication ACK should contain SNonce, not ANonce, according to 8.5A.9.4. Confirmation requested.


NOTE - Reassociation Response should contain SNonce, not ANonce, according to 7.2.3.7. Confirmation requested.


NOTE - CIE (presumed to mean Count IE) hardly needs a subscript. How about just “Count”?


NOTE - ordering of the IEs in the sequence of messages should be consistent.


To further optimize potential delays and latencies incurred in channel switching and messaging over the air,
FBT Pre-Reservation can also be invoked using the current BSSID AP to relay the pre-reservation exchange
to the TTAP.  The figure below depicts the message flow for the FBT Pre-Reservation mechanism using the
current BSSIDAP.


STA AP2AP1


STA determines it must 
break from AP1 and 


establish a session with AP2


802.11 Authentication Confirm( FT, CIESTA,  TSIESTA, TRIESTA, RIC-IE-Request, 
RSNIESTA, EAPKIE[   ANonce, R2Name, MIC] )


Successful (secure) session & Data transmission


802.1X Port Unblocked, Successful (Secure) Session & Data Transmission


802.11 Authentication ACK(FT, CIEAP , TSIEAP, RSNIEAP, TRIEAP , RIC-IE-Response, TIE(Reassoc 
deadline), EAPKIE[  ANonce, R2Name, MIC, TIE(KeyLifetime)] )


(Re)Association Request( CIESTA , TSIESTA, RSNIESTA, TRIESTA, RIC-IE-Request,  
EAPKIE[   ANonce, R2Name, MIC] )


(Re)Association Response( CIEAP , TSIEAP, RSNIEAP, TRIEAP , RIC-IE-Response,  
EAPKIE[  ANonce, GTK, N, R2Name, MIC, TIE(KeyLifetime)] )


Time between Authentication ACK and (Re)Association Request must not 
exceed Reassociation Deadline Time


802.11 Authentication Request( FT,  TSIESTA, RSNIESTA, TRIESTA,  EAPKIE[SNonce, 
R2Name] )


802.11 Authentication Response( FT, TSIEAP, RSNIEAP, TRIEAP , TIE(Reassoc deadline),  
EAPKIE[ ANonce, R2Name, TIE(KeyLifetime),] )
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STA AP2AP1


STA determines it 
must break from AP1 


and establish a 
session with AP2


1


2


FT Action Confirm (TTAP,CIESTA, TSIESTA, TRIESTA, RIC-IE-Request, RSNIDSTA, 
EAPKIE[Anonce, R2Name, MIC])


,


Successful (secure) session & Data transmission


802.1X Port Unblocked, Successful (Secure) Session & Data Transmission


FT Action Request (TTAP, TSIESTA, TRIESTA, RSNIESTA, EAPKIE[Snonce, R2Name])


FT Action Response (TTAP, TSIEAP, RSNIEAP, TRIEAP, TIE(Reassoc deadline), 
EAPKeyIE[Anonce, R2Name, TIE(KeyLifetime)])


FT Action ACK (TTAP, CIEAP, TSIEAP, RSNIEAP, TRIEAP, RIC-ID-Response, 
TIE(Reassoc deadline), EAPKIE[Anonce, R2Name, MIC, TIE(KeyLifetime)])


Time between Authentication ACK and (Re)Association Request must 
not exceed Reassociation Deadline Time


(Re)Association Request (CIESTA, TSIESTA, RSNIDSTA, TRIESTA, RIC-IE-Request, 
EAPKIE[Anonce, R2Name, MIC])


(Re)Association Response (CIEAP, TSIEAP, RSNIEAP, TRIEAP, RIC-IE-Response, 
EAPKIE[Anonce, GTK, N, R2Name, MIC, TIE(KeyLifetime)])
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Figure 121C—Fast BSS Transition using Pre-Reservation over the wire


NOTE - FT Action ACK should contain SNonce, not ANonce, according to 7.4.3.4. Confirmation requested.


NOTE - Reassociation Response should contain SNonce, not ANonce, according to 7.2.3.7. Confirmation requested.


NOTE - CIE (presumed to mean Count IE) hardly needs a subscript. How about just “Count”?


NOTE - ordering of the IEs in the sequence of messages should be consistent.


NOTE - Why is FT Action Response a “EAPKeyIE”, while the others are EAPKIE? I’d assume EAPKIE. Confirmation
requested.


NOTE - FT Action ACK has a RIC-ID-Response, instead of RIC-IE-Response. Remember to fix.


8A.1.4 Notation


The following notation is used throughout the remainder of this clause to represent management frames of
subtype Authentication:


Auth-FT(Alg, Seq, SC, Data)


where


— Alg is the Authentication Algorithm Number field representing FT.
— Seq is the Authentication Transaction Sequence Number field.
— SC is the Status Code field.


STA AP2AP1


STA determines it 
must break from AP1 


and establish a 
session with AP2


1


2


FT Action Confirm (TTAP,CIESTA, TSIESTA, TRIESTA, RIC-IE-Request, RSNIDSTA, 
EAPKIE[Anonce, R2Name, MIC])


,


Successful (secure) session & Data transmission


802.1X Port Unblocked, Successful (Secure) Session & Data Transmission


FT Action Request (TTAP, TSIESTA, TRIESTA, RSNIESTA, EAPKIE[Snonce, R2Name])


FT Action Response (TTAP, TSIEAP, RSNIEAP, TRIEAP, TIE(Reassoc deadline), 
EAPKeyIE[Anonce, R2Name, TIE(KeyLifetime)])


FT Action ACK (TTAP, CIEAP, TSIEAP, RSNIEAP, TRIEAP, RIC-ID-Response, 
TIE(Reassoc deadline), EAPKIE[Anonce, R2Name, MIC, TIE(KeyLifetime)])


Time between Authentication ACK and (Re)Association Request must 
not exceed Reassociation Deadline Time


(Re)Association Request (CIESTA, TSIESTA, RSNIDSTA, TRIESTA, RIC-IE-Request, 
EAPKIE[Anonce, R2Name, MIC])


(Re)Association Response (CIEAP, TSIEAP, RSNIEAP, TRIEAP, RIC-IE-Response, 
EAPKIE[Anonce, GTK, N, R2Name, MIC, TIE(KeyLifetime)])
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— Data is additional data carried in the payload of the message. 


The Fast BSS Transition extends the EAPOL-Key frames, as defined in Section 8.  The extention extension
allows the EAPOL-Key frames to convey and authenticate information about the security and resource con-
texts.  The new information about security and resource contexts is conveyed in the Key Data portion of the
EAPOL Key frame.  The following notation is used throughout the remainder of this clause to represent this
updated EAPOL-Key frames:


EAPOL-Key-FT(S, M, A, I, K, KeyRSC, ANonce/SnonceSNonce, MIC, RSNIE, GTK, N, Key-
Name, TSIE, TRIE, KeylifetimeKeyLifetime)


where


— S means the initial key exchange is complete. This is the Secure bit of the Key Infor-
mation field.


— M means the MIC is available in the message. This is the Key MIC bit of the Key
Information field.


— A means a response is required to this message. This is used when the receiver
should respond to this message. This is the Key Ack bit of the Key Information
field.


— I is the Install bit: Install/Not install for the pairwise key.  This is the Install bit of
the Key Information field.


— K is the key type: P (Pairwise), G (Group/STAKey). This is the Key Type bit of the
Key Information field.


— KeyRSC is the key RSC. This is the Key RSC field used to convey the GTK's receive
sequence counter.


— ANonce/Snonce is the Authenticator/Supplicant nonce. This is the Key Nonce field.
— MIC is the integrity check, which is generated using the KCK. This is the Key MIC


field.
— RSNIE is the RSN information element. This is in the Key Data field.
— GTK is the encapsulated GTK. This is in the Key Data field.
— N is the key identifier, which specifies which index should be used for this GTK.


where the parameters are as defined in section 8.5.2.2, with the following additions:


— KeyName is the name of the Key being referenced by this exchange e.g. R2Name.  This is in
the RSNIE PMKID field.


— TSIE is the Fast BSS Transition Security Information Element.  This is in the Key Data
field.


— TRIE is the Fast BSS Transition Resource Information Element.  This is in the Key Data
field.


— KeyLifetime is the lifetime of the TGr Key Hierarchy.  That is, it is the lifetime of all the PMK
keys, PMK-R0, PMK-R1 and PMK-R2.  This is present in the Key Data field.
This field is represented as the Time Interval IE (TIE) of type KeyLifetime.


Note that when When the EAPOL-Key frame is encapsulated as an EAPKIE, then there may be other associ-
ated data that is protected by the MIC inside the EAPOL-Key frame.


NOTE - Not clear what the difference is between EAPOL-Key (of 8.5.2.2) and EAPOL-Key-FT (here). If
thre is no difference, change all of the occurances of “EAPOL-Key-FT” to “EAPOL-Key”.
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8A.2 First Contact


The FT Fast Transition mechanisms optimize the transitions across an ESS under many different conditions.
In particular, with RSN enabled networks a new key hierarchy is defined to further reduce the number of
transactions required to establish a fresh PTKSA. The affect In QoS enabled networks a pre-reservation
mechanism is defined to reduce the time required to establish QoS attributes for media streams. To obtain
the full potential of FT Fast Transition mechanisms, a TSTA must instantiate enable the enabling of FT Fast
Transition procedures during (re)association.  This enabling is referred to as first contact to ensure that all
potential TTAPs, TTAPs to which a TSTA may transition to, will affect the appropriate policies and store rel-
evant information to enable FTFast Transition. 


Thus, on first contact, the TSTA asserts both the security and QoS policies it will employ throughout the
duration of the FT session.  This is achieved using the same message flows as defined by the 802.11-2003
specification and including 802.11i when RSN is enabled and 802.11e when QoS is enabled.   The only dis-
tinction to affect an FT session is to assert the use of FT by including the TRIE and TSIE in the (re)associa-
tion negotiation.  The message flow is depicted in Figure 121D.


NOTE - Need to remove refs to 802.11-2003, 802.11i and 802.11e, since they are all part of the same spec that this will
be joining. What is proper wording to do this? 802.11i could probably be replaced by a ref to somewhere in section 8.
What is equivalent ref for 11e? What is equivalent ref for 802.11-2003? Editor needs some help.


STA AP1


802.1X Port Unblocked, Successful (Secure) Session & Data Transmission


(Re)association Request( TSIESTA, TRIESTA, RSNIESTA )


802.11 Authentication Request( Open )


802.11 Authentication Response( Open )


(Re)association Responset( TSIEAP, TRIEAP, RSNIEAP )


EAPOL-Key-FT( 0, 0, 1, 0, P, 0, Anonce, 0, RSNIEAP, 0, R2Name, TSIEAP, TRIEAP,  0, 0, 
TIE[KeyLifetime], 0)


802.1X EAP Authentication (bypassed if PSK is used)


EAPOL-Key-FT( 0, 1, 0, 0, P, 0, Snonce, MIC, RSNIESTA, 0, R2Name, TSIESTA, TRIESTA,0, 0, 0)


EAPOL-Key-FT( 1, 1, 1, 0, P, 0, Anonce, MIC, RSNIEAP, GTK, N, R2Name, TIEAP, 0, 0, 
TIE[KeyLifetime])


EAPOL-Key-FT( 1, 1, 0, 0, P, 0, 0, MIC, 0, 0, 0, 0, 0, 0, 0, 0)


QoS Resource Allocations
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Figure 121D—First Contact to enable TSTA’s Fast BSS Transition


As shown in Figure 121D, on first contact with the ESS within which the TSTA intends to use FTFast BSS
Transitions, the packet exchange between the TSTA and the TTAP is similar to that defined by 802.11-2003,
802.11i and 802.11e.  In particular, with RSN-enabled, the TSTA first performs an 802.11 Authentication
using the Open System Authentication Algorithm.  Upon successful 802.11 open authentication, TSTA then
sends a (re)association request to the TTAP and includes the TRIE AND and TSIE to assert the use of Fast
BSS Transitions for future transitions.  Additionally, it includes its security capabilities in the RSN IEInfor-
mation Element.  The R2Name is set to 0's (zeroes) as no PMKSA has been negotiated yet.


TSTA->TTAP: Auth-FT (0, 0, 0, 0)
TTAP->TSTA: Auth-FT (0, 1, SC, 0)


If the SC returned by the TTAP is 0, indicating success, the TSTA continues with (Re)Association:


TSTA->TTAP: (Re)Association Request (TRIESTA, TSIESTA, RSNIESTA)
TTAP->TSTA: (Re)Association Response ( )


On successful (re)association, the SPA on the TSTA and the 802.1X Authenticator on the TTAP then pro-
ceed with an 802.1X EAP authentication.  The 802.1X EAP exchange is sent between the TSTA and TTAP
using EAPOL messages carried in 802.11 data frames.


Upon successful completion of the 802.1X  EAP authentication, the 802.1X Authenticator receives the
required information to define its PMKSA:


— TTAP's BSSID, 
— PMK-R2, 
— R0Name, 
— R1Name, 
— R2Name, 
— R0KH-ID, 
— R1KH-ID, 
— R2KH-ID, 
— SPA, and 
— FT KeyLifetime


While the TTAP's 802.1X Authenticator receives most of the information from its parent (R2KH-ID), the
TSTA holds all the information to derive the PMKSA directly.    Thus, following a successful 802.1X EAP
authentication, the TTAP and TSTA then perform a FT 4-way handshake similar to the 802.11i handshake.
The FT EAPOL-Key-Key FT frame notation is defined in Section 8A.1.4 and 8.5.2.2.


TTAP->TSTA: Data(EAPOL-Key-FT(0, 0, 1, 0, P, 0, ANonce, 0, RSNIEAP, 0, 0, R2Name, 0, 0,
KeyLifetime))


TSTA->TTAP: Data(EAPOL-Key-FT(0, 1, 0, 0, P, 0, SNonce, MIC, RSNIESTA, 0, 0, R2Name,
TRIESTA, TSIESTA, 0))


TTAP->TSTA: Data(EAPOL-Key-FT(1, 1, 1, 1, P, 0, ANonce, MIC, RSNIEAP, GTK, N,
R2Name, TRIEAP, TSIEAP, TIE[KeyLifetime]))


TSTA->TTAP: Data(EAPOL-Key-FT(1, 1, 0, 0, P, 0, 0, MIC, 0, 0, 0, 0, 0, 0, 0))


The "Data()" indicates the message is an 802.11 data frame.


As in 802.11i, the EAPOL-Key messages are encapsulated in 802.11 Data frames.  On a successful 802.1X
EAPOL-Key 4-way handshake, the 802.1X port is opened on both the TSTA and the TTAP, data connectiv-
ity has been established, and the TSTA can perform negotiation of QoS or other features if desired.
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Note that on On successful completion of the 4-way handshake the Key Replay Counter shall be initialized
to zero and the subsequent FT EAPOL-Key Key-FT frames shall use the Key Replay Counter to ensure they
are not replayed.


8A.3 Base Mechanism


The Fast BSS Transition base mechanism commences when a TSTA has determined its TTAP; that is, it has
completed all the discovery and selection criteria for the TSTA to transition to the TTAP.


When a TSTA wishes to move from it's Current AP (CAP) to a Transition Target AP (TTAP) utilizing a Fast
BSS Transition without Reservation, the TSTA exchanges nonces with the TTAP and establishes a PTKSA
prior to a (re)association exchange.


When a TSTA wishes to perform an Over-the-Air Fast BSS Transition without Reservation to a TTAP, the
TSTA and TTAP perform the following exchange:


TSTA->TTAP: Auth-FT(FT, 0, SC, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0, 1, 0, P,
0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Auth-FT(FT, 1, SC, TRIEAP, TSIEAP, RSNIEAP, EAPOL-Key-FT(0, 0, 0, 0, P, 0,
ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))


NOTE - original text had “SC” in the first TSTA->TTAP message. There is no status code in the first message of the
sequence. Editor suggests changing to “0” in first message, and requests confirmation.


If the SC returned by the TTAP is 0, indicating success, the TSTA continues with (Re)Association.


On successful FT Authentication, the TSTA completes State 1 and proceeds to State 2.  Note that while the
TSTA is 802.11 Authenticated, the 802.1X port remains blocked.  This behavior is consistant consistent to
that defined by 802.11i.


If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastruc-
ture".  The method by which is retrieves the key is beyond the scope of this specification.


The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged
nonces as specified in Section 8.5A.8. 


NOTE - There is no definition of PTKName. If it is needed, then section 8.5A.8 needs a definition. Editor requests guid-
ance.


The TSTA must send a Reassociation Request to the TTAP within the Time Interval IE's Reassociation
Deadline specified in milliseconds or the TTAP will delete the PTKSA. 


TSTA->TTAP: Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0,
1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1,
1, 0, 1, P, 0, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))


The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT
802.11 Authentication Request.   In the same reassociation request, the TSTA may request for resources by
including a RIC-Request.  To authenticate the request, an encapsulated EAPOL-Key frame (EAPKIE) is
included that echoes the TTAP's ANonce and authentication tag in the respective Key Nonce and MIC fields.
Finally, the TTAP specifies the FT Key Hierarchy lifetime as part of the Key Data field.
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At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has
been established.


8A.4 Pre-Reservation Mechanism


When an TSTA wishes to move from it's Current AP (CAP) to a Transition Target AP (TTAP) utilizing a Fast
BSS Transition with Reservation, the TSTA establishes a PTK with the TTAP and reserves resources using
one of two methods:


1) "Over-the-Air".  In this case, the TSTA communicates directly with the TTAP using 802.11
Authentication frames with the Authentication Algorithm set to Fast BSS Transition. 


2) "Over-the-DS".  In this case, the TSTA communicates with the TTAP via the CAP.  The cum-
munication communication between the TSTA and the TTAP are carried in Fast BSS Transition
Action frames between the TSTA and the CAP, and between the CAP and TTAP via an encap-
sulation TBDmethod beyond the scope of this specification.  The CAP converts between the
two encapsulations.


NOTE - original text said encapsulation method was TBD. Is it intended to be defined here? Editor assumed not, and
requests confirmation.


Note that in In either mechanism it is feasible for an a TSTA to invoke multiple Pre-reservations but only
commit to one TTAP.  That is, it may invoke the pre-reservation mechanism as defined in this section with
more than one BSSID but only invoke the (re)association exchange with a single TTAP.


8A.4.1 Over-the-Air Fast BSS Transition with Reservation


When a TSTA wishes to perform an Over-the-Air Fast BSS Transition with Reservation to a TTAP, the
TSTA and TTAP perform the following exchange:


TSTA->TTAP: Auth-FT(FT, 0, SC, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0, 1, 0, P,
0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Auth-FT(FT, 1, SC, TRIEAP, TSIEAP, RSNIEAP, TIE[ReassocDeadline], EAPOL-
Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))


NOTE - original text had “SC” in the first TSTA->TTAP message. There is no status code in the first message of the
sequence. Editor suggests changing to “0” in first message, and requests confirmation.


If the SC returned by the TTAP is 0, indicating success, the TSTA continues with the next exchange in the
FT Authentication. Class 2 frames are not yet allowed as the authentication exchange has not been com-
pleted.


If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastruc-
ture".  The method by which is retrieves the key is beyond the scope of this specification.


The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged
nonces as specified in Section 8.5A.8. 


NOTE - there is no definition of PTKName in 8.5A.8. If it is needed, then section 8.5A.8 needs a definition. Editor
requests guidance.


The TSTA must complete the remainder of the FT Authentication exchange and send a Reassociation
Request to the TTAP within Reassociation Deadline milliseconds or the TTAP will delete the PTKSA and
release any reserved resources. 
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TSTA->TTAP: Auth-FT(FT, 2, 0, TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0, 1, 1,
1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Auth-FT(FT, 3, SC, TRIEAP, TSIEAP, RSNIEAP, RIC-Response, TIE[Reas-
socDeadline], EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, 0, 0, 0, 0, 0, TIE[KeyLife-
time]))


Note - original text did not include the status code field in these messages. Added by editor. Editor requests confirma-
tion.


Note that on On successful completion of the FT Authentication exchange for pre-reservation, the PTKSA
has been established and proven live.  Thus, the Key Replay Counter shall be initialized to zero and the sub-
sequent FT EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.


Similarly, on successful completion of the FT Authentication exchange for pre-reservation, both the PTKSA
and QoS resources are guaranteed to be reserved until the Reassociation Deadline.  


If the SC returned by the TTAP is 0, indicating success, the 802.1X port remains blocked and Class 1 & 2
frames are now allowed between the TSTA and the TTAP, and the TSTA continues with (Re)Association:


TSTA->TTAP: Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0,
1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1,
1, 0, 1, P, 0, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))


The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT
802.11 Authentication Confirm.   In the same reassociation request, the TSTA asserts the reserved resources
by including a RIC-Request as provided in the FT Authentication Confirm.  To authenticate the request, an
encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP's ANonce and authentication
tag in the respective Key Nonce and MIC fields.  Finally, the TTAP specifies the FT Key Hierarchy lifetime
as part of the Key Data field.


At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has
been established.


8A.4.2 Over-the-DS Fast BSS Transition with Reservation


When a TSTA wishes to perform an Over-the-DS Fast BSS Transition with Reservation to a TTAP, the
TSTA and TTAP perform the following exchange via the CAP:


TSTA->CAP CAP:FT Action Request (TTAP, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0,
1, 0, P, 0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))


CAP->TSTA TSTA:FT Action Response (TTAP, TRIEAP, TSIEAP, RSNIEAP, TIE[ReassocDead-
line], EAPOL-Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLife-
time]))


TSTA->CAP CAP:FT Action Confirm (TTAP, TRIESTA, TSIESTA, RSNIESTA, RIC-Request,
TIE[ReassocDeadline], EAPKIE(0, 1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


CAP->TSTA TSTA:FT Action ACK Acknowledgement (TTAP, TRIEAP, TSIEAP, RSNIEAP, RIC-
Response, TIE[ReassocDeadline], EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, 0, 0,
TIE[KeyLifetime]))


If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastruc-
ture" via method TBDbeyond the scope of this specification.
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NOTE - original text had “TBD” above. But in the section on over-the-air reservations, the original text said “beyond the
scope of this specification”. Editor requests confirmation of this change.


The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged
nonces as specified in Section 8.5A.8. 


NOTE - There is no definition of PTKName in 8.5A.8. If it is needed, then section 8.5A.8 needs a definition. Editor
requests guidance.


Note that on On successful completion of the FT Action frame exchange for pre-reservation, the PTKSA has
been established and proven live.  Thus, the Key Replay Counter shall be initialized to zero and the subse-
quent FT EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.


Similarly, on successful completion of the FT Authentication exchange for pre-reservation, both the PTKSA
and QoS resources are guaranteed to be reserved until the Reassociation Deadline.  


NOTE - following paragraph mentions a status code from the FT Action frame. But there is no Status Code field in those
frames. Editor requests clarification or a contribution.


If the SC returned by the TTAP is 0, indicating success, the 802.1X port remains blocked and Class 1 & 2
frames are now allowed between the TSTA and the TTAP, and the TSTA continues with (Re)Association:


TSTA->TTAP: Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0,
1, 1, 1, P, 1, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1,
1, 0, 1, P, 1, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))


The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT
802.11 Authentication Confirm.   In the same reassociation request, the TSTA asserts the reserved resources
by including a RIC-Request as provided in the FT Authentication Confirm.  To authenticate the request, an
encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP's ANonce and authentication
tag in the respective Key Nonce and MIC fields.  Finally, the TTAP specifies the FT Key Hierarchy lifetime
as part of the Key Data field.


NOTE - original text said an echo of the TTAP’s “authentication tag” would be in the MIC field. Is the MIC in this frame
not really a MIC? Editor requests guidance.


At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has
been established.


8A.5 QoS Procedures


8A.5.1 Constructing a RIC for Request


To reserve resources the station must create a RIC Resource Information Container (RIC) and insert it in the
an appropriate action request message. The action request message is then sent to the Current AP in case of
target AP, either directly (over-the-DS request air), or to via the target Current AP in case of (over-the-air
request. A RIC construction could be done if the resource reservation is to be done at the time of (reDS)-
association. .


A RIC construction would be done at the time of (re)-association. If pre-reservation is used, a RIC construc-
tion would be done at the time of pre-reservation, and a second RIC construction would be done at the time
of (re)-association. 
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To construct a RIC:


1) For constructing the RIC, the STA needs to consider considers the set of resources that the STA
requires at the next AP.  This set will structure the resource entities, such as TSPEC IEs, to be
placed in the RIC, within RDIEs.  


2) Each RDIE may contain one or more individual resource entities, such as TSPECSTSPECs.
The RDIE mandatory bit, when set to 1, indicates that only one of the TSPECs within the same
RDIE must be allocated for the resource reservation to be successful.  The TSTA may not be
able to transition when it's its RDIEs with mandatory bit set to 1 are not accepted.


3) When multiple resource entities, like TSPECs, are inserted within the same RDIE, then this
indicates that a logical "OR" realationship relationship exists between those resource entities
(TSPECs) within the same RDIE.  Only one of these TSPECs, within an RDIE, need to be
accepted.


4) The RIC construction can be used in a resource request,and in (re)-association request mes-
sages.


8A.5.2 RIC processing by the target AP


In case the RIC When a Resource Information Container appears in a Resource Request, the AP shall
attempt to allocate or check for allocatibility of one resource for each RDIE in the RIC in the order appear-
ing in the RIC. The behaviour of the AP is described below:


In case the RIC appeared in the Re-association message, the AP needs to check if the resources have been
previously allocated by a pre-reservation request. This is done by checking the sequence number in each
RDIE against the sequence numbers in the previous RIC request. 


The behavior of the AP is described below:


1) Select next RDIE (if none finishfinish - request succeeds)
2) Select first TSPEC after RDIE
3) Check for allocatabilityallocatibility/Attempt to allocate TS using TSPEC
4) If succeeds go to step 1
5) If fails -> is there another TSPEC for this RDIE?
6) If yes, select next TSPEC and go to line 3
7) If no, check state of Mandatory bit
8) if clear go to line 1
9) if set finish.
10) if set finish - request fails.


NOTE - this would look better as a flowchart. Editor to-do list.


The AP keeps constructs a response message containing a list of which resources succeed resource requests
that succeeded and which fail to construct response messagea list of resource requests that failed. If a man-
datory resource request fails, the AP need not process RDIEs that follow but may choose to do so in order to
provide suggestions to the TSTA. If the request fails, no resources are actually allocated.


In case the RIC appeared in the Re-association message, before applying the above procedure, the AP needs
to check if the resources have been previously allocated by a resource request.


This is possible by checking the sequence number in the RD IEs. 
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8A.5.3 Interpreting RIC in the response message


The AP replies to the STA request with a response RIC where the RR IE  RRIE identifier matches the
request. The response RIC comprises the RRIE and one RDIE for each resource that the AP has assigned or
attempted to assign. The RDIEs shall be in the same order as the request and include the original RIC_DATA
RDIE sequence numbers. All RD IEs RDIEs processed by the AP must be present. The "confirm" bit in the
RDIE shall be set according to the result of the allocation request as follows:


— Confirm = '1' indicates that the resource has been allocated or could have been allocated. The RD IE
RDIE will also be followed by TSPECs that got were accepted.


— Confirm = '0' indicates that the resource could not be allocated. In this case the AP may optionally
include a single TSPEC following the RDIE indicating a suggested TSPEC that could have been
allocated. The TSPEC count field shall be set to '0' or '1' depending whether the suggested TSPEC is
attached.


Absence of a RD IE RDIE in the response will indicate that the RD IE RDIE and related TSPECs  were not
considered by the AP.


8A.5.4 QoS procedures at the non-AP QSTA on (Re)-Association


The following procedures apply to a non-AP TSTA that is also a QSTA. 


A non-AP TSTA may choose to initiate the (Re)-Association mechanism when it deems fit. When sending
the Re-association Request message the TSTA has the following options: 


1) Omit the RIC if it does not require QoS related resources at the point of association. 
2) Construct a RIC to express the resources required for the transition to be successful. If a previ-


ous resource reservation has been successfully made the following rules apply :
a) Include the RD IEs from the previous request with the old sequence numbers in


order to confirm the resources at the time of transition. TSPECS need not be
included, if there is no change in TSPEC parameters from the previous resource
allocation.


b) Include the TSPECs for the RD IES from previous request if the TSPEC parame-
ters are different from the TSPEC sent in the previous successful resource alloca-
tion request.


c) Exclude RD IE with old sequence numbers corresponding to any TSPECs that
were allocated previously but are not required for the transition.


d) Include any new RD IEs and corresponding TSPEC choices for RD IEs that were
not part of the previous successful resource request.


A non-AP TSTA may choose to initiate the (Re)-Association mechanism when it deems fit. When sending
the Re-association Request message, the TSTA constructs a RIC to express the resources required for the
transition to be successful. If the TSTA does not require QoS related resources, then this RIC is omitted. If a
pre-reservation of resource had been successfully done, and the TSTA is invoking the (Re)-association
within the required time, the following aditional rules apply to the creation of the RIC:


1) for resources that were successfully pre-reserved, and still required, the RDIEs from the previ-
ous request are included, in order and with the old sequence numbers, to confirm the resources
at the time of transition. TSPECs need not be included.


2) for resources that were successfully pre-reserved, but no longer required, the sequence number
in the previous RDIE is excluded from this RIC.


3) for resources that were successfully pre-reserved, but the TSPEC is now different, the sequence
number of the previous RDIE is included in an RDIE in this RIC, and the revised TSPEC is
included in this request.
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4) for new resources that were not previously reserved, a new RDIE is included with the new
TSPEC and a new sequence number.


In the simplest case, a STA may choose to initiate an (Re)-Association without any prior reservation phase.
In this case, if case the STA needs to negotiate the QoS with the new AP as part of the connection, it and
must include a fully specified RIC in the Re-association message.  This would indicate to the AP that the
STA wants the QoS resources specified in the RIC. 


A re-association request with a RIC to a non-TTAP an AP that has not advertised support for Fast Transition
is not defined. The response to such request is beyond the scope of this document. 


If the AP is able to meet the resource request included (or implied) by a RIC in the re-association request,
and assuming if the re-association is otherwise successful, then the AP shall include a RIC in the re-associa-
tion response. If this is a confirmation of previously reserved resources then this may be a shortened form of
RIC as described in section 4.5.5. If any updated information for TSPECs is required then this may be
included in the RIC.


If the AP is unable to meet the resource request then it must fail the re-association request with a status code
of RESOURCES_UNAVAILABLE.


In a case where the STA had sent a reservation request prior to invoking the (Re)-Association mechanism,
there are two possibilities:


1) The reservation request was successful AND the STA invoked (Re)-Association within the
required time.


2) The reservation request failed OR the reservation request succeeded but the STA did not invoke
(Re)-Association within the required time.


In the first case, the STA may include only a RIC_ROOT IE in the (re) association message to confirm that
the reserved resources are unchanged.  The TSPECs sent previously during the resource reservation phase
would be used to admit the streams defined by the TSPECs. If, however, the STA wishes to change the pre-
vious reservation it must include RIC_DATA IEs in the reassociation. The AP shall consider any new
TSPECs inserted after the RIC_DATA IE as a replacement for all those in the previous reservation identified
by the RIC_DATA sequence number. 


In the second case, the STA must insert a fully specified RIC in the re-association message if it desires QoS
resources to be allocated during association.


If the AP is unable to meet the requirements of the RIC then it shall reject the re-association request and
assign no new resources. If the status code is one of the following QoS failure codes:


— Invalid TSPECs
— QoS resources not available


The If the AP is unable to meet the resource request then it must fail the re-association request with a status
code of RESOURCES_UNAVAILABLE. If the status code is (1) Invalid TSPEC, or (2) QoS resources not
available, then the AP may include a RIC in the response indicating a set of TSPECs as a suggestion. This
set of suggested TSPECS TSPECs may include one or more original TSPECS TSPECs sent in the
reassociation message. The STA should expect to receive the suggested set of TSPECS TSPECs (which
could be just a replica of the original set, from a TTAP) but is not required to act on the information. Pre-
reserved resources shall remain until the expiry time indicated upon issue. 
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8A.5.5 QoS procedures at the TTAP AP on (Re)-Association


The procedures below apply to a TTAP an AP that is also a QAP. An AP that is not a QAP should ignore any
RIC in an association request message.


The behavior of the TTAP may vary depending upon whether the STA invoked a reservation procedure prior
to invoking (Re)-Association. If the STA had sent TSPECS in the reservation request prior to invoking the
(Re)-Association mechanism, there are two possibilities:


1) The reservation request was successful AND the STA invoked (Re)-Association within the
required time.


2) The reservation request failed OR the reservation request succeeded but STA did not invoke
(Re)-Association within the required time.


If the TSTA had sent a RIC in a pre-reservation request, but the TSTA did not invoke (Re)-association within
the required time, then the resources that had been “accepted” are released. 


In the first case, if If the RIC of contained in the (re)-association request contains only the RIC_ROOT RRIE
and the RIC identifier matches that of the pre-reservation, the resources that were "accepted" in the reserva-
tion phase are deemed "admitted". If the RIC of the association request contains RIC_DATA elements
RDIEs, then only the resources corresponding to those RIC_DATA elements RDIEs shall be deemed admit-
ted. If a RIC_DATA element RDIE is followed by a TSPEC then this shall override the previously allocated
resource for the specified sequence number. 


If the (re)-association message contains a fully specified RIC with a different RIC identifier, the TTAP treats
the request as a new request and takes into consideration the any TSPECs for the prior pre-reservation when
allocating resources for the new TSPECs (as an implementation optimization the TTAP may "transfer"
resources from the prior reservation to the new reservation in a way that is transparent to the non-AP TSTA.).
The TTAP may take one of the following actions should reservation for any new request fail:


1) The TTAP shall include in the re-association response an appropriate STATUS CODE and the
RIC_ROOT IE with RIC identifier matching the prior reservation. This is to notify the non-AP
TSTA that reservation for the new request has failed and the non-AP TSTA may try to associate
with the prior reservation if the holding time for the prior reservation has not expired,


If reservation for any new TSPECs fail, the TTAP shall include in the re-association response an appropriate
status code and the RRIE with RIC identifier matching the prior reservation. This is to notify the non-AP
TSTA that reservation for the new request has failed and the non-AP TSTA may try to associate with the
prior reservation if the holding time for the prior reservation has not expired. If the holding time for the prior
reservation has expired, the TTAP shall notify the non-AP TSTA with a status code of
RESOURCES_UNAVAILABLE in the re-association response.


If the admission of TSPECS TSPECs succeeds and there is no other association related error, the AP shall
send an association response message with a status code of SUCCESS. The response shall contain a RIC. If
it is necessary to provide updated information about TSPECS TSPECs then the RIC shall contain
RIC_DATA IEs RDIEs with such updated TSPECS TSPECs indicating, for example, the parameters of the
TS that the AP has admitted. The response TSPECS TSPECs may contain information like Medium Time,
Service Period etc.


If the requirements of the RIC fail, the (RE)-ASSOCIATION mechanism would fail with one of the follow-
ing status codes in the association response:


— Invalid TSPECs
— QoS resources not available
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If the requirements of the RIC fail, the (Re)-Association mechanism would fail with a status code of (1)
Invalid TSPECs, or (2) QoS resources not available, in the association response: In case of such failures, the
AP may suggest certain TSPECS TSPECs that it is likely to accept for each TSIDRRIE. If the AP does not
have a suggestion for a TSIDRRIE, it must include the original TSPEC in response.


An AP that is not TTAP should ignore any RIC in an association request message. 


In case where the reassociation request fails for reasons other than TSPEC admission failure, the status code
for the other reason will supersede.


8A.5.6 Reservation Procedures at the non-AP TSTA


A non-AP QSTA may initiate resource reservation as it deems fit. A non-fit to an AP QSTA may only initiate
a resource reservation with a TTAP that has advertised support for resource reservation in the capability
field. A reservation request to an AP that has not advertised such suport is not defined. The response to such
request is beyond the scope of this document. 


A reservation request to a non-TTAP AP (be it new or old AP) is not defined. The response to such request is
beyond the scope of this document. 


The intent of the resource reservation request is to enable a non-AP QSTA to potential new TTAP  to reserve
resources based on specified TSPECs before the non-AP QSTA actually associates with the new TTAP. The
TSPECs in the request need not belong to only active TSIDs.. The non-AP QSTA can send TSPECs for any
TSIDs that it intends to use after the transition.  


Resource reservation can be performed either over-the-air, or over-the-DS. To initiate an over-the-air reser-
vation, the TSTA transmits request to the TTAP. To initiate OTDS over-the-DS resource reservation, a non-
AP QSTA transmits an OTDS a reservation request, request (which is an 802.11 management action frame, )
to the its current TTAPAP.


Following a successful OTDS resource reservation, it is the responsibility of the non-AP QSTA to initiate an
a (Re)-Association session to associate with the new TTAP within a the specific time as indicated in the
resource reservation response.


If a non-AP QSTA is declined for a resource reservation request, it does not mean that the non-AP QSTA has
been denied service. The non-AP QSTA may still attempt to associate with new TTAP using the (RERe)-
ASSOCIATION Association mechanism or the standard association mechanism available prior to this
802.11 amendmentwithout any FBT enhancements.


A response to the reservation request is considered "SUCCESS" by a non-AP QSTA if the status code SUC-
ESS is returned in the response message. 


A response to the reservation request is considered "FAILED" if the status code is equal to any of the fol-
lowing QoS Failure codes:


— Invalid TSPECs
— QoS resources not available
— Other types of policy violation


A response to a successful resource reservation shall contain the amount of time for which the resources will
be locked down (at a TTAP and the BSS) and timestamp indicating the end of the lock-down period. The
non-AP QSTA should try to associate with the new TTAP within the specified amount of time. Failure to do
so will result in the release of the resources by the TTAP.
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8A.5.7 Reservation Procedures at the Target TTAP


This section describes the behavior at the TTAP when it receives a RIC from a neighbor TTAP or a non-AP
QSTA that has not yet associated with it. 


The underlying assumption is that an SME on a TTAP receives some TSPECSTSPECs, encapsulated in a
RIC, from another TTAP AP to which a non-AP QSTA is associated.  The SME receives these TSPECS
TSPECs in an over-the-wire message on RRSAP. The SME then looks at these TSPECS TSPECs and gener-
ates MLME.RESERVEATIONRESERVATION.request that passes down the TSPECs to the HC MAC. The
SME may also send these TSPECS TSPECs to an external entity like some such as a back-end QoS module
for its consideration. The ; these procedures to do that are beyond the scope of this specification. The HC
MAC shall respond with MLME.RESERVATION.indication that will indicate whether the HC MAC has
accepted the TSPECS TSPECs or not. The acceptance of a TSPEC by a new TTAP results in resource alloca-
tion for a traffic stream at the TTAP. The SME may translate translates this response into an appropriate
Resource Response message to the old AP originating the TSPECs via the RRSAP. Alternatively, the SME
may choose to wait for response from an external QoS module before sending out the Resource Response. 


By the end of a successful Resource Request /Response sequence, the HC MAC would have reserved
resources for each Traffic Stream denoted in the TSPECS TSPECs it received in the MLME.RESEVATION-
RESERVATION.request.  However, the TSs shall remain in the Inactive state, and neither the inactivity nor
the suspension timer would be started. The TSs will be moved to Active state only after the non-AP QSTA
that originated the TSPECS TSPECs associates with the new TTAP within specified timeframe, and the inac-
tivity and the suspension timers will be started thereafter.


8A.5.8 Reservation Procedures at the Current TTAP


This section applies to OTDS over-the-DS resource reservations only.


Upon receiving the reservation request, the RRSAP shall invoke the Broker Function. The Broker Function,
after appropriate processing as described previously, will forward the request to the RRSAP which in turn
will send it to the RRSAP of the target AP.


The RRSAP shall listen for responses to the reservation responses on the RRSAP. The TTAP shall then
invoke the BF. 
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Figure 121E—MLME-Reservation.Request


NOTE - apparently no refs to the above figure.


Figure 121F—Traffic Stream Cleanup on Reservation TImeout
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NOTE - apparently no references to the above figure.


Figure 121G—TS Active on successful Transition


NOTE - apparently no references to the above figure.


8A.6 Broker Function


A broker function in the TTAP is defined to facilitate policy enforcement and reservation request response
co-ordination. This is shown in Figure 121H. The Broker Function is only invoked at the Current TTAP
when an over-the-DS reservation request is to be performed.  Following are the tasks performed by a Broker
function:


1) At the minimum, the BF shall re-format the reservation request from the SME for consumption
by the RRSAP. Similarly, it shall be able to re-format the response from the RRSAP to send it
to the SME.


2) A BF may choose to apply any policy dependent processing on the reservation request before
forwarding it to the RRSAP. A BF may, similarly choose to apply any policy dependent pro-
cessing on the resource response before forwarding it to the SME..


HC MAC HC SME


Hold Timer


MLME-ASSOCIATE.indication
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Figure 121H—Broker Function for Over-the-DS Communication


10. Layer Management


10.3 MLME SAP Interface


10.3.7 Reassociate


10.3.7.1 MLME-Reassociate.Request


10.3.7.1.2 Semantics of the Service Primitive


Change the text of 10.3.7.1.2 as follows:


The primitive parameters are as follows:


MLME-Reassociate.request (
NewAPAddress,
ReassociateFailureTimeout,
CapabilityInformation,
ListenInterval,
SupportedChannels,
Snonce,
Anonce,
Transition IE content,
RSN,
KeyLifetime,
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ReservationItems,
MIC
)


Add the following rows to the table in 10.3.7.1.2:


NOTE - “ReassociationDeadline” appears in table, but not on list of parameters. Should it be a parameter, or drop from
table? Doesn’t seem likely that it would be provided by the STA in a request for reassociation.


NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As
defined in frame format”), and descriptions.


10.3.7.2 MLME-Reassociate.Confirm


10.3.7.2.2 Semantics of the Service Primitive


Change the text of 10.3.7.2.2 as follows:


The primitive parameters are as follows:


MLME-Reassociate.confirm (
ResultCode,
CapabilityInformation,
AssociationID,
SupportedRates,
Transition IE content,
ReservationResponses,
MIC
)


Add the following rows to the table in 10.3.7.2.2:


Name Type Valid Range Description


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the STA to be 
used in the key derivation.


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP to be 
used in the key derivation.


Transition IE content


KeyLifetime 32-bit unsigned 
integer


ReservationItems


ReassociationDeadline 16-bit unsigned 
integer


The value of this parameter is the number of 
milliseconds before which the STA must ini-
tiate the reassociation with the AP, in order to 
expect that the reserved resources are still 
available.


MIC Message integrity check value computed on 
the content of the message.
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NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As
defined in frame format”), and descriptions.


NOTE - Proposal section 6.1.5 has SupportedRates followed by AssociationID, while 11ma has AssociationID followed
by SupportedRates. Editor assumed there was no intention to reverse the order of these two parameters. Need confirma-
tion of this assumption.


10.3.7.3 MLME-Reassociate.Indication


10.3.7.3.2 Semantics of the Service Primitive


Change the text of 10.3.7.3.2 as follows:


The primitive parameters are as follows:


MLME-Reassociate.indication (
PeerSTAAddress,
CurrentAPAddress
CapabilityInformation,
ListenInterval,
SSID
SupportedRates,
Snonce,
Anonce,
Transition IE content,
RSN,
KeyLifetime,
ReservationItems,
MIC
)


NOTE - Proposal section 6.1.5 has first parameter of MLME-Reassociate.indication as “PeerTSTAAddress”. If this is
intentional, then a row is needed in the following table describing it. Editor assumed that there was no intended change
from 11ma’s “PeerSTAAddress”. Need confirmation of this assumption.


Add the following rows to the table in 10.3.7.3.2:


Name Type Valid Range Description


Transition IE content


Reservation Responses


MIC Message integrity check value computed on 
the content of the message.


Name Type Valid Range Description


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the STA to be 
used in the key derivation.
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NOTE - “ReassociationDeadline” appears in table, but not on list of parameters. Should it be a parameter, or drop from
table? Doesn’t seem likely that it would be provided by the STA in a request for reassociation.


NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As
defined in frame format”), and descriptions.


10.3.7.4 MLME-Reassociate.Response


10.3.7.4.2 Semantics of the Service Primitive


Change the text of 10.3.7.4.2 as follows:


The primitive parameters are as follows:


MLME-Reassociate.response (
PeerSTAAddress,
ResultCode,
CapabilityInformation,
AssociationID,
Transition IE content,
ReservationResponses,
MIC
)


NOTE - Proposal section 6.1.5 has first parameter of MLME-Reassociate.indication as “PeerTSTAAddress”. If this is
intentional, then a row is needed in the following table describing it. Editor assumed that there was no intended change
from 11ma’s “PeerSTAAddress”. Need confirmation of this assumption.


Add the following rows to the table in 10.3.7.4.2:


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP to be 
used in the key derivation.


Transition IE content


KeyLifetime 32-bit unsigned 
integer


ReservationItems


ReassociationDeadline 16-bit unsigned 
integer


The value of this parameter is the number of 
milliseconds before which the STA must ini-
tiate the reassociation with the AP, in order to 
expect that the reserved resources are still 
available.


MIC Message integrity check value computed on 
the content of the message.


Name Type Valid Range Description


Transition IE content


ReservationResponses


Name Type Valid Range Description
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NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As
defined in frame format”), and descriptions.


Insert the following subclauses after end of 10.3.30.


NOTE - 11ma ends at 10.3.23; 11e added 10.3.11 through 10.3.15 (which will likely become 10.3.24 through 10.3.28);
11k added 10.3.24 and 10.3.25 (which will likely become 10.3.29 and 10.3.30). This amendment assumes 10.3.31 is
next.


10.3.31 MLME SAP Interface for Resource Reservation


10.3.31.1 MLME-Reservation.request


10.3.31.1.1 Function


This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.


10.3.31.1.2 Semantics of the service primitive


The primitive parameters are as follows:


MLME-Reservation.request (
PeerMACAddress,
Message Sequence Number,
Snonce,
Transition IE content,
RSN IE content,
Anonce,
Challenge,
ReservationItems,
MIC
)


MIC Message integrity check value computed on 
the content of the message.


Name Type Valid Range Description


PeerMACAddress MAC Address Any valid indi-
vidual MAC 
address


Specifies the MAC address of the AP that is 
the intended immediate recipient of the reser-
vation request


Message Sequence 
Number


8-bit unsigned 
integer


1 or 3 This value indicates which message in the res-
ervation request protocol is to be generated.


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the STA to be 
used in the key derivation.


Transition IE content


Name Type Valid Range Description
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10.3.31.1.3 When generated


This primitive is generated by the SME at a non-AP STA to send either the first or third frames of the reser-
vation handshake. 


10.3.31.1.4 Effect of receipt


Upon receipt of this primitive, the MLME constructs the appropriate authentication frame and causes it to be
transmitted to the PeerMACAddress.


10.3.31.2 MLME-Reservation.indicate


10.3.31.2.1 Function


This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.


10.3.31.2.2 Semantics of the service primitive


The primitive parameters are as follows:


MLME-Reservation.indicate (
PeerMACAddress,
Message Sequence Number,
Snonce,
Transition IE content,
RSN IE content,
Anonce,
Challenge,
ReservationItems,
MIC
)


RSN IE content


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP in mes-
sage 2 to be used in the key derivation.


Challenge This parameter is present only in message 3.


Reservation Items This parameter is present only in message 3.


MIC Message integrity check value computed on 
the content of the message. This parameter is 
present only in message 3.


Name Type Valid Range Description


PeerMACAddress MAC Address Any valid indi-
vidual MAC 
address


Specifies the MAC address of the non-AP STA 
that is the source of the reservation request


Name Type Valid Range Description
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10.3.31.2.3 When generated


This primitive is generated by the MLME at an AP to indicate either the first or third frames of the reserva-
tion handshake has been received. 


10.3.31.2.4 Effect of receipt


Upon receipt of this primitive, the SME examines the Transition IE and RSN IE contents and responds to the
PeerMACAddress using the MLME-Reservation.response primitive.


10.3.31.3 MLME-Reservation.response


10.3.31.3.1 Function


This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.


10.3.31.3.2 Semantics of the service primitive


The primitive parameters are as follows:


MLME-Reservation.response (
PeerMACAddress,
Message Sequence Number,
Anonce,
Transition IE content,
RSN IE content,
KeyLifetime,
ReservationResponses,
MIC
)


Message Sequence 
Number


8-bit unsigned 
integer


1 or 3 This value indicates which message in the res-
ervation request protocol is to be generated.


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the STA to be 
used in the key derivation. This parameter is 
present only in message #1.


Transition IE content This parameter is present only in message 1.


RSN IE content This parameter is present only in message 1.


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP in mes-
sage 2 to be used in the key derivation.


Challenge This parameter is present only in message 3.


Reservation Items This parameter is present only in message 3.


MIC Message integrity check value computed on 
the content of the message. This parameter is 
present only in message 3.


Name Type Valid Range Description
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10.3.31.3.3 When generated


This primitive is generated by the SME at an AP to cause the transmission of either the second or fourth
frame in the reservation handshake. 


10.3.31.3.4 Effect of receipt


Upon receipt of this primitive, the MLME constructs the appropriate authentication frame and causes it to be
transmitted to the PeerMACAddress.  When the Message Sequence Number is 4, the AP shall reserve the
bandwidth 


10.3.31.4 MLME-Reservation.confirm


10.3.31.4.1 Function


This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.


10.3.31.4.2 Semantics of the service primitive


The primitive parameters are as follows:


MLME-Reservation.confirm (
PeerMACAddress,
Message Sequence Number,
Anonce,
Transition IE content,
RSN IE content,
KeyLifetime,
ReservationResponses,
MIC


Name Type Valid Range Description


PeerMACAddress MAC Address Any valid indi-
vidual MAC 
address


Specifies the MAC address of the non-AP STA 
immediate intended recipient of the reserva-
tion request


Message Sequence 
Number


8-bit unsigned 
integer


1 or 3 This value indicates which message in the res-
ervation request protocol is to be generated.


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP to be 
used in the key derivation. This parameter is 
present only in message #2.


Transition IE content This parameter is present only in message 2.


RSN IE content This parameter is present only in message 2.


Key Lifetime This parameter is present only in message 2.


Reservation Responses This parameter is present only in message 4.


Reassociation Deadline This parameter is present only in message 4.


MIC Message integrity check value computed on 
the content of the message. 
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)


10.3.31.4.3 When generated


This primitive is generated by the MLME on receipt of either the second or fourth frame in the reservation
handshake. 


10.3.31.4.4 Effect of receipt


Upon receipt of this primitive, the SME examines the content of the message and either responds to the
PeerMACAddress with the next message in the reservation sequence or completes its processing of the res-
ervation request.


11. MLME


Note - sections 11.4 through 11.7 were added by 802.11e, with instructions to move sections 11.4, 11.5, and 11.6 (as
appear in 11ma) to 11.8, 11.9, and 11.10. Assume what will happen here is that sections 11.3A, 11.3B, 11.3C, and 11.3D
will be added when amendment 11e is incorporated. The changes below refer to the section numbered 11.4 by 11e, and
11.3A after incorporation.


Name Type Valid Range Description


PeerMACAddress MAC Address Any valid indi-
vidual MAC 
address


Specifies the MAC address of the non-AP STA 
immediate intended recipient of the reserva-
tion request


Message Sequence 
Number


8-bit unsigned 
integer


2 or 4 This value indicates which message in the res-
ervation request protocol is to be generated.


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP to be 
used in the key derivation. This parameter is 
present only in message #2.


Transition IE content This parameter is present only in message 2.


RSN IE content This parameter is present only in message 2.


Key Lifetime 32-bit unsigned 
integer


This parameter is present only in message 2.


Reservation Responses This parameter is present only in message 4.


Reassociation Deadline 16-bit unsigned 
integer


The value of this parameter is the number of 
milliseconds before which the STA must ini-
tiate the reassociation with the AP, in order to 
expect that the reserved resources are still 
available. This parameter is present only in 
message #4.


MIC Message integrity check value computed on 
the content of the message. 

Copyright © 2005 IEEE. All rights reserved. 69
This is an unapproved IEEE Standards Draft, subject to change.







Wireless Fast BSS Transition IEEE P802.11r/D0.01™


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

11.3A Traffic Stream Operation


11.3A.1 Introduction


Change the third paragraph of section 11.4.1 as follows:


TSPEC and the optional TCLAS elements are transported on the air by the ADDRS, in the corresponding
QoS Action frame and across the MLME SAP by the MLME-ADDRS primitives. In addition, a Traffic
Stream could be created if a TSTA send sends a resource request to a TTAP prior to initiating a transition to
that TTAP. 


11.3A.3 TS Lifecycle


Change figure 148A as follows:


Note - 11ma last figure in section 11.3 is 148. 11e called its first figure 68.1, which will become 148A when incorporated
into the standard.


NOTE - Need an additional path out of “Inactive” by way of an oval marked “FBT Resource Request” to a
hexagon labeled “Accepted”. From “Accepted” by way of an oval marked “Reassociation” to “Active”.
Updated figure to be done.


Insert after the second paragraph of section 11.3A.3 (second paragraph starts “Initially a TS is inactive
...”):


The TS would be successfully created if the TTAP determines that it can honor the TSPECS in case the
RSTA in question transitions to it. A TS thus created will be in Accepted State. The TS would be considered
an "accepted TS". The following properties hold true for such an accepted TS:


— The TS will be in Accepted State. This state is a intermediate state between Inactive and Active
State. The Accepted State may not be used in all instances of TS setup, e.g in case of a regular
ADDTS request/response, a TS will directly jump from Inactive to Active state upon successful
negotiation. 


— The inactivity and suspension timer would not be started for the TS.
— The scheduler and any other resource manager in the AP will take the resource/timing requirements


of the TS into consideration before assigning any further resources to other admitted/accepted TS.
— In case of HCCA based TS, the HC would not generate CF-Poll for the TS.
— The TS is moved to Active State once the RSTA transitions to the AP in question and confirms in the


Re-association message, using the procedures defined in section 5.x.x.x, that it wants to retain the
TS upon transition. The inactivity and suspension timers are started at this point.


— If the reservation timer times out and the TS is not yet in Active State, the TS is deleted.


NOTE - This section requires more editorial work to match the style of the text in 11e for this section. 


Inset new Annex O after Annex N:


Annex O


(informative)
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O.1 Example Deployments using multiple SDs in an SMD


This logical hierarchy key hierarchy may be physically realized in a variety of ways. Some examples are
provided below.


O.1.1 Controller Architecture


A centralized Controller that manages multiple APs may include the AAA Client, R0 Key Holder and R1
Key Holder. 


Each AP managed by the Controller may be an R2 Key Holder. Alternatively, if the Controller is also the
authenticator for the purpose of PTK derivation, the Controller will be the R2 Key Holder for each of its
APs, and transmit the PTK to the AP, which serves as Data Termination point. It is also possible for Data
Termination to be aggregated in the Controller, with the AP transmitting encrypted data between station and
Controller.


Each Controller and its associated APs thus constitute an SD, and multiple Controllers may be associated
with each other to form an SMD. When a station transitions to an AP managed by a different Controller, the
new Controller acquires PMK-R1 from the Controller with which the station first established keys.


O.1.2 Standalone AP Architecture


A deployment may comprise multiple APs that are not managed by central Controllers. In this case, each AP
comprises the AAA Client and R0/R1/R2 Key Holders.


Each AP constitutes an SD, and multiple APs may be associated with each other to form an SMD. When a
station transitions to a new AP, the new AP acquires PMK-R1 from the AP with which the station first estab-
lished keys.


O.2 Key Holder and SMD Naming


Each AP advertises the following names in its beacon and/or probe response:


— SMD-ID 
— R0KH-ID 
— R1KH-ID 
— R2KH-ID 


To ensure global uniqueness, the first three octets of an ID must be set to an Organizationally Unique Identi-
fier (OUI). The remainder of the binary sequence is managed by the vendor named in the OUI as its own pri-
vate namespace, within which it must guarantee uniqueness. 


One option for selecting an ID is the MAC address of an interface of the device, zero-filled to 16 octets.
Another option is to append 13 random octets to the OUI.


Typically, R2KH-ID might be set to the BSSID of the AP; however, this is not a requirement and there may
be architectures in which R2KH-ID and BSSID are different values.


For key derivation and key naming purposes, R2KH-ID and R1KH-ID are always the names of the R2 and
R1 Key Holders in the current SD which with the station is associated, and R0KH-ID is the name of the R0
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Key Holder of the original SD in which the security association was established. Thus, R0KH-ID may or
may not be the name of the R0 Key Holder of the current SD with which the station is associated.


O.3 Broker Function and Policies


A TTAP may choose to incorporate variety of policies in the Broker function. This provides a vendor some
flexibility and control over the behavior it wants to mete to the resource reservation requests originating in
its network. As mentioned earlier, however, a BF shall at least be able to relay the request to its local RRSAP
and receive the responses from the RRSAP. 


Over and above the minimal functionality a TTAP vendor may choose to impose certain restrictions and/or
preferences by injecting some policy processing in the Broker Function.


Examples of this include:


1) A BF may choose to limit the number of resource request/queries per STA..
2) A BF may choose to spoof the over-the-DS resource allocation if it has knowledge of the over-


all system and can make decisions on behalf of the target TTAP.
3) A BF may choose to introduce a bias in the responses, for various reasons like load balancing


etc. 


A BF may want to check for the mobility domain of the target APs before sending out request to the APs.
The BF may reject one or more request if it has enough knowledge of the mobility domain to which the tar-
get APs belong


O.4 Transition Mechanism during Voice Flow


The figure below depicts a scenario where the FT proposal could be used. We assume that a 802.11 enabled
station had associated with AP1.


1) It orignites originates a voice call after reserverving reserving air resources by using 802.11e
enhancements (ADDTS etc etc). 


2) The voice call singaling signaling and the RTP path setup occurs while the phone is associated
with AP1.


3) During the voice-call the phone tries to "roam".
4) It finds that AP2 is a potential AP to roam to.
5) It triggers a resource reservation mechanism.
6) A FT association is initiated to roam to the new AP2 
7) The phone now connects to the back-end via AP2.
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Figure O1—Transition Mechanism in a Voice Call Flow
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Introduction


(This introduction is not part of IEEE P802.11r, Draft Amendment to STANDARD FOR Telecommunications and Infor-
mation Exchange Between Systems - LAN/MAN Specific Requirements - part 11: Wireless medium Access Control
(MAC) and physical layer (PHY) specifications: Specification for Fast BSS Transition.)


The purpose of this amendment is to enhance the 802.11 Medium Access Control (MAC) layer to minimize
the amount of time data connectivity between the Station (STA) and the Distribution System (DS) is lost
during a Basic Service Set (BSS) transition. The scope of this amendment applies only to the STA<->Access
Point (AP) connection state within the same Extended Service Set (ESS), and will not apply to the Indepen-
dent Basic Service Set (IBSS) case. Determination of the need for a BSS transition, selection of which AP to
BSS transition to (with the exception of the advertisement of the availability of fast BSS transition services
to the STA), and determination of when to BSS transition are all outside the scope of this amendment. 


Based on current and proposed amendments to the 802.11 standard, the general transition process (assuming
PMK caching) consists of five stages: scanning; 802.11 authentication; re-association; PTK derivation -
four-way handshake; and QoS admission control. The scanning process can occur at any time before the
transition occurs. The STA can actively or passively scan for other AP’s in its vicinity that are part of the
same ESS. At some point in the process, the STA choses a transition candidate and authenticates with a tar-
get AP. During this time, the STA can still exchange data with the DS through its current AP. The STA sends
a re-association message to establish a connection at the target AP. The STA and the AP generate session
keys based on an 802.1x authentication (which could be through pre-authentication and key caching), which
allows the STA to exchange data with the DS. The STA then issues a QoS admission control request using an
802.11 action frame to re-establish its QoS streams. 


The purpose of this amendment is to refine the transition process to minimize the time interval where the
STA has lost data connectivity to the DS. It optimizes the 802.11 protocol to allow a TGr-enabled STA to
establish security and QoS state at a new TGr-enabled AP with minimal connectivity lost to the DS. The
overall changes to the protocol will not introduce any new security vulnerabilities beyond the current 802.11
standard and its amendments. It preserves the behaviour of legacy STA and AP’s. 


The proposed amendment to the IEEE 802.11 standard is to refine the transition process to minimize the
time interval where the STA has lost data connectivity to the DS.


The amendment addresses solutions to two classes of network infrastructures from a QoS perspective: one
where the transition-enabled AP (TTAP) is capable of provisioning QoS resources at re-association time; and
another where the TTAP needs to pre-reserve the network infrastructure resources before transitioning. 


This amendment does not specifically address the solution to when or where a STA will roam. There are
other tools which give the STA information that could be used in making this decision. 


IEEE 802.11e enables the AP to convey QBSS IE in Probe responses/beacons. The QBSS IE has three fields
which indicate the number of associated STA’s, the channel utilization for the BSS, as well as the available
admission capacity. The QBSS metrics give information on the AP's ability to accept new QoS streams.


IEEE 802.11k defines the neighbor reports, which can assist in optimizing scanning and give and indication
of the load on each AP. 


Working Group Officers


At the time this supplement to the standard was submitted to Sponsor Ballot, the working group had the fol-
lowing officers.


Stuart J. Kerry, Chair

Copyright © 2005 IEEE. All rights reserved.
This is an unapproved IEEE Standards Draft, subject to change ii







IEEE P802.11r/D0.00 Wireless Fast BSS Transition


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

Al Petrick and Harry Worstell, Vice Chairs
Tim Godfrey, Secretary


Task Group Officers


At the time this supplement to the standard was submitted to Sponsor Ballot, the Fast Roaming Task Group
had the following officers.


Clint Chaplin, Chair
Mike Montemurro, Secretary


Bill Marshall, Technical Editor


Proposals for Fast Roaming solutions were made by the following individuals (co-authors of the accepted
proposal are marked with an asterisk)


Others who made presentations to the Fast Roaming Task Group, and contributions to this document, were:


Bernard Aboba
Keith Amann*
Bob Beach
Florent Bersani*
Tony Braskich*
Pat Calhoun*
Nancy Cam-Winget*
James Chen*
Randy Chou*
Chris Durand*
Jon Edney*
Steve Emeott*
Darwin Engwer*
Stefano Faccin*
Paul Funk*


Dan Harkins
Kevin Hayes*
Haixiang He*
Xiaoning He
Moo Ryong Jeong
Theodore Karoubalis*
Toshiro Kawahara
Joe Kubler*
Rajneesh Kumar*
Jie Liang
Peter Loc*
Mike Montemurro*
Mike Moreton*
Patrick Mourot*
Paul Newton*


Bob O’Hara*
Emily Qi*
Henry Ptasinski*
Matt Smith*
Ioanna Samprakou*
Floyd Simpson*
Vishal Sinha*
Kapil Sood*
Dorothy Stanley*
Hui Tang
Jesse Walker*
Stephen Wang*
Fujio Watanabe
Gang Wu
Atrur Zaks*


Peyush Agarwal
Areg Alimian
Stefan Berg
Alan Carlton
Clint Chaplin
Steve Connor
Wolfgang Groting
Eleanor Hepworth
Dirk Kuijsten


Robert Love
Bill Marshall
Tim Moore
Soohong Daniel Park
Chris Polanec
Marian Rudolf
Jeremy Spilman
Jim Wendt
Michael Williams


Charles Wright
Juan-Carlos Zuniga


NOTE - need to re-bal-
ance when list is done

Cop
iii This is an un

yright © 2005 IEEE. All rights reserved.
approved IEEE Standards Draft, subject to 

change







IEEE P802.11r/D0.00 Wireless Fast BSS Transition


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

The following members of the balloting committee voted on this standard. Balloters may have voted for
approval, disapproval, or abstention. 


To be supplied by IEEE

Cop
iv This is an un

yright © 2005 IEEE. All rights reserved.
approved IEEE Standards Draft, subject to 

change







Wireless Fast BSS Transition  P802.11r/D0.00


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

Contents

Copyright © 2005 IEEE. All rights reserved.
This is an unapproved IEEE Standards Draft, subject to change v







IEEE P802.11r/D0.00 Wireless Fast BSS Transition


1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

Copyright © 2005 IEEE. All rights reserved.
vi This is an unapproved IEEE Standards Draft, subject to change







Wireless Fast BSS Transition  P802.11r/D0.0

2. References............................................................................................................................................ 1


3. Definitions ........................................................................................................................................... 1


4. Abbreviations and acronyms ............................................................................................................... 3


5. General Description ............................................................................................................................. 4


5.3 Logical Service Interfaces ........................................................................................................... 4
5.4 Overview of the Services ............................................................................................................. 4


BSS-Transition Services 4
General Concepts 4
Discovery 4
Resource Allocation 5
The Fast Transition Gap 5
Fast Transition in an RSN 5
FBT Architecture Description 6


5.7 Message information contents that support the services ............................................................. 8
Association 8
Reassociation 9


7. Frame formats .................................................................................................................................... 10


7.2 Format of individual frame types............................................................................................... 10
Management frames 10
Beacon frame format 10
Association Request frame format 10
Association Response frame format 11
Reassociation Request frame format 11
Reassociation Response frame format 12
Probe Response frame format 12
Authentication frame format 13


7.3 Management frame body components....................................................................................... 14
Fixed fields 14
Authentication Algorithm Number field 14
Status Code field 14
Action Field 15
Information Elements 15
RSN Information element 16
AKM suites 16
Count Information Element 16
Fast Transition Resource Information Element (TRIE) 16
Fast Transition Security Information Element (TSIE) 17
Fast Transition Key Holder Information Element 18
Time Interval Information Element 18
Resource Information Container Information Elements 19
RIC Root Information Element (RRIE) 20
RIC Data Information Element (RDIE) 20

Copyright © 2005 IEEE. All rights reserved.
This is an unapproved IEEE Standards Draft, subject to change 1







IEEE P802.11r/D0.0 Wireless Fast BSS Transition

Fast Transition 802.1X EAPOL-Key Information Element (EAPKIE) 21
7.4 Action Frame Format Details .................................................................................................... 22


Fast BSS Transition Action Details 22
FT Request 22
FT Response 23
FT Confirm 24
FT ACK 25


8. Security .............................................................................................................................................. 26


8.5AKey distribution for Fast BSS Transition .................................................................................. 26
Overview 26
Key Hierarchy 28
Key derivation function 29
PMK-R0 30
PMK-R1 30
PMK-R2 30
PMK Distribution within a Security Mobility Domain 31
PTK 33
Fast Transition Authentication frame sequence 33
FT Authentication frame: 1st frame 33
FT Authentication frame: 2nd frame 34
FT Authentication frame: 3rd frame 34
FT Authentication frame: 4th frame 35


8A. Fast BSS Transition ........................................................................................................................... 36


8A.1Overview of transition mechanisms .......................................................................................... 36
Capability Advertisement 36
Base Mechanism 36
Pre-Reservation Mechanism 37
Notation 39


8A.2First Contact............................................................................................................................... 40
8A.3Base Mechanism ........................................................................................................................ 42
8A.4Pre-Reservation Mechanism ...................................................................................................... 43


Over-the-Air Fast BSS Transition with Reservation 43
Over-the-DS Fast BSS Transition with Reservation 44


8A.5QoS Procedures.......................................................................................................................... 45
Constructing a RIC for Request 45
RIC processing by the target AP 46
Interpreting RIC in the response message 46
QoS procedures at the non-AP QSTA on (Re)-Association 46
QoS procedures at the TTAP on (Re)-Association 48
Reservation Procedures at the non-AP TSTA 49
Reservation Procedures at the Target TTAP 49
Reservation Procedures at the Current TTAP 50


8A.6Broker Function ......................................................................................................................... 52

Copyright © 2005 IEEE. All rights reserved.
2 This is an unapproved IEEE Standards Draft, subject to change







Wireless Fast BSS Transition  P802.11r/D0.0

10. Layer Management ............................................................................................................................ 53


10.3 MLME SAP Interface................................................................................................................ 53
Reassociate 53
MLME-Reassociate.Request 53
Semantics of the Service Primitive 53
MLME-Reassociate.Confirm 54
Semantics of the Service Primitive 54
MLME-Reassociate.Indication 55
Semantics of the Service Primitive 55
MLME-Reassociate.Response 56
Semantics of the Service Primitive 56
MLME SAP Interface for Resource Reservation 57
MLME-Reservation.request 57
Function 57
Semantics of the service primitive 57
When generated 58
Effect of receipt 58
MLME-Reservation.indicate 58
Function 58
Semantics of the service primitive 58
When generated 59
Effect of receipt 59
MLME-Reservation.response 59
Function 59
Semantics of the service primitive 59
When generated 60
Effect of receipt 60
MLME-Reservation.confirm 60
Function 60
Semantics of the service primitive 60
When generated 61
Effect of receipt 61


11. MLME ............................................................................................................................................... 61


11.3ATraffic Stream Operation ......................................................................................................... 62
Introduction 62
TS Lifecycle 62


Annex O ..................................................................................................................................................... 62


O.1 Example Deployments using multiple SDs in an SMD..................................................... 63


O.2 Key Holder and SMD Naming .......................................................................................... 63


O.3 Broker Function and Policies............................................................................................. 64

Copyright © 2005 IEEE. All rights reserved.
This is an unapproved IEEE Standards Draft, subject to change 3







Wireless Fast BSS Transition  P802.11r/D0.0

O.4 Transition Mechanism during Voice Flow ........................................................................ 64

Copyright © 2005 IEEE. All rights reserved.
This is an unapproved IEEE Standards Draft, subject to change 4







1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65

Draft Amendment to STANDARD FOR 
Telecommunications and Information Exchange 
Between Systems - LAN/MAN Specific 
Requirements - 


Part 11: Wireless Medium Access Control (MAC) 
and physical layer (PHY) specification: 


Amendment 8: Fast BSS Transition


[This amendment is based on IEEE Std 802.11TM, 2005 (based on 802.11ma D1.0), as amended by 802.11eTM-2005,
802.11k-????.]


The editing instructions contained in this amendment define how to merge the material contained herein into the existing
base standard to form the new comprehensive standard.


The editing instructions are shown in bold italic. Three editing instructions are used: change, delete, and insert. Change
is used to make small corrections in existing text or tables. The editing instruction specifies the location of the change
and describes what is being changed either by using strikethrough (to remove old material) or underscore (to add new
material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions
may require renumbering. If so, renumbering instructions are given in the editing instructions. 


NOTE - Editorial notes (paragraphs starting with “NOTE”) are present throughout this document. These will be added
and changed at the discretion of the Editor. These will be deleted at the discretion of the Editor when the Editor feels the
issue identified in the note has been adequately addressed. Editorial notes will not be carried over into the final docu-
ment.


2. References


Insert the following new normative references in alphabetical order:


NOTE: If there are no new references, delete this section


3. Definitions


Change the following definitions as indicated:


3.74 pairwise master key (PMK): The highest order key used within this standard. The PMK may be
derived from an Extensible Authentication Protocol (EAP) method or may be obtained directly from a pre-
shared key (PSK).


NOTE - need new wording above to make consistent with new PMK-R0 (which appears below).
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3.76 pairwise transient key (PTK): A value that is derived form the pairwise master key (PMK), Authenti-
cator address (AA), Supplicant address (SPA), Anthenticator nonce (ANonce), and Supplicant nonce
(SNonce) using the pseudo-random function (PRF) and that is split up into as many as five keys, i.e. tempo-
ral encryption key, two temporal message integrity code (MIC) keys, EAPOL-Key encryption key (KEK),
EAPOL-Key confirmation key (KCK).


NOTE - need new wording above to make consistent with new PTK “Pairwise Transient Key shared between a STA and
BSSID used to protect 802.1X EAPOL and 802.11 data frames”


3.108 Supplicant Address (SPA): The Supplicant’s medium access control (MAC) address. Typically this
is the STA’s MAC address.


Insert the following new definitions in alphabetical order, renumbering as necessary:


3.121 AAA Key: Key information that is jointly negotiated between the SPA and AS as defined by RFC 3748.  This key
information is transported via a secure channel from the AS to the Authenticator.  The PMK-R0 is derived from the
AAA Key. (802.11i)


3.122 Authentication Server (AS): An entity that provides an authentication service to an Authenticator.  This service
determines, from the credentials provided by the SPA, whether the SPA is authorized to access the services provided by
the Authenticator. (802.11i)


3.123 Authenticator: an entity at one end of a point-to-point LAN segment that facilitates authentication of the entity
attached ot the other end of that link.


3.124 Master Session Key (MSK): Per RFC 3748, MSK is the Master Session Key. The MSK is keying material that is
derived between the EAP peer and server and exported by the EAP method to the NAS.  The MSK is at least 64 octets in
length.


3.125 Pairwise Master Key R0 (PMK-R0): top level of the TGr key hierarchy key shared between a STA and the R0
key holder used to derive PMK-R1 keys.


3.126 Pairwise Master Key R0 Key Holder Identifier (R0KH-ID): the 16 octet identifier that is advertised as the
holder of the PMK-R0.


3.127 Pairwise Master Key R1 (PMK-R1): first level TGr key hierarchy key shared between a STA and the R1 key
holder used to derive PMK-R2 keys.


3.128 Pairwise Master Key R1 Key Holder Identifier (R1KH-ID): the 16 octet identifier that is advertised as the
holder of the PMK-R1


3.129 Pairwise Master Key R2 (PMK-R2): second level TGr key hierarchy key shared between a STA and the R2 key
holder used to derive PTK.


3.130 Pairwise Master Key R2 Key Holder Identifier (R2KH-ID): the 16 octet identifier that is advertised as the
holder of the PMK-R1.


3.131 Pairwise Transient Key Identifier (PTKID): the 16 octect identifier used to name and reference PTK.


3.132 Resource Mobility Domain A unique identifier which specifies an AP's over-the-DS reachability.  All APs with
same Resource Mobility Domain have over-the-DS reachability to all other APs in that Resource Mobility Domain.


3.133 R0Name: the 16 octet globally unique identifier used to name and reference PMK-R0.


3.134 R1Name: the 16 octet globally unique identifier used to name and reference PMK-R1.


3.135 R2Name: the 16 octet globally unique identifier used to name and reference PMK-R2.
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3.136 Security Domain (SD): A single R0 Key Holder as a root, and all R0 key holder children R1 and R2 Key Holders.
Each SD is a member of a Security Mobility Domain.


3.137 Security Mobility Domain (SMD): A set of associated Security Domains (SD) capable of exchanging PMK-R1s
between them. A station may perform fast transitions among all APs in an SMD.


3.138 Security Mobility Domain Identifier (SMD-ID): the 16 octet globally unique identifier used to name and refer-
ence an SMD.


3.139 Transition Enabled Station (TSTA): The non-AP station capable of executing the fast BSS transition proce-
dures, as defined in this standard proposal.


3.140 Transition Resource Information Element (TRIE): A new Information Element for enabling fast transitions
between APs to carry QoS and resource specific information.


3.141 Transition Security Information Element (TSIE): A new Information Element for enabling fast transitions
between APs to carry security specific information.


4. Abbreviations and acronyms


Insert the following new abbreviations and acronyms in alphabetical order:


FBT Fast BSS Transition


MSK Master Session Key


NAS Network Access Server


PMK-R0 Pairwise Master Key, top level


PMK-R1 Pairwise Master Key, first level


PMK-R2 Pairwise Master Key, second level


PTKID Pairwise Transient Key Identifier


R0KH-ID PMK-R0 Key Holder Identifier


R1KH-ID PMK-R1 Key Holder Identifier


R2KH-ID PMK-R2 Key Holder Identifier


SD Security Domain


SMD Security Mobility Domain


SMD-ID Security Mobility Domain Identifier


TRIE Fast Transition Resource Information Element


TSIE Fast Transition Security Information Element


TSTA Transition-Enabled Station


TTAP Transition Target Access Point
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5. General Description


5.3 Logical Service Interfaces


Insert the following entry to the end of the list of 802.11 architectural services:


l) BSS-Transition Services


5.4 Overview of the Services


Insert the following new clause after 5.4.4.2, renumber figures and tables as appropriate.


5.4.5 BSS-Transition Services


As wireless networking becomes more prevalent, is deployed in a variety of architectures, and supports
applications such as telephony, shortcomings that could previously be ignored now become apparent.


This section deals with the problem of intermittent connectivity loss due to transitioning between BSSs in an
ESS. Each time the wireless station must abandon its connection with one AP and establish a new connec-
tion with another, there is a brief loss of connectivity, which may result in packet loss. In many interesting
cases, packet loss will have effects that are noticeable to the user, particularly when running real-time appli-
cations. With streaming TCP connections, loss of even a single packet will result in a transmission hiccup
whose duration may be far in excess of the actual gap in connectivity. With real-time transmission of voice
data, audible cracks and pops result. The more frequently the station must roam, the more annoying these
packet losses will be. 


This section defines an approach that minimizes the duration of connectivity loss during transition. This
approach is scalable and secure, and accommodates a variety of 802.11 system architectures.


5.4.5.1 General Concepts


There are three state transitions involved when a STA transitions from its current AP to a New AP:


1) Discovery - the station must locate  and decide which AP it will transition;
2) Resource establishment - the station may establish that the new AP will provide connection


resources it needs to maintain active sessions.
3) Transition - the station must abandon the current AP and establish a connection with a new AP.


5.4.5.1.1 Discovery


The STA must maintain a list of potential transition candidates so that it can transition to a new AP as
quickly as possible when signal quality of the current association falls below some target level. The station
will scan multiple channels for an AP with a better signal. This process typically takes hundreds of millisec-
onds. While scanning different channels, the station cannot receive on its current channel, and packets may
be lost. In a QoS environment, the STA must maintain channel utilization metrics at the new AP so that it
when it chooses to transition to a new AP, it can maintain adequate service levels for QoS streams. 


BSS-transition services provide a mechanism for the STA to communicate and retrieve information on can-
didates prior to transition. The communications with the target AP can take place over-the-air or through its
existing association.
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5.4.5.1.2 Resource Allocation


If the station depends on a level of resources to maintain its current connection then it is the responsibility of
the station to determine that such resources will be available before transitioning to the new access point. In
a QoS environment, a QSTA must associate with the new Access Point prior to requesting resource reserva-
tions. This model significantly increases the transition latency, and furthermore, there is no guarantee that
the target AP will be capable of delivering adequate services, causing the station to search for alternate
Access Points.


BSS-transition services provide a mechanism for the STA to reserve resources at a candidate AP prior to
transition or at re-association time. The STA can communicate with the target AP to reserve resources prior
to association by communicating directly with the target AP, or indirectly through its existing Assocication.
The resource allocation mechanism can be used to allocate any type of resources, which could include
TSPEC's in a QoS environment, or keying material in a secure environment. 


5.4.5.1.3 The Fast Transition Gap


Once a suitable transition candidate has been found, the station must break its association with the current
AP and associate to the new AP. During this time, packet loss can occur. If the station fails to establish the
new connection it may immediately resume communication with the old AP so that the transition gap is
always terminated by resumption of communications (either to the current or new AP), subject to overlap-
ping RF coverage.


BSS Transition services provide a mechanism for the STA to (re-)associate with the target AP which mini-
mizes any latency introduced from protocol overhead. The STA can choose to reserve resources at the AP
prior to (re-)association, thereby reducing the probability of losing packets on transition.


5.4.5.2 Fast Transition in an RSN


The transition process in an RSNA environment is defined as:


— Setting up the radio for the new channel
— Exchanging (re)association request/response with the new AP.
— Performing authentication
— Performing key management
— Establishing other aspects of connection state, for example QoS


In an RSN, the latency introduced via 802.1X authentication is reduced via PMK caching and pre-authenti-
cation. When the station and the new AP have a cached security association, either due to a prior association
or pre-authentication, the station does not need to re-authenticate to the new AP; however, it still must per-
form a 4-way handshake in order to establish session keys for data communication. 


Even with this reduced pre-authentication exchange, latencies will be measured in the tens of milliseconds
with well-powered stations and higher when handhelds are used.


A STA in an RSNA environment is able to pre-authenticate to a new AP prior to transition, using the connec-
tion to the current AP to communicate with the new AP via the DS. This allows the establishment of a
PMKSA in advance of transition with an AP that has not yet been visited.  Upon (re)association with an AP
where pre-authentication has been accomplished, PMK caching can be utilized by presenting a PMKID in
the (re)association request.


When an EAP authentication occurs to an AAA server, the AAA server informs the AP of the lifetime of the
authentication; for example, RADIUS and Diameter servers return the Session-Timeout attribute. At some
point in advance of expiration, the AP must initiate a re-authentication in order to allow the session to con-
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tinue. Since a new PMK is generated as a result of authentication, the AAA lifetime represents an absolute
maximum lifetime for a PMK. 


In an RSNA, the AP does not communicate expiration information to the station. When the station attempts
to re-associate with a cached PMKID, it may find that the AP does not accept it and a full authentication will
ensue.


BSS-Transition services offer new AKM which optimizes key management to reduce transition latencies.
The scope of the PMKSA is communicated to the station, allowing it to select the appropriate PMK for pre-
keying or determine that pre-authentication is required.The lifetime of the PMKSA is communicated to the
station, allowing it to judge whether it should attempt pre-keying or perform pre-authentication.


Continuity of network service quality is enabled by the use of resource allocation either prior to re-associa-
tion, or at re-association time. It introduces a new protocol which allows PTK's to be derived prior to re-
assocation, thereby minimizing transition latencies. 


5.4.5.3 FBT Architecture Description


BSS-Transition services provides a mechanism to minimize the transition gap in a Robust Security Network
between APs and QAPs.  It enables a means to:


— Minimize "over the air" latency by piggybacking resource allocation
— Minimize PTK computation and plumbing latencies by enabling the STA to pre-compute prior to re-


association
— Enable an "Authenticated" re-association exchange
— Removes the 802.11i 4-way handshake race conditions
— Enables allocation of QoS resources at reassociation time
— Ensure compatibility with non-RSN and non-QoS STA’s and AP’s


The BSS Transition services include:


— A new transition protocol which allows a STA and AP to allocate resources as part of the re-associa-
tion; or pre-reserve resources prior to reassociation time;


— A new key management framework for security which allows the STA and the AP to pre-compute the
PMK;


— A mechanism which uses the new transition protocol to perform PTK derivation at re-association
time;


— A mechanism for allocating QoS resources at reassociation time using the new transition protocol
changes.


The proposal addresses solutions to two classes of network infrastructures from a QoS perspective: one
where the TTAP is capable of provisioning QoS resources at re-association time; and another where the
TTAP needs to pre-reserve QoS resources prior to reassociation. The proposal provides two mechanisms for
BSS-Transition: 


— The basic BSS-transition mechanism allows resources to be allocated and committed during the re-
association phase of the BSS-Transition. This solution would address the case where the AP was
lightly loaded and the STA can determine resources are available from Beacon/Probe exchanges. 


— BSS Transition service provides a mechamism where the resources are allocated prior to re-associa-
tion. This solution addresses the case where the infrastructure is under-provisioned; the DS infra-
structure is slow; or the provider wants to offer a guarantee service. This solution addresses
networks with security infrastructure that requires explicit messaging for resource reservation.
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BSS-Transition services do not specifically address the solution to when or where a STA will roam. There
are other tools which give the STA information that could be used in making this decision. 


QoS mechanisms enable the AP to convey QBSS IE in Probe responses/beacons. The QBSS IE has three
fields which indicate the number of associated STA’s, the channel utilization for the BSS, as well as the
available admission capacity. The QBSS metrics give information on the AP's ability to accept new QoS
streams.


BSS Transition services define where a STA can roam. BSS Transition can only take place within an ESS. In
a secure environment, the BSS Transition candidates for a STA are limited to AP’s that are members of the
same Security Domain. In some infrastructures, resource policies may limit the STA to a subset of AP’s as
transition candidates defined by the Mobility Domain. In the limiting case, the ESS, the Security Domain,
and the Mobility Domain define the same set of AP’s. The Security Domain will always be a subset of the
ESS, and the Mobility Domain will always be a subset of the Security Domain.


A representative BSS-Transition topology is given in Figure 7A. A simple representative topology consists
of a number of TTAP-enabled AP’s, and an Authentication Server. Inter-AP communication over the DS is
assumed to be protected and authenticated. The TTAP-enabled STA has an established connection with the
DS through AP1 and may have one or more QoS streams active. In this representative topology, the STA has
two potential transition candidates, AP2 and AP3. The STA decides through scanning, 802.11k neighbor
reports, and other means, that the best candidate for transition is AP2. 


There are two mechanisms for the STA to issue resource requests to candidate AP’s. In one case, the STA
could go off-channel from its current association and communicate over the air with the target AP. In the
second case, the STA could communicate with the target AP through its existing AP. In either case, the STA
uses the Resource Request Service Access Point (RRSAP) to generate and respond to resource reservation.


The RRSAP handles Resource Requests. The RRSAP on the STA is used to generate queries or resource
requests. The RRSAP at the AP will receive and process Resource Requests from STA’s originating over the
air or over the DS. The RRSAP can also forward resource requests on behalf of the STA over the DS to a
potential transition candidate.


The STA may choose to reserve resources at the transition candidates prior to transition. Upon successful
completion, resources are reserved at the target AP’s for a fixed length of time. The STA must complete the
transition within the time limit in order to access its reserved resources.


Reservation policies can be applied to limit the number of reservations that a STA can make or limit the
number of AP’s where the STA can concurrently reserve resources. 
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Figure 7A—Representative Fast Transition Topology


BSS Transition service provides a generic mechanism to reserve resources at a TTAP candidate called the
Resource Information Container (RIC). It provides a mechanism for the STA to build resource requests that
could include mandatory and optional resources, or request for alternative resources.


In an RSN environment, the BSS-Transition service describes mechanisms to support pre-keying and
resource pre-establishment between a station and an AP. It describes a key hierarchy to extend the scope of a
PMK from a single AP to many APs in a complex network that may include both standalone APs and central-
ized architectures. It defines a new 802.11 authentication type, which allows the client to initiate a hand-
shake to establish the PTK prior to (re)association.


5.7 Message information contents that support the services


5.7.2 Association


Change text of section 5.7.2 as follows:


For a STA to associate, the association service causes the following messages to occur:


Association request


— Message type: Management
— Message subtype: Association request
— Information items:


IEEE address of the STA initiating the association
IEEE address of the AP with which the initiating STA will associate


Policy
Management


Serv er


Authentication
Serv er


AP 1 AP 2 AP 3


Distribution
Serv ice


STA


Current
Association Target


Association


Communications
over the DS Link
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SSID
Power capability
Supported channels
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information


— Direction of message: From STA to AP


NOTE - the information items in the above list are a bullet list in 802.11, but bullet lists are not allowed by IEEE style
manual. Need to investigate this.


Association response


— Message type: Management
— Message subtype: Association response
— Information items:


Result of the request association. This is an item with values “successful” and “unsuccessful”
If the association is successful, the response shall include the association identifier (AID)
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information


— Direction of message: From AP to STA


NOTE - Figure 121D, for first contact, shows three additional fields in the Association and Association response mes-
sages: TSIE, TRIE, and RSNIE. These need to be added to the above text, and kept consistent with 7.2.3.4 and 7.2.3.5.


5.7.3 Reassociation


Change text of section 5.7.3 as follows:


For a STA to reassociate, the reassociation service causes the follow message to occur:


Reassociation request


— Message type: Management
— Message subtype: Reassociation request
— Information items:


IEEE address of the STA initiating the reassociation
IEEE address of the AP with which the initiating STA will reassociate
IEEE address of the AP with which the initiating STA is currently associated
SSID
Power capability
Support channels
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information
Resource request information


— Direction of message:
From STA to AP (The AP with which the STA is requesting reassociation)


The address of the current AP is included for efficiency. The inclusion of the current AP address facilitates
MAC reassociation to be independent of the DS implementation.


Reassociate response

Copyright © 2005 IEEE. All rights reserved. 9
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— Message type: Management
— Message subtype: Reassociation response
— Information items:


Result of the request reassociation. This is an item with values “successful” and “unsuccessful”
If the reassociation is successful, the response shall include the AID
Fast Transition Security information
Fast Transition Resource information
Robust Security Network information
Resource request information


— Direct of message: From AP to STA


7. Frame formats


7.2 Format of individual frame types


7.2.3 Management frames


7.2.3.1 Beacon frame format


Insert the additional rows as follows in the proper order in Table 5


NOTE - Text for this section still needed. Other text in proposal says TRIE and TSIE are included in Beacon frames.


7.2.3.4 Association Request frame format


Insert the following row into Table 7:


NOTE - Figure 121D for First Contact shows the term “(Re)Association” for two of the messages. That implies to editor
that it could be Association or Reassociation. If so, then TSIE, TRIE, and RSNIE need to be added to this section.


Table 5—Beacon frame body


Order Information Notes


TBD TBD TBD


TBD TBD TBD


TBD TBD TBD


Table 7—Association Request frame body


Order Information Notes


TBD TBD TBD
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7.2.3.5 Association Response frame format


Insert the following row into Table 8:


NOTE - Figure 121D for First Contact shows the term “(Re)Association” for two of the messages. That implies to editor
that it could be Association or Reassociation. If so, then TSIE, TRIE, and RSNIE need to be added to this section.


7.2.3.6 Reassociation Request frame format


Delete order 9, and insert rows at the end of Table 9 as follows:


NOTE - 11ma added “Vendor Specific” and 11e added “QoS Capability”, both as order 10; presumably one of them will
use order 11. Numbers from proposal were adjusted.


Insert the following text following Table 9:


For a Fast BSS Transition, the Reassociation request is used to request or confirm the availability of
resources the STA need to complete its connection. For a Fast BSS Transition when RSNA is enabled, the
TSTA must assert liveness of the PTK by including the ANonce provided by the TTAP and authenticating
the frame by including a valid MIC in the EAPKIE. The MIC shall protect the fields starting with the Count
IE up to and including the EAPKIE. The RSN IE in the EAPOL-Key contained in the EAPKIE must be bit-
wise identical to the RSN IE presented in the Fast Transition Authentication Request Frame.


Table 8—Association Response frame body


Order Information Notes


TBD TBD TBD


Table 9—Reassociation Request frame body


Order Information Notes


9 RSN The RSN information element is only present within Reassociation 
Request frames generated by STAs that have dot11RSNAEnabled set to 
TRUE


12 Count IE Specifies the number of IEs succeeding this IE and if present, protected by 
the EAPKIE


13 TRIE A Fast Transition Resource IE to convey the Fast Transition resouce capa-
bilities


14 TSIE A Fast Transition Security IE to convey the Fast Transition security capa-
bilities


15 RIC Request IEs The set of IEs that formulate a RIC request, for requesting QoS resources


... Other IEs that may require protection


15+n+1 EAPKIE An IE encapsulating EAPOL Key-Message to include the required infor-
mation for a Fast Transition

Copyright © 2005 IEEE. All rights reserved. 11
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7.2.3.7 Reassociation Response frame format


Insert rows at the end of Table 10 as follows:


NOTE - 11ma added a row for “Vendor Specific” for order 6; 11e added a row for “EDCA Parameter Set”, and called it
order 5 (which was already taken in 802.11 standard for “Extended Supported Rates”); and 11k is adding a row for
“RCPI” and also calling it order 5. Assume 11e will be changed to order 6, 11k to order 7, and Vendor Specific moved to
order 8. Order numbers for our new entries adjusted accordingly.


NOTE - proposal noted several items (e.g. Listen Interval”, “Current AP address”, “SSID”, “Power Capability”, and
“Supported Channels”) as “As defined by 802.11 standard” that are not in 11ma nor 11e nor 11k. Where are they? Also,
the proposal noted a “RSN” in this frame, which does not appear anywhere.


Insert the following text following Table 10:


For a Fast BSS Transition, the TTAP uses the Reassociation Response frame to respond to the TSTA
resource and PTKSA requests. The TTAP will include TRIE, TSIE, RIC IE(s), and EAPKIE in response to
the IEs included in the Reassociation request. If RSNA is enabled, the TTAP must assert liveness of the PTK
by including the SNonce provided by the TSTA and authenticate the frame by including a valid MIC in the
EAPKIE. The MIC shall protect the fields starting with the Count IE up to and including the EAPKIE. The
RSN IE in the EAPOL-Key contained in the EAPKIE must be bitwise identical to the RSN IE presented in
the TTAP Beacon Frame.


7.2.3.9 Probe Response frame format


Insert the order 23-TBD rows, and change the starting order in the final row (Request information ele-
ments) in Table 12 as follows:


Table 10—Reassociation Response frame body


Order Information Notes


9 Count IE Specifies the number of IEs secceeding this IE and if present, protected by 
the EAPKIE


10 TRIE A Fast Transition Resource IE to convey the Fast Transition resource 
capabilities


11 TSIE A Fast Transition Security IE to convey the Fast Transition security capa-
bilities


12 Time Interval IE The time interval IE indicating the re-association timeout value. The STA 
must complete the reassociation within this interval.


13 RIC Response IEs The set of IEs that formulate a RIC response, for responses for QoS 
resources


... Other IEs that may require protection


13+n+1 EAPKIE An IE encapsulating EAPOL Key-Message to include the required infor-
mation for a Fast Transition.


Table 12—Probe Response frame body


Order Information Notes


23 TBD TBD


24 TBD TBD
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NOTE - text needed for this section. Other sections in proposal identify TRIE and TSIE as being included in probe
responses.


7.2.3.10 Authentication frame format


Change the first paragraph of section 7.2.3.10 as shown:


The frame body of a management frame of subtype Authentication contains the information shown in Table
13. Only Authentication frames with the authentication algorithm set to Open System authentication or Fast
Transition authentication may be used within an RSNA. RSNA STAs shall not associate if shared authenti-
cation was invoked prior to RSN association. The Fast Transition Authentication exchange is only vaid
when the Fast Transition capability is enabled; more specifically, when the Fast Transition Information Ele-
ment is advertised by the BSSID and employed by the TSTA.


Insert the following paragraph after the first and before Table 13:


The Fast Transition Authentication algorithm allows a TSTA to initiate a Fast Transition.  If the FT Authen-
tication algorithm is selected, the TSTA will include its TSIE and TRIE in the FT Authentication Request.  If
Robust Security Network Association (RSNA) is enabled, the TSTA shall also include its SNonce contribu-
tion and include the key holder identities used for generating the PTK.


Insert five additional entries, and change the order 5 table entry as shown:


Insert the following paragraph between Table 13 and Table 14:


The Fast Transition Authentication exchange may include a variable number of information elements to pro-
vision security and QoS resources.  When RSNA is enabled, the QoS resource reservation mechanism is


25 TBD TBD


2326-n Request informa-
tion elements


Elements requested by the Request information element of the Probe 
Request frame


Table 13—Authentication frame body


Order Information Notes


5 Count IE This field is only present in the Fast Transition Authentication frames as 
defined in Table 14.


6 TRIE Fast Transition Resource Information Element. This field is only present 
in the Fast Transition Authentication frames as defined in Table 14.


7 TSIE Fast Transition Security Information Element.


8 RIC IE Resource Information Container. This field is only present in the Fast 
Transition Authentication frames as defined in Table 14.


9 EAPK IE This field is only present in the Fast Transition Authentication frames as 
defined in Table 14.


510 Vendor Specific One or more vendor specific information elements may appear in this 
frame


Table 12—Probe Response frame body


Order Information Notes
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authenticated by the MIC specified in the EAPOL-IE.  Further, the MIC specified in the EAPOL-IE shall
protect all of the information commencing with the IE count to the (and including the) EAPOL-IE.


Change heading row of Table 14, change rows for “Shared Key 2” and “Shared Key 3” as shown, and
Insert the following four rows at the end of the table.


7.3 Management frame body components


7.3.1 Fixed fields


7.3.1.1 Authentication Algorithm Number field


Insert after “Authentication algorithm number = 1” the following line:


Authentication algorithm number = 2: Fast Transition


NOTE: Value of 2 for this authentication algorithm number needs to be cleared with the IEEE Assigned Number
Authority.


7.3.1.9 Status Code field


Insert five rows into Table 20, and Change first “Reserved” row, as follows:


Table 14—Presence of challenge text information elements


Authentication Algorithm


Authentication 
transaction 
sequence 
number


Status Code Challenge Text Presence of fields 4-
9


Shared Key 2 Status Challenge text Present


Shared Key 3 Reserved Challenge text Present


Fast Transition 1 Reserved Not Present


Fast Transition 2 Status Count, TRIE, TSIE, EAPKIE Present


Fast Transition 3 Reserved Count, TRIE, TSIE, RIC, EAPKIE 
Present


Fast Transition 4 Status Count, TRIE, TSIE, RIC, EAPKIE 
Present


Table 20—Status Codes


Status Code Meaning


52 Invalid Fast Transition Action Frame Count


53 Expected a reservation to precede Fast Transition


54 Invalid TSPEC


55 Invalid PMKID
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NOTE - 11ma modified table to make two reserved blocks, with vendor-specific values in the middle; 11e defined values
up through 50 (in particular, values 32-35, 37-39, and 47-50); 11ma had left 27-39 and 47-50 reserved (leaving room for
11e), and defined value 51; values here adjusted accordingly. The values of these status codes need to be cleared with the
IEEE Assigned Number Authority.


7.3.1.11 Action Field


Insert row into Table 21, and modify the “Reserved” row, as follows:


NOTE - 11k assigned value 5 to Radio measurement. Need to confirm our selection of value 6 with IEEE Assigned
Number Authority..


7.3.2 Information Elements


Insert the following into Table 22, and change the final row as marked:


NOTE - 802.11 defines values up through 50; 11k defines 51-53. These were chosen as next available numbers. Need to
check these assignments with IEEE Assigned Number Authority.


56 Invalid 802.1X IE


5256-220 Reserved


Table 21—Category Values


Name Value See Sub-clause


Fast BSS Transition 6 7.4.3


Reserved 67-127 -


Table 22—Element IDs


Information Element Element ID


Count 54


Fast Transition Resource (TRIE) 55


Fast Transition Security (TSIE) 56


Fast Transition Key Holder 57


Time Interval 58


Resource Information Container - 
Root


59


Resource Information Container - 
Data


60


Fast Transition 802.1X EAPOL-
Key IE (EAPKIE)


61


Reserved 5462-255


Table 20—Status Codes


Status Code Meaning
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7.3.2.25 RSN Information element


7.3.2.25.2 AKM suites


Insert after third row of table 29, and change fourth row (suite type 3-255) as follows:


NOTE - proposal section 4.4.8 had suite type 4 both assigned for PSK and reserved. 


Insert the following new subsections after subsection 7.3.2.37, adjusting the figure numbers and table
numbers as necessary


NOTE - 11ma ended with 7.3.2.26, Table 30, Fig 80; 11e added 7.3.2.13 through 7.3.2.20 (which will become 27-34),
tables 20.1 through 20.8 (30A-30H), and Figures 46.1 through 46.15 (80A-80O); 11k added 7.3.2.26 through 7.3.2.28
(which will become 35-37), 1 table (30I), 8 figures (80P-80W). So we tentatively start with 7.3.2.38, Table 30J, Figure
80X. Need to monitor 11k for changes that will affect this numbering.


7.3.2.38 Count Information Element


The Count Information Element specifies the number of IEs that follow the Count IE. When security is
enabled, all IEs including and following this Count IE will be integrity protected, including the EAPKIE.
The format for this information element is defined in Figure 80X:


The Length field must be set to 0x03.


The Information Element Count value gives the number of IEs succeeding this Count IE.


7.3.2.39 Fast Transition Resource Information Element (TRIE)


A new information element is defined to enable the advertisement of network infrastructure policy and infor-
mation for resources that can assist a TSTA to decide which transition mechanism to use. A TTAP can adver-
tise the TRIE through a Beacon frame and through a Probe Response frame. This information element is
defined in Figure 80Y.


Table 29—AKM suite selectors


OUI Suite type Authentication type Key management type


00-0F-AC 3 Fast BSS transition Authentication 
negotiated over IEEE 802.1X, or 
using PMKSA caching as defined 
in 8.4.6.2


Fast Transition Key management 
as defined in 8.5A


00-0F-AC 4 PSK Fast Transition Key management 
as defined in 8.5A


00-0F-AC 35-255 Reserved Reserved


Element ID Length Informaion Element Count


Octets: 1 1 1


Figure 80X—Count Information Element
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NOTE - Beacon and Probe Response frames are not yet defined. Need to keep the above paragraph consistent with their
eventual definition.


.


The Length field must be set to 19 (0x13).


The Fast Transition Resource Mechanism value is as defined in Table 30J


The Resource Mobility Domain is set to the unique identifier which specifies the AP’s over-the-DS reach-
ability. All APs in a RMD have over-the-DS reachability to all other APs in that RMD.


The STA can use information from the TRIE to determine the transition mechanisms supported and recom-
mended by the AP and infrastructure. The choice of executing any specific transition mechanism is left as
discretion of the STA.


7.3.2.40 Fast Transition Security Information Element (TSIE)


A new information element is defined to enable the advertisement of network infrastructure security policy
and information, which can assist a TSTA to decide which security mechanism to use. An AP advertises this
IE only when security during fast transitions is enabled on the network, through Beacon frame, Probe
Response frames. This information element is defined in Figure 80Z.


Table 30J—Fast Transition Resource Mechanism value


Bit Meaning


0: Reservation over air AP supports Reservation over the air, which is protected using a separate 
handshake protocol


1: Reservation over DS AP supports Reservation over the DS


2: Reserve Option Set if reservation is mandatory, clear if reservation is optional.


3-6: Reservation Limit Number of APs at which a STA can reserve


7: Reserved Reserved


Element ID Length
Fast Transition 


Resource 
Mechamisms


Resource Mobility 
Domain


Octets: 1 1 3 16


Figure 80Y—Fast Transition Resource Information Element (TRIE)
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.


The Length field must be set to 63 (0x3F).


7.3.2.41 Fast Transition Key Holder Information Element


The Fast Transition Key Holder Information Element is defined to enable the advertisement of network
infrastructure security policy and information, which can assist a TSTA to decide which security mechanism
to use. An AP advertises this IE only when security during fast transitions is enabled on the network, through
a Probe Response frame. This information element is defined in Figure 80AA.


.


NOTE - Proposal section 4.4.5 makes no sense to me. Figure above needs major editing. Editor needs help!


7.3.2.42 Time Interval Information Element


A new generic information element is introduced to define the time element, which may be used for specify-
ing various types of time intervals and timeouts. This information element is defined in Figure 80AB.


.


Element ID Length SMD-ID R0KH-ID R1KH-ID R2KH-ID


Octets: 1 1 15 16 16 16


Figure 80Z—Fast Transition Security Information Element (TSIE)


Element ID Length R0KH-ID 
#1


R0KH-ID 
#2


R0KH-ID 
#3 ...


Octets: 1 1 16 16 16 16 each


Figure 80AA—Fast Transition Key Holder Information Element


Element ID Length Interval type Interval value


Octets: 1 1 1 2


Figure 80AB—Time Interval Information Element
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The length field must contain a value 0x03.


The Interval type field must contain one of the values from Table 30K.


The Interval Value must be an unsigned 16-bit integer representing the number of TUs (milliseconds).


7.3.2.43 Resource Information Container Information Elements


The Resource Information Container (RIC) refers to a collection of Information Elements that are used to
express a resource request in a resource request message. RIC is also used to convey responses to the corre-
sponding responses.


Each atomic resource is contained in one Information Element. For example, a TSPEC is contained in an
Information Element as described in section 7.3.2.29.


NOTE - above cross reference to 7.3.2.29 is to the section entitled “Traffic Specification (TSPEC) element”, contained
in amendment 802.11e, and given there as section 7.3.2.15. It is anticipated that this will become 7.3.2.29 when 11e is
merged into the complete 802.11 specification.


Two new IE types are defined by this section to introduce structure to the RIC. These are:


— RIC_ROOT (RRIE): used as the RIC header
— RIC_DATA (RDIE): used to describe each Resource Request.  A simple Resource Request is an


RDIE followed by single TSPEC. 


The basic format of the Resource Information Container has one RRIE and a list of Resource Requests, as
shown in Figure 80AC.


In a fully specified RIC each Resource Request comprises an RDIE followed by one or more TSPECs. If there are mul-
tiple TSPECs then these are treated as "choices" by the target AP. The AP shall attempt to allocate the first TSPEC and if
this fails the AP shall attempt to allocate the next TSPEC instead and so on until a successful allocation or the AP reaches
the end of the TSPEC list. Thus, an "OR" relationship exists between TSPECs that follow an RDIE.


Table 30K—Time Interval type value


Value Meaning


0x00 Reserved


0x01 Re-Association Deadline


0x02 Key Lifetime Interval


0x03-0xFF Reserved


RRIE Resource Request Resource Request Resource Request


Figure 80AC—Resource Information Container - Basic Format
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An example of a RIC with two resource requests, each with a single TSPEC, is given in Figure 80AD.


An example of a RIC with one resource request, with a choice of two TSPECs, is given in Figure 80AE. This indi-
cates that the target AP can select one of the two TSPECs..


7.3.2.43.1 RIC Root Information Element (RRIE)


The Resource Information Container Root Information Element (RRIE) is defined in Figure 80AF.


.


The length field must contain a value 0x08.


The RRIE Identifier contains a unique value intended to match responses to requests.


The Count of RDIEs contains the number of RDIEs in this RIC.


The Target BSSID is the BSSID to which this RIC IE is to be sent.


7.3.2.43.2 RIC Data Information Element (RDIE)


The Resource Information Container Data Information Element (RDIE) is defined in Figure 80AG.


RRIE RDIE TSPEC RDIE TSPEC


Figure 80AD—Resource Information Container Example #1


RRIE RDIE TSPEC TSPEC


Figure 80AE—Resource Information Container Example #2


Element ID Length RRIE 
Identifier


Count of 
RDIEs Target BSSID


Octets: 1 1 1 1 6


Figure 80AF—RRIE Information Element
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.


The length field must contain a value 0x02.


The Sequence Number is a unique value within this RIC, and chosen by the STA. It is used in the response to
refer to a specific resource allocation request.


The Control Options value is as defined in Table 30L


The Mandatory bit set to 1 indicates that one of the TSPECs that follow the RDIE must be allocatable/allo-
cated for the resource request to be considered successful. If the Mandatory bit is set to 0, the AP should
keep processing the rest of the request in RIC even if none of the TSPEC IEs following the RDIE is allocat-
able/allocated.


The Confirm bit is used only in response messages to indicate success or failure of the allocation. It is set to
zero and ignored in request messages.


The Resource count indicates the number of TSPEC IEs, that following this RDIE.


7.3.2.44 Fast Transition 802.1X EAPOL-Key Information Element (EAPKIE)


This element is defined to encapsulate the Fast Transition 802.1X EAPOL-Key message. This element must
be present in the 3rd and 4th FT Authentication messages, or in the FT Confirm and FT ACK action frames,


Table 30L—RIC Data Control Options


Bit Meaning


0: Mandatory Set if allocation of TSPEC is mandatory; clear if allocation of TSPEC is 
optional


1: Confirm Ignored in request messages, and should be set to zero. Set in response 
message to indicate allocation was successful, clear if allocation failure.


2-3: Reserved Reserved


4-7: TSPEC IE Count Number of TSPEC IEs that follow this RDIE


Element ID Length Sequence 
Number


Control 
Options


Octets: 1 1 1 1


Figure 80AG—RDIE Information Element
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the (re)association request and response when FT and Security are enabled. The format for this information
element is defined in Figure 80AH: 


The Length must be set to the length of the EAPOL-Key message.


7.4 Action Frame Format Details


Insert new section 7.4.3 at end of section 7.4


7.4.3 Fast BSS Transition Action Details


Four Action frame formats are defined to specify Fast BSS Transitions initiated through the currently associ-
ated BSSID (e.g. over the wire). The action field values associated with each frame format within the FBT
category are defined in Table 32B:


NOTE - last table in 11ma section 7.4 is 32; 11k adds one table (which they numbered as k13), which will eventually
become 32A. So this table is tentatively set to 32B, which may change if 11k adds more tables


7.4.3.1 FT Request


The FT Request Action frame is used by a TSTA to trigger a pre-reservation request through the current
associated BSSID.


Table 32B—Fast BSS Transition Action Field Values


Action Field Value Description


Fast Transition Request 0


Fast Transition Response 1


Fast Transition Confirm 2


Fast Transition Acknowledgement 3


Reserved 4-255


Element ID Length 802.1X EAPOL-Key message


Octets: 1 1 1-255


Figure 80AH—Encapsulated 802.1X EAPOL-Key information element
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NOTE - Last figure in 11ma section 7.4 is 85. 11k is still using Word, and numbered the figures in 7.4.2 as k29 up
through k35. These will eventually be renamed as 85A through 85G. So our starting point is tentitavely set to 85H,
which will change if 11k adds more figures.


The frame body of a Fast Transition Request contains the information shown in Figure 85H.


The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.


The Action field shall be set to 0.


The TTAP field shall be set to the BSSID value of the target AP.


The Count IE specifies the number of IEs that follow the Count IE.


The TRIE field shall be set to the Fast Transition Resource IE with the resource policy it is negotiating.


The TSIE field shall be set to the Fast Transition Security IE with the security policy it is negotiating.


The RSNIE field is only present when RSN is enabled and shall be set to the RSN IE as defined in section
7.3.2.25. When present, the RSN IE defines the security policy negotiated by the TSTA. In addition, the
TSTA must provide the R2Name used to generate a fresh PTKSA.


The EAPKIE field is only present when RSN is enabled and RSN IE is specified. The EAPKIE must provide
a random SNonce in the KeyNonce field.


7.4.3.2 FT Response


The FT Response Action frame is transmitted by the current BSSID as a response to the TSTA’s Fast Tran-
sition Request. The frame body of the Fast Transition Response is as follows:.


Category Action TTAP Count IE TRIE TSIE RSN IE EAPKIE


Octets: 1 1 6 4 N M Variable 95


Figure 85H—FastTransition Request Frame Format


Category Action TTAP Count 
IE


Time 
Interval 


IE
TRIE TSIE RSN IE EAPK 


IE


Octets: 1 1 6 4 5 N M Variable 95


Figure 85I—FastTransition Response Frame Format
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The frame body of a Fast Transition Request contains the information shown in Figure 85I.


The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.


The Action field shall be set to 1.


The TTAP field shall be set to the BSSID value of the target AP.


The Count IE specifies the number of IEs that follow this Count IE.


The Time Interval IE used to convey either the reassociation deadline time.


The TRIE field shall be set to the Fast Transition Resource IE with the resource policy it is negotiating.


The TSIE field shall be set to the Fast Transition Security IE with the security policy it is negotiating.


The RSNIE field is only present when RSN is enabled and shall be set to the RSN Information Element as
defined in section 7.3.2.25. When present, the RSN Information Element defines the security policy adver-
tised by the TTAP’s beacons. In addition, the TTAP must provide the R2Name used to generate a fresh
PTKSA.


The EAPKIE field is only present when RSN is enabled and RSN IE is specified. The EAPKIE must provide
a random ANonce in the KeyNonce field and a KeyLifetime for the FT Key Hierarchy.


7.4.3.3 FT Confirm


The FT Confirm Action frame is used by the TSTA to confirm to the TTAP receipt of the ANonce and to ini-
tiate both the liveness of the PTKSA and, if required, to request QoS resources. The FT Confirm action
frame body format is as follows:


The frame body of a Fast Transition Confirm contains the information shown in Figure 85J.


The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.


The Action field shall be set to 3.


The TTAP field shall be set to the BSSID value of the target AP.


The Count IE specifies the number of IEs that follow this Count IE.


The TRIE field shall be set to the Fast Transition Resource IE with the resource policy it is negotiating.


Category Action TTAP Count 
IE TRIE TSIE RSN IE RIC 


Request
EAPK 


IE


Octets: 1 1 6 4 N M Variable Variable 95


Figure 85J—FastTransition Confirm Frame Format
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The TSIE field shall be set to the Fast Transition Security IE with the security policy it is negotiating.


The RSNIE field is only present when RSN is enabled and shall be set to the RSN Information Element as
defined in section 7.3.2.25. When present, the RSN Information Element defines the security policy speci-
fied in the FT Request frame body.


The RIC-Request field is present only if QoS resources are to be requested. This field shall be a sequence of
RIC IEs (RRIE, RDIE), as specified in section 7.3.2.43.


The EAPKIE field is only present when RSN is enabled and RSN IE is specified. The EAPKIE must echo
the ANonce in the KeyNonce field and authenticate all fields commencing with the Count IE and including
the EAPKIE. The authentication tag shall be transmitted in the EAPOL-Key MIC field and use the same
algorithms as specified in section 8.5.2.


7.4.3.4 FT ACK


The FT ACK Action frame is transmitted by the current BSSID as a response to the TSTA’s FT Confirm.
The FT Acknowledgement action frame body format is as follows:.


The frame body of a Fast Transition Acknowledgement contains the information shown in Figure 85K.


The Category field shall be set to the value given in section 7.3.1.11 for Fast BSS Transition Action Frames.


The Action field shall be set to 4.


The TTAP field shall be set to the BSSID value of the target AP.


The Count IE specifies the number of IEs that follow this Count IE.


The Time Interval IE used to convey the reassociation deadline time.


The TRIE field shall be set to the Fast Transition Resource IE with the resource policy it is negotiating.


The TSIE field shall be set to the Fast Transition Security IE with the security policy it is negotiating.


The RSNIE field is only present when RSN is enabled and shall be set to the RSN IE as defined in section
7.3.2.25. When present, the RSN IE defines the security policy specified in the FT Response frame body.


The RIC-Response field is present only if QoS resources are to be requested. This field shall be a sequence
of RIC IEs, as specified in section 7.3.2.43.


Categ-
ory Action TTAP Count 


IE


Time 
Inter-
val IE


TRIE TSIE RSN 
IE


RIC 
Requ-


est


EAPK 
IE


Octets 1 1 6 4 5 19 66 Vari-
able


Vari-
able


95


Figure 85K—FastTransition Acknowledgement Frame Format
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The EAPKIE field is only present when RSN is enabled and RSN IE is specified. The EAPKIE must echo
the SNonce in the KeyNonce field and authenticate all fields commencing with the Count IE and including
the EAPKIE. The authentication tag shall be transmitted in the EAPOL-Key MIC field and use the same
algorithms as specified in section 8.5.2.


8. Security


Insert new clause 8.5A after end of 8.5, renumbering the following clauses, figures, and tables as needed.


8.5A Key distribution for Fast BSS Transition


While the use of the key distribution mechanism defined in clause 8.5 can facilitate a BSS transition, the
implication is that the TSTA must have established a fresh PMK with each AP prior to association. The
imposition of establishing a PMK by means of a full IEEE 802.1X EAP authentication can often be a time
expensive operation that would prohibit a fast BSS transition.


This clause describes a new key hierarchy and its supporting architecture that enables Fast BSS transitions
while obviating the need to have the STA (and each AP it transitions to) execute multiple IEEE 802.1X EAP
authentications.  Note however that while this new key hierarchy enables the optimal BSS transition, to
ensure backward compatibility all of the key distribution methods as defined by clause 8.5 are also sup-
ported.


8.5A.1 Overview


To accommodate different 802.11 based network topologies, a four level key hierarchy is introduced to
ensure key separation between each potential entity, called key holder, which are the authorized agents to
hold the keying material. Multi-layer key hierarchy expedites the distribution of keys between the network
entities prior to, or, during a transition.  


As shown in Figure 120A, each entity holding a key is identified by a 16 octet identifier with the first level
of the hierarchy (R0KH-ID) generating the PMK-R0 from either the PSK or from the resulting AAA-Key
(per RFC 3748) from a successful 802.1X EAP Authentication between the AS and the SPA.


The lifetime of the keys is bound to the lifetime of the PSK or AAA-Key.  For example, the RADIUS proto-
col communicates key lifetime through the Session-Timeout attribute. It is important to note that any keys
derived from PMK-R0 cannot have a lifetime that is greater than its parent.


The TGr key hierarchy derives its keys using a new Key Derivation Function (KDF) as defined in Section
8.5A.3 with separate labels to further distinguish derivations.  Each level of the hierarchy derives keys for
the level below it.  The distribution of keys within the PMK key holders is outside the scope of the TGr PAR
and thus is not disucssed in this document.  However, to ensure security, this new key hierarchy requires that
keys only be distributed down the key hierarchy using a secure transport protocol.  
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The FBT key hierarchy is shown in Figure 120A:


Figure 120A—Fast BSS Transition Key Hierarchy


NOTE - something went wrong in transferring this figure into Frame. Need to go back to original source and fix.


As different entities, whether physical or logical, may hold keying material used to derive PTKs, the four
level key heirarchy is enforced to ensure that compromise of such keying material is isolated to only that
branch of the hierarchy.  For example, the AAA server on which the top level key is established will be able
to derive the keys used by every AP (in the hierarchy) and have the knowledge to decrypt any session on any
AP.  Thus, if the AAA server is compromised, then every key in the hierarchy is compromised and their
resulting sessions must be deleted.  


However, if the third level (R2KH in Figure 120A) is compromised, only its corresponding key PMK-R2
and the keys derived from that PMK-R2 are compromised; only the sessions on APs using the keys derived
from that PMK-R2 are compromised and must be deleted.  Furthermore, since the key hierarchy lacks fresh-
ness, they must never be derived again from higher layer keys.  For ease of implementation, APs may delete
the higher layer keys to simplify its session states.


R 0 K ey H older 
R 0K H -ID  


R 1 K ey H older 
R 1K H -ID A  


R 1 K ey H older 
R 1K H -ID B  


R 2  K ey H older 
R 2K H -ID C  


R 2  K ey H older 
R 2K H -ID D  


R 2 K ey H older 
R 2K H -ID E  


R 2 K ey H olde
R 2K H -ID F 


A uthen tication  S erver  
(802.1X  A uthentication  only) 


B S S ID
G  


B S S ID
H  


B S S ID I B S S ID J 


A A A -K ey or P S K  


P M K - PM K -


P M K -


P M K -


P M K -
P M K -R 2 F 


P T K G P T K H  P T K I P T K J 


P M K -R 0 
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The mechanisms for ensuring keys are deleted and not derived again after a compromise in the key hierarchy
is outside the scope of the TGr PAR and thus is not duscussed in this document.  However, to ensure that
keys are not deleted without warrant, there should be some mechanism to ensure authorization for key distri-
bution as well as key deletion.


8.5A.2 Key Hierarchy


As shown in Figure 120A, the TGr key hierarchy consists of four levels whose keys are derived using a new
KDF described in Section 8.5A.3.  The key derivation hierarchy is shown in Figure 120B below.


1) PMK-R0 - the top level of the TGr key hierarchy; this key is derived as a function of the MSK
and SSID and stored by the PMK-R0 key holder, R0-KH.  This key is mutually derived by the
SPA and the R0-KH and named by the SSID, SPA and R0-KH.


2) PMK-R1 - the first level of the key hierarchy; this key is mutually derived by the SPA and the
R1 Key holder, R1-KH.  This key is named by the SPA, R0-KH and the R1-KH.


3) PMK-R2 - the second level of the key hierarchy; this is mutually derived by the SPA and the
R2 key holder, R2-KH.  This key is named by the SPA, R0-KH, R1-KH and R2-KH.


4) PTK - the last level of the key hierarchy that defines the 802.11 and 802.1X protection keys.
The PTK is mutually derived by the SPA and the TTAP.  This key is named by SNonce,
ANonce, SPA, and TTAP. 


While TGr defines a four level key hierarchy; the last level ultimately results in a PTK to be consumed in the
same manner as defined by Section 8.5.
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Figure 120B—FBT Key Derivation Hierarchy


8.5A.3 Key derivation function


A new key derivation function is used to address sliding parameter vulnerabilities existing in the 802.11i
PRF. The FT key derivation function is a variant of the 802.11i key derivation function and defined as fol-
lows:


Algorithm kdf


Output = KDF-Length (K, label, Context) where
Input: K, a 256 bit key derivation key


label, a string identifying the purpose of the keys derived using this KDF
Context, a bit string that provides context to identify the derived key
Length, the length of the derived key in bits


Output: a Length-bit derived key


result = ""


Authentication 
Server 


PM K-R0 Key 
Holder 


(R0KH-ID ) 


PM K-R1 Key 
Holder 


(R1KH-ID ) 


PM K-R2 Key 
Holder 


(R2KH-ID ) 


PTK 
(held by AP & STA) 


PM K -R0 = KDF-256 (M SK, “R0 K ey D erivation” || SSID  || SPA) 


PM K -R1 = KDF-256( PM K-R0, “R1 Key Derivation” || R0KH -ID ||  
                                 R1KH-ID || SPA) 
 


PM K -R2 = KDF-256( PM K-R1, “R2 Key Derivation” || R0KH -ID ||  
                                 R1KH-ID || R2K H-ID || AA || SPA) 
 


PTK = KDF-X XX( PM K-R2,  “PTKey derivation” || SNonce || 
                                 ANonce || R0K H-ID || R1KH -ID || R2K H-ID ||  
         SPA || AA) 
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iterations =  (Length+159)/160 
do i = 1 to iterations


result = result || HMAC-SHA1(K, i || label || 0x00 || Context || Length)
od
return first Length bits of result, and securely delete all unused bits


In this algorithm, i and Length are encoded as 16 bit unsigned integers, represented using the bit ordering
conventions of Clause 7.1.1.


8.5A.4 PMK-R0


To ensure policy consistency in both security and QoS, the TSTA must roam across BSSID’s that retain the
same SSID, security policy and similar QoS capabilities as the BSSID the TSTA is currently associtated
with.  Thus, the top level TGr Key Hierarchy key, PMK-R0  binds the SPA, top level key holder (R0KH-ID)
and SSID with the keying material resulting from the negotiated AKM (e.g. the AAA-Key for 802.1X EAP
authentication or PSK).  The PMK-R0 is the top level 256 bit keying material used to derive the next level
keys (PMK-R1s):


PMK-R0 = KDF-256(MSK, "R0 Key Derivation", SSID || SPA)


The PMK-R0 is referenced and named as follows:


R0Name = SHA-256(PMK-R0 || "R0 Key Name" || SSID || R0KH-ID || SPA)


The entity that stores this key is typically the NAS that is identified by a 16 octet string referred to as the
R0KH-ID.  The R0KH-ID must be advertised by the TTAP in the beacons and probe responses.


Informative Note: the R0KH-ID may also be advertised by 11k, but its definition for this is out of scope for
this specification.


8.5A.5 PMK-R1


The second level TGr Key Hierarchy, PMK-R1 is a 256 bit key used to derive the second level keys (PMK-
R2).  The PMK-R1 binds the SPA, top and second level key holders: 


PMK-R1 = KDF-256( PMK-R0, "R1 Key Derivation", R0KH-ID || R1KH-ID || SPA)


The PMK-R1 is referenced and named as follows:


R1Name = SHA-256(R0Name || R0KH-ID || R1KH-ID || SPA)


This level enables nework topologies where a device is connected to a NAS and to one or many APs and
provides the facility of cacheing TSTA's keys.  The entity that stores this key is identified by a 16 octet string
referred to as the R1KH-ID.  The R1KH-ID must be advertised by the TTAP in the beacons and probe
responses.  


Informative Note: the R1KH-ID may also be advertised by 11k, but its definition for this is out of scope for
this specification.


8.5A.6 PMK-R2


The second level TGr Key Hierarchy, PMK-R2 is a 256 bit key used to derive the PTK.  The PMK-R2 binds
the SPA, top, second and third level key holders: 
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PMK-R2 = KDF-256( PMK-R1, "R2 Key Derivation", R0KH-ID || R1KH-ID || R2KH-ID || AA || SPA)


The PMK-R2 is referenced and named as follows:


R2Name =  SHA-256(R0Name || R0KH-ID || R1KH-ID || R2KH-ID || AA || SPA)


The entity that stores this key is the TTAP's 802.1X Authenticator and is identified by a 16 octet string
referred to as the R2KH-ID.  The R2KH-ID must be advertised by the TTAP in the beacons and probe
responses.  


Informative Note: the R2KH-ID may also be advertised by 11k, but its definition for this is out of scope for
this specification.


8.5A.7 PMK Distribution within a Security Mobility Domain


A mechanism has been defined for caching and distributing PMKs, using the above described logical key
hierarchy.  A TSTA first acquires PMK-R0 keys for use in fast transitioning ("first contact") via the SD of
the AP with which it associated.  This SD is part of an SMD, and this SMD may contain additional SDs.  A
TSTA may transition to any of the SDs within a SMD.  The R1 Key Holders of the other Security Domains
acquire PMK-R1 from the R0 Key Holder in the original SD.


This logical hierarchy is illustrated in figure below. 
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Figure 120C—Key Distribution within Security Mobility Domain


When the 802.1X AKM is used to establish keys, the R0 Key Holder acquires PMK-R0 from AAA Client,
which may be co-located with the R0 Key Holder or may be a separate device. When Pre-Shared Keys are
used, the AAA Client is omitted and the R0 Key Holder uses an alternate means of acquiring PMK-R0 as a
derivation of the PSK.


Each R0 Key Holder is responsible for deriving PMK-R1 and transmitting it to the appropriate R1 Key
Holder in the SD with which the station is associated. This may be the SD of which it is a member, or it may
be a different SD.  


Each R1 Key Holder is responsible for deriving PMK-R2 and transmitting it to the appropriate R2 Key
Holder in its own SD. 
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Each R2 Key Holder is responsible for conducting the negotiation with the station to derive the PTK.


8.5A.8 PTK


The fourth level of the key hierarchy is the PTK.  This key is mutually derived by the SPA and the TTAP
with the key length being a function of the negotiated cipher suites as defined by 802.11i.  Using the KDF
construction defined in Section 8.5A.3, the PTK derivation is as follows:


PTK = KDF-PTKLen(PMK-R2, "PTK Key derivation", SNonce || ANonce || R0KH-ID || R1KH-ID
|| R2KH-ID || AA || SPA)


where


— KDF-PTKLen is the KDF function as defined in Section 8.5A.3 used to generate a PTK of length
PTKLen.


— PMK-R1 is the key that is shared between the SPA and the AA 
— "PTK Key derivation" is the literal string consisting of the sequence of letters 'P', 'T', 'K', ' ', 'K',


'e','y',' ', 'd', 'e', 'r', 'i', 'v', 'a', 't', 'i', 'o', and 'n' (no null terminator).
— SNonce is a 256 bit random bit string contributed by the SPA
— ANonce is a 256 bit random string contributed by the AA
— SPA is the STA’s MAC address
— AA is the AP's MAC Address (BSSID).
— PTKlen is the total number of bits to derive, e.g. number of bits of the PTK.  The length is dependent


on the negotiated cipher suites as defined by 802.11i


NOTE - need a ref to somewhere in the spec, rather than just to 802.11i


8.5A.9 Fast Transition Authentication frame sequence


The FT Authentication frame sequence is invoked to initiate a Fast BSS Transition.  In an RSNA enabled
negotiation, the first two FT Authentication frames are used to allow each TSTA and TTAP to provide their
random contributions SNonce and ANonce respectively.  These values must be random and are used to gen-
erate the PTK.    The first two message sequences are used to enable the TTAP to provision the PMK-R2 and
for the TSTA and TTAP to compute the PTK.  As the PTKSA must be established to protect the resource res-
ervation in an RSNA enabled TSTA, no resources may be requested in the first two FT Authentication
frames.  If no RSNA is negotiated between the TSTA and TTAP, these first two frames are the equivalent of
the Open Authentication sequence.


The third and fourth FT Authentication frames are used to prove liveness of the PTK and to enable authenti-
cated resource reservation. The FT Authentication frame sequence is always initiated by the TSTA and
responded by the TTAP.


8.5A.9.1 FT Authentication frame: 1st frame


The first frame of the FT Authentication frame sequence is used by the TSTA to initiate a Fast BSS Transi-
tion.  When RSNA is enabled, the TSTA shall, in the TSIE, include the corresponding key names of the key
hierarchy it is using to generate the PTK.  By including the key names and their respective key holders, the
TTAP can use this information to ensure it has the corresponding PMK-R2 or request for the appropriate
PMK-R2.  Additionally, the TSTA shall also include the SNonce as its random contribution to ensure the
derivation of a fresh PTK. Using the conventions of Clause 8 :


— Message Type: Management
— Message Subtype: Authentication
— Information Items:
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Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 1
Authentication Algorithm dependent information:


— TSIE must be included to negotiate the Fast Transition Capabilities
— If RSNA is enabled the EAPKIE must be included with the SNonce and RSNIE


values filled in, all other fields shall be zero.
— If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name


in the PMKID field.
— Direction of message: From TSTA to TTAP


8.5A.9.2 FT Authentication frame: 2nd frame


The second frame of the FT Authentication frame sequence is used by the TTAP to respond to the requesting
TSTA.  When RSNA is enabled, the TTAP shall also, in the TSIE, echo the key holders and key names used
to generate the PTK.  Additionally it shall also include the ANonce.


The response shall also include a status and when RSNA is enabled, it may return with a key lifetime (for the
FT key hierarchy) and a (re)association deadline.  The reassociation deadline is the time allotted for the
TSTA to initiate reassociation. Using the conventions of Clause 8 :


— Message Type: Management
— Message Subtype: Authentication
— Information Items:


Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 2
Authentication Algorithm dependent information:


— TSIE must be included in response to the Fast Transition Capabilities request
— If RSNA is enabled the EAPKIE must be included with the ANonce and RSNIE


values filled in, all other fields shall be zero.
— If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name


in the PMKID field.
— If RSNA is enabled, FT Key lifetime must be included
— (Re)association Deadline 
— Status 


— Direction of message: From TTAP to TSTA 


8.5A.9.3 FT Authentication frame: 3rd frame


The third frame of the FT Authentication frame sequence is used by the TSTA to assert, in an RSNA enabled
negotiation that it has a valid PTK and to authenticate a resource request.  If no resources are required, then
it may omit inclusion of the TSPEC IEs.  Similarly, if no RSNA is enabled, the RSNIE and MIC values are
omitted. Using the conventions of Clause 8 :


— Message Type: Management
— Message Subtype: Authentication
— Information Items:
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Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 3
Authentication Algorithm dependent information:


— TRIE and TSIE must be included to confirm to the Fast Transition Capabilities
— If RSNA is enabled the EAPKIE must be included with the ANonce and RSNIE


values filled in, all other fields shall be zero. The MIC shall protect the contents of
the FT Authentication frame starting with the IE count up to and including the
EAPKIE.    Additionally, the following bits shall be enabled:  security, MIC, A
(response is required) and Install.


— If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name
in the PMKID field.


— If resources are being requested, the RIC resource request shall be included 
— Direction of message: From TSTA to TTAP


8.5A.9.4 FT Authentication frame: 4th frame


The fourth frame of the FT Authentication frame sequence is used by the TTAP to respond to the requesting
TSTA.  The fourth message serves as final confirmation of both liveness of the PTK to the TSTA and
resource availability.  Note however that the EAPOL-IE may be absent if RSNA is disabled; similarly the
RIC-IE will be abset if no resources are requested.


The response shall also include a status and when RSNA is enabled, it may return with a key lifetime (for the
FT key hierarchy) and a (re)association deadline.  The reassociation deadline is the time allotted for the
TSTA to initiate reassociation. Using the conventions of Clause 8:


— Message Type: Management
— Message Subtype: Authentication
— Information Items:


Station Identity Assertion (in the SA field of the header)
Target AP Identity Assertion (in the DA field of the header)
Authentication Algorithm Identification = "Fast Transition"
Authentication Transaction Sequence number = 4
Authentication Algorithm dependent information:


— TRIE and TSIE must be included to acknowledge the Fast Transition Capabilities
— If RSNA is enabled the EAPKIE must be included with the SNonce, RSNIE values


filled in, all other fields shall be zero. The MIC shall protect the contents of the FT
Authentication frame starting with the IE count up to and including the EAP-
KIE.    Additionally, the following bits shall be enabled:  security, MIC and Install.


— If RSNA is enabled the RSNIE must include a PMKID count of 1 and the R2Name
in the PMKID field.


— If RSNA is enabled, FT Key lifetime must be included in the Time Interval IE
— If resources are being requested, the RIC resource response shall be included along


with (Re)association Deadline 
— Status 


— Direction of message: From TTAP to TSTA 


Insert a new section following Section 8:
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8A. Fast BSS Transition


8A.1 Overview of transition mechanisms


NOTE - Text from proposal section 3 and section 5 is here; is 8A a reasonable spot? Possibly better as 9A? 11A?


With the reservation mechanisms being policy driven, it is feasible to have deployments that do not have
pre-reservation.  Thus, three Fast BSS Transitions are defined in this amendment:


1) Base Fast BSS Transition: this mechanism is executed when a TSTA must transition to a TTAP
and does not require a reservation prior to its transition.


2) Pre-reservation Fast BSS Transition: this mechanism is executed when a TSTA needs assur-
ances that the required security and QoS resources be available prior to a transition.


APs must advertise both their capabilities and policies for supporting the Fast BSS Transition mechanisms.


8A.1.1 Capability Advertisement


Fast Transition capability will be advertised in the extended capability bit Information Element. A separate
Fast Transition Information Element is also defined, which may contain 2 additional Information Elements,
one each for resource and security.  The resource and security Information Elements exist only if QoS and
security, respectively, are enabled on the network. All Information Elements will be advertised in Beacons
and Probe Responses.


8A.1.2 Base Mechanism


Fast BSS Transition capable systems must support the Fast BSS Transition Base Mechanism.  The base
mechanism enables TSTAs to transition to a TTAP in the event that it must transition without expending
costs for invoking a reservation or in the event that the deployment policy only enforces the base mecha-
nism.


The Fast BSS Transition (FBT) base mechanism optimizes the number of exchanges required to establish
either the 802.11i PTKSA or the 802.11e QoS resources. New information elements are introduced to allow
for the PTKSA and QoS resources provisionment. The base mechanism is shown in Figure 121A:
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Figure 121A—Fast BSS Transition: Base Mechanism


As shown in Figure 121A, the FBT base mechanism defines a new 802.11 Authentication FBT algorithm to
enable the TSTA and TTAP to specify the PTKSA to be established as well as provide the respective SNonce
and ANonce to precompute the PTK prior to the TTAP committing QoS resources and TSTA to precompute
the PTKSA.  The PTKSA must be established to enable the integrity protection of the QoS resources speci-
fied in the (re)association exchange.


Note that the PTKSA request and response as well as the SNonce and ANonce triggers may be conducted
either over-the-air as shown in Figure 121A, or over the wire using the FBT Action Frame.


8A.1.3 Pre-Reservation Mechanism


Fast BSS Transition (FBT) capable networks may allow TSTA's to pre-reserve PTKSAs and QoS resources
prior to (re)association.  The FBT pre-reservation mechanism decouples the allocation of the security and
QoS resources from the TSTA's critical path, e.g. (re)association.   The decoupling allows TSTAs better
assurances of meeting the Fast BSS Transition time.


The notion of Resource Information Container (RIC) has been introduced to express resource requirements
and various combinations of the resource requests. A RIC is essentially a collection of IEs that express the
number of resources, the specification of the resource requirements and any relationship between these
resource requirements.


Similar to the FBT Base Mechanism, the FBT pre-reservation mechanism uses the FBT 802.11 Authentica-
tion algorithm to enable the pre-reservation of both the security and QoS resources.  Figure 121B demon-
strates the message flow for an TSTA employing the FBT Pre-Reservation mechanism using the FBT 802.11
Authentication mechanism.


STA AP2AP1


STA determines it must 
break from AP1 and 


establish a session with AP2


(Re)association Request( CIESTA , TSIESTA, RSNIESTA, TRIESTA, RIC-IE-Request, 
EAPKIE[   Anonce, R2Name, MIC )


Successful (secure) session & Data transmission


802.1X Port Unblocked, Successful (Secure) Session & Data Transmission


802.11 Authentication Request( FT,  TSIESTA, RSNIESTA, TRIESTA,  EAPKIE[SNonce, 
R2Name] )


802.11 Authentication Response( FT, TSIEAP, RSNIEAP, TRIEAP ,  EAPKIE[ ANonce, 
R2Name, TIE(KeyLifetime] )


(Re)association Response( CIEAP , TSIEAP, RSNIEAP, TRIEAP , RIC-IE-Response,  
EAPKIE[   Anonce, GTK, N, R2Name, MIC, TIE(KeyLifetime)] )
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Figure 121B—Fast BSS Transition using Pre-reservation over the air


To further optimize potential delays and latencies incurred in channel switching and messaging over the air,
FBT Pre-Reservation can also be invoked using the current BSSID to relay the pre-reservation exchange to
the TTAP.  The figure below depicts the message flow for the FBT Pre-Reservation mechanism using the
current BSSID.


STA AP2AP1


STA determines it must 
break from AP1 and 


establish a session with AP2


802.11 Authentication Confirm( FT, CIESTA,  TSIESTA, TRIESTA, RIC-IE-Request, 
RSNIESTA, EAPKIE[   ANonce, R2Name, MIC] )


Successful (secure) session & Data transmission


802.1X Port Unblocked, Successful (Secure) Session & Data Transmission


802.11 Authentication ACK(FT, CIEAP , TSIEAP, RSNIEAP, TRIEAP , RIC-IE-Response, TIE(Reassoc 
deadline), EAPKIE[  ANonce, R2Name, MIC, TIE(KeyLifetime)] )


(Re)Association Request( CIESTA , TSIESTA, RSNIESTA, TRIESTA, RIC-IE-Request,  
EAPKIE[   ANonce, R2Name, MIC] )


(Re)Association Response( CIEAP , TSIEAP, RSNIEAP, TRIEAP , RIC-IE-Response,  
EAPKIE[  ANonce, GTK, N, R2Name, MIC, TIE(KeyLifetime)] )


Time between Authentication ACK and (Re)Association Request must not 
exceed Reassociation Deadline Time


802.11 Authentication Request( FT,  TSIESTA, RSNIESTA, TRIESTA,  EAPKIE[SNonce, 
R2Name] )


802.11 Authentication Response( FT, TSIEAP, RSNIEAP, TRIEAP , TIE(Reassoc deadline),  
EAPKIE[ ANonce, R2Name, TIE(KeyLifetime),] )
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Figure 121C—Fast BSS Transition using Pre-Reservation over the wire


8A.1.4 Notation


The following notation is used throughout the remainder of this clause to represent management frames of
subtype Authentication:


Auth-FT(Alg, Seq, SC, Data)


where


— Alg is the Authentication Algorithm Number field representing FT.
— Seq is the Authentication Transaction Sequence Number field.
— SC is the Status Code field.
— Data is additional data carried in the payload of the message. 


The Fast BSS Transition extends the EAPOL-Key frames, as defined in Section 8.  The extention allows the
EAPOL-Key frames to convey and authenticate information about the security and resource contexts.  The
new information about security and resource contexts is conveyed in the Key Data portion of the EAPOL
Key frame.  The following notation is used throughout the remainder of this clause to represent this updated
EAPOL-Key frames:


EAPOL-Key-FT(S, M, A, I, K, KeyRSC, ANonce/Snonce, MIC, RSNIE, GTK, N, KeyName, TSIE,
TRIE, Keylifetime)


STA AP2AP1


STA determines it 
must break from AP1 


and establish a 
session with AP2


1


2


FT Action Confirm (TTAP,CIESTA, TSIESTA, TRIESTA, RIC-IE-Request, RSNIDSTA, 
EAPKIE[Anonce, R2Name, MIC])


,


Successful (secure) session & Data transmission


802.1X Port Unblocked, Successful (Secure) Session & Data Transmission


FT Action Request (TTAP, TSIESTA, TRIESTA, RSNIESTA, EAPKIE[Snonce, R2Name])


FT Action Response (TTAP, TSIEAP, RSNIEAP, TRIEAP, TIE(Reassoc deadline), 
EAPKeyIE[Anonce, R2Name, TIE(KeyLifetime)])


FT Action ACK (TTAP, CIEAP, TSIEAP, RSNIEAP, TRIEAP, RIC-ID-Response, 
TIE(Reassoc deadline), EAPKIE[Anonce, R2Name, MIC, TIE(KeyLifetime)])


Time between Authentication ACK and (Re)Association Request must 
not exceed Reassociation Deadline Time


(Re)Association Request (CIESTA, TSIESTA, RSNIDSTA, TRIESTA, RIC-IE-Request, 
EAPKIE[Anonce, R2Name, MIC])


(Re)Association Response (CIEAP, TSIEAP, RSNIEAP, TRIEAP, RIC-IE-Response, 
EAPKIE[Anonce, GTK, N, R2Name, MIC, TIE(KeyLifetime)])
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where


— S means the initial key exchange is complete. This is the Secure bit of the Key Infor-
mation field.


— M means the MIC is available in the message. This is the Key MIC bit of the Key
Information field.


— A means a response is required to this message. This is used when the receiver
should respond to this message. This is the Key Ack bit of the Key Information
field.


— I is the Install bit: Install/Not install for the pairwise key.  This is the Install bit of
the Key Information field.


— K is the key type: P (Pairwise), G (Group/STAKey). This is the Key Type bit of the
Key Information field.


— KeyRSC is the key RSC. This is the Key RSC field used to convey the GTK's receive
sequence counter.


— ANonce/Snonce is the Authenticator/Supplicant nonce. This is the Key Nonce field.
— MIC is the integrity check, which is generated using the KCK. This is the Key MIC


field.
— RSNIE is the RSN information element. This is in the Key Data field.
— GTK is the encapsulated GTK. This is in the Key Data field.
— N is the key identifier, which specifies which index should be used for this GTK.
— KeyName is the name of the Key being referenced by this exchange e.g. R2Name.  This is in


the RSNIE PMKID field.
— TSIE is the Fast BSS Transition Security Information Element.  This is in the Key Data


field.
— TRIE is the Fast BSS Transition Resource Information Element.  This is in the Key Data


field.
— KeyLifetime is the lifetime of the TGr Key Hierarchy.  That is, it is the lifetime of all the PMK


keys, PMK-R0, PMK-R1 and PMK-R2.  This is present in the Key Data field.
This field is represented as the Time Interval IE (TIE) of type KeyLifetime.


Note that when the EAPOL-Key frame is encapsulated as an EAPKIE, then there may be other associated
data that is protected by the MIC inside the EAPOL-Key frame.


8A.2 First Contact


The FT mechanisms optimize the transitions across an ESS under different conditions.  In particular, with
RSN enabled networks a new key hierarchy is defined to further reduce the number of transactions required
to establish a fresh PTKSA. The affect the full potential of FT mechanisms, a TSTA must instantiate the
enabling of FT during (re)association.  This enabling is referred to as first contact to ensure that all potential
TTAPs, a TSTA may transition to, will affect the appropriate policies and store relevant information to
enable FT. 


Thus, on first contact, the TSTA asserts both the security and QoS policies it will employ throughout the
duration of the FT session.  This is achieved using the same message flows as defined by the 802.11-2003
specification and including 802.11i when RSN is enabled and 802.11e when QoS is enabled.   The only dis-
tinction to affect an FT session is to assert the use of FT by including the TRIE and TSIE in the (re)associa-
tion negotiation.  The message flow is depicted in Figure 121D.


NOTE - Need to remove refs to 802.11-2003, 802.11i and 802.11e, since they are all part of the same spec that this will
be joining. What is proper wording to do this? 802.11i could probably be replaced by a ref to somewhere in section 8.
What is equivalent ref for 11e? What is equivalent ref for 802.11-2003? Editor needs some help.
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Figure 121D—First Contact to enable TSTA’s Fast BSS Transition


As shown in Figure 121D, on first contact with the ESS within which the TSTA intends to use FT, the packet
exchange between the TSTA and the TTAP is similar to that defined by 802.11-2003, 802.11i and 802.11e.
In particular, with RSN-enabled, the TSTA first performs an 802.11 Authentication using the Open System
Authentication Algorithm.  Upon successful 802.11 open authentication, TSTA then sends a (re)association
request to the TTAP and includes the TRIE AND TSIE to assert the use of Fast BSS Transitions for future
transitions.  Additionally, it includes its security capabilities in the RSN IE.  The R2Name is set to 0's
(zeroes) as no PMKSA has been negotiated yet.


TSTA->TTAP: Auth-FT (0, 0, 0, 0)
TTAP->TSTA: Auth-FT (0, 1, SC, 0)


If the SC returned by the TTAP is 0, indicating success, the TSTA continues with (Re)Association:


TSTA->TTAP: (Re)Association Request (TRIESTA, TSIESTA, RSNIESTA)
TTAP->TSTA: (Re)Association Response ( )


On successful (re)association, the SPA on the TSTA and the 802.1X Authenticator on the TTAP then pro-
ceed with an 802.1X EAP authentication.  The 802.1X EAP exchange is sent between the TSTA and TTAP
using EAPOL messages carried in 802.11 data frames.


STA AP1


802.1X Port Unblocked, Successful (Secure) Session & Data Transmission


(Re)association Request( TSIESTA, TRIESTA, RSNIESTA )


802.11 Authentication Request( Open )


802.11 Authentication Response( Open )


(Re)association Responset( TSIEAP, TRIEAP, RSNIEAP )


EAPOL-Key-FT( 0, 0, 1, 0, P, 0, Anonce, 0, RSNIEAP, 0, R2Name, TSIEAP, TRIEAP,  0, 0, 
TIE[KeyLifetime], 0)


802.1X EAP Authentication (bypassed if PSK is used)


EAPOL-Key-FT( 0, 1, 0, 0, P, 0, Snonce, MIC, RSNIESTA, 0, R2Name, TSIESTA, TRIESTA,0, 0, 0)


EAPOL-Key-FT( 1, 1, 1, 0, P, 0, Anonce, MIC, RSNIEAP, GTK, N, R2Name, TIEAP, 0, 0, 
TIE[KeyLifetime])


EAPOL-Key-FT( 1, 1, 0, 0, P, 0, 0, MIC, 0, 0, 0, 0, 0, 0, 0, 0)


QoS Resource Allocations
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Upon successful completion of the 802.1X  EAP authentication, the 802.1X Authenticator receives the
required information to define its PMKSA:


— TTAP's BSSID, 
— PMK-R2, 
— R0Name, 
— R1Name, 
— R2Name, 
— R0KH-ID, 
— R1KH-ID, 
— R2KH-ID, 
— SPA, and 
— FT KeyLifetime


While the TTAP's 802.1X Authenticator receives most of the information from its parent (R2KH-ID), the
TSTA holds all the information to derive the PMKSA directly.    Thus, following a successful 802.1X EAP
authentication, the TTAP and TSTA then perform a FT 4-way handshake similar to the 802.11i handshake.
The FT EAPOL-Key frame notation is defined in Section 8A.1.4.


TTAP->TSTA: Data(EAPOL-Key-FT(0, 0, 1, 0, P, 0, ANonce, 0, RSNIEAP, 0, 0, R2Name, 0, 0,
KeyLifetime))


TSTA->TTAP: Data(EAPOL-Key-FT(0, 1, 0, 0, P, 0, SNonce, MIC, RSNIESTA, 0, 0, R2Name,
TRIESTA, TSIESTA, 0))


TTAP->TSTA: Data(EAPOL-Key-FT(1, 1, 1, 1, P, 0, ANonce, MIC, RSNIEAP, GTK, N,
R2Name, TRIEAP, TSIEAP, TIE[KeyLifetime]))


TSTA->TTAP: Data(EAPOL-Key-FT(1, 1, 0, 0, P, 0, 0, MIC, 0, 0, 0, 0, 0, 0, 0))


The "Data()" indicates the message is an 802.11 data frame.


As in 802.11i, the EAPOL-Key messages are encapsulated in 802.11 Data frames.  On a successful 802.1X
EAPOL-Key 4-way handshake, the 802.1X port is opened on both the TSTA and the TTAP, data connectiv-
ity has been established, and the TSTA can perform negotiation of QoS or other features if desired.


Note that on successful completion of the 4-way handshake the Key Replay Counter shall be initialized to
zero and the subsequent FT EAPOL-Key frames shall use the Key Replay Counter to ensure they are not
replayed.


8A.3 Base Mechanism


The Fast BSS Transition base mechanism commences when a TSTA has determined its TTAP; that is, it has
completed all the discovery and selection criteria for the TSTA to transition to the TTAP.


When a TSTA wishes to move from it's Current AP (CAP) to a Transition Target AP (TTAP) utilizing a Fast
BSS Transition without Reservation, the TSTA exchanges nonces with the TTAP and establishes a PTKSA
prior to a (re)association exchange.


When a TSTA wishes to perform an Over-the-Air Fast BSS Transition without Reservation to a TTAP, the
TSTA and TTAP perform the following exchange:


TSTA->TTAP: Auth-FT(FT, 0, SC, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0, 1, 0, P,
0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Auth-FT(FT, 1, SC, TRIEAP, TSIEAP, RSNIEAP, EAPOL-Key-FT(0, 0, 0, 0, P, 0,
ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))
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If the SC returned by the TTAP is 0, indicating success, the TSTA continues with (Re)Association.


On successful FT Authentication, the TSTA completes State 1 and proceeds to State 2.  Note that while the
TSTA is 802.11 Authenticated, the 802.1X port remains blocked.  This behavior is consistant to that defined
by 802.11i.


If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastruc-
ture".  The method by which is retrieves the key is beyond the scope of this specification.


The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged
nonces as specified in Section 8.5A.8. 


The TSTA must send a Reassociation Request to the TTAP within the Time Interval IE's Reassociation
Deadline specified in milliseconds or the TTAP will delete the PTKSA. 


TSTA->TTAP: Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0,
1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1,
1, 0, 1, P, 0, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))


The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT
802.11 Authentication Request.   In the same reassociation request, the TSTA may request for resources by
including a RIC-Request.  To authenticate the request, an encapsulated EAPOL-Key frame (EAPKIE) is
included that echoes the TTAP's ANonce and authentication tag in the respective Key Nonce and MIC fields.
Finally, the TTAP specifies the FT Key Hierarchy lifetime as part of the Key Data field.


At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has
been established.


8A.4 Pre-Reservation Mechanism


When an TSTA wishes to move from it's Current AP (CAP) to a Transition Target AP (TTAP) utilizing a Fast
BSS Transition with Reservation, the TSTA establishes a PTK with the TTAP and reserves resources using
one of two methods:


1) "Over-the-Air".  In this case, the TSTA communicates directly with the TTAP using 802.11
Authentication frames with the Authentication Algorithm set to Fast BSS Transition. 


2) "Over-the-DS".  In this case, the TSTA communicates with the TTAP via the CAP.  The cum-
munication between the TSTA and the TTAP are carried in Fast BSS Transition Action frames
between the TSTA and the CAP, and between the CAP and TTAP via an encapsulation TBD.
The CAP converts between the two encapsulations.


Note that in either mechanism it is feasible for an TSTA to invoke multiple Pre-reservations but only commit
to one TTAP.  That is, it may invoke the pre-reservation mechanism as defined in this section with more than
one BSSID but only invoke the (re)association exchange with a single TTAP.


8A.4.1 Over-the-Air Fast BSS Transition with Reservation


When a TSTA wishes to perform an Over-the-Air Fast BSS Transition with Reservation to a TTAP, the
TSTA and TTAP perform the following exchange:


TSTA->TTAP: Auth-FT(FT, 0, SC, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0, 1, 0, P,
0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))
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TTAP->TSTA: Auth-FT(FT, 1, SC, TRIEAP, TSIEAP, RSNIEAP, TIE[ReassocDeadline], EAPOL-
Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))


If the SC returned by the TTAP is 0, indicating success, the TSTA continues with the next exchange in the
FT Authentication. Class 2 frames are not yet allowed as the authentication exchange has not been com-
pleted.


If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastruc-
ture".  The method by which is retrieves the key is beyond the scope of this specification.


The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged
nonces as specified in Section 8.5A.8. 


The TSTA must complete the remainder of the FT Authentication exchange and send a Reassociation
Request to the TTAP within Reassociation Deadline milliseconds or the TTAP will delete the PTKSA and
release any reserved resources. 


TSTA->TTAP: Auth-FT(FT, 2, TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0, 1, 1, 1,
P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Auth-FT(FT, 3, TRIEAP, TSIEAP, RSNIEAP, RIC-Response, TIE[ReassocDead-
line], EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))


Note that on successful completion of the FT Authentication exchange for pre-reservation, the PTKSA has
been established and proven live.  Thus, the Key Replay Counter shall be initialized to zero and the subse-
quent FT EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.


Similarly, on successful completion of the FT Authentication exchange for pre-reservation, both the PTKSA
and QoS resources are guaranteed to be reserved until the Reassociation Deadline.  


If the SC returned by the TTAP is 0, indicating success, the 802.1X port remains blocked and Class 1 & 2
frames are now allowed between the TSTA and the TTAP, and the TSTA continues with (Re)Association:


TSTA->TTAP: Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0,
1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1,
1, 0, 1, P, 0, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))


The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT
802.11 Authentication Confirm.   In the same reassociation request, the TSTA asserts the reserved resources
by including a RIC-Request as provided in the FT Authentication Confirm.  To authenticate the request, an
encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP's ANonce and authentication
tag in the respective Key Nonce and MIC fields.  Finally, the TTAP specifies the FT Key Hierarchy lifetime
as part of the Key Data field.


At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has
been established.


8A.4.2 Over-the-DS Fast BSS Transition with Reservation


When a TSTA wishes to perform an Over-the-DS Fast BSS Transition with Reservation to a TTAP, the
TSTA and TTAP perform the following exchange via the CAP:


TSTA->CAP : FT Action Request (TTAP, TRIESTA, TSIESTA, RSNIESTA, EAPOL-Key-FT(0, 0,
1, 0, P, 0, SNonce, 0, 0, 0, 0, 0, 0, 0, 0))
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CAP->TSTA : FT Action Response (TTAP, TRIEAP, TSIEAP, RSNIEAP, TIE[ReassocDeadline],
EAPOL-Key-FT(0, 0, 0, 0, P, 0, ANonce, 0, 0, 0, 0, 0, 0, 0, TIE[KeyLifetime]))


TSTA->CAP : FT Action Confirm (TTAP, TRIESTA, TSIESTA, RSNIESTA, RIC-Request,
TIE[ReassocDeadline], EAPKIE(0, 1, 1, 1, P, 0, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


CAP->TSTA : FT Action ACK (TTAP, TRIEAP, TSIEAP, RSNIEAP, RIC-Response, TIE[Reas-
socDeadline], EAPKIE(1, 1, 0, 1, P, 0, SNonce, MIC, 0, 0, 0, TIE[KeyLifetime]))


If the TTAP does not have the key identified by R2Name, it attempts to retrieve that key from the "infrastruc-
ture" via method TBD.


The TSTA and the TTAP compute the PTK and PTKName using PMK-R2, R2Name, and the exchanged
nonces as specified in Section 8.5A.8. 


Note that on successful completion of the FT Action frame exchange for pre-reservation, the PTKSA has
been established and proven live.  Thus, the Key Replay Counter shall be initialized to zero and the subse-
quent FT EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed.


Similarly, on successful completion of the FT Authentication exchange for pre-reservation, both the PTKSA
and QoS resources are guaranteed to be reserved until the Reassociation Deadline.  


If the SC returned by the TTAP is 0, indicating success, the 802.1X port remains blocked and Class 1 & 2
frames are now allowed between the TSTA and the TTAP, and the TSTA continues with (Re)Association:


TSTA->TTAP: Reassociation Request(TRIESTA, TSIESTA, RSNIESTA, RIC-Request, EAPKIE(0,
1, 1, 1, P, 1, ANonce, MIC, 0, 0, 0, 0, 0, 0, 0))


TTAP->TSTA: Reassociation Response(TRIEAP, TSIEAP, RSNIEAP, RIC-Response, EAPKIE(1,
1, 0, 1, P, 1, SNonce, MIC, 0, GTK, N, 0, 0, 0, TIE[KeyLifetime]))


The TSTA must echo the FT and security policies in the TSIESTA and RSNIESTA as it specified in the FT
802.11 Authentication Confirm.   In the same reassociation request, the TSTA asserts the reserved resources
by including a RIC-Request as provided in the FT Authentication Confirm.  To authenticate the request, an
encapsulated EAPOL-Key frame (EAPKIE) is included that echoes the TTAP's ANonce and authentication
tag in the respective Key Nonce and MIC fields.  Finally, the TTAP specifies the FT Key Hierarchy lifetime
as part of the Key Data field.


At this point, the 802.1X port is opened on both the TSTA and the TTAP and data connectivity with QoS has
been established.


8A.5 QoS Procedures


8A.5.1 Constructing a RIC for Request


To reserve resources the station must create a RIC and insert it in the appropriate action message. The action
message is then sent to the Current AP in case of over-the-DS request or to the target AP in case of over-the-
air request. A RIC construction could be done if the resource reservation is to be done at the time of (re)-
association. 


1) For constructing the RIC, the STA needs to consider the set of resources that the STA requires
at the next AP.  This set will structure the resource entities, such as TSPEC IEs, to be placed in
the RIC, within RDIEs.  


2) Each RDIE may contain one or more individual resource entities, such as TSPECS.  The RDIE
mandatory bit, when set to 1, indicates that only one of the TSPECs within the same RDIE
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must be allocated for the resource reservation to be successful.  The TSTA may not be able to
transition when it's RDIEs with mandatory bit set to 1 are not accepted.


3) When multiple resource entities, like TSPECs, are inserted within the same RDIE, then this
indicates that a logical "OR" realationship exists between those resource entities (TSPECs)
within the same RDIE.  Only one of these TSPECs, within an RDIE, need to be accepted.


4) The RIC construction can be used in a resource request,and in (re)-association request mes-
sages.


8A.5.2 RIC processing by the target AP


In case the RIC appears in a Resource Request, the AP shall attempt to allocate or check for allocatibility of
one resource for each RDIE in the RIC in the order appearing in the RIC. The behaviour of the AP is
described below:


1) Select next RDIE (if none finish)
2) Select first TSPEC after RDIE
3) Check for allocatability/Attempt to allocate TS using TSPEC
4) If succeeds go to step 1
5) If fails -> is there another TSPEC for this RDIE?
6) If yes, select next TSPEC and go to line 3
7) If no, check state of Mandatory bit
8) if clear go to line 1
9) if set finish.


The AP keeps a list of which resources succeed and which fail to construct response message. If a mandatory
resource fails, the AP need not process RDIEs that follow but may choose to do so in order to provide sug-
gestions to the TSTA. If the request fails, no resources are actually allocated.


In case the RIC appeared in the Re-association message, before applying the above procedure, the AP needs
to check if the resources have been previously allocated by a resource request.


This is possible by checking the sequence number in the RD IEs. 


8A.5.3 Interpreting RIC in the response message


The AP replies to the STA request with a response RIC where the RR IE  identifier matches the request. The
response RIC comprises the RRIE and one RDIE for each resource that the AP has assigned or attempted to
assign. The RDIEs shall be in the same order as the request and include the original RIC_DATA sequence
numbers. All RD IEs processed by the AP must be present. The "confirm" bit in the RDIE shall be set
according to the result of the allocation request as follows:


Confirm = '1' indicates that the resource has been allocated or could have been allocated. The RD IE will
also be followed by TSPECs that got accepted.


Confirm = '0' indicates that the resource could not be allocated. In this case the AP may optionally include a
single TSPEC following the RDIE indicating a suggested TSPEC that could have been allocated. The
TSPEC count field shall be set to '0' or '1' depending whether the suggested TSPEC is attached.


Absence of a RD IE in the response will indicate that the RD IE and related TSPECs  were not considered by
the AP.


8A.5.4 QoS procedures at the non-AP QSTA on (Re)-Association


The following procedures apply to a non-AP TSTA that is also a QSTA. 
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A non-AP TSTA may choose to initiate the (Re)-Association mechanism when it deems fit. When sending
the Re-association Request message the TSTA has the following options: 


1) Omit the RIC if it does not require QoS related resources at the point of association. 
2) Construct a RIC to express the resources required for the transition to be successful. If a previ-


ous resource reservation has been successfully made the following rules apply :
a) Include the RD IEs from the previous request with the old sequence numbers in


order to confirm the resources at the time of transition. TSPECS need not be
included, if there is no change in TSPEC parameters from the previous resource
allocation.


b) Include the TSPECs for the RD IES from previous request if the TSPEC parame-
ters are different from the TSPEC sent in the previous successful resource alloca-
tion request.


c) Exclude RD IE with old sequence numbers corresponding to any TSPECs that
were allocated previously but are not required for the transition.


d) Include any new RD IEs and corresponding TSPEC choices for RD IEs that were
not part of the previous successful resource request.


In the simplest case, a STA may choose to initiate an (Re)-Association without any prior reservation phase.
In this case, if the STA needs to negotiate the QoS with the new AP as part of the connection, it must include
a fully specified RIC in the Re-association message.  This would indicate to the AP that the STA wants the
QoS resources specified in the RIC. 


A re-association request with a RIC to a non-TTAP AP is not defined. The response to such request is beyond
the scope of this document. 


If the AP is able to meet the resource request included (or implied) by a RIC in the re-association request,
and assuming the re-association is otherwise successful, then the AP shall include a RIC in the re-association
response. If this is a confirmation of previously reserved resources then this may be a shortened form of RIC
as described in section 4.5.5. If any updated information for TSPECs is required then this may be included in
the RIC.


If the AP is unable to meet the resource request then it must fail the re-association request with a status code
of RESOURCES_UNAVAILABLE.


In a case where the STA had sent a reservation request prior to invoking the (Re)-Association mechanism,
there are two possibilities:


1) The reservation request was successful AND the STA invoked (Re)-Association within the
required time.


2) The reservation request failed OR the reservation request succeeded but the STA did not invoke
(Re)-Association within the required time.


In the first case, the STA may include only a RIC_ROOT IE in the (re) association message to confirm that
the reserved resources are unchanged.  The TSPECs sent previously during the resource reservation phase
would be used to admit the streams defined by the TSPECs. If, however, the STA wishes to change the pre-
vious reservation it must include RIC_DATA IEs in the reassociation. The AP shall consider any new
TSPECs inserted after the RIC_DATA IE as a replacement for all those in the previous reservation identified
by the RIC_DATA sequence number. 


In the second case, the STA must insert a fully specified RIC in the re-association message if it desires QoS
resources to be allocated during association.
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If the AP is unable to meet the requirements of the RIC then it shall reject the re-association request and
assign no new resources. If the status code is one of the following QoS failure codes:


— Invalid TSPECs
— QoS resources not available


The AP may include a RIC in the response indicating a set of TSPECs as a suggestion. This set of suggested
TSPECS may include one or more original TSPECS sent in the reassociation message. The STA should
expect to receive the suggested set of TSPECS (which could be just a replica of the original set, from a
TTAP) but is not required to act on the information. Pre-reserved resources shall remain until the expiry time
indicated upon issue. 


8A.5.5 QoS procedures at the TTAP on (Re)-Association


The procedures below apply to a TTAP that is also a QAP.


The behavior of the TTAP may vary depending upon whether the STA invoked a reservation procedure prior
to invoking (Re)-Association. If the STA had sent TSPECS in the reservation request prior to invoking the
(Re)-Association mechanism, there are two possibilities:


1) The reservation request was successful AND the STA invoked (Re)-Association within the
required time.


2) The reservation request failed OR the reservation request succeeded but STA did not invoke
(Re)-Association within the required time.


In the first case, if the RIC of the association request contains only the RIC_ROOT and the RIC identifier
matches that of the reservation, the resources that were "accepted" in the reservation phase are deemed
"admitted". If the RIC of the association request contains RIC_DATA elements then only the resources cor-
responding to those RIC_DATA elements shall be deemed admitted. If a RIC_DATA element is followed by
a TSPEC then this shall override the previously allocated resource for the specified sequence number. 


If the association message contains a fully specified RIC with a different RIC identifier, the TTAP treats the
request as a new request and takes into consideration the TSPECs for the prior reservation when allocating
resources for the new TSPECs (as an implementation optimization the TTAP may "transfer" resources from
the prior reservation to the new reservation in a way that is transparent to the non-AP TSTA.). The TTAP
may take one of the following actions should reservation for any new request fail:


1) The TTAP shall include in the re-association response an appropriate STATUS CODE and the
RIC_ROOT IE with RIC identifier matching the prior reservation. This is to notify the non-AP
TSTA that reservation for the new request has failed and the non-AP TSTA may try to associate
with the prior reservation if the holding time for the prior reservation has not expired,


2) If the holding time for the prior reservation has expired, the TTAP shall notify the non-AP
TSTA with a status code of RESOURCES_UNAVAILABLE in the re-association response.


If the admission of TSPECS succeeds and there is no other association related error, the AP shall send an
association response message with a status code of SUCCESS. The response shall contain a RIC. If it is nec-
essary to provide updated information about TSPECS then the RIC shall contain RIC_DATA IEs with such
updated TSPECS indicating, for example, the parameters of the TS that the AP has admitted. The response
TSPECS may contain information like Medium Time, Service Period etc.


If the requirements of the RIC fail, the (RE)-ASSOCIATION mechanism would fail with one of the follow-
ing status codes in the association response:


— Invalid TSPECs
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— QoS resources not available


In case of such failures, the AP may suggest certain TSPECS that it is likely to accept for each TSID. If the
AP does not have a suggestion for a TSID, it must include the original TSPEC in response.


An AP that is not TTAP should ignore any RIC in an association request message. 


In case where the reassociation request fails for reasons other than TSPEC admission failure, the status code
for the other reason will supersede.


8A.5.6 Reservation Procedures at the non-AP TSTA


A non-AP QSTA may initiate resource reservation as it deems fit. A non-AP QSTA may only initiate a
resource reservation with a TTAP that has advertised support for resource reservation in the capability field. 


A reservation request to a non-TTAP AP (be it new or old AP) is not defined. The response to such request is
beyond the scope of this document. 


The intent of the resource reservation request is to enable a non-AP QSTA to potential new TTAP  to reserve
resources based on specified TSPECs before the non-AP QSTA actually associates with the new TTAP. The
TSPECs in the request need not belong to only active TSIDs.The non-AP QSTA can send TSPECs for any
TSIDs that it intends to use after the transition.  


To initiate OTDS resource reservation, a non-AP QSTA transmits an OTDS reservation request, which is an
802.11 management action frame, to the current TTAP.


Following a successful OTDS resource reservation, it is the responsibility of the non-AP QSTA to initiate an
(Re)-Association session to associate with the new TTAP within a specific time as indicated in the resource
reservation response.


If a non-AP QSTA is declined for a resource reservation request, it does not mean that the non-AP QSTA has
been denied service. The non-AP QSTA may still attempt to associate with new TTAP using the (RE)-ASSO-
CIATION mechanism or the standard association mechanism available prior to this 802.11 amendment.


A response to the reservation request is considered "SUCCESS" by a non-AP QSTA if the status code SUC-
ESS is returned in the response message. 


A response to the reservation request is considered "FAILED" if the status code is equal to any of the fol-
lowing QoS Failure codes:


— Invalid TSPECs
— QoS resources not available
— Other types of policy violation


A response to a successful resource reservation shall contain the amount of time for which the resources will
be locked down (at a TTAP and the BSS) and timestamp indicating the end of the lock-down period. The
non-AP QSTA should try to associate with the new TTAP within the specified amount of time. Failure to do
so will result in the release of the resources by the TTAP.


8A.5.7 Reservation Procedures at the Target TTAP


This section describes the behavior at the TTAP when it receives a RIC from a neighbor TTAP or a non-AP
QSTA that has not yet associated with it. 
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The underlying assumption is that an SME on a TTAP receives some TSPECS, encapsulated in a RIC, from
another TTAP to which a non-AP QSTA is associated.  The SME receives these TSPECS in an over-the-wire
message on RRSAP. The SME then looks at these TSPECS and generates MLME.RESERVE-
ATION.request that passes down the TSPECs to the HC MAC. The SME may also send these TSPECS to an
external entity like some back-end QoS module for its consideration. The procedures to do that are beyond
the scope of this specification. The HC MAC shall respond with MLME.RESERVATION.indication that
will indicate whether the HC MAC has accepted the TSPECS or not. The acceptance of a TSPEC by a new
TTAP results in resource allocation for a traffic stream at the TTAP. The SME may translate this response
into an appropriate Resource Response message to the old AP originating the TSPECs via the RRSAP. Alter-
natively, the SME may choose to wait for response from an external QoS module before sending out the
Resource Response. 


By the end of a successful Resource Request /Response sequence, the HC MAC would have reserved
resources for each Traffic Stream denoted in the TSPECS it received in the MLME.RESEVATION.request.
However, the TSs shall remain in the Inactive state, and neither the inactivity nor the suspension timer
would be started. The TSs will be moved to Active state only after the non-AP QSTA that originated the
TSPECS associates with the new TTAP within specified timeframe, and the inactivity and the suspension
timers will be started thereafter.


8A.5.8 Reservation Procedures at the Current TTAP


This section applies to OTDS resource reservations only.


Upon receiving the reservation request, the RRSAP shall invoke the Broker Function. The Broker Function,
after appropriate processing as described previously, will forward the request to the RRSAP which in turn
will send it to the RRSAP of the target AP.


The RRSAP shall listen for responses to the reservation responses on the RRSAP. The TTAP shall then
invoke the BF. 


Figure 121E—MLME-Reservation.Request


NOTE - apparently no refs to the above figure.


MLME-RESERVATION.request


MLME-
RESERVATION.ind Resource Rsp


Resource Req


HC 
MAC


HC 
SME


RR 
SAP
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Figure 121F—Traffic Stream Cleanup on Reservation TImeout


NOTE - apparently no references to the above figure.


HC MAC HC SME


Hold Timer
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Figure 121G—TS Active on successful Transition


NOTE - apparently no references to the above figure.


8A.6 Broker Function


A broker function in the TTAP is defined to facilitate policy enforcement and reservation request response
co-ordination. This is shown in Figure 121H. The Broker Function is only invoked at the Current TTAP
when an over-the-DS reservation request is to be performed.  Following are the tasks performed by a Broker
function:


1) At the minimum, the BF shall re-format the reservation request from the SME for consumption
by the RRSAP. Similarly, it shall be able to re-format the response from the RRSAP to send it
to the SME.


2) A BF may choose to apply any policy dependent processing on the reservation request before
forwarding it to the RRSAP. A BF may, similarly choose to apply any policy dependent pro-
cessing on the resource response before forwarding it to the SME..


HC MAC HC SME


Hold Timer


MLME-ASSOCIATE.indication
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Figure 121H—Broker Function for Over-the-DS Communication


10. Layer Management


10.3 MLME SAP Interface


10.3.7 Reassociate


10.3.7.1 MLME-Reassociate.Request


10.3.7.1.2 Semantics of the Service Primitive


Change the text of 10.3.7.1.2 as follows:


The primitive parameters are as follows:


MLME-Reassociate.request (
NewAPAddress,
ReassociateFailureTimeout,
CapabilityInformation,
ListenInterval,
SupportedChannels,
Snonce,
Anonce,
Transition IE content,
RSN,
KeyLifetime,
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ReservationItems,
MIC
)


Add the following rows to the table in 10.3.7.1.2:


NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As
defined in frame format”), and descriptions.


10.3.7.2 MLME-Reassociate.Confirm


10.3.7.2.2 Semantics of the Service Primitive


Change the text of 10.3.7.2.2 as follows:


The primitive parameters are as follows:


MLME-Reassociate.confirm (
ResultCode,
CapabilityInformation,
AssociationID,
SupportedRates,
Transition IE content,
ReservationResponses,
MIC
)


Add the following rows to the table in 10.3.7.2.2:


Name Type Valid Range Description


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the STA to be 
used in the key derivation.


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP to be 
used in the key derivation.


Transition IE content


KeyLifetime 32-bit unsigned 
integer


ReservationItems


ReassociationDeadline 16-bit unsigned 
integer


The value of this parameter is the number of 
milliseconds before which the STA must ini-
tiate the reassociation with the AP, in order to 
expect that the reserved resources are still 
available.


MIC Message integrity check value computed on 
the content of the message.
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NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As
defined in frame format”), and descriptions.


NOTE - Proposal section 6.1.5 has SupportedRates followed by AssociationID, while 11ma has AssociationID followed
by SupportedRates. Editor assumed there was no intention to reverse the order of these two parameters. Need confirma-
tion of this assumption.


10.3.7.3 MLME-Reassociate.Indication


10.3.7.3.2 Semantics of the Service Primitive


Change the text of 10.3.7.3.2 as follows:


The primitive parameters are as follows:


MLME-Reassociate.indication (
PeerSTAAddress,
CurrentAPAddress
CapabilityInformation,
ListenInterval,
SSID
SupportedRates,
Snonce,
Anonce,
Transition IE content,
RSN,
KeyLifetime,
ReservationItems,
MIC
)


NOTE - Proposal section 6.1.5 has first parameter of MLME-Reassociate.indication as “PeerTSTAAddress”. If this is
intentional, then a row is needed in the following table describing it. Editor assumed that there was no intended change
from 11ma’s “PeerSTAAddress”. Need confirmation of this assumption.


Add the following rows to the table in 10.3.7.3.2:


Name Type Valid Range Description


Transition IE content


Reservation Responses


MIC Message integrity check value computed on 
the content of the message.


Name Type Valid Range Description


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the STA to be 
used in the key derivation.
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NOTE - “ReassociationDeadline” appears in table, but not on list of parameters. Should it be a parameter, or drop from
table? Doesn’t seem likely that it would be provided by the STA in a request for reassociation.


NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As
defined in frame format”), and descriptions.


10.3.7.4 MLME-Reassociate.Response


10.3.7.4.2 Semantics of the Service Primitive


Change the text of 10.3.7.4.2 as follows:


The primitive parameters are as follows:


MLME-Reassociate.response (
PeerSTAAddress,
ResultCode,
CapabilityInformation,
AssociationID,
Transition IE content,
ReservationResponses,
MIC
)


NOTE - Proposal section 6.1.5 has first parameter of MLME-Reassociate.indication as “PeerTSTAAddress”. If this is
intentional, then a row is needed in the following table describing it. Editor assumed that there was no intended change
from 11ma’s “PeerSTAAddress”. Need confirmation of this assumption.


Add the following rows to the table in 10.3.7.4.2:


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP to be 
used in the key derivation.


Transition IE content


KeyLifetime 32-bit unsigned 
integer


ReservationItems


ReassociationDeadline 16-bit unsigned 
integer


The value of this parameter is the number of 
milliseconds before which the STA must ini-
tiate the reassociation with the AP, in order to 
expect that the reserved resources are still 
available.


MIC Message integrity check value computed on 
the content of the message.


Name Type Valid Range Description


Transition IE content


ReservationResponses


Name Type Valid Range Description
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NOTE - Need content for several cells in above table, for type (e.g. “As defined in frame format”), valid ranges (e.g. “As
defined in frame format”), and descriptions.


Insert the following subclauses after end of 10.3.30.


NOTE - 11ma ends at 10.3.23; 11e added 10.3.11 through 10.3.15 (which will likely become 10.3.24 through 10.3.28);
11k added 10.3.24 and 10.3.25 (which will likely become 10.3.29 and 10.3.30). This amendment assumes 10.3.31 is
next.


10.3.31 MLME SAP Interface for Resource Reservation


10.3.31.1 MLME-Reservation.request


10.3.31.1.1 Function


This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.


10.3.31.1.2 Semantics of the service primitive


The primitive parameters are as follows:


MLME-Reservation.request (
PeerMACAddress,
Message Sequence Number,
Snonce,
Transition IE content,
RSN IE content,
Anonce,
Challenge,
ReservationItems,
MIC
)


MIC Message integrity check value computed on 
the content of the message.


Name Type Valid Range Description


PeerMACAddress MAC Address Any valid indi-
vidual MAC 
address


Specifies the MAC address of the AP that is 
the intended immediate recipient of the reser-
vation request


Message Sequence 
Number


8-bit unsigned 
integer


1 or 3 This value indicates which message in the res-
ervation request protocol is to be generated.


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the STA to be 
used in the key derivation.


Transition IE content


Name Type Valid Range Description
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10.3.31.1.3 When generated


This primitive is generated by the SME at a non-AP STA to send either the first or third frames of the reser-
vation handshake. 


10.3.31.1.4 Effect of receipt


Upon receipt of this primitive, the MLME constructs the appropriate authentication frame and causes it to be
transmitted to the PeerMACAddress.


10.3.31.2 MLME-Reservation.indicate


10.3.31.2.1 Function


This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.


10.3.31.2.2 Semantics of the service primitive


The primitive parameters are as follows:


MLME-Reservation.indicate (
PeerMACAddress,
Message Sequence Number,
Snonce,
Transition IE content,
RSN IE content,
Anonce,
Challenge,
ReservationItems,
MIC
)


RSN IE content


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP in mes-
sage 2 to be used in the key derivation.


Challenge This parameter is present only in message 3.


Reservation Items This parameter is present only in message 3.


MIC Message integrity check value computed on 
the content of the message. This parameter is 
present only in message 3.


Name Type Valid Range Description


PeerMACAddress MAC Address Any valid indi-
vidual MAC 
address


Specifies the MAC address of the non-AP STA 
that is the source of the reservation request


Name Type Valid Range Description
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10.3.31.2.3 When generated


This primitive is generated by the MLME at an AP to indicate either the first or third frames of the reserva-
tion handshake has been received. 


10.3.31.2.4 Effect of receipt


Upon receipt of this primitive, the SME examines the Transition IE and RSN IE contents and responds to the
PeerMACAddress using the MLME-Reservation.response primitive.


10.3.31.3 MLME-Reservation.response


10.3.31.3.1 Function


This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.


10.3.31.3.2 Semantics of the service primitive


The primitive parameters are as follows:


MLME-Reservation.response (
PeerMACAddress,
Message Sequence Number,
Anonce,
Transition IE content,
RSN IE content,
KeyLifetime,
ReservationResponses,
MIC
)


Message Sequence 
Number


8-bit unsigned 
integer


1 or 3 This value indicates which message in the res-
ervation request protocol is to be generated.


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the STA to be 
used in the key derivation. This parameter is 
present only in message #1.


Transition IE content This parameter is present only in message 1.


RSN IE content This parameter is present only in message 1.


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP in mes-
sage 2 to be used in the key derivation.


Challenge This parameter is present only in message 3.


Reservation Items This parameter is present only in message 3.


MIC Message integrity check value computed on 
the content of the message. This parameter is 
present only in message 3.


Name Type Valid Range Description
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10.3.31.3.3 When generated


This primitive is generated by the SME at an AP to cause the transmission of either the second or fourth
frame in the reservation handshake. 


10.3.31.3.4 Effect of receipt


Upon receipt of this primitive, the MLME constructs the appropriate authentication frame and causes it to be
transmitted to the PeerMACAddress.  When the Message Sequence Number is 4, the AP shall reserve the
bandwidth 


10.3.31.4 MLME-Reservation.confirm


10.3.31.4.1 Function


This primitive is used to enact the security and QoS reservation method with a specified peer MAC entity.


10.3.31.4.2 Semantics of the service primitive


The primitive parameters are as follows:


MLME-Reservation.confirm (
PeerMACAddress,
Message Sequence Number,
Anonce,
Transition IE content,
RSN IE content,
KeyLifetime,
ReservationResponses,
MIC


Name Type Valid Range Description


PeerMACAddress MAC Address Any valid indi-
vidual MAC 
address


Specifies the MAC address of the non-AP STA 
immediate intended recipient of the reserva-
tion request


Message Sequence 
Number


8-bit unsigned 
integer


1 or 3 This value indicates which message in the res-
ervation request protocol is to be generated.


SNonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP to be 
used in the key derivation. This parameter is 
present only in message #2.


Transition IE content This parameter is present only in message 2.


RSN IE content This parameter is present only in message 2.


Key Lifetime This parameter is present only in message 2.


Reservation Responses This parameter is present only in message 4.


Reassociation Deadline This parameter is present only in message 4.


MIC Message integrity check value computed on 
the content of the message. 
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)


10.3.31.4.3 When generated


This primitive is generated by the MLME on receipt of either the second or fourth frame in the reservation
handshake. 


10.3.31.4.4 Effect of receipt


Upon receipt of this primitive, the SME examines the content of the message and either responds to the
PeerMACAddress with the next message in the reservation sequence or completes its processing of the res-
ervation request.


11. MLME


Note - sections 11.4 through 11.7 were added by 802.11e, with instructions to move sections 11.4, 11.5, and 11.6 (as
appear in 11ma) to 11.8, 11.9, and 11.10. Assume what will happen here is that sections 11.3A, 11.3B, 11.3C, and 11.3D
will be added when amendment 11e is incorporated. The changes below refer to the section numbered 11.4 by 11e, and
11.3A after incorporation.


Name Type Valid Range Description


PeerMACAddress MAC Address Any valid indi-
vidual MAC 
address


Specifies the MAC address of the non-AP STA 
immediate intended recipient of the reserva-
tion request


Message Sequence 
Number


8-bit unsigned 
integer


2 or 4 This value indicates which message in the res-
ervation request protocol is to be generated.


ANonce 64-bit unsigned 
integer


Any value This is the nonce provided by the AP to be 
used in the key derivation. This parameter is 
present only in message #2.


Transition IE content This parameter is present only in message 2.


RSN IE content This parameter is present only in message 2.


Key Lifetime 32-bit unsigned 
integer


This parameter is present only in message 2.


Reservation Responses This parameter is present only in message 4.


Reassociation Deadline 16-bit unsigned 
integer


The value of this parameter is the number of 
milliseconds before which the STA must ini-
tiate the reassociation with the AP, in order to 
expect that the reserved resources are still 
available. This parameter is present only in 
message #4.


MIC Message integrity check value computed on 
the content of the message. 
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11.3A Traffic Stream Operation


11.3A.1 Introduction


Change the third paragraph of section 11.4.1 as follows:


TSPEC and the optional TCLAS elements are transported on the air by the ADDRS, in the corresponding
QoS Action frame and across the MLME SAP by the MLME-ADDRS primitives. In addition, a Traffic
Stream could be created if a TSTA send a resource request to a TTAP prior to initiating a transition to that
TTAP. 


11.3A.3 TS Lifecycle


Change figure 148A as follows:


Note - 11ma last figure in section 11.3 is 148. 11e called its first figure 68.1, which will become 148A when incorporated
into the standard.


NOTE - Need an additional path out of “Inactive” by way of an oval marked “FBT Resource Request” to a
hexagon labeled “Accepted”. From “Accepted” by way of an oval marked “Reassociation” to “Active”.
Updated figure to be done.


Insert after the second paragraph of section 11.3A.3 (second paragraph starts “Initially a TS is inactive
...”):


The TS would be successfully created if the TTAP determines that it can honor the TSPECS in case the
RSTA in question transitions to it. A TS thus created will be in Accepted State. The TS would be considered
an "accepted TS". The following properties hold true for such an accepted TS:


— The TS will be in Accepted State. This state is a intermediate state between Inactive and Active
State. The Accepted State may not be used in all instances of TS setup, e.g in case of a regular
ADDTS request/response, a TS will directly jump from Inactive to Active state upon successful
negotiation. 


— The inactivity and suspension timer would not be started for the TS.
— The scheduler and any other resource manager in the AP will take the resource/timing requirements


of the TS into consideration before assigning any further resources to other admitted/accepted TS.
— In case of HCCA based TS, the HC would not generate CF-Poll for the TS.
— The TS is moved to Active State once the RSTA transitions to the AP in question and confirms in the


Re-association message, using the procedures defined in section 5.x.x.x, that it wants to retain the
TS upon transition. The inactivity and suspension timers are started at this point.


— If the reservation timer times out and the TS is not yet in Active State, the TS is deleted.


Inset new Annex O after Annex N:


Annex O


(informative)
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O.1 Example Deployments using multiple SDs in an SMD


This logical hierarchy key hierarchy may be physically realized in a variety of ways. Some examples are
provided below.


O.1.1 Controller Architecture


A centralized Controller that manages multiple APs may include the AAA Client, R0 Key Holder and R1
Key Holder. 


Each AP managed by the Controller may be an R2 Key Holder. Alternatively, if the Controller is also the
authenticator for the purpose of PTK derivation, the Controller will be the R2 Key Holder for each of its
APs, and transmit the PTK to the AP, which serves as Data Termination point. It is also possible for Data
Termination to be aggregated in the Controller, with the AP transmitting encrypted data between station and
Controller.


Each Controller and its associated APs thus constitute an SD, and multiple Controllers may be associated
with each other to form an SMD. When a station transitions to an AP managed by a different Controller, the
new Controller acquires PMK-R1 from the Controller with which the station first established keys.


O.1.2 Standalone AP Architecture


A deployment may comprise multiple APs that are not managed by central Controllers. In this case, each AP
comprises the AAA Client and R0/R1/R2 Key Holders.


Each AP constitutes an SD, and multiple APs may be associated with each other to form an SMD. When a
station transitions to a new AP, the new AP acquires PMK-R1 from the AP with which the station first estab-
lished keys.


O.2 Key Holder and SMD Naming


Each AP advertises the following names in its beacon and/or probe response:


— SMD-ID 
— R0KH-ID 
— R1KH-ID 
— R2KH-ID 


To ensure global uniqueness, the first three octets of an ID must be set to an Organizationally Unique Identi-
fier (OUI). The remainder of the binary sequence is managed by the vendor named in the OUI as its own pri-
vate namespace, within which it must guarantee uniqueness. 


One option for selecting an ID is the MAC address of an interface of the device, zero-filled to 16 octets.
Another option is to append 13 random octets to the OUI.


Typically, R2KH-ID might be set to the BSSID of the AP; however, this is not a requirement and there may
be architectures in which R2KH-ID and BSSID are different values.


For key derivation and key naming purposes, R2KH-ID and R1KH-ID are always the names of the R2 and
R1 Key Holders in the current SD which with the station is associated, and R0KH-ID is the name of the R0
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Key Holder of the original SD in which the security association was established. Thus, R0KH-ID may or
may not be the name of the R0 Key Holder of the current SD with which the station is associated.


O.3 Broker Function and Policies


A TTAP may choose to incorporate variety of policies in the Broker function. This provides a vendor some
flexibility and control over the behavior it wants to mete to the resource reservation requests originating in
its network. As mentioned earlier, however, a BF shall at least be able to relay the request to its local RRSAP
and receive the responses from the RRSAP. 


Over and above the minimal functionality a TTAP vendor may choose to impose certain restrictions and/or
preferences by injecting some policy processing in the Broker Function.


Examples of this include:


1) A BF may choose to limit the number of resource request/queries per STA..
2) A BF may choose to spoof the over-the-DS resource allocation if it has knowledge of the over-


all system and can make decisions on behalf of the target TTAP.
3) A BF may choose to introduce a bias in the responses, for various reasons like load balancing


etc. 


A BF may want to check for the mobility domain of the target APs before sending out request to the APs.
The BF may reject one or more request if it has enough knowledge of the mobility domain to which the tar-
get APs belong


O.4 Transition Mechanism during Voice Flow


The figure below depicts a scenario where the FT proposal could be used. We assume that a 802.11 enabled
station had associated with AP1.


1) It orignites a voice call after reserverving air resources by using 802.11e enhancements
(ADDTS etc ). 


2) The voice call singaling and the RTP path setup occurs while the phone is associated with AP1.
3) During the voice-call the phone tries to "roam".
4) It finds that AP2 is a potential AP to roam to.
5) It triggers a resource reservation mechanism.
6) A FT association is initiated to roam to the new AP2 
7) The phone now connects to the back-end via AP2.
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Figure O1—Transition Mechanism in a Voice Call Flow


NOTE - any blank pages that follow (beyond one to finish the double sided-ness of the last text page) are not intentional
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