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Monday May 16, 2005
1:30pm-3:30pm
Chairperson: Jesse Walker

Secretary: Kapil Sood

1. Convene, and policy procedures
2. Patent Committee Ruling review  

3. Sign-in sheet at Registration – Attendance Reminder

4. Modification to modify agenda

a. Modify the 5 Criteria to add the co-existence statement

5. Approval of agenda – Doc 406r1
MOTION: 

· Suspend the rules to allow documents that have not been posted on the server to be presented at the May TGw session, as long as they have been provided to the Chair prior to presentation.
Moved: Kapil Sood

Seconded: Clint Chaplin

Vote: 
YES: 11

NO: 0

Abstain: 1

6. Election of Recording Secretary: Sandy Turner
a. Discussion - None

7. Election of Editor: Jon Edney

a. Discussion - None

8. Modification of 5 Criteria

MOTION:

· As requested by Exec Comm, move to request that the IEEE 802.11 WG add a coexistence assurance statement to the TGw 5 Criteria Document, Clause 5d: “IEEE Std 802.11w will address security only and there will be no co-existence issues”.

Moved: Jon Edney
Seconded: Nancy Cam-Winget
Vote: 
YES: 13

NO: 0

Abstain: 0
9. Presentation:  IEEE 11-05-0350-00-0ads – Jon Edney and Fabrice Stevens
10. Presentation: IEEE 11-05-0343-01-0ads – Kapil Sood, Emily H Qi, Jesse Walker

a. Supporting document: 05/0404r0
b. The presentation covered motivation for having requirements on the security protocol. The TG should adopt a set of requirements, to enable faster protocol design.
c. The discussion on each requirement is listed below:

- Requirement 100: The protocol shall provide protection against forgeries
C: Does this apply to all messages or just some?
C: Can be just some, depends on the needs of future amendments.
C: Do you mean message integrity? What about message authentication and
data source authentication.
C: Yes, want to prevent insertion of messages, replays.

- Requirement 110 - The protocol shall provide confidentiality protection
C: Are the SNMP variables being passed over the air?
C: Yes, that's the current understanding.
C: This is a privacy issue also, for e.g. location information
C: The MIB data is what's important, and what needs to be protected. Might
not be SNMP, might be another protocol

- Requirement 120: The protection scheme shall negotiate the security 
properties to be enforced for the protection of management frames.
C: The "negotiation" can be all or nothing. May not want to go into alot of detail.
C: SHould say "shall be capable of negotiating". Policy might prevent use of negotiation.
C: What is being negotiated?
C: Crypto algorithms, could be one or more attributes.
C: Isn't what has been negotiated for the data good enough?
C: Fear that we will negotiate which management frames to protect. That's
a different issue.

- Requirement 130: THere shall be a mechanism to protect negotiation of the
security properties to be enforced for the protection of manaagement frames.

- Req 140: Mgt frame protection shall be compatible both with 802.11i and TGr
key hierarchies and key management schemes?
C: using both i and r is dangerous. Don't want to re-use keys.
C: Possible that w will finish before r. Be careful to not reference something that's
not finish first.
C: If r is delayed, then r will have to figure out how to use w.
C: Don't want to develop 2 solutions to same problem.
C: Don't exclude consideration of what r is doing.
C: Don't develop another key hierarchy for this. Have implementations which wourk with both.

Requirement 150: Protect both unicast and broadcast/multicast management frames
C: Does this apply to the STA broadcast/multicast also? Need to state this in the the requirements.

Requirement 160: Protocol solution may be different for protecting unicast
and broadcast/multicast frames
C: Why must keys be changed when someone leaves the group?
C: Policy decision. 
C: Re-keying maintains the confidentiality. 
C: The person was trusted in the first place. If you kisked the person out,
then you know.  Depends on the threat model.
C: An underlying assumption is the use of symmetric keys. At some point,
need to explore public keys. Don't want to close the door on this.
C: Need to close the door on this.

Requirement 170: Protection mechanism shall provide for incremental inclusion of management
frames, as new manaagement frames are developed by 802.11.
C: Better to say that some mgt frames are not protected, all others can be.
C: Good to have extensibility.
C: Must negotiation/enumeration of types be needed?
C: Hard to predict the future. Issue with making this "shall"

Requirement 180: Protocol shall provide for selected deployments of categories of management frames.
C: Don't want to have too many options - sacrifice interoperablity.
C: Is there a negotiation? 
C: Could "bucket" the frames. 
C: Someone has to decide which "bucket" a frame is in.
C: In my mind there are two buckets - protected and unprotected.
C: Wonder if there will be "enterprise and "home" type of distinctions.
C: Issue there was the user interface and overhead of establishing the
authentication. Don't have that here.

Requirement 190: Protocol shall protect the management frames only after establishing transient session keys.
C: Can do a key establishment in line with establishing the session keys.
C: Probes? Have to add messages.

Requirement 200: STA must treat any non-static integrity protected management
frames received before  the STA gets integrity key as a forgery.
C: conflicts with previous requirement.
C: Can send message, then send key within a time period. THen discard
if time expires.
C: What is static in this context?
C: Applies to the content of the message.
C: Now having new categories of management frames - based on the contents.
C: May need to treat all frames as non=static.

Requirement 201: The protocol shall handle fragmented management frames.

C: Want to avoid more negotiation if possible.

11. Recess until 4:00pm session.

Monday May 16, 2005

4:00pm-6:00pm

Chairperson: Jesse Walker

Secretary: Kapil Sood

1. Convene, and IEEE Registration desk attendance reminder  

2. Discussion on permanent secretary for this group.  Sandy Turner has committed to serve as the permanent secretary.
a. Any objection: none.  
b. Sandy Turner appointed as Secretary, and affirmed by acclamation.

3. Discussion on editor for this group.
a. Any objection: None.

b. Jon Edney appointed as Editor, and affirmed by acclamation.

4. Presentation: IEEE 11-05-0427-00-0ads – Nancy Cam-Winget
a. Discussion on focus on Class 3 Type frames

i. How do we deal with replays of Disassociate?  Throw away replayed messages.

ii. Depends on the state of the STA when any of these messages are received.
iii. Disassociate and Deauth do not have a payload, but proprietary implementations put additional information in these messages.
iv. You can re-associate with current AP, and hence, can be in Class 3.
v. Wi-Fi talking about changing power-save mode using re-association.

vi. For some 11k frames, IBSS frames belong to Class 1.

vii. TGu may want to protect beacons?

viii. 802.11h action frames may go into Class 1 & 3.

ix. Whether we want to protect IBSS?  ATIM frame can be transmitted after PTKSA is established.
b. Discussion on KeyId field
i. This is 00 for 802.11i pairwise keys

ii. Discussion on issues with that.

iii. Protection for unicast and broadcast
5. Presentation: IEEE 11-05-0372-00-0ads – Lars Falk
a. Discussion on distinguishing real and fake SSIDs.
b. Moving away from http/https based authentication.  But, users will see this pop-up with every beacon.
c. Observation that this could be a requirement coming from TGu.  The STA should be able to authenticate the AP, without any message exchanges with the AP.
d. Device authentication is used using un-controlled port.

e. A static field in beacon could be signed with public key, but that is still open to replay attacks.

f. Device authentication is being discussed in 802.1AL.
g. TGp is also looking at this.

6. Discussion to merge requirements document into one document.
7. There may be 2~3 different proposals that may be conceivable.
MOTION:

· Moved to work in an ad-hoc fashion until 21:30 on Monday, May 16, 2005.

Moved: Pat Calhoun

Seconded: Clint Chaplin

Vote: 
YES: No Objections

NO: 0

Abstain: 0

Tuesday May 17, 2005

4:00pm-6:00pm

Chairperson: Jesse Walker

Secretary: Kapil Sood

1. Convene, and IEEE Registration desk attendance reminder  

2. Presentation: IEEE 11-05-0369-00-000v – Emily H Qi
a. Discussion on the presenter’s view of the requirements that 802.11v may have on 802.11w.
b. A transaction-based (Request/Response) network management message may mitigate delayed attacks.
i. But, the Request may be delayed, in which case STA may never know a request message was sent to it by an AP.

c. Delay protection can be detected, and possibly corrected.

d. TSF timer based approach may be considered as one solution.

e. TGv to use these requirements as a base, and develop on this further.

3. Presentation: IEEE 11-05-W1-00-0ads – Jesse Walker
a. Discussion on the protection of broadcast/multicast management frames

b. In accordance with 4 hour rule, 4 documents are on the reflector.
i. Doc 456r0, 0094r0, 457r0 for vote tomorrow

c. Notation of key derivation count downs from n to 0.

d. Does a paket need to be sent in every validity period? Not necessarily.  In practice, at least one packet per validity period needs to be sent, to deliver the commitment key.
e. Transport one message with key, per validity period.
f. One-way function will be less then a MIC, but some more operations need to be done.

g. 802.11 has already accepted caching on broadcast, only on transmit side.  Not on receivers.
h. Proof of security will not work very well with a per-packet scheme.  This requires very tight clock synchronization.
i. In IEEE 802.11i, the broadcast scheme does not work.

j. The naive forgery protection, in unicast, there are 2 parties.  This breaks down with multiple parties.  An intelligent attacker will wait until all SAs have been set.
k. You may have to buffer minimum size frames for a larger time.  Memory is still bounded by a multiple of 2 round-trip frames.
l. MSEC work standardized TESLA and has performance/scalability issues.  Differences with MSEC in that 802.11 is hop-by-hop, and has better scalability properties.
m. If AP supports 64 STAs, then everytime a new STA join and leave, the group key has to be updated, for confidentiality.  This is a major concern.  However, the key updates for broadcast keys will have to be more efficient.
n. For forgery (integrity) protection, key management is simpler!
o. Differences and parallels with 802.11i were discussed.
p. Similar presentation in WNG and 802.11s (1:30pm - Wed), and will discuss multicast performance and some statistics.

q. Number of packets cached may be 400, instead of 40.  But, there are properties that we will have to discuss further.

4. Presentation: IEEE 11-05-XXXX-00-0ads – Jon Jesse Walker

a. Discussion on the progress of requirements definition from last few days, and from joint work at the ad-hocs.

b. Meaning of “Re-Association”, and the semantics of this usage.  The STA and AP loose keys as soon as an association is resent to its existing AP.
c. Authorize at least 2 conference calls to evolve this document.  At least 10 days notice.
d. Thoughts on the TGw *process* over the next session.

e. Discussion on DCN numbers.

5. Recess until 19:30.

Tuesday May 17, 2005

19:30pm-21:00pm

Chairperson: Jesse Walker

Secretary: Kapil Sood

1. Convene, and IEEE Registration desk attendance reminder  

MOTION:

· Moved to have TGw conference calls on

· Thursday, June 16 at 11:00 EDT

· Thursday, July 7 at 11:00 EDT

1. Moved: Nancy Cam-Winget


2. Second: Clint Chapman
· Vote: By unanimous consent

2. STRAW POLL: 802.11w protection will only be provided after PTKSAs are in place
a. Yes: 6

No: 1

3. Discussion on protecting beacons
a. More than one group may want protection of information in management frames prior to PTKSAs in place.

b. Some groups may want protection of certain elements of the beacon.
c. It is difficult to protect from replays, for dynamic IEs, even by protecting with GTKs.

d. Principle reasons for this group was originally:
i. Protect Deauth and Disassociate

ii. 11k 
e. Additional requirements can be inserted.

f. Goal of TGw is faster convergence.

g. Exclude protection of beacons from the TGw requirements document, and then publish those for consideration of other Task Groups.
4. Requirements discussion.

a. Brief presentation to the opening/closing plenary sessions? Or, Present TGw requirements to individual groups?
b. Why are we going to shop around to other groups?
c. This group presents our requirements at the plenary, and then let other groups decide and come into 802.11w, if they want additional requirements.
d. Preferable time is at mid-session plenary in July, San Francisco, for 10 minutes.
e. 802.11w group must first agree on the requirements.
5. Prepare the document a week before the San Francisco meeting, on the reflector.
6. At least 2 proposals may be submitted.  So, we need a process.
7. Possible Schedule:

a. July: San Francisco

i. Ratify requirements

ii. Issue a call for proposal
b. Sept: Orange County
i. Presentations in Orange County

ii. Establish remainder of down-select process

c. Nov: Vancouver
i. Proposal Text and presentations
ii. Execute next steps of down-select process

d. Jan: Kona

i. Complete down select

e. March: New Orleans
i. Issue Draft

8. Discussion on establishing the process definition
9. Consistent with previous discussion in March on the TGw process.
10. Discussion on a requirement for NIST certification.
11. Adjourn 
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