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Wednesday May 25, 2005
11:00am

Attendees:
Clint Chaplin,
Michael Montemurro,

Emek Sadot,

Kapil Sood,

Bill Marshall,

Henry Ptasinski,
Jon Edney

Yael Shacit,

Paul Newton
Paul Funk

Matt Smith

Stefano Faccin

· Review of IEEE Intellectual Property Policy

· Review Agenda

· Security review of TGr draft:

Jesse cannot be on the call. He will compile a list of reviewers for the security submission to the TGr draft.

We would want to do the review as soon as possible.

The reviewers could review portions of the draft – not the entire content.

The review process would be ongoing.

· Key Hierarchy:

Strong arguments on two layer versus three layer hierarchy

This discussion will continue to come up – good arguments on both sides.

Discussion deferred on the end.

· Deficiencies:

“Come back later” – AP is not ready to respond to STA immediately.

Paul Funk would make submission for this element.
Extended Capability IE bit to support no security cases. Need this in the beacons.

The STA will do a probe request to the AP’s in any case.

Need to definition of mobility domain – merge Security and Mobility domains.

There is no reason for keeping these domains separate.

Kapil would make a submission regarding this issue.

There are a number of technical bugs in the document.

Bill Marshall will make a submission regarding these changes.

It looks like there will need to be a new section in the 802.11 standard to address BSS-Transition.
Clint Chaplin will take an action to determine what will need to be done to add a new clause to the draft.

The clause could go after 8 or after 11.

There is no definition on what the Beacon or Probe Response message should be.

There are places in the text that is “(re)” as a modifier to association. That would imply that Association changes as well as Re-association changes to the text.

The MLME interface text would need to be changes.

There is a definition of PMK and PTK that differ from the existing standard. The TGr draft will require a definition change.

The RSN IE in the re-association request/response has been dropped in the proposal. 

The Count IE is description is confusing:
The explicit count is necessary for the MIC calculations.

Whether the count IE should be a count or a byte count.

Future amendments would add IE’s at the end of the message. The Count IE should be the number of IE’s covered by the MIC.

The IE’s in the Association/Reassociation messages do not need to be in a specific order.

The Fast Transition Key Holder element is ambiguous. The text needs to be updated to give a clear definition.
How you get the Key holder list is not described in the draft at all.

Bill Marshall needs the Visio source to the figures. bill

You may want to pre-authenticate to move across mobility domains. There is a need for an additional pre-authenticate bit to move across security domains.

It is debatable whether opportunistic key caching is in the standard.

We need to define what the domains mean in order to determine whether pre-authentication is required.
The security-mobility domain could be a subset of the ESS.

We need to discuss pre-authentication in more detail.
The RRSAP description has been left out of the proposal text. Michael Montemurro will make a submission to discuss this issue.

Jon Edney will make a submission to clean up the resources reservation text.

It would be nice to review the submission on the teleconference call prior to the July plenary meeting.

We could add proposed dates to the issues tracking document.

The first TGr draft will be available prior to the next conference call.

· The key hierarchy discussion will be tabled until the next conference call.

· All documents must be submitted to the 802.11 document repository.

· Adjourn until the next teleconference call on June 7.

Wednesday June 8, 2005

11:00am

Attendees:

Clint Chaplin,

Michael Montemurro,

Bob O’Hara,

Emek Sadot,

Kapil Sood,

Bill Marshall,

Paul Newton,

Michael Morton,

Victor Lin,

Jon Edney,

Nancy Cam Winget,
Russ Housley,

Paul Funk,

Fred Haisch,

Tony Braskich.

· Review of IEEE Intellectual Property Policy.

· Review Agenda.

· TGr Editor submission discussions:

Bill Marshall put up submissions 11-05/538r0 and 11-05/539r0 on the server.

There have been problems submitting the draft on the server as a TGr draft. An alternative submission has been sent to the server as 11-05/544r0.

Document 11-05/538r0 describes the editorial changes.

The TGr submission will require a new clause. We need to decide where the clause should go in the standard.

Bill will make a motion to accept the editorial changes early in the next meeting.

Document 11-05/539r0 describes changes that should be changed to clarify technical information.

The group will need to review Document 11-05/538r0 to confirm that the changes described in the document are editorial.
Draft 0.00 is based on the original submission. Draft 0.01 is a version with editorial changes as viewed by Bill Marshall.

According to Bill Marshall, everything in Draft 0.01 is editorial – every change described in 11-05/539r0 is a technical change.

We should simply take all changes and evaluate them regardless of whether they are technical or editorial.

We should vote Draft 0.01 in as the first draft rather than Draft 0.00.

Our selection procedure stated that after the confirmation vote, Draft 0.00 based on the original proposal should become the first draft.

We should go over the Document 11-05/538r0 submission to confirm which changes are editorial and which changes are technical.
The intention of Document 11-05/539r0 is to describe technical changes that should be made early at the next Plenary meeting.

· Discussion on Document 11-05/539r0:

There is a discrepancy in the Authenticator address description in the IEEE 802.11m draft and the IEEE 802.11i draft.
The RSN IE should not be removed from the Reassociation Request to remain backward compatibility.

There should be no issue with not including the RSN IE when a TGr reassociation includes. There should be conditional text to describe when the RSN IE is required.

Why is the RSN IE not required in the reassociation request, but not required in other similar messages in the TGr draft? The protocol should be consistent.

The RSN IE should be kept separate from the EAPoL-Key content, even if both are included in the same message.

The Reassociation timeout should not be included in the Reassociation response message.
The reassociation timeout and the key lifetime appear to be contentious issues.

· Adjourn until next conference call on June 21.

Wednesday June 22, 2005

11:00am

Attendees:

Clint Chaplin,

Michael Montemurro,

Mike Morton

Tony Braskich 

Bill Marshall

Kapil Sood

Jesse Walker

Donald Eastlake

Jon Edney

Rajneesh Kumar

Chris Trecker

Bob O’Hara

Matt Smith

Paul Funk

Henry Ptasinski

Yiel Shavit

Nancy Cam-Winget

· Review of IEEE Intellectual Property Policy.

· Review Agenda.

· Bill Marshall has posted new versions of Document 11-05/0538r2 and 11-05/0539r1 on the server. 

· Bill Marshall has posted Draft 0.02 as the initial draft.

· Review of changes described in Document 11-05/539r1:

The point of using the TTAP rather than was to call out that the AP was TGr-enabled.

The TTAP and a TGr-enabled AP should be distinct definitions.

We should use Transition AP (TAP) as a TGr-enabled AP. We should use Transition Target AP (TTAP) as a potential transition target.
All candidate AP’s are transition targets.

We need to get these terms resolved with un-ambiguous definitions otherwise we’re going to receive lots of letter ballot comments.

We need a term for a TGr-enabled AP and another term to specify the candidates for transition for a particular station.
A STA can only communicate with one candidate AP at one time.

Bill will provide a separate submission to address terms and abbreviations for TTAP and TAP.

The RSN IE has to be MIC’d to ensure that the RSN IE has not been changed during the connection process. 

The resolution last week was to keep the RSN IE separate from the EAPKIE IE.

The RSN IE was part of the IEEE 802.11i key message 2.
TGr is more complicated than other amendments. We may need more than 255 status codes before it is finished. We need to convince ourselves that we do not need more than 255 status codes.

Most status fields are actually two octets as per Clause 7.3.1.9

The PTKName is used but not defined. The editor needs direction on what should be done.

The PTKName was specified in IEEE 802.11i with the philosophy that all keys should be named. Having it available would be good for debug purposes and discussions such as this one.

Jesse Walker will look into defining the PTKName

Bill Marshall will add text into the draft to describe why the PTKName is needed.

Bill Marshall will make a contribution for defining the message exchange sequence that would fit in either Action or Authentication frames.

No other TG has defined an Extended Capability bit. Document 11-05/551r0 has submitted as a definition for this capability.

Somebody needs to review the Nonce exchange. The Nonce exchange should match clause 10 with the service primitives.

In general, the STA sends the SNonce and the AP sends the ANonce. 

The AP should echo the SNonce as a MIC’d value to ensure liveness.
As an alternative, we can check liveness through the key derivation.

The ANonce and SNonce have been repeated as transaction identifiers. They are session identifiers for the message exchange.

Jesse Walker and Kapil Sood will investigate the issue and report back to the group.

· The time limit for the Teleconference has been reached.

· Adjourn until next teleconference on July 6.
Wednesday July 6, 2005

11:00am

Attendees:

Clint Chaplin,

Michael Montemurro,

Mike Morton,

Paul Funk,

Jon Edney,
Kapil Sood,
Rajneesh Kumar,
Tony Braskich,
Bill Marshall.
· Review of IEEE Intellectual Property Policy.

· Review Agenda.

· Continue review of changes described in Document 11-05/539r3 beginning at slide 27:

Kapil will put together a presentation regarding the Anonce/Snonce exchange.

The treatment of the RSN IE in the reassociation frames is still up for debate.

EAPoL-Key issues – need to consult with Nancy Cam-Winget or Jesse Walker

Michael Montemurro will make a contribution on the “over the DS” payload definition.
The RSTA referred to on slide 44 should be renamed to TSTA, not QSTA

There is no distinction between Association and Reassociation.

If you are disconnected, you should initiate the First Contact. Particularily if a Dissasociate or Deauthenticate frame is transmitted.
There is no need to use reassociate in TGr at all.

“re-” should always be parenthesized.

Document 11-05/539r3 will be updated and presented with a motion at the July plenary.

· Discussion on Document 11-05/551r1

All TGr capabilities are part of the TRIE. It is not in the beacon because it is too big.

There needs to be an extended capability bit if there is no TRIE in the beacon.
You would always have to include the extended capability IE as well as TRIE in the beacon.

We could also solve the problem if we could reduce the size of the TRIE.

Figure 2 should be four columns instead of three, and put the text description in the fourth column. It would be easier if the table was larger.

Add text “shall be set to 0” for the reserved bit.

· This will be the last teleconference meeting.

· Clint will manage an action list for items that have been discussed at the teleconferences.

· Adjourn until the plenary meeting in San Francisco.
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