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Executive Summary

1. The 802 Architecture issue, stimulated much discussion and good debate. A list of potential IEEE 802.11 issues will be compiled following this meeting, which will then be discussed within the 802 group at the start of the July plenary. The principle issues are; bridge forwarding tables, QoS class of service and protocol definition v scope.
2. The Secure Mobile Architecture demonstrated within Boeing’s factory, highlights the requirement for a secure and mobile IEEE 802.11 architecture, which currently appears to be missing. A potential solution appears to lie with the using of HIP (Host Identity Protocol) and terminal location determination.

3. IEEE 802.21 have produced and approved a single merged proposal for their project. IEEE 802.11 has been informally asked to review this document. TGu has tentatively accepted to address this document.

4. Multihop networking was raised as a potential new feature for future WLANs. It was felt that this would be a useful addition to the current IEEE 802.11 standard, opening up new markets, especially in the area of sensor networks.

5. Some problems have been identified with multicast operation over IEEE 802.11. A submission highlighted some off behavior and solicits further comments and possible reasons for further discussion.

Afternoon session Tuesday 13:30 – 15:30

Logistics

WNG Meeting called to order by TK Tan (Philips) at 13:33.  There were 5 new people in attendance this meeting.
The objectives of the session and the IEEE 802 & IEEE 802.11 Policies and Rules were reviewed.

Patents and By-laws read out by TK Tan, together with licensing terms and associated conditions.

Attendance issues for this week only were explained by TK Tan. Server address is now 10.0.0.5. TK Tan also announced 802.11/802.15 architecture meeting on Tuesday evening at 7.30pm.

The agenda was reviewed (11-05-411r0) and approved unanimously.  The minutes from the March 2005 meeting (11-05-0284r1) were reviewed (executive summary). No comments were received and they were also approved unanimously (Proposed TK Tan, Seconded Dorothy Stanley)
802 Architecture Session
802.11 facilitation for 802 Architecture Group (11-05-407r0) – Andrew Myles
An 802 standing committee (SC) has been established to improve architecture issues between all 802 technologies. At the moment they are trying to gather issues to discuss. However, IEEE 802.11 was not invited to the initial meetings and needs to catch up, before the July 2005 meeting.

Hence this session wants to try and collate a list of issues. This will then be fed back to the 802 SC.
IEEE 802.15 has produced a list and indeed have already refined it. Also IEEE 802.22 has prepared a list which was reviewed in Atlanta. This presentation lists some issues which have been passed down by this new SC to IEEE 802.11.

Can we define these issues in detail? For example what actually are the issues behind “security” and “QoS”?

Bridge Forwarding Tables
Andrew Myles: Mike Moreton suggested that we need a mechanism to update the bridge forwarding tables when a STA roams (ref. IEEE 802.11f ). This then potentially allows connectivity and QoS to be maintained.

Darwin Enger: This is resolved in 802.11f. 
Andrew: But 802.11f is only a trial standard and may go away. Can this aspect be moved from 802.11f to 802.1?
Darwin: Perhaps 802.1 should get involved in a higher layer style .11f mechanism, which addresses different 802 technologies. But this then an issue for 802.21. However, it should be noted that the 802.11f mechanism would also work for 802.15 for example, and hence already provides a generic mechanism of sorts.  Regarding the bridge issue, perhaps a bridge update mechanism is required, but not so sure.

Andrew: So you are happy with this issue?

Darwin: No, as it’s covered by 802.11f. Perhaps 802.21 should be asked to look at 802.11f.

Johnny: The architecture of 802 11f was conceived in an earlier world, with 802.1d bridges. 802.11 then just re-uses them. Will this 802 SC get 802.1 and 802.11 to harmonize? It looks as though Mike’s suggestion and Darwin’s suggestion are different aspects of the same thing.

Peter Eccelsine: But how do you do a soft handover with 802.1?? 802.1 and 802.11 have a shared media. 802.1 does not any assistance for wireless media (i.e. wireless is unreliable).

Andew: Also mobility

Peter: Well that’s not so important.  It’s ok in the cellular world, but not for the current 802.1 architecture.

Other comment: But the scope of 802.11 is quite limited. Soft handover does exist in 802.16.

Peter: Then it would be beneath the 802.1 architecture.
Richard Paine: Our chance of getting 802.11f to do anything is close to zero. It will not be adopted by chip manufacturers.
Andrew: I agree, as there is no consideration within the Wi-Fi Alliance for 802.11f

Richard: Lets then take it as an issue

Dorothy Stanley: 11-05-185r2 is a liaison, from 802.11, requesting 802.1 for more architecture issues. These are port models and bridges (i.e. Mike Moreton’s 2 issues).

Andrew: Ok, Let’s take these issues forward to the 802 SC.  Also 802.1x was designed for single session port models. This needs to be changed. However, based on what Dorothy said, this has already been sent to 802.1 in a liaison.

Other comment: Why have 802.1 not responded to the liaison? Or can we get 802.1x to explain how it works?
Johnny: 802.1x can change from one physical point to another. However, when you roam this is different perhaps? Roaming should not be switching physical ports.

Andrew: 802.1 has assumed that devices are fixed and do not roam.

Johnny: But products will not be accepted which work this way. Roaming is not just unplugging and re-plugging.

Peter: Circuit interruptus. Mobility is the enshrinement of circuits and not packets. The circuit mentality should be forgotten and we should think in packet terms. This is not even considered in 802.1.
Darwin: 802.11f is implemented in some places.  The basic mechanism has value and should be re-used. Perhaps the standard was a little ahead of it’s time.
Andrew: Dorothy, was there much detail to the liaison you mentioned?

Dorothy: It was quite brief and we can now extend the issue in the liaison.

QoS Class of service

Andrew: ok, what does this issue exactly mean? How do you map QoS between different networks? But isn’t this what 802.21 is doing.

Peter: This is also in the Contention Based Protocol Study Group (CBP SG).  This is mentioned in paper 11-05-340r5. Perhaps a TAG (Technical Advisory Group) should be set up to sort out what QoS actually means for 802 media types. Each working group is starting to address this issue in a different way. This is another example of circuit switched thinking.
Andrew: Hence, 802.11 has its own QoS.
Peter: Yes, but we have made it up as we go along, as have other 802 WGs as well.
Andrew: ok, any other issues.

Darwin: QoS should not be an issue for 802.11

Andrew: But perhaps it should be an architectural issue.

Darwin: However, 802.16 should be concerned about its mapping to 802.3. Perhaps have a common denominator mapping at some level.

Jarrko: What about multimode terminals, where you may move from one radio to another.

Peter: What about 802.11n, where you have a large rate change? How will this affect QoS?  The conventional QoS model assumes that the radio rate does not change, but it does in 802.11.
Andrew: So perhaps we can record that there is a whole range of QoS issues.
Protocol definition v scope

Peter: Regarding this issue, I think it is a layer 3 issue.

TK: But IEEE 802.11 is only supposed to be concerned about layer 1 and 2.

Darwin: Ok, then this is another 802.1/802.11 issue about who defines the MAC layer. It’s back to the old

arguments. However, over the last 2 years new task groups have started to address higher layer issues. However, I’m sure how happy 802.1 are with this situation.
Andrew: But TGu want to provide information from all layers to assist network selection.
Darwin: Ok, but some people say yes, some people say no.

Darwin: I also have some other ideas.

Remember that 802.1d is only 1 example of how things may work.
So what are the real architectural issues? 
Perhaps these are 802 wireless issues, not specifically 802.11:
· AP functionality (bridging and access control)

· Data Frame Processing (encryption and compression)
Mobility

· Network integrity

· Management (not sure what this actually means, TGw ok, but TGv not sure)

One difficulty is that these are easy issues for wired networks. You can architect away mobility for example in a wired network. Be careful because you can end up with failed groups, such as 802.10.  Mobility appears to be already covered in 802.11r, 802.15 and 802.21. However, one area that is missing is network discovery.

Stephen McCann: Yes, and this is one of the central tenants of TGu

Andrew: Darwin, please can you generate some slides on these issues,
Darwin: Yes, sure.

Peter: 802.11k also describes some aspects of link capability, so perhaps it can be checked to see if it suitable this for network discovery. Are we revisiting 802.1av, by doing this?
Andrew: Hence Stash would adopt a common language for security, management etc

Johnny: In a WLAN, there is a lot of interference, which is different from Ethernet. In Ethernet you do not get poor performance (it’s either there or not). It is qualitatively different from wireless. Hence 802 have a whole can of worms to deal with, trying to harmonize wireless and wired.  I think that 802.11n is going to really upset the whole 802 model. For example, there is no MIB for a poor link?
Andrew: So, should we have a common interface for all the 802 technologies? In terms of management especially. But what is the lowest common denominator for this?
Bob O’Hara: Johnny said some good stuff. As an architecture issue, 802 SC needs to be told that our wireless architecture is analogue in nature, as opposed to digital (on/off).

Darwin: Even within 802.11, we have different PHYs.  And we still have some missing indications to deal with, that 802.11k has not dealt with.
Andrew: For example, link up and links up.

Peter: Remember space division and power control which are present in modern radio systems and where 90% packet loss is actually ok. How on earth would this radio system fit into the 802 architecture? Additionally for some applications, 90% loss is ok, but for others it is not.

Andrew: Hence the wireless world should not be constrained and the 802 architecture should be modified to appreciate this.

Bob: Remember that the 802 architecture was designed many years ago and only dealt with fixed entities. Wireless brings dynamicity and the prospect of constant mobility to 802.11, 802.15 and 802.16e. Ethernet switches (for example) could not cope with this.

Johnny: You cannot make the dynamicity of wireless conform to the wired fixed world model.

Bob: 802.11 went beyond its original remit and defined an architecture which does not fit the 802.1 architecture. Mobility is an example. DS, Portal and integration function are others. They allow the 802.11 terminal to connect into the 802 architecture.
Andrew: But there are still so many arguments about what DS, ESS, portals etc, actually are.
TK Tan: Andrew, can you summarize this discussion?

Andrew: Yes, sure.

Secure Mobile Architecture (373r0) – Richard Paine

This submission describes an SMA Demonstration from Boeing. Essentially WLANs are fantastic, but there are not secure. Hence this architecture comes up with a whole layered system.  It sets up a trust chain across the network.  It uses both hard and soft tokens. But hard tokens need time to be read. So soft tokens are used as caches after the hard token has been authenticated. A Hard token is authenticated using SSL, which then lasts for about 9 hours. Then uses HIP (Host Identity Protocol - http://www.ietf.org/html.charters/hip-charter.html ). This looks similar to IPsec but is different. Once the handshake is complete, all packets then look like IPsec ones. The IPsec private key is then a host identity tag (HIT). Then uses an LDAP directory as the central authentication point.
The project also experimented with location traffic (utilizing IEEE 802.11 and RFID tags). Hence the system is potentially capable of supporting E911 services.  At Boeing this additionally enforces network mis-use outside of the company’s premises.

One issue is concerned with how to enable mobility very quickly and also VoIP whilst using MobileIP (currently there are some concerns about latency). What can we do in IEEE 802.11, where applications move up and down the stack smashing the classic ISO model of layer separation?  There are also more demands for peer to peer connections.

HIP will also allow IPv4/IPv6 interactions without any problems. However, latency issues are still a big issue. IEEE 802.11 location services were done in conjunction with Cisco (Aeroscout).
Question: Regarding the architecture slide. Once the client associates with a new AP, how does HIP work.
Richard: It will be fine, because a tempcert is used (as a cached authentication key).

Question: Thought that HIP had some issues with mobility.

Richard: Let’s talk off line about this.
Morning session Wednesday 08:00 – 10:00

Attendance sheet reminder and ftp server (10.0.0.5)

IEEE 802 Architecture Issues 371r0 (Stephen McCann)

TK Tan: Has TGu considered 802.16 and 802.1 interaction/liaison
Stephen: Not yet, as TGu has been concentrating on 802.11 Task Groups this week and will

Endeavour to do this in San Francisco.

David hunter: 802.21 would like 802.11 (especially TGu) to review their single proposal.
Stephen: Great, will try to ensure that TGu looks at this.

802.11/802.15 architecture ad-hoc meeting summary (Andrew Myles)
Summary of meeting from Tuesday evening.

802.1 is proposing 802.1AM PAR to develop a media independent RF management protocol.

However, it is felt that 802.11 should ask ExCom to reject this PAR, as 802 should encourage
wireless WGs to actually work together.

Required actions:

· Reject the 802.1AM PAR

· Wireless Co-operation is required

· Establish a new wireless study group (at the 802 level)
Andrew will try and produce something for the Monday opening plenary within the San Francisco meeting.

Jesse Walker: We normally instruct Stuart to reject the 802.1AM PAR on the Friday of the July plenary

Andrew: Sure

Jesse: Perhaps we can re-use this PAR as an input to this new wireless SG.

Roger Durand: I think we need a sort of 802.1AM group anyway. It is necessary to co-ordinate all the potential 802 wireless standards for software defined radio operation (e.g. 802.11 radio needs to be able to transmute into an 802.16 radio, purely through software). Various co-existence issues between the PHYs need to be addressed. Historically 802.1 would have done this, but they should have done this 5 years ago, and they have missed the boat. It looks as though the wireless 802 groups are doing this by themselves.

Johnny: The lack of a father figure “Dad” for the 802 wireless groups is evident, and this should be addressed.  802.1 should be told to sort this out. Hence 802.1AM is a bad idea, because it is an 802.1 concept, whereas it should encompass all 802 groups.
Peter Eccelsine: The Contention Based Protocol (CBP) SG seems to have raised the same issue.  The CBP SG 5 criteria (11-05-351r0) states that the new task group (TG) should have a distinct identity and this is what is considered by the 802 ExCom, which then decides if the new TG should be formed, or even a new WG.  The technical feasibility stated within the 5 criteria document then clearly separates this technology from another. Hence these technologies are encouraged to have separate management systems. These are reasons to say that whatever is in 802.1AM is not actually good enough, as it needs to be technology specific. It is premature that 802.1AM should be allowed to go ahead. The FCC band allocation document (Wireless Broadband - Feb 2005) talks about alignment of various short range technologies, and the list is very long indeed. They highlight 5 types of radio systems and perhaps 802.1AM is trying to develop a super structure to sort this all out. Perhaps an exec level study group should draft a new PAR rather than 802.1.
TK Tan: Perhaps this should all be summarized for the San Francisco meeting

Advantages for Multihop Networking (461r1 – Chi-Hsaing Yeh)

Submission about what happens when MAC protocols are applied to multihop networks. Looks at mobile ad-hoc networks, wireless sensor networks and home networks. Regarding the wireless sensor network, this is perhaps a special case of a home network. Home network market will contain both 802.11 and UWB technologies.  Mesh networks are being considered by TGs, but only some of the APs have connections to the internet. Every AP acts as a router. Difference between this network and Mesh (TGs), is that the STAs communicate with each other directly, not via the mesh AP. Here each node acts as a router, thus producing a multi-hop WLAN.
Ad hoc cellular networks also covered in this presentation.

The principle advantage is that no infrastructure is required and hence no fee is paid to any service provider. Potential markets areas include emergency and military networks. Great commercial use for the wireless sensor network. For the WLAN itself, the range can be extended and it is possible to eliminate dead zones.  Since the ad hoc routing protocols were not standardized until 2004, the market has not really taken off yet. There are currently no killer applications, and the performance is low within current products. Additionally the throughput becomes lower with each node due to relaying issues of the MAC layer.

Some new driving forces for multihop networks are VoIP over WLAN (VoWLAN), Proliferation of hotspots, and the extension of 802.11 to sensor networking.

Problems with current WLAN MAC layer: High collision rate, TCP, interference issues, power control, QoS and fairness issues. Of course, we also have the hidden node problem. There is also the additive interference problem, heterogeneous terminal problem, alternate blocking problem.  There are several differences between TGs and what is required for multihop networks.

Finally the presentation concludes with some issues which need to be addressed and states that it is now time to look into multihop networks in more detail.

TK Tan: What does TG5 mean?
CH Yeh: This is 802.15.5 (Mesh networking)

Multicast over WLANs 420r1 (Jesse Walker)

Within a recent company review, everyone went from the WLANs to the wired network to listen into the company review on multicast. But why? Why can't this be done with the WLANs. There is perhaps an issue to be sorted out here.  Is there a specification error in 802.11? Measurements in the lab, from an IEEE 802.11a AP with a broadcast application. With a single user multicast packet line is very interesting, as it shows that all these packets are being delivered. However with multiple users, the graph in 11-05-420r1 goes crazy and the multicast packets are clobbered.

Peter Eccelsine: Are the multiple users doing the same thing as the single user.

Jesse: Not so sure.

Rodger Durand: How many multiple users?
Jesse: Only 2 users. It’s amazing that such a large change occurs between 1 - 2 users. It must be some error that we do not understand yet.

Rodger: could this just be an AP memory issue?

Jesse: No, it’s a good AP, so I don’t think so.

Summary: 

Multicast does work on WLAN with one client!!
However, it becomes very unstable with more than this.

This will go forward by Jesse coordinating comments, and if something arrives, then he’ll return to WNG SC.
Completion of WNG meeting
Move to adjourn, no objections, session adjourned.
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Abstract


Minutes of WNG SC meeting held during the IEEE 802 Interim Session in Cairns, Australia from May 16th - 20th, 2005.
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