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1 General
The motivation of this submission is to generate thought and discussion in the group towards the security requirements of the mechanism for protection of management frames.  

Establishing consistent requirements upfront leads to fast protocol design convergence of multiple solutions, and hance a faster time-to-market and relevance to the efforts of this group.
2 Requirements 
This section lists the recommended requirements.
2.1 Req 100: Forgery Protection

This protocol shall provide protection against forgeries.

Rationale:

This is the ultimate rationale for doing 802.11w.  Protection against forgeries is needed by almost every amendment to 802.11 (e, h, k, r, s, v), with potentially others in the future.

2.2 Req 110: Confidentiality Protection

This protocol shall provide confidentiality protection.

Rationale:

There are selected subsets of management frames that require this property, including 802.11k Location Report Message. In addition, the work being proposed in 802.11v/k to access SNMP MIBs must support same or greater level of security policy implemented by higher level protocols, like SNMPv3.

2.3 Req 120: Negotiating Security Protection

This protocol shall negotiate the security properties to be enforced for the protection of management frames.

Rationale:

This allows operation with legacy STAs that do not implement management frame protection.
2.4 Req 130: Protect the Negotiation 
There shall be a mechanism to protect negotiation of the security properties to be enforced for the protection of management frames.

Rationale:

Protect against MITM and downgrade attacks.

2.5 Req 140: Compatibility with 802.11i/r Key Hierarchy
Management frame protection mechanism shall be compatible both with the 802.11i and TGr (Fast Transitioning) key hierarchies and key management schemes.  
· Extend the 802.11i/r key hierarchies
· Derive additional keys from 802.11i/r key hierarchies

This mechanism shall operate alongside 802.11i and TGr protocols.

Rationale:

Designing, managing, implementing, and deploying key hierarchies is costly and complex.
Constrained environments and their lower end computational and memory sizes make this approach costly to adopt and widely deploy. 

There will be deployments and implementations that will support one or both of 802.11i and 802.11r

2.6 Req 150: Unicast-Broadcast-Multicast Protection

This protocol shall provide protection for unicast, multicast, and broadcast management frames.

Rationale:

Management frame are increasingly widely used for 802.11 purposes, including but not limited to:
· TGs Mesh routing

· TGkBeacon Report Request frames

· Disassociate and Deauthenticate frames

2.7 Req 160: Different schemes for Unicast and Broadcast
The mechanism may be different for protecting unicast and multicast/broadcast management frames.

Rationale:

Unicast and multicast/broadcast requirements tend to have different security requirements. 

Multicast/Broadcast confidentiality key must be changed everytime someone leaves or joins the group.  For integrity protection for broadcast/multicast, the 802.11i broadcast key is applicable only to stateless/idempotent messages, and not for stateful messages like mesh routing.  For integrity protection solution, the frames must be delivered before the integrity keys are derived.
2.8 Req 170: Incremental Inclusion of new Management Frames
This protection mechanism shall provide for incremental inclusion of management frames, as new management frames are developed by 802.11.

Rationale:

The scheme must work with legacy STAs that do not implement management frame protection.  A generic scheme for protection of management frames will greatly improve applicability and deployment.
2.9 Req 180: Selected Deployment of categories of Management Frames protection
This protocol shall provide for selected deployment of categories of management frames for protection.
Rationale:

Generic scheme will increase adoption, applicability, and deployment.  This will lend greater policy flexibility, at the expense of usability.

2.10 Req 190: Protection only after Key establishment
This protocol shall protect management frames only after the establishment of transient session keys for protection of management frames.
Rationale:

Else, how do we get keys in place?  There just isn’t a way to protect the entire suite of management frames, and we should carefully avod the catch-22 scenario!
2.11 Req 200: Disregard Frames without keys
A STA must treat any non-static unicast integrity protected management frames it received before the STA gets the integrity key, as a forgery.
Rationale:

The STA does not have the keys, and as such, the STA cannot verify the replay status of this message.  Therefore, the STA must assume that these messages are replay messages.
2.12 Req 210: Fragmentation
This protocol shall handle fragmented management frames.
Rationale:

The 802.11 base specification allows management frames to be fragmented.
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Abstract


This document specifies a sebset of TGw protocol security requirements, for discussion and adoption as a guideline for developing proposals. 
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