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Tuesday May 17, 2005
8:00am

Call to order

· Agenda – Document 11-05/0425r0
· Review operating rules for a Task Group.

· Review IEEE 802 policies and procedures for Intellectual Property.

· Approve minutes from the March session – Document 11-05/0204r1
· Approve minutes from April Adhoc meeting – Document 11-05/0338r0
· Discussion on Agenda – Document 11-05/426r0

After the downselect process, the accepted proposal does not need to go to letter ballot. It will become the initial draft text for the Task Group.

· Presentation of Document 11-05-429r0 by TAP-JIT group

This proposal does not change 802.11i. It simply introduces a protocol for BSS-transition that eliminates the race conditions for the 4-way handshake.

AP’s in the same ESS should always be reachable over the DS.

The BSSID of the AP is not necessarily addressable across the DS. The 802.11 standard isn’t explicit about reachability within an ESS using the BSSID.

What you have to guarantee is that the station BSS is available to the DS, but that is not guaranteed by the standard.

The STA address must be part of the DS. However the BSSID may not be part of the DS.
Starbucks and B&N may be next door to each other, both provisioned by T-Mobile, but you cannot roam from one to the other.

Without a guarantee of reachability over the DS, preauthentication attempts that fail can be time consuming and will affect the transition times. 

The SSID is not unique. Therefore a STA may not know if APs advertising same SSID’s are reachable.

How is the Mobility Domain configured?  Configuration of multiple elements such as SSID and Mobility Domain is error-prone.

Table the discussion on Mobility Domain for later.
The Broker function will mainly be used over the DS.

The Broker is a logical component on the AP.  The broker is addressable using the address of the current AP.
Resource Request payload is the same regardless for “over the air” versus “over the DS”.

Different frame formats are used to carry the payload “over the air” or “over the DS”.

The Reservation Timeout is the time that the STA time has to initiate the reassociation with its reserved resources.

The protocol does not exclude dynamic assignment of reservation timeout. From a pragmatic standpoint, the AP reservation policy would remain static.

The policy enforcement for limiting the number of AP’s you can reserve with should be consistent across the domain.
The 2-layer key hierarchy was agreed to in Atlanta. At the adhoc meeting in Toronto, consensus was reached on a 3-layer key hierarchy.
The messages across the air are protected by TGw mechanisms.

There is not method for the STA to cancel a reservation. The reservation time is intended to clean-up an unused reservation.

Recess until the 10:30am session.

Tuesday May 17, 2005

10:30am

· Call to order

· Continuation of presentation of Document 11-05-429r0 by TAP-JIT group

The KHID’s are Key Holder Identifiers – they are configured on each component. The AP advertises key holders in its path.

The re-association deadline should change depending on how many resources a STA wan’t to reserve.
In the response to the Resource Request, the AP could change the re-association deadline/reservation timeout.

The AP will advertise the ability to do “over the Air” reservation and the “over the DS” reservation in its capabilities.

The new authentication type uses a mechanism similar to the 4-way handshake to exchange Nonces and pre-compute the PTK.

The message exchanges are all 802.11 management frames.

The Group Key is carried in the EAPKIE with the replay counter.
The R0 and the R2 names are explicitly used in the protocol. The R1 name allows the STA and the AP to generate the keys. All key holder names are included in the security IE’s.

The key derivation description needs to be revised in the draft text.

The AP will advertise its entire R0-key holder in its beacons and probe responses.

The communications between the key holders is out-of-scope of this Task Group.

There are no changes required for IEEE 802.1X. The state transitions are the same. The EAPoL-Key frame format is the same. This proposal is using a different key hierarchy.

There was a discussion about binding the key hierarchy to the EAP-MSK. However that would add additional requirements on the EAP Keying group.

This proposal outlines a mechanism that does not impose any new requirements on the IETF EAP-keying group.

The naming of EAPoL-Key-FT is a function that produces an EAPoL-Key frame. It’s the same EAPoL-Key frame as defined in IEEE 802.11i

· The downselect vote will occur at 8am on Thursday. The motion is to make a draft based on the proposal selected. The vote will be a written ballot.

· The draft would go to letter ballot when the Task Group decided that the draft is ready.

· A letter ballot could be authorized at the end of the July 2005 plenary.
· Experience has shown that rushing to letter ballot is a big waste of time.

· How do we know that this proposal is fast enough? The term “fast” has not been defined.

· We could consider removing the term “fast”.

· There is a methodology for measuring hand-off in document 11-04/989r1. 

· The definition of fast is application dependent. 

· We could let the market decide what is fast enough.

· Another new piece of functionality in this proposal is Resource Reservation. It will help with hand-off.

· Is part of the evaluating criteria for any particular proposal an evaluation of how fast transition will be with a given proposal?

· The group never accepted any criteria for speed.
· There has been analysis done on proposals. 

· One key thing in this proposal is that the critical path. The messages exchanged prior to re-association are done while the STA is still exchanging data with the DS. The number of frames transmitted over the air are minimized.

· All number of frames transmitted over the air are reassociation request and response.

· Much of the response times are going to be implementation dependent.

· The goal for Fast BSS-Transition has been achieved in the order of how quickly frames can be transmitted. Does it make sense to analyse the computation required prior to transition?

· With 802.11i, much of what happens occurs after re-association.

· Somebody should do a calculation of computation requirements prior to re-association.

· We should discuss what are trying to minimize. Perhaps we should use a term “minimize” rather than “fast”. We need to define our goals.

· There is still a fair bit of discussion among the group on key hierarchy, derivation, etc. There are still opportunities to discuss changes to optimize the solution.

· The proposal isn’t complete, but it is a good start in addressing the problem.

· Two different protocols at L3, “fast handover” and “secure data discovery” protocols address the same problem. One thing that has come out of these products is that it may take too much computation time in which the STA could lose network connectivity.
· An application such as voice that imposes minimum requirements on BSS-Transition times. There should be a number beyond which, the transition would be unsuccessful.

· There are theoretical numbers for voice transition times are different from practical numbers.

· There are numbers that people can live with. We have never agreed at what the transition times are.

· According to people working in 3GPP, they don’t care how long the handoff takes.

· In an Enterprise voice application with Wi-Fi, handoffs will every 30s.
· When WPA-PSK is configured, the perceived voice quality is poor. Voice quality is very well understood for voice. In G.729, you can hide about 60 ms as part of the codec. It would be nice if the handoff could occur in 50-60 ms.

· The combined delay of L2 and L3 need to be addressed for BSS-Transition.

· With pre-computation and protocol development, the BSS-Transition delay is now implementation dependent.

· In 802.11, the handoff is hard handoff. In cellular network, they don’t care about handoff because generally its soft handoff.

· The 802.11 network could decide and tell a STA where and when to make the transition.

· If we made our protocol implementations more efficient, we wouldn’t need to be defining a new protocol.

· CDMA requires a significant infrastructure to work. IEEE 802.11 is much cheaper and does not require significant infrastructure. Let’s not rebuild CDMA.

· The market will decide whether there is a problem when we see whether IEEE 802.11r-enabled devices are deployed.
· The infrastructure required for CDMA is significant. Doing a soft handoff does not require the infrastructure of a CDMA network.

· The work of the group has tried to optimize and minimize security and QoS state establishment. Perhaps it may not be the appropriate term, but it’s something we need to address.

· The term “fast BSS-transition” was a label for the group. However, the scope statement describes the work as minimizing transition times.

· Comments will be solicited as part of the proposal down selection process.

· Continue to work in adhoc fashion during the 1:30pm session.

· Recess until the Thursday 8:00am session.
Thursday May 19, 2005

8:00am

· Call to order

· Downselect confirmation vote for the remaining proposal, Document 11-05/362r1.

· Recess until the 10:30am session.
Thursday May 19, 2005

10:30am

· Call to order.

· Downselect confirmation vote results:

MOTION: The TG shall instruct the editor to include the text from this proposal in the draft.

RESULT: 60 – for; 3 – against; 0 – abstain. Motion passes.
· The TGr editor will incorporate Document 11-05/362r1 into a draft for TGr. 

· Intention to make a motion to remove R2 to be removed from the key hierarchy.

· A motion must be made as a submission.

· There will be submissions that will modify the draft. When the group feels it is ready to go to letter ballot. The draft will be prepared.

· We do not know how long the TGr editor will take to prepare the draft. We will need the draft so that we can prepare submissions for its modification.

· We should tentatively have a target date for letter ballot.
· We already have teleconferences scheduled between now and July. They start on May 25 at 11am EDT.

· TGk had an internal letter ballot, but only three people responded to the letter ballot. We may not get much of a response.

· Going to WG letter ballot too early will cause undue process on comment resolution.

· It was TGk’s experience that the internal letter ballot. 

· We need an aggressive timeline to get the standard completed.

· The first teleconference should not be the week after the meeting.

· Comment resolution to an “internal letter ballot” does not have to go through the same procedure. Comments can be thrown out. 

· It’s good to have due process on comment resolution.

· It’s the chair’s responsibility to set a schedule. The current schedule says that we would go to letter ballot at the end of the July plenary.

· Do we want to consider cancelling the first teleconference?

· We should discuss the timeline. 

· Why don’t we use the proposal submission for review? 

· We could make decisions based on the proposal.

· The first teleconference could address the schedule with the editor and identify open issues with the proposal text.
· We can work aggressively work on issues even though there is no draft.

· It will take us a while longer to go to letter ballot. It may be November before we go to letter ballot.

· It seems like the participants of TGr are motivated to get something done.

· It would be good if some people could implement the draft to get it complete. We need to make sure it is vetted.

· Once we have something that’s stable, we should get some external review.

· Perhaps we could send out pieces of the draft for review soon to get early feedback.
· Jesse Walker is willing to identify people who would be review components of the draft.

· Perhaps we could send components for review during Letter Ballot time.

· We should consider addressing the topic of reviewers during the first teleconference.

· We could do an internal letter ballot in September.

· We could also go out to an external letter ballot.
MOTION: The group resolves to have an internal letter ballot no later than September 2005.

By: Kapil Sood

Second: Jesse Walker

Discussion:

· What if the draft is not in shape when we reach September 2005? 

· The internal letter ballot in TGk has had beneficial effects. We should adopt the strategy.

· There is no point to passing this motion.

· Let’s update the external time plan instead of passing this motion. We can always schedule an internal letter ballot.

· An internal letter ballot might be the right process. If the document is in good enough, we should take it to the working group.

· We don’t need an internal letter ballot process.

· This motion does not have an effect on the process we are going to follow.

· We need to make progress – this motion confirms our commitment to the aggressively moving forward.

· CALL THE QUESTION.

RESULT: 6 – Yes; 5 – No; 6 – Abstain. Motion passes.

· The internal letter ballot for TGk lasted either 20 or 40 days. The length of the letter ballot can be determined by the Task Group.

· What you really want to do is get people to read the document. That’s the intention of the internal letter ballot.
· We should discuss the publically advertised timeline. 

· The publically advertised timeline should be adjusted to refect a realistic schedule.

· An internal letter ballot should be 

· If we have an internal letter ballot in September, you will need at least 2 meetings to process comments, which means that the earliest you could go to letter ballot in January 2006.

· A date of November 2005 would be reasonable to go to WG letter ballot.
· We need a process in place to force ourselves to read the draft before we send it to WG letter ballot.

· The group should allow the chair to update the schedule according to the progress of the group. It will be realistic.

· Without any real empowerment (e.g. loss of voting rights), people will not read the draft.

· It’s the discretion of the chair to fill in the schedule.

· Given the motion we have just passed, we need to update the schedule with realistic dates. A January 2006 date would be the most realistic.

· Encourage the body to submit a list of issues to the TGr reflector.
· We could break into adhoc session to discuss TGr issues.

· Suggest that we adjourn for the week.

· Meeting in adjourned.
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