May 2005

doc.: IEEE 802.11-05/0350r0

IEEE P802.11
Wireless LANs

Strawman Requirements for TGw
Date:
April 28th, 2005
Author:
Jon Edney, Nokia

e-Mail: EXT-jon.1.edney@nokia.com
Fabrice Stevens, France Telecom
e-Mail: fabrice.stevens@francetelecom.com
Abstract

This document captures requirements for Management Frame Protection. It proposes what types of threat are to be protected against, what security protections are to be implemented and which 802.11 management frames are to be protected.

In the following, potentially controversial issues have been highlighted in italic red.

Background

This document defines requirements for solutions to protect management frames in IEEE802.11. The requirements relate to the work of task group ‘W’ which has the following scope and purpose:

Scope: Enhancements to the IEEE 802.11 Medium Access Control layer to provide, as appropriate, mechanisms that enable data integrity, data origin authenticity, replay protection, and data confidentiality for selected IEEE 802.11 management frames including but not limited to: action management frames, deauthentication and disassociation frames.

Purpose: To improve the security of some or all IEEE 802.11 management frames by defining enhancements such as data integrity, data origin authenticity, replay protection, and data confidentiality.

This document defines requirements in the areas of:

1) Overall design goals: general requirements affecting all solutions

2) Threats for which protection is required: Which types of attack are thwarted and known attacks to which systems remain vulnerable
3) Required protection mechanisms.
4) Specific requirements for individual management messages and which protections apply to each
5) Negotiation of capabilities: Requirements for stations and APs to establish mutual expectations
This document may be used as the basis of a call for technical proposals for Task Group W.

Overall Design 
Solution shall have the following attributes:

1) Backwards compatibility in the sense that it shall be possible for an access point or station to operate in a mixed environment of 802.11w and non-802.11w stations. In other words it shall be possible for stations to operate using 802.11w without disrupting the operation of stations that do not support 802.11w. This does not preclude polices driven operation in which an access point may refuse to associate with stations that do not support 802.11w

2) Upgrading of existing systems to support 802.11w should generally be possible using firmware or software changes. It is recognized that not all implementations can be considered but solutions should avoid techniques that demand PHY changes, new frame formats and very high speed operations requiring hardware support.
3) The solutions should not be such that substantial overheads and loss of efficiency are introduced into the protocol resulting in reduced performance compared to existing systems. It is recognised that some impact on performance may be necessary but this should be minimal.
4) When possible solutions should be incremental and build upon existing standards and technology. Substantially new approaches must be justified by significant benefits.

5) Solutions should not place unreasonable burdens of memory, computation or power consumption on implementations
6) 
Solutions shall be available to protect management frames in BSS context, and should be available to protect management frames in IBSS context.
7) Solutions should not require explicit knowledge of the payload of management frames. For example, information elements within a management frame should be opaque to the protection mechanism

8) Solutions shall be able to protect broadcast as well as unicast management frames.

9) Solutions shall be able to protect management frames sent after a successful 802.11i authentication, and should be able to protect those sent before 802.11i authentication 
10) It is desirable to hide the identity of stations from unauthorised parties where possible

Threats
Solutions shall provide mechanisms to protect against the threats listed below.
· Denial of service through forged messages such as replayed disassociation,deauthentication, authentication response or association response
· Network disruption due to modification or forgery of information in action frames

· Others…..

Protection Mechanisms

Protection mechanisms are not necessarily used with all management frames. The protections applied will vary according to the type of frame and possibly the context in which it is used. Protection shall be provided against:
· Forgery of management frames (creating a frame using a source MAC address without authorisation)

· Unauthorised modification of management frames (changing the contents of a valid management frame undetectably)

· Unauthorised replay of a management frame
· Reading by an unauthorised party of data intended to be confidential in a management frame

It should be noted that the concept of “authorised” may vary depending on the type of message. For example, when messages are sent with multicast destination the “authorised” station may include all members of a group of stations. When messages are sent as unicast the authorised stations would normally only include the sender and receiver.
It is not possible to protect against any attacks occurring prior to the establishment of a security relationship between two or more entities.
Possession of verifiable credentials shall be considered to prove the identity of parties in the transaction. In other words there is no requirement for explicit proof of identity beyond that claimed by the credentials holder.

Some, but not all, messages may require confidentiality. The selection of the confidentiality mechanism shall not depend on interpretation of the contents of messages beyond the 802.11 header portion.
The solution shall provide mechanisms to implement:

· Data integrity validation

· Data origin authenticity
· Replay protection
· Data confidentiality 
These mechanisms shall be applied only under the following conditions:

1) A security association has been established between / among the parties

2) The mechanism is specified for use with the particular management frame according to 802.11w

Specific message protections
Currently 802.11 management frames include:

· (Re)Associate Request

· (Re)Associate Response
· Disassociate

· Probe Request

· Probe Response
· Beacon

· ATIM

· Authenticate

· De-authenticate

· Action
We here group these messages according to the following categories:

· Discovery: Beacon, Probe

· Access: Authentication, Association, deauthentication and dissociation.
· Power management: ATIM (IBSS only)

· Management data transfer: Action
Discovery messages are primarily used prior to the establishment of a security association through 802.11i. Therefore, protections for this group of messages cannot utilize the 802.11i security association. If protection is provided then it is required that a suitable method be defined to establish a secure context. [NOTE: this requirement is subject to further consideration]. It is noted that 802.11u may introduce additional protections for service advertisement but this is considered out of scope for 802.11w if it is above the management frame layer.

Access messages fall into two categories: connect (authenticate, (re)associate) and disconnect (deauthenticate, disassociate). When using 802.11i, the security association is not perfected until after association. Therefore protection of connect messages would require a new method to establish a security association (earlier). Consideration is given to the work of TGr which is defining such new methods. However, 802.11r will not protect initial association messages – only those in transition. Furthermore it may be that 802.11w protections will be needed also in systems that do not support 802.11r. Therefore if protection is given to association messages a mechanism for establishing a secure context must be provided [NOTE: This requirement is subject to further analysis]
Forgery of disconnect messages is a major threat of denial of service that has been observed in practical systems. There is a requirement to protect these messages against forgery and modification. For disconnect messages the requirement to protect against replay is implicitly provided since the security association is broken down upon receipt of the first such message.

The use of ATIM (power management) is restricted to IBSS mode in which it coordinates the power save behaviour of stations. The consequence of forging or replaying ATIM is that station may stay awake longer than otherwise required to do. While a successful attack could be made the consequences are relatively benign. Therefore it is not a requirement to protect ATIM messages.
The needs for protection of action frames differ according to application. Some applications need no protection since the action frame contents are informative only and false information is not damaging. Many applications need to protect against forgery or tampering of action frames and some applications need confidentiality for the information in action frames. These requirements state that the 802.11w should not implement protections based on the payload of frames but only based on the type of frame. Therefore protection for actions frames must be provided at the highest level regardless of application.  It is therefore a requirement that stations sending action frames shall have the ability to protect with mechanisms for data integrity, data origin authenticity, replay protection, and data confidentiality (in cases where a suitable security context exists between the parties)
The requirements are summarised in the following table:
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Note that replay protection for De-Authenticate and De-Associate messages is provided implicitly and hence not shown explicitly in the diagram.
Negotiation of capabilities
It is a requirement that a station is able to determine whether an access point supports 802.11w prior to attempting a connection. Furthermore, the access point may advertise policy in addition to capability. For example it may advertise that it will not accept associations unless the station both supports and uses 802.11w. This presents a problem for legacy stations which need to be discouraged from attempting a connection to an 802.11w access point even though they will not interpret 802.11w signalling.
It may be that different levels of support are negotiable in a scheme. For example, the use of confidentiality in action frames might be negotiable between the AP and the station. It is a requirement in this case that a negotiation mechanism be available that is protected against attacks that might downgrade the negotiated security.
Assumptions

It is assumed that all stations supporting TGw will also support 802.11i and that the provisions of 802.11i can be used as part of the 802.11w solution

It is assumed that station may or may not support the provisions of 802.11r

Further considerations

· Should we try to provide a minimum security protection for non-802.11i-capable devices? Or do we consider that 802.11w assumes that APs and STAs are 802.11i-capable?
· We have said that protecting discovery messages is too hard because there are no keys in place. However, maybe this is not the right approach to the problem. Whether we're having difficulties in finding a way to solve this problem and judging which frames should be protected are two different issues. One of the goals of this document is to identify which frames need protection regardless of what we think might be feasible or not. That said, it’s not clear on the utility to protect beacons and probes anyways, even if there are risks that false capabilities might be advertised. In other words, the conclusion may be right but not the explanation.

· How do these requirements fit in the 802.11 standard? Should we write a policy that mandates which management frames are to be protected between/among 802.11w-capable STAs? Or is the goal of the table as a "checklist" for the capabilities of the different protection schemes? 
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