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introduction

Objectives of this document

The objective of this document is to provide a standardization proposal on improved WLAN (Wi-Fi) network management and radio resource management solutions envisaged in CAUTION++ project. This description aims to become a firm proposal to get the developed techniques standardized at IEEE-standardization organization.

The motivation to have the described techniques standardized is based on the fact that currently there is no existing solution to deploy general network management system for WLAN networks. The lack of appropriate technical standards prevents software vendors to develop such universal network management tools for WLAN networks. Therefore an urgent need for certain technical solutions to become a standard is existent. 

To this end, this document is structured in four sections: the first of them depicts an overview of the project and the main issues and components as its results. The second chapter describes the network management system (NMS) -platform developed in the project for managing the WLAN network. Third chapter is about the studied radio resource management techniques and their affection in the WLAN network. Then in the fourth chapter it is described how the interoperabability and the vertical and vertical-vertical handovers between a WLAN and a GSM/GPRS network is handled as well as the handovers between different operators. The chapter five describes the need for a standard and gives the reasons for IEEE to take actions in this field. The last chapter summarizes the documents main points.

Summary of CAUTION++ Project

IST CAUTION++ (Capacity and network management platform for increased utilization of wireless

systems of next generation++)

The main objective of the project is the smooth transition from existing wireless systems to new generation ones. CAUTION++ will exploit knowledge and system platform developed under the framework of CAUTION project and extend this to UMTS and systems beyond.  The main goal of this project is to design and develop a novel, low cost, flexible, highly efficient and scaleable system able to monitor the available resources from a set of wireless access networks, namely GSM, GPRS, UMTS and WLAN, so that they will be able to serve the end user complementary to each other, sharing resources from multiple operators. CAUTION++ platform should be able to monitor all the above access networks, detect any problematic situations where the QoS could be in risk, or eventually reduced, arise alarms and forward them to the upper management levels of the system in order to deal efficiently with the situation and thus ensure the gratification of the end user which is of first priority. In this way each operator would reduce the loss of revenues to the minimum due to traffic conditions and from another point of view could offer to its subscribers new services exploiting the capabilities of operators entire network.

Overview of CAUTION++ Architecture

The context in which CAUTION++ will operate is the one referred as “beyond 3G”, that is a diversified radio environment in which GSM, GPRS, UMTS and WLAN access technologies coexist and overlap coverage areas. Additionally, multiple network operators may also play in this heterogeneous network arena, each of them managing on his own a subset of the RANs listed above. Subsequently, the objectives of the CAUTION++ project are that of designing and developing a prototype of an enhanced network management system able to:

· Monitor each network (GSM, GPRS, UMTS and WLAN) separately

· Detect congestion situations that may occur in those networks

· Apply techniques locally to each network to tune resource management for alleviating/eliminating the effects of overloads

· Ensure stable transition from the congested state to the normal state

· Apply techniques for inter-RAT radio resource management when the congestion cannot be effectively handled locally inside a network. This includes also roaming and vertical handover between different access networks (GSM, GPRS, UMTS and WLAN), owned by the same network operator, or by different network operators.

For detailed information on different components and related interfaces please refer to Appendix A. Further documentation can be found also at the Caution++ web site at http://www.telecom.ece.ntua.gr/CautionPlus/
WLAN NMS

The GSM/GPRS and UMTS systems already have a central NMS. The WLAN platform and especially the 802.11b vendors have not implemented software for the simultaneously management of multiple access points. Such a platform was however imperative for the management, maintenance and functionality of the Caution++ system [1]. For this reason a powerful network management system (NMS) was designed with all the features for control and maintenance purposes on WLAN networks.

The developed NMS platform for WLAN could support the control of up to 254 access points simultaneously. It has the capability to obtain statistical information and export specific key performance indicators to the concentrator in order to be evaluated at the upper level components of Caution++ platform. It also provides to the network administrator the state of each access point. This means that it provides fault alarms when there is a problem situation on WLAN access points. For example when an access point is out of order the NMS generates an alarm to the network operator. 

Usually NMS solutions utilize the SNMP protocol to manage the devices remotely. However, the use of SNMP protocol with access points of different brand or model is difficult, since each access point vendor supports different MIB for the SNMP protocol. In addition to this inconvenience, many of the access points are not equipped with SNMP protocol at all. The Caution++ NMS utilizes an innovative way to support the control and management of the devices. The NMS performs HTTP requests to the embedded WEB servers of each access point to get the information, through the HTTP GET function. It can also change specific AP’s parameters for implementation of WLAN resource management techniques, through the HTTP POST function. The utilization of the HTTP gives a significant advantage to the NMS compatibility, since the embedded web server for managing the parameters is a built-in feature of almost all of the WLAN access points of today. The HTTP interface is very easy to use, but currently there are minor differences of the access points from different vendors on the structure of the HTTP content, since it has not been designed as universal NMS access interface. Therefore the content must be parsed in a vendor dependent way, which in this case was much easier than using the SNMP protocol.

The Figure 1 describes the topology of the Caution++ WLAN NMS and the interfaces of the NMS to the other Caution++ elements like ITMU and RMU (Resource Management Unit).
[image: image3.jpg]TCP
connection

N

TCP

connection

TCP
connection

NMS remote
terminal




Figure 1: Caution++ NMS topology

The Caution++ WLAN NMS has a specific communication protocol in order to communicate with the other Caution++ elements. More specific the NMS communicates with Caution++ concentrator via a TCP socket and a determined protocol in order to provide some statistical information for each access point. The statistical information provided by the NMS consists of:

· Packets/sec for the uplink direction

· Packets/sec for the downlink direction

· Packet error rate for the uplink direction

· Packet error rate for the downlink direction

· MAC addresses of the served clients

The concentrator processes all this information and communicates with ITMU in order to calculate the WLAN KPIs (Key Performance Indicator).

Also, there is another communication link between the NMS and the RMU (Resource Management Unit) in order to provide a way for the implementation of the novel WLAN RRM (Radio Resource Management) techniques. The communication of NMS and all Caution ++ elements is based on a TCP sockets and a specific protocol called WNMP [1]. The general architecture and function of the upper level components are described more detailed in Appendix A.

The Caution++ NMS can support the full control of the access point key parameters to enable the implementation of the WLAN RRMs. The Caution++ NMS capabilities are:

•Get the status of an access point 

•Get list of terminals connected to an access point

•Ban specific MAC addresses from connecting to an access point

•Set beacon interval

•Set WEP security

•Set fragmentation threshold

•Set RTS/CTS threshold

•Change basic supported rates  

•Change power level

•Antenna diversity selection

Finally the network operator can manage the APs by the NMS console with command prompt or via a Windows GUI. The system operator can supervise the NMS remotely through to the console command prompt remote access or through to the Windows GUI via a special client application, which implements the WNMP protocol.

WLAN Radio resource management

Many WLAN network equipment allow nowadays some fine-tuning of the network radio performance. The implementations are however proprietary and allow only static tuning of some parameters. The system created in Caution++ project enables multiple RRM-parameters to be fine tuned dynamically by monitoring the current state of the network and adapting on the continuously changing state of the network. 

WLAN networks allow many RRM-techniques to be utilized. The techniques to be concentrated and suggested are the following novel dynamic access radio resource techniques:

· Dynamic access point resizing with the control of transmitted power

· Dynamic use of the RTS/CTS

· Fine tuning of the fragmentation threshold

· Dynamic forced reselection

When using these techniques and tuning them dynamically with the help of Caution++ RMU-unit it is affordable to have a WLAN network that is able to cope with a lot of different traffic load and user scenarios.

Dynamic Access Point Resizing with the Control of Transmitted Power

The selection of the best (dominant) access point is based upon the idea that the Wi-Fi card should be within the reach of access point offering the best coverage. In receiving mode the Wi-Fi card has to search for the best dominant access point in each area. This process is called access point selection and is a result of the comparison of the received RX levels from access points with the same ESSID as the Wi-Fi card is currently connected. This method can be seen as “cell-breathing” in IEEE 802.11 systems. The dynamic access point resizing method uses the parameter, which controls the transmitted power of the AP in order to control dynamically the coverage of the cell aiming the decongestion under heavy telecommunication traffic situations and especially in cases where a big amount of Wi-Fi clients are served from a certain access point.

The aim of access point reselection is to control the access point reselection of Wi-Fi clients in receiving status. The idea is that the Wi-Fi client compares the field strength levels coming from different access point with the same ESSID within an area and selects the dominant one. The equation of the access point selection is configured as follows:

RX level(new) > RX level(old) + Access Point_Reselect_Hysteresis

The parameter values that the RMU sends to the NMS are:

Transmitted power: The range for the transmitted power is form 0 dBm (1 mW) to 20 dBm (100 mW). 

Dynamic Use of the RTS/CTS

The optional request-to send and clear-to-send (RTS/CTS) function allows the access point to control the use of the medium for stations by activating RTS/CTS. With most radio NICs, users can set a maximum frame length threshold whereby the radio NIC will activate RTS/CTS. For example, a frame length of 1,000 bytes will trigger RTS/CTS for all frames larger than 1,000 bytes. The use of RTS/CTS alleviates hidden node problems, that is, where two or more radio NICs can't hear each other and they are associated with the same access point. 

When the network doesn’t utilize the RTS/CTS scheme then the network performs very well if there does not exist the “hidden node problem” because all the stations transmit immediately their data without delays for media RTS/CTS data. But if the network has a number of hidden nodes then the number of the bad packets is increasing rapidly while the RX level is good and the interference level is low and the performance simultaneously is decreased. This means that hidden nodes are present and  the dynamic use of the RTS/CTS solves the problem and the network operates at optimum performance.

Fine Tuning of the Fragmentation Threshold

The optional fragmentation function enables an 802.11 station to divide data packets into smaller frames. This occurs in order to avoid any needing for retransmission of large frames in the presence of RF interference. The bits errors resulting from RF interference are likely to affect a single frame, and less overhead is required to retransmit a smaller frame rather than a larger one. As with RTS/CTS, users can generally set a maximum frame length threshold to the AP, which will activate fragmentation. If the frame size is larger than the threshold, the radio NIC will break the packet into multiple frames, with each frame no larger than the threshold value. 

The use of fragmentation can increase the reliability of frame transmissions. Because of sending smaller frames, collisions are much less likely to occur. The fragment size value can typically be set between 256 and 2,048 bytes. This value is user controllable. In fact, fragmentation is activated by setting a particular frame size threshold (in bytes). If the frame the access point is transmitting is larger than the threshold, it will trigger the fragmentation function. If the packet size is equal to or less than the threshold, the access point will not use fragmentation. Quite expectantly, setting the threshold to the largest value (2,048 bytes) effectively disables fragmentation. 

Similar to RTS/CTS, a good method to find out if fragmentation should be activated is to monitor the wireless LAN for collisions. If a relatively large number of collisions are detected due to interference and low RX level, then fragmentation has to be utilized. This can improve throughput if the fragmentation threshold is set correctly..

Dynamic Forced Reselection

The best access point selection is based on the idea that the Wi-Fi card should be within the reach of the access point offering the best coverage. In receiving mode the Wi-Fi card has to find the best dominant access point in each area. This process is called access point selection and is based upon the comparison of RX levels from the access point, with the same ESSID as the Wi-Fi is currently connected. This method can be seen as “access point-breathing” in IEEE 802.11 systems. The dynamic forced reselection is based on the idea to force a Wi-Fi client or a number of Wi-Fi clients to reselect to other adjacent APs.

The purpose of access point dynamic forced reselection is to control the number of the Wi-Fi clients connected to each access point. The network operator knows the number of the Wi-Fi clients that are served by a certain AP with the NMS report. The RMU decides the client distribution at the access points by sending to the NMS a command to ban desired MAC addresses from specific APs. 

standardization demand

As described earlier, the Caution++ WLAN NMS system connects to the network of access points to monitor and dynamically tune the key parameters according to the prevailing situation. The SNMP protocol provides a way to establish a connection from NMS system to access points. However, this is a rather heavy solution due to the vendor specific features of different access points and the absence of SNMP capability in many access point devices.

In Caution++ system the link from NMS system to access points is achieved through the built-in web interface of the access points. This enables a simple and light way to read and set access points parameters and collect the statistic information via HTTP GET and POST functions and is available at most of the access points, since the existence of web interface has become more as an industry standard feature than the SNMP protocol.

However, the web interface is usually designed for manual single user interface or proprietary central monitoring system, thus being formatted in vendor specific ways. This can be avoided by parsing the HTTP content in vendor specific ways, but could be easily universalized through an IEEE802.11-standard.

The proposal here is to urge IEEE to define a standard interface to read and set the parameters and get the statistics of an access point using the HTTP interface. As the built-in web user interfaces are standard features in access points, this could be easily achieved just by requiring the vendors to format the HTTP access in a certain, universal way for NMS access purposes. For example using XML could make it easier to access the HTTP interface of different vendors.

At least the collection of the following statistics information fields through the HTTP GET function should be standardized:

•Get the status of an access point 

•Get list of terminals connected to an access point

•Get the number successful transmitted packets

•Get the number successful received packets

•Get the number dropped packets on downlink direction

•Get the number dropped packets on uplink direction

From these information fields it is possible to calculate various KPIs that the Caution++ (or similar) system utilizes. For example the mean throughput, the number of users and the packet loss rate are such KPIs.

In the other hand, the setting at least the following radio parameters through the HTTP POST function should be standardized: 

•MAC Filtering. Ban specific MAC addresses from connecting to an access point

•Set beacon interval

•Set fragmentation threshold

•Set RTS/CTS threshold

•Set Preamble type

•Change basic supported rates  

•Change the antenna power level

•Antenna diversity selection

These requirements are based on the needs arisen in Caution++ project and therefore act as a minimum list of required features. Some other information fields or radio settings could be considered to be included in the specification as well.

In this proposal the interface is not detailed any further, only the needed fields of information are listed. The IEEE802.11 standardization body shall specify the interface in technical detail to best suit the concerned technologies and aspects of involved organizations.

SUMMARY

The development of network management systems for multiple radio access technologies is arising business due to the need to manage GPRS, UMTS and WLAN networks and interoperability between them.

While 2G and 3G networks do have appropriate ways to support the development of this kind of systems, the WLAN network technology is missing required components or universal interfaces to make this possible effeciently.

The missing features could be easily added to WLAN network devices by requiring the access point vendors to adjust the existing interfaces to meet a certain standard. This document describes why is the standardization needed in this field and what tasks should be possible to perform through this standard, namely the pieces information that could be retrieved and the settings given.

The solution of technical details on how exactly should the standard be specified is left for the discretion of IEEE802.11, since they have the best experience and task force to design one to satisfy the device vendors’ needs too.

References

Nikolaos Papaoulakis, Caution++ consortium,  “WonderLANd NMS description”, WP-ICC-WNMS-001-Int, 7.2.2004 

Sami Nousiainen, Caution++ consortium, “D-2.1 Resource and Mobility management in multi-system environment”, WP2-VTT-D21-006-Apr, 30.5.2003

Caution++ consortium, “D-4.5 Implementation Report”, WP4-ICC-D45-Apr-001, 8.10.2004

APpendix A: the interoperability between WLAN and GSM/GPRS/UMTS networks

The general architecture of the Caution++ system consists of several components each responsible of collecting statistic and performance data from underlying network and reporting that to the upper level, as well as tuning the parameters of the concerned networks according to certain algorithms. The architecture is shown on Figure 2. 




Figure 2: The Caution++ overall architecture

The first element of the architecture is a real–time network monitoring unit, whose purpose is to monitor network resource utilization to detect congestion situations. This unit, called Interface Traffic Monitoring Unit (ITMU), is the collector of a set Key Performance Indicators (KPIs), which are used to describe traffic congestion. Each type of RAN of the heterogeneous wireless network environment has its own dedicated ITMUs. The number of ITMUs to be deployed is determined by the number of cells to be monitored. Each ITMU continuously computes the values of the KPIs for each monitored cell by means of the received information from other network nodes (such as MSC, SGSN, BSC or MMIB, depending on the particular RAN).

The output of the real-time monitoring unit is forwarded to a higher-level component, called Resource Management Unit (RMU). RMU is the element in charge of performing the first level of resource management. The information offered by ITMU to RMU provides the values of the calculated KPIs for each congested cell.

RMU processes this information to match it with one in a set of pre-defined Traffic Load Scenarios (TLS), each of them describing a different congestion situation. Then, an appropriate management technique is selected and applied according to the identified TLS. After a reaction has been applied, the RMU and ITMU coordinate with each other to ensure a smooth transition from the congested to the normal state, with on-the-fly adjustments of the technique’s parameters. A single RMU may perform resource management for several ITMUs.

Moving upwards in Figure NN, the highest level of resource management in CAUTION++ is implemented by the component called Global Management Unit (GMU), which stands as a centralized component connected with the RMU of each network. In case an RMU cannot satisfactorily manage the congestion detected by its ITMU, it may escalate a support request towards the GMU component. Each GMU watches the resources of a single network operator and enables an inter-RAN resource management through vertical handover between different access networks, e.g. GPRS with WLAN. The support of a Location Server (LS) and of an Mobile network Geographic Monitoring System (MGIS) is available to the GMU to help in the identifications of those networks that are target candidate for the movement of users asking resources in congested areas. 

Finally, the Interactive Mobile Terminal (IMT) represents an enabling application for subscribers to access the information available in the CAUTION++ system. Through the interface IMT-GMU, subscribers will be allowed requesting information about the more convenient radio access technology available for the specific service they intend to require to the heterogeneous network. Moreover, the GMU may initiate a communication with the IMT for the execution of vertical and vertical-vertical handovers.
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Abstract


This document is an EC document that proposes for standardization of WLAN NMS Interfaces.  The proposals will most likely affect 11k, 11u, and 11v.  The Caution++ has proposed to present this paper to these task groups at the May Cairns, Australia meeting.
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