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From: 
Stuart J.Kerry, Chair IEEE 802.11 Working Group 

To:   Bert Wijnen, IETF Area Director, Operations and Management Area bwijnen@lucent.com
CC:  Mahalingham Mani and Dorothy Gellert, IETF CAPWAP WG Co-Chairs, mmani@avaya.com, dorothy.gellert@nokia.com , Bernard Aboba, IETF to IEEE 802 liaison, bernarda@microsoft.com , David Kessens, Internet Area Director, david.kessens@nokia.com
Title: Review Comments on “Objectives for CAPWAP”, draft-ietf-capwap-objectives-02.txt.

Purpose: For information and consideration

Dear Bert,

Thank you for the opportunity to provide comments on the “Objectives for Control and Provisioning of Wireless Access Points (CAPWAP)” document, draft-ietf-capwap-arch-02, and for continued dialogue on how to work together to best meet the standards needs of the dynamic and evolving WLAN marketplace.

Attached are detailed comments on draft-ietf-capwap-arch-02, for IETF CAPWAP working group consideration. The comments propose substantive changes to the requirements in sections 5.1.1, 5.1.2, 5.1.4, 5.1.7, 5.1.14, and 5.2.1. We request that these comments be taken into account in the next version of the objectives draft.

For IETF CAPWAP reference, ANSI/IEEE Std. 802.11(-1999 (2003 Reaffirmation) edition as amended by IEEE Std. 802.11g-2003, IEEE Std. 802.11h-2003, IEEE Std. 802.11i-2004, IEEE Std. 802.11j-2004 is the current version of the IEEE 802.11 Standard. 

Please contact Stuart J.Kerry, IEEE 802.11 Working Group chair and Dorothy Stanley, IEEE 802.11/IETF Liaison with any questions, and to discuss further IETF follow-up.

Best Regards,

Stuart J. Kerry

Contact information: 

Stuart J Kerry

stuart.kerry@philips.com  

+1 408 474 7356

Dorothy Stanley

dstanley@agere.com
+1 630 979 1572

Attachment – IEEE 802.11Comments on draft-ietf-capwap-objectives-02.txt for CAPWAP WG consideration.

	
	Sec
	Comment
	Suggested Resolution

	1
	1.0
	RFC2119 is referenced, but the text in the document does not follow RFC2119 use of the key words. For example, “must” and “should” occur in some of the requirements, but are not capitalized. Proper use of key words, per RFC2119 helps to parse and understand the document. 

If non-adherence to RFC2119 is intended, then the document will not be normative for the CAPWAP protocol.
	Adhere to RFC2119.



	2
	1.1
	New terms are used, e.g. “centralized WLAN”, which are not consistent with terminology introduced in the previous Taxonomy draft.  
	Use terms as defined in the taxonomy document.

	3
	3.0
	Third paragraph states “The Architecture Taxonomy identified that the current majority of large scale deployments follow the centralized WLAN architecture”. This is not true. The taxonomy draft identified the centralized WLAN architecture as one of the existing architectures, but did not provide market deployment data.
	Remove “that the current majority of large-scale deployments follow”

	4
	5.0
	The term typically applied to objectives or requirements that have been considered but not applied, is “non”
	Change  “Rejected Objectives” to “Non Objectives”

	5
	5.1.1
	The term “logical groups” is not clearly specified. 


	Clarify the term, and specify which types of “logical groups must be supported.”

	6
	5.1.1
	The requirement does not include a “must”:

“WLAN deployment trends require the CAPWAP protocol to be capable of controlling and managing physical WTPs in terms of logical groups.”
	Change to:

The CAPWAP protocol must be capable of controlling and managing physical WTPs in terms of logical groups, including (name the desired “logical groups”, e.g. BSSIDs, ….)

	7
	5.1.2
	The description includes the term “logical group”.

 
	Clarify as needed, from the update to the definition of the term in 5.1.1.

	8
	5.1.2
	The requirement does not include a “must”:

“In order to maintain the separation of control and data traffic, the CAPWAP Protocol is required to define control messages such that they do not involve piggybacking or other combination with data traffic.”
	Change to:

“The CAPWAP Protocol must define and transport control messages such that the transport of control messages is separate from the transport of data messages.”

	9
	5.1.2
	Motivation and Protocol Benefits section, second paragraph, the sentence  “Furthermore, such separation provides for the separation of data and control paths.” Is redundant with the previous sentence. 
	Suggest removing the sentence

“Furthermore…..paths.”

	10
	5.1.4
	The title of the section is “configuration consistency”, but the requirement appears to address monitoring and exchange of state data. The two examples provided are examples of monitoring.
	Change the requirement to address configuration consistency

	11
	5.1.5
	The concept of “equivalence”, as in “equivalent versions of firmware” is introduced but not defined. 
	Define the term, or remove it.

	12
	5.1.7
	Description, third paragraph, references to IEEE should be to “IEEE 802.11”
	Change “IEEE” to “IEEE 802.11”

	13
	5.1.7
	The requirement describes “maintaining the IEEE 802.11e QOS priorities across the switching medium. The 802.11e priorities are not themselves maintained over the switching medium, but rather mapped to switching medium priorities:

The CAPWAP protocol must maintain IEEE 802.11e QOS mappings across the switching and wireless medium segments.
	Change the requirement to: 

The CAPWAP protocol must map the IEEE 802.11e QOS priorities to equivalent QOS priorities across the switching and wireless medium segments.

	14
	5.1.8
	The example given to justify the mutual authentication requirement, “to ensure that rogue WTPs do not breach legitimate WLAN systems”, actually only requires that the AC authenticate WTPs, not that the WTPs authenticate the AC.
	The motivation for requiring the WTP to authenticate the AC must also be provided in order to justify the mutual authentication requirement, for example, to prevent a rogue AC from being introduced in to a network.

	15
	5.1.8
	This section (and its companion text in Section 7) ends up being vague about whether mutual authentication 
will be required between the WTP and AC, or if asymmetric, non-mutual authentication is sufficient. 
	This needs to be clarified.  If mutual authentication is really needed, then that requirement needs to be described - currently it is not

	16
	5.1.8
	There is mention that WTPs will need to "renew their authentication", implying that WTP static authentication certificates are inadequate.
	State the requirement on renewal of authentication.

	17
	5.1.10
	Motivation and Benefits section, second paragraph, UMA is undefined.
	Provide a definition for UMA.

	18
	5.1.11
	The IEEE 802.11 APF AHC has completed its work. The group better described AP functionality via additional text in the IEEE 802.11i standard, and separate documents (see the list of documents in the references section of this document, last page),  specifically 11-05-0120-09-0apf-ap-functional-description.doc, and 11-04-1225-08-0apf-ap-function-summary.xls.

“Establishment of alternative interfaces”, second paragraph should be modified to reflect this.
	Suggest deleting the second sentence, and change the first sentence from 

“….will be based on the outcome of the IEEE AP Functionality (APF) Ad-Hoc Committee.”

To

“ will be based on AP functionality documents produced by the IEEE 802.11 AP Functionality (APF) Ad-Hoc Committee.”

	19
	5.1.11
	The requirement is on the CAPWAP protocol to allow an AC to identify the TYPE of WTP. However the text in the description states “a single WLAN controller will be capable of controlling both types of WTPs using a single CAPWAP protocol.” The text implies a requirement on a given AC implementation to control both types. 
	Change the description to match the requirement.

	20
	5.1.14
	The requirement should be on the CAPWAP protocol, not WTP vendors. Also, the use of “MAC” in the current requirement is ambiguous: 

“WTP vendors must not be bound to a specific MAC.”
	Change to:

“The CAPWAP protocol must be compatible with both local-MAC and split-MAC WTPs.”

	21
	5.1.14
	Inaccurate title

	Rename this section to "Protocol Flexibility"

	22
	5.1.14
	Description: The first sentence is worded in the negative form and leaves it unclear what is intended here. 

	Change to “The CAPWAP protocol must provide flexibility with respect to different types of WTPs." 

	23
	5.1.14
	" Motivation and Protocol Benefits: editorial and expansion of potential vendor motivation
	Change "deployments" to "development/ implementation".

	24
	5.2
	The second sentence refers only to “control”; there may be other areas of benefit by addressing these requirements.
	change "improve control of WLANs but need not necessarily be required" to "improve the control, operation, extensibility and structure of WLANs but are not necessarily required"

	25
	5.2
	Are the requirements in 5.2 recommended (SHOULD) or optional (MAY), per RFC 2119?
	Change “Desired” to “Recommended” or “Optional” and use the corresponding verb should/may in the text of the requirement.

	26
	5.2.1
	From a practical point of view, network operators will need to deploy both secure and open networks.

The 802.11 standard supports both RSN and non-RSN (open) operation, and the CAPWAP protocol should be independent of the authentication mechanism in use for a particular logical grouping (SSID).
	Change 5.2.1 to a “MUST” (and move to 5.1).

	27
	5.2.1
	Description: “is likely to be” is judgemental; suggest changing to a factual term.

	Change "each logical group is likely to be" to "each logical group can be"

	28
	5.2.2
	The verb in the requirement is incorrect. The second sentence

Re-states the first. 
	Change from “MUST” to “SHOULD” or “MAY”. Remove the second sentence, as it restates the first sentence.

	29
	5.2.3
	Description, first paragraph IEEE 802.11 APF AHC did not define new functionality; Rather, existing functionality was better defined and a good mental model of the primary entities within an AP was provided.
No new functional blocks, interfaces or flows were provided. Is this requirement intended to refer to new amendments to the standard, such as 802.11k,u,v,w,n,r?
	Clarify. Also replace “IEEE” with “IEEE 802.11” in the requirement text.

	30
	5.2.3
	APF reviewed AP functionality only 


	Change "reviewing IEEE 802.11 functionality" to "reviewing IEEE 802.11 AP functionality".

	31
	5.2.3
	Relation to Problem Statement not correct

	Change "This group is focussed on defining the functional architecture of WTPs" to "This group is focused on defining the functional requirements of WTPs".

	32
	5.2.4
	Description: 
The note wrt the use of VLAN needs clarification. 
	Clarify or remove.

	33
	5.2.4
	Relation to Problem Statement: 
It is a good objective to have the protocol be independent of the transport.  However, not at the expense of burdensome protocol complexity.  The protocol should also be simple enough to be easily implemented in a very small, cheap WPT.
	Consider adding an objective relating to simplicity of the protocol in a small/cheap WTP.

	34
	5.2.5
	In general this section needs clarification, since for some types of WTPs the CAPWAP protocol will be directly involved in the process of access control (local-MAC), whereas in others the CAPWAP Protocol is the transport for getting information from the WTP to the AC where the real access control is accomplished (split MAC).
	Clarify.

	35
	5.2.5
	Description: i. IEEE 802.11 association and authentication

Terminology is inconsistent
	Change "wireless clients" to "wireless terminals" 

	36
	5.2.5
	The text makes reference to "load balancing, QoS, security and congestion information" -it is not clear how this relates to the topic of access control.
	Clarify.

	37
	5.2.5
	ii. WTP Access Control 
All of Section 5.2.5 is only a Desireable Objective, yet this paragraph is a duplicate of the mandatory objective described in section 5.1.8.  
	Remove the duplication.

	38
	5.3
	Section title use of “rejected” not standard terminology 

	Change the section title to "Non Objectives".

	39
	5.4.1
	“Fast Handoff” terminology not correct. IEEE 802.11 TGr has adopted the terminology “Fast BSS Transition”
	Change “handoff” to “BSS Transition”

	40
	5.4.1
	In the protocol requirement, Incorrect word usage
	Change "efficacy" to "efficiency".

	41
	6.0
	List of operations is incomplete.
	Change "interoperable protocol for managing large-scale WLANs" to "interoperable protocol for deploying, operating, controlling, provisioning, configuring, monitoring and managing large-scale WLANs". 

	42
	6.0
	List of operations is incomplete.
	Change "The operations requirements address the functional aspects dealing with WTP configuration  and management" to "The operations requirements address the functional aspects dealing with WTP control, operation, configuration and management".

	43
	Gen
	Numerous mis-spellings and grammatical errors throughout.
	Correct.
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Abstract


This document contains the response letter and review comments on the IETF CAPWAP objectives draft, draft-ietf-capwap-objectives-02.txt, from Stuart Kerry, Chair IEEE 802.11 on behalf of the IEEE 802.11 Working Group.
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