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From: 
Stuart J.Kerry, Chair IEEE 802.11 Working Group 

To:   Bert Wijnen, IETF Area Director, Operations and Management Area bwijnen@lucent.com
CC:  Mahalingham Mani and Dorothy Gellert, IETF CAPWAP WG Co-Chairs, mmani@avaya.com, dorothy.gellert@nokia.com , Bernard Aboba, IETF to IEEE 802 liaison, bernarda@microsoft.com , David Kessens, Internet Area Director, david.kessens@nokia.com
Title: Review Comments on “Objectives for CAPWAP”, draft-ietf-capwap-objectives-02.txt.

Purpose: For information and consideration

Dear Bert,

Thank you for the opportunity to provide comments on the “Objectives for Control and Provisioning of Wireless Access Points (CAPWAP)” document, draft-ietf-capwap-arch-02, and for continued dialogue on how to work together to best meet the standards needs of the dynamic and evolving WLAN marketplace.

Attached are detailed comments on draft-ietf-capwap-arch-02, for IETF CAPWAP working group consideration. The comments propose substantive changes to the requirements in sections 5.1.1, 5.1.2, 5.1.4, 5.1.7, 5.1.14, and 5.2.1. We request that these comments be taken into account in the next version of the objectives draft.

For IETF CAPWAP reference, ANSI/IEEE Std. 802.11(-1999 (2003 Reaffirmation) edition as amended by IEEE Std. 802.11g-2003, IEEE Std. 802.11h-2003, IEEE Std. 802.11i-2004, IEEE Std. 802.11j-2004 is the current version of the IEEE 802.11 Standard. 

Please contact Stuart J.Kerry, IEEE 802.11 Working Group chair and Dorothy Stanley, IEEE 802.11/IETF Liaison with any questions, and to discuss further IETF follow-up.

Best Regards,

Stuart J. Kerry

Contact information: 

Stuart J Kerry

stuart.kerry@philips.com  

+1 408 474 7356

Dorothy Stanley

dstanley@agere.com
+1 630 979 1572

Attachment – IEEE 802.11Comments on draft-ietf-capwap-objectives-02.txt for CAPWAP WG consideration.

	Section
	Comment
	Suggested Resolution

	1.0
	RFC2119 is referenced, but the text in the document does not follow RFC2119 use of the key words. For example, “must” and “should” occur in some of the requirements, but are not capitalized. Proper use of key words, per RFC2119 helps to parse and understand the document. 

If non-adherence to RFC2119 is intended, then the document will not be normative for the CAPWAP protocol.
	Adhere to RFC2119.



	1.1
	New terms are used, e.g. “centralized WLAN”, which are not consistent with terminology introduced in the previous Taxonomy draft.  
	Use terms as defined in the taxonomy document.

	3.0
	Third paragraph states “The Architecture Taxonomy identified that the current majority of large scale deployments follow the centralized WLAN architecture”. This is not true. The taxonomy draft identified the centralized WLAN architecture as one of the existing architectures, but did not provide market deployment data.
	Remove “that the current majority of large-scale deployments follow”

	5.0
	The term typically applied to objectives or requirements that have been considered but not applied, is “non”
	Change  “Rejected Objectives” to “Non Objectives”

	5.1.1
	The term “logical groups” is not clearly specified. 


	Clarify the term, and specify which types of “logical groups must be supported.”

	5.1.1
	The requirement does not include a “must”:

“WLAN deployment trends require the CAPWAP protocol to be capable of controlling and managing physical WTPs in terms of logical groups.”
	Change to:

The CAPWAP protocol must be capable of controlling and managing physical WTPs in terms of logical groups, including (name the desired “logical groups”, e.g. BSSIDs, ….)

	5.1.2
	The description includes the term “logical group”.

 
	Clarify as needed, from the update to the definition of the term in 5.1.1.

	5.1.2
	The requirement does not include a “must”:

“In order to maintain the separation of control and data traffic, the CAPWAP Protocol is required to define control messages such that they do not involve piggybacking or other combination with data traffic.”
	Change to:

“The CAPWAP Protocol must define and transport control messages such that the transport of control messages is separate from the transport of data messages.”

	5.1.2
	Motivation and Protocol Benefits section, second paragraph, the sentence  “Furthermore, such separation provides for the separation of data and control paths.” Is redundant with the previous sentence. 
	Suggest removing the sentence

“Furthermore…..paths.”

	5.1.4
	The title of the section is “configuration consistency”, but the requirement appears to address monitoring and exchange of state data. The two examples provided are examples of monitoring.
	Change the requirement to address configuration consistency

	5.1.5
	The concept of “equivalence”, as in “equivalent versions of firmware” is introduced but not defined. 
	Define the term, or remove it.

	5.1.7
	Description, third paragraph, references to IEEE should be to “IEEE 802.11”
	Change “IEEE” to “IEEE 802.11”

	5.1.7
	The requirement describes “maintaining the IEEE 802.11e QOS priorities across the switching medium. The 802.11e priorities are not themselves maintained over the switching medium, but rather mapped to switching medium priorities:

The CAPWAP protocol must maintain IEEE 802.11e QOS mappings across the switching and wireless medium segments.
	Change the requirement to: 

The CAPWAP protocol must map the IEEE 802.11e QOS priorities to equivalent QOS priorities across the switching and wireless medium segments.

	5.1.8
	The example given to justify the mutual authentication requirement, “to ensure that rogue WTPs do not breach legitimate WLAN systems”, actually only requires that the AC authenticate WTPs, not that the WTPs authenticate the AC.
	The motivation for requiring the WTP to authenticate the AC must also be provided in order to justify the mutual authentication requirement, for example, to prevent a rogue AC from being introduced in to a network.

	5.1.11
	The IEEE 802.11 APF AHC has completed its work. The group better described AP functionality via additional text in the IEEE 802.11i standard, and separate documents (see the list of documents in the references section of this document, last page)

“Establishment of alternative interfaces”, second paragraph should be modified to reflect this.
	Suggest deleting the second sentence, and change the first sentence from 

“….will be based on the outcome of the IEEE AP Functionality (APF) Ad-Hoc Committee.”

To

“ will be based on AP functionality documents produced by the IEEE 802.11 AP Functionality (APF) Ad-Hoc Committee.”

	5.1.14
	The requirement should be on the CAPWAP protocol, not WTP vendors. Also, the use of “MAC” in the current requirement is ambiguous: 

“WTP vendors must not be bound to a specific MAC.”
	Change to:

“The CAPWAP protocol must be compatible with both local-MAC and split-MAC WTPs.”

	5.2.1
	From a practical point of view, network operators will need to deploy both secure and open networks.

Also the 802.11 standard supports both RSN and non-RSN (open) operation.
	Recommended change: Make 5.2.1 a “MUST” rather than a “SHOULD”

	5.2.3
	Description, first paragraph IEEE 802.11 APF AHC did not define new functionality; Rather, existing functionality was better defined.  Is this requirement intended to refer to new amendments to the standard, such as 802.11k,u,v,w,n,r?
	Clarify. Also replace “IEEE” with “IEEE 802.11” in the requirement text.


References:

 IEEE 802.11 APF AHC Submissions included in TGma:
–05/120r9 – AP Functional Description (Annex) 

–05/105r4 – Clause 5 and Clause 6 edits

–05/257r1 – Integration Function Description (Annex)

–05/262r1 – DS Service Interface Definition (Annex)

 IEEE 802.11 APF AHC Permanent Reference Submissions
–04/1225r8 – Detailed AP Functional Descriptions

–05/159r0 – Detailed Integration Function Description
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Abstract


This document contains the response letter and review comments on the IETF CAPWAP objectives draft, draft-ietf-capwap-objectives-02.txt, from Stuart Kerry, Chair IEEE 802.11 on behalf of the IEEE 802.11 Working Group.
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