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 Wednesday April 20, 2005
9:00am

Call to order

Review the IEEE 802 Intellectual Property policy

Status on current proposal:

QoS is 80% done.
Security text needs to be generated.

Policy Management needs to be merged with the QoS work.

· Break into adhoc groups to work on security and QoS/Policy Management aspects of TGr proposal text.
· Recess until Thursday at 9:00am.
Thursday April 21, 2005

9:00am

Call to order

Summary of Yesterday’s discussion:

Decision was made to leave query in the proposal. This will prompt further discussion in TGr.
Decision to continue with extending TSPEC negotiation to a logical expression to address roaming.

Decided on key hierarchy and key naming for the proposal.

Address two key hierarchies: one to address NIST requirements and the other to address Legacy requirements.

Discussion on PTK derivation as three alternatives: during re-association; across authentication and reassociation; entirely prior to re-association. Preserve the first alternative, but needed to flush out alternative three.

· Recess into adhoc mode to resolve further security and resource request issues.

· Recess until Friday at 9:00am.
Friday April 22, 2005

9:00am

Call to order

Summary of Yesterday’s discussion:

Agreement on the RIC and RRSAP function. Addressed major issues.
Agreement on the broker function

Discussion on PTK derivation – still investigation options.

Discussion on the “fan-out” properties of the broker function. The STA can send a single ResourceRequest to multiple targets.

STRAW-POLL: Are you willing to include “fan out” as part of the initial TGr draft presented in Cairns?

a) Yes

b) No

c) Abstain

Result: a – 1; b – 13; c – 2.

STRAW-POLL: Are you willing to consider “fan out” as a feature of TGr after the initial proposal has been accepted.

d) Yes

e) No

f) Abstain

Result: a – 15; b – 0; c – 0.

· Security Summary:

Agreed that a constrained version of multiple tops (AAA clients) can be accommodated in the standard.

Agreed that first contact uses the 4-way handshake.

Continue to discuss PTK derivation protocol and advertisement.

· Adjourn into adhoc mode to discuss QoS/Security issues.
· Further discussion on Security

MIC’ing the Auth request. If the MIC checks, it was created by a valid client.

If the Auth request is not MIC’d, the AP is subject to flooding attacks.

It would be reasonable to allow the reassociation finish if the resource request in the reassociation fails.
Resource requests piggybacked as part of 802.11Auth confirm and ack.

The Resource Request and the Reassociation request is transactional. Therefore you could use a single reply counter.

The counter should be included in every message. Only the second exchange needs to be protected by replay.

Add EAPoL counter to 0.
Need to add reservation lifetime to counter.

The reservation itself needs to have its own lifetime. 

“bob” (reservation lifetime) – time allotted for the STA to initiate 
The RSNIE is required in the reassociation request to identify the MIC key

Define PTK-Name = SHA-256 ( Snonce || Anonce || R2-Name || SPA || BSSID)

If there is no security, the 11r Auth Confirm message can be initiated to do a Reservation Request.
“come back later” can occur after either the 11r Auth Resp or 11r Auth Confirm

There is an issue if the “come back later” time exceeds the TSF-time.

What happens if the STA comes back with a different Snonce, or TSF-time.

The STA must come back with the same request it had before.

Comeback later will not be included in the proposal.

· Draft text – one week from today

Security – Jesse, Nancy, Paul, Henry
MLME interface – Rajneesh

Draft of QoS text is already available.

· All documents posted at this meeting should be posted to the IEEE 802.11r reflector.

· Adjourn until May Interim meeting.
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