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Terminology and Definitions Document Organization

This document is arranged in the following organization:

· the “core” terms and definitions that are to be used to describe 802.11u core concepts

· the important “supplementary” terms and definitions that could be used to help to describe some proposed system architecture

Introduction

This document includes a collection of terms and definitions related to 802.11u. The purpose of this document is to promote consistent use of new terminology to describe 802.11u technology. The definitions in this document may eventually be integrated into the TGu amendment draft. 

The following two figures describe the concepts and a sample configuration of the core terms and definitions that are proposed by the ad hoc team, respectively.

Acronyms

The following acronyms are used in this document:

3G



Third Generation

3GPP



3G Partnership Project

3GPP2



3G Partnership Project 2

AAA



Authentication, Authorization, and Accounting

AN



Access Network

AP



Access Point

BSS



Basic Service Set

BSSID   


Basic Service Set Identifier

ESS        


Extended Service Set

DS



Distribution System

DSS



Distribution System Services

ESS



Extended Service Set

GPRS



General Packet Radio Service

GSM



Global System for Mobile Communication

IEEE



Institute of Electrical and Electronics Engineers

IETF



Internet Engineering Task Force

IP



Internet Protocol

LLC            


Logical Link Control

MAC



Medium Access Control

MLME        


MAC Layer Management Entity

MN



Mobile Node

MS



Mobile Station

MT

   

Mobile Terminal

PHY            


Physical Layer

PLME



PHY Layer Management Entity

QoS



Quality of Service

SAP             


Service Access Point

STA



Station
TSPEC



Traffic Specification

WLAN



Wireless Local Area Network

WMAN


Wireless Metropolitan Area Network
Core Terms & Definitions

The following core terms are used to describe IEEE 802.11u basic concepts.

Accounting : The act of collecting information on resource usage for the purpose of trend analysis, auditing, billing, or cost allocation [2].

Authentication : The act of verifying a claimed identity, in the form of apre-existing label from a mutually known name space, as the originator of a message (message authentication) or as the end-point of a channel (entity authentication) [2].

Authorization : The act of determining if a particular right, such as access to some resource, can be granted to the presenter of a particular credential.

AAA : Authentication, Authorization, Accounting

AAA Proxy : An entity that acts as both a client and a server.  When a request is received from a client, the proxy acts as a AAA server.  When the same request needs to be forwarded to another AAA entity, the proxy acts as a AAA client. [2]

AAA Server (AAAS) : Server providing AAA functionality.

Authorisation Information:

· Policy that should be applied to user’s traffic in terms of routing provision.

· User Profile Information : Specifies the set of services that the user can access and what policy should be applied to their user data.  This includes:

· basic connectivity service they are authorised to use in the local network, e.g. what QoS they are allowed.

· what accounting policy should be applied by the local network.

· what TOE services the users are allowed to access within which correspondent network.
Basic Connectivity Service : Service provided by the local network over which other services (e.g. Internet access) are provided.

c-plane : control plane that represents AAA exchange between the STA and the AAAS

Correspondent Network: the destination/source network for the user plane traffic travelling to and from the STA.  TOEs reside in the correspondent network.

Guarantor: The entity with which the Local Network has a relationship that provides authentication services for a particular station.  The Guarantor may be an SSPN, or a Proxy Network.

IEEE 802.11 AN : DS with IEEE 802.11 Access Points

Note : wireless local area network system: The WLAN system includes the distribution system (DS),

access point (AP) and portal entities. It is also the logical location of distribution and

integration service functions of an extended service set (ESS). A WLAN system contains one or more APs

and zero or more portals in addition to the DS [3].

(Note : Perhaps should state that the CAPWAP scope is entirely within here) : Appears to be the same as TGs DS entity.

Illegal AP: An AP that is not part of the IEEE 802.11 AN.  An illegal AP can be an AP that is improperly provisioned or an AP that is not connected to the correct IEEE 802.11 AN.  There are several different types of illegal APs: free agent, rogue, evil twin and castaway.
A free agent AP connects to the correct IEEE 802.11 AN, but is improperly configured per the requirements of the IEEE 802.11 AN.  A free agent AP may or may not be set to the correct SSID.  Free agent APs can cause mobile STAs to connect to the correct network but with improper parameters, e.g. with no security configuration/ protection.

A rogue AP connects to an undesired IEEE 802.11 AN, and masquerades as a legitimate AP.  Rogue APs can cause mobile STAs to connect to the incorrect network and thereafter be tricked into providing crudentials and other information that could later be used to construct attacks on the legitimate network (or network services).  The simplest case of a rogue AP is one that connects to a NULL IEEE 802.11 AN.

An evil twin AP is a special type of rogue AP.  A regular rogue AP consists of a generic AP that has been configured in a manner similar to a legitimate AP.  An evil twin AP is a rogue AP that additionally spoofs the BSSID of a legitimate AP.  This special case is noteworthy because regular rogue APs can be mitigated via BSSID protection mechanisms.  In contrast, mitigation of evil twin APs can require factoring in other aspects of legitimacy like the AP's location.

A castaway AP is a AP that is properly configured per the requirements of the IEEE 802.11 AN and was connected to the correct IEEE 802.11 AN, but then becomes disconnected.  While the AP is connected to the IEEE 802.11 AN, mobile STAs correctly associate with the AP and gain access to the desired network services.  However, if due to a mechanical problem (e.g. accidental cable disconnect) or other failure of the IEEE 802.11 AN or local network (e.g. a router failure) the AP becomes disconnected from the IEEE 802.11 AN, it then becomes a castaway AP.  Since the castaway AP is properly configured and has been a part of the legitimate network, mobile STAs may still be able to legitimately associate with the AP.  However, mobile STAs associated with the castaway AP can no longer access the IEEE 802.11 AN and the desired network services.
An Accidental Rogue is an AP that by bad luck happens to have the same SSID as the IEEE 802.11 AN that is actually desired, but is connected to an entirely different IEEE 802.11 AN.
All types of illegal APs can cause network support issues and prevent users from accessing the intended network services, e.g. through Denial of Service (DoS)
Integration: The service that enables delivery of medium access control (MAC) service data units (MSDUs) between the distribution system (DS) and an existing, non-IEEE 802.11 local area network (LAN) (via a portal) [3].

Local Network : Network that interconnects IEEE 802.11 ANs and provides AAA Proxy and User Plane Gateway functionality.

Native Service: A user accessible service that is supported directly by the network in question.  For an 802.11 WLAN, the only native service is MSDU transfer, while for a cellular network, voice will usually be the native service.

Non-Native Service: A user accessible service that is not directly provided by the network in questions.  It can be supported on the network in question by providing an application independent description of the application requirements (for example, a TSPEC for a voice call over 802.11).

Proxy Network: a network that can not be accessed directly by a STA, but that exists mainly to provide trusted relationships between large numbers of home and visited networks.  A STA will know the identity of intermediate networks that can provide this service for its own home network – not sure I agree with this last bit – the STA does not necessarily have to know about the presence of an intermediate network, although the access network will in order to route AAA appropriately…  

Roaming: where a user with a subscription to one service provider uses services offered by another (supported by a roaming agreement between service providers).  The roaming agreements provide users access to the underlying basic connectivity service by supporting AAA relationships between operators.  Roaming agreements specify the types of services that can be provided to users.

Subscription Service Provider (SSP): an organisation (operator) offering connection to network services, usually for a fee.  The user has a contractual relationship with the service provider.

Subscription Service Provider Network (SSPN): the network with which a STA has an established relationship with an SSP.  The network maintains user subscription information, and is always the same for a given user identity, or indeed multiple identities.

“The Other End” (TOE): the termination point for a user data exchanged by the STA and another entity in the network.  Examples include web servers, correspondent nodes, the other end of a VoIP exchange etc.

u-plane : user plane that represents non-AAA data between the STA and TOE

User Plane Gateway : Offers policy enforcement and mapping services to user plane traffic.


Supplementary Terms & Definitions

The following supplementary terms are used to provide more additional descriptions to TGu system architecture.
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