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Wednesday, March 16, 2005
Call to Order
Meeting called to order on Wednesday, March 16, 2005 by Dorothy Stanley at 8:03 am.

Chair:  Dorothy Stanley

Secretary:  Sandy Turner

Chair:  Please take time to do attendance.  Jesse Walker had a death in the family, and cannot be here this week. 

Review IEEE 802 and 802.11 Policies and Procedures

Chair showed the two slides requested by the WG chair: “IEEE SA Standards Board Bylaws on Patents in Standards” and “Inappropriate Topics for IEEE TG Meetings”.

Chair: Are there any questions?

None.

Agenda discussion

Proposed Agenda (11-05/0198r1):
· Call to Order

· Review IEEE 802 and 802.11 Policies and Procedures 

· Review IP policy: “Slide 1” and “Slide 2”

· Voting: All committee members may vote; 75% approval required

· Attendance: Reminder to sign the electronic attendance form

· Approve Agenda

· Chair’s status

· Wednesday 8:00-10:00am 

· Motion to Extend Study Group

· Resolve Any Comments on the PAR & 5 Criteria

· Presentations

· 05/237 Fabrice Stevens – Requirements on Mgt Frame Protection (30 min)

· 05/238 Fabrice Stevens – An 802.11i based proposal (15 min)

· Thursday 1:30-3:30pm 

· Presentations

· Adjourn

Chair:  Let’s walk through the agenda.

Comment:  Attendance is required for study groups.

Chair status

Key points included:

· There were no comments on the PAR & 5 Criteria

· Two presentations each were added to the Agenda for Jon Edney with his suggested time durations and in an agreed upon order.

Chair:  Any objections to adopting the agenda before you?

None.

Revised Agenda (11-05/0198r2):
· Call to Order

· Review IEEE 802 and 802.11 Policies and Procedures 

· Review IP policy: “Slide 1” and “Slide 2”

· Voting: All committee members may vote; 75% approval required

· Attendance: Reminder to sign the electronic attendance form

· Approve Agenda

· Chair’s status

· Wednesday 8:00-10:00am 

· Motion to Extend Study Group

· Resolve Any Comments on the PAR & 5 Criteria

· Presentations

· 05/237 Fabrice Stevens – Requirements on Mgt Frame Protection (30 min)

· 05/139  Jon Edney – Which Management Frames need protection (30)

· 05/238 Fabrice Stevens – An 802.11i based description (15 min)

· 05/140  Jon Edney – Session MAC Address (30)

· Thursday 1:30-3:30pm 

· Presentations – Emily Qi – 05/148r0

· TGw Planning

· Adjourn

Chair:  I have one slide on status (slide 7).

Comment:  Does it go to Nescom on Friday?

Chair:  The PAR and 5 Crieria go first to Excom on Friday and then to Nescom, which is meeting Sunday. 

Comment:  Nescom is meeting this weekend.

Motion to Extend Study Group

Chair:  Let’s talk about the motion to extend the life of the Study Group.

MOTION:  Move to request that the IEEE 802.11 Working Group extend the ADS Study Group for an additional 6 months.

Moved:  Clint Chaplin

Second: Nancy Cam-Winget

Chair:  Any discussion on the motion?

None.

Chair:  Let’s vote on the motion.  This is a Study Group.  All can vote. 

Motion Passes: Yes-14, No-0, Abstain-0

Presentations

Requirements for Management Frame Protection Schemes - Fabrice Stevens, Sebastien Dure – doc 05/0237r0

Key points include:

· (slide 5 “Overall design goals”) IBSS was included as an observation, not for a specific reason.

· (slide 10 “Data origin authentication 3/3”) “Assume that EAP methods will bring explicit AP authentication” refers to the trust relationship between the AP and the AS.  For example:  the AP says Service Provider A.  Service Provider B does not know about it.

· (slide 11 “Confidentiality”) There was discussion on whether location information requires confidentiality or not.  Comments included:

· If you can do the measurements yourself, confidentiality would not be required.

· What advantage do you gain from location information?

· TGk had asked for this protection.

· Internal networks might not require this protection.

· TGv may have needs.

· Maybe we should provide two protection mechanisms – one with confidentiality, one without. 

· Whether you encrypt or not, there should be no change to the key structure or the negotiation of the security relationship.

· (slide 12 “Replay protection”) Jon Edney gave some history of this group.  Originally, TGk attempted to do a protection.  One proposal was to protect the whole frame, while the  another proposal was to just protect the IE.  An objection to the per-IE approach was the difficulty in ensuring the ordering of IEs.  He felt it was still worth looking at this distinction.

· (slide 18 “Needs for 802.11k frames”) Comments included:

· Requests place demands on resources, which is another type of DoS attack.  

· Some APs are turned into constant measurement devices – like a sniffer.

· Is it the work of this group to decide which TGk frames to protect? Or should the protection be generic to categories of management frames (e.g. Action Frames) and then other groups (e.g. TGs) can make use of it as well.

Chair:  Are there any other questions?

None.

Which Management Frames Need Protection? – Jon Edney – doc 05/0139r0

Key points include:

· Jon felt one difference between his and Fabrice’s presentation was he treated the action frame as opaque and didn’t look inside the frame.

· (slide 6 “Issues with protecting Discover Group”)  Comments included:

· Why is replay important?  Typically most information in the beacons stays consistent.  

· Some schemes put information in the beacons, such as moving counter information.

· Timers can be used for replay protection.

· (slide 8 “Protecting Access Messages”)  Comments included:

· Deauthentication/disassociation attacks can be caused by the following:

· Internet tools

· Some products send these messages on purpose to rogue APs  

· Misconfigurations

· (slide 10 “Summary of Mandatory Protections”)  Comments included:

· Association/reassociation requests are hard to protect since there are no keys in place.  We can leverage off TGr’s work with providing protection for these messages.  Jon Edney assumed TGr will eventually be used everywhere.

· TGi had rejected an idea to put more than the RSN IE in Messages 2 and 3 of the 4way handshake.  Maybe we can now leverage off the TGr JIT proposal’s RIC container to include more information.

Comment:  When do we do general requirements?

Chair:  The group needs to decide the next steps and work items.  The typical process is general requirements, call for proposals and evaluation requirements.  Kapil said Emily will be here on Thursday.  Is there any objection to putting Emily’s presentation on the agenda for Thursday?

None.

Chair:  Do you have a number for the document?

Comment:  I’m waiting on that.

Chair:  I’d like to remind people to do the attendance server sign in and the attendance sheet.

Next presentation is 0238r0, Fabrice.

PMF, take one A simple 802.11i extension - Fabrice Stevens, Sebastien Dure – doc 05/0238r0

Key points include:

· This is a simple 802.11i extension, not a proposal.

· Short recess for a new projector.

· This is only post-11i.  Pre-11i has a lot of work to do.

· Management frames can be protected the same way you do data frames (reference proposals 04/482r1, 05/148r0).

Chair:  Any other questions on this presentation?

None.

Session MAC Address Solves Deadlocks – Jon Edney – doc 05/0140r0

Key points include:

· This is not a proposal.  It was presented in TGu.

· There are issues with 11i.  The STA’s real MAC is used as the identity to bind both the PMK-SA and the PTK-SA.  The PMK-SA is defined by the station and BSSID MAC addresses.  If the AP only knows the session MAC and the real MAC after authentication, it’s a question of timing.  Jon Edney and Nancy Cam-Winget were going to sit down with a piece of paper and step through this process after the meeting.

· If the AP reboots, it’s not a problem since the STA can reassociate with a new session MAC.

· The STA can detect a reboot if it transmits frames and does not get any response (although this could be a long time – 15 minutes).  You could possibly force the STA to re-establish the SA sooner.

· Jon Edney wasn’t sure of the details for pre-authentication.  He was suggesting that the PMKID, which binds the STA MAC address, would use the real MAC address of the STA - not the session address.  This is because when it is cached and the STA returns, the session ID would be different.  When the STA returned, it would advertise the PMKID it has and then proceed with the 4-way handshake using the session ID.  This would only suceed if the STA had the real PMK.  Nancy Cam-Winget and Jon were going to look into this in more detail.

· Developers and testers will hate this.  People memorize MACs when debugging.  The same argument can be made for TGi, in which you can’t see the IP address in the packet because it’s encrypted.  You pay a price for protection.  Administrators could give a STA a range of 20 MACs.

· When TGp looked at MAC address allocation, the RAC had a concern about duplicate addresses.  TGp looked into not remembering MACs in NVRAM between reboots and falling back to random starting points, but this still did not address the RAC’s concerns.

Chair:  Any other questions for Jon?

None.

Chair:  The next session is Thursday from 1:30-3:30.  We will have Emily’s presentation and TGw planning (slide 4) – requirements, time frame, authors, volunteers.  One final reminder for electronic attendance.  Is there any objection to recessing?

None

Adjourn 9:57 am.

Thursday, March 17, 2005
Call to Order
Meeting called to order on Thursday, March 17, 2005 by Dorothy Stanley at 1:30 pm.

Management Frame Protection – Emily Qi, Jesse Walker – doc 05/0148r0

Key points include:

· A new feature from 04/0482r2, is replay protection (slide 13 “Replay Protection”).  The receiver has a new receive counter for management frames.

· If any management frame has zero data, there will be interoperability problems.

· Legacy systems may not be looking at the protected bit.  

· We will have an issue with a single counter if we need finer resolution (e.g. subtypes, priorities).

Chair:  A reminder to fill out the attendance sheet.  Are there any other presentations?

None.

TGw Planning

Chair:  The only other item to talk about is planning for TGw (slide 4 “TGW Planning”).  Is there a desire for teleconferences between now and May?  

None.

Chair:  Let’s open it up on how to proceed.

· Jon Edney volunteered to put Fabrice’s presentation (05/0237r0) into text form.  It will be available 2 weeks before the May meeting on the reflector.

· The following timeline was negotiated and agreed upon:

ADS Study Group Agenda – Dorothy Stanley – doc 05/0198r3 slide 4

· Proposal Requirements Document

· Timeframe – 

· Post to server with notice to the reflector 2 weeks prior to May meeting

· Goal – adopt at May meeting

· Authors – Jon Edney (base on 05/237)

· Call for Proposals

· Timeframe – May meeting (or when requirements doc approved) T

· Submission of Proposal – Power-point summary = T+45 days

· Submission of Proposal – Draft Text = (T+45) + 45

· Proposal Selection Process 

· Timeframe – Draft in May, Adopt in July

· Presentation of Proposal text

· After adoption of Selection process

· Call for volunteers – 

· Permanent secretary - now

· Editor TGw draft 

· Chair - now

Chair:  Are there any other items of business that we have or people would like to discuss.  I’ll entertain a motion to adjourn

Moved:  Clint Chaplin

Second:  Paul Lambert

Chair:  Any objection to adjourning?

None.

Chair:  Seeing no objections, we’re adjourned.

Adjourn 2:23pm
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Minutes of the 802.11 ADS Study Group meeting held during the IEEE 802 March 2005 Plenary Session in Atlanta, GA from March 13th – 18th, 2005.
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