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Abstract

This submission contains some possible functional requirements for TGu.  The aim is that these suggested requirements would be considered by the TG for possible inclusion in the formal requirements document.
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Introduction
Changes from R14

Requirement Classification

Most of the requirements have been given a draft classification (in scope/out of scope etc) and a draft mandatory status.  This is largely a procedural feature so that we’ll have something to vote on.

REQ d15E2
When trying to assign an in “scope”/”out of scope” status it became clear that it all depended what the solution proposed actually is.  This is marked as “in scope” for a requirement, but may be “out of scope” for the final amendment.
REQ d15E3
Further distinguishing between an open network (no credentials are required) and a free network (where you don’t have to pay).  A free network may not be open.

REQ d15N1
The note about security was split into a separate requirement (REQ d15P5).

REQ d15N5
This requirement was split into two parts.  The information that might be provided before enrolment is moved to a new requirement in the enrolment section (REQ d15E4), leaving this requirement as advertising what costs would be incurred based on SSPN subscription.
REQ d15N6
Replaced “authentication/association” with “connection” as the former would appear to rule out any EAP base method.  

REQ d15A1
This is the old d14M4.  A note has been added that this may be implicit in cases where “real” MAC address anonymity is implemented – if the 802.11AN is unaware of the real MAC address of the STA, it can’t prevent it making multiple associations.
REQ d15S4
This is the old d14M2.

The old version said “define accounting information for transfer to the SSPN” which was felt to sound like the internal format of the message to the SSPN should be defined (which is probably out of scope).  Rephrased to make it clear that what we’re probably talking about here is some sort of AP MIB (note – MIB doesn’t imply SNMP in this context).

REQ d15U1
This is the old d14M3.

This is another requirement where the exact form of the mechanism proposed may determine whether it is in scope or not for the amendment.  As such, it is in scope for a proposal.

REQ d15U3
This is the old d14M6.

This is suggested to be out of scope as such data plane QoS mapping is already addressed by 802.1.

Data Plane Requirements

TBS
Definition of Requirement Classes
Each of the requirements will eventually be allocated to one of the following requirement classes by the TG:

	Requirement Class
	Definition

	Required
	A requirement that the TG expects to be addressed by a proposal or proposals in TGu.

	Not Required - Out of Scope
	A requirement that the TG expects not to be addressed by a proposal or proposals in TGu, because it does not fall within the scope of TGu.

	Not Required - Complete
	A requirement that is believed to be addressed by existing technology, or by another requirement.  A note will be made of how it is addressed.

	Not Required – Optional
	A requirement that the TG believes to be desirable, but is too ambitious to place as a mandatory requirement on all proposals.


The current allocation represents the personal view of the author, and has not been approved by the TG.

Source of Requirements 
In developing this list of requirements, TGu members investigated the requirements for WLAN interworking that had been published by other organizations.  This table lists those organizations whose requirements were investigated.

Note that formal liaisons were not requested from these organizations.

	Organization
	Web Site

	Wi-Fi Alliance
	http://www.wi-fi.org

	3GPP
	http://www.3GPP.org

	3GPP2
	http://www.3GPP2.org

	IRAP
	http://www.irap.nl 

	IETF (NSIS, EAP, MOBOPTS, DNA)
	http://www.ietf.org 


Liaisons 
It is planned that the requirements document will be sent to the following organizations for review:
	Organization
	Web Site

	Wi-Fi Alliance
	http://www.wi-fi.org

	3GPP
	http://www.3GPP.org

	3GPP2
	http://www.3GPP2.org

	IRAP
	http://www.irap.nl 

	IETF (NSIS, EAP, MOBOPTS, DNA)
	http://www.ietf.org 

	GSMA???
	http://www.gsmworld.com/index.shtml

	802.1
	http://www.ieee802.org/1/

	802.16
	http://www.ieee802.org/16/

	802.21
	http://www.ieee802.org/21/


Requirements

Online Enrolment

	Reference
	Requirement
	Notes (informative)
	Requirement Class

	REQ d15E1 
	Define functionality by which the user is able to determine what online enrolment (also called online subscription) methods are supported by the network.  
	Some networks allow users to enroll “over the air” – for example, the Wi-Fi alliance has defined such functionality based on browser capture, as part of the Universal Access Method – (UAM) concept.  The idea is to allow a STA to determine whether a network supports such functionality (and if so which one).  If the network does not support enrolment, then the user must already be in possession of security credentials (e.g. as determined by the EAP method in use) unless the network provides open access.

Need to identify what methods are actually used here, or how they would be identified in the future.
	Required

	REQ d15E2 
	Define functionality for online user enrolment.
	The only current widely adopted online enrolment mechanism is the Wi-Fi Alliance’s UAM mechanism and this has many problems.  What are these problems? Need to send this list to Wi-Fi Alliance.  A standardized mechanism is desirable. It is possible that proposed solutions will be entirely or partly out of scope, and if accepted will be forwarded to another organization.
	Required

	REQ d15E3 
	Allow an indication of “OPEN” (anyone can use the local network without prior credentials) as one of the enrolment mechanisms.
	There are networks that are set-up with the explicit aim of allowing free and open access to anyone within range.  This is not quite the same as simply not turning on IEEE 802.11 protection as a user needs to be able to distinguish between a genuinely free and open network and one where protection is provided by non-IEEE 802.11 mechanisms.

This raises the additional question of whether we need separate signaling for the enrolment mechanism (e.g. web capture) and the credentials required (e.g. a credit card), as a genuinely free network may still require a user to sign-up, and be provided with an authentication credential for later use. Needs to be debated on the exploder.
	Required

	REQ d15E4 
	Functionality shall be provided by which APs can advertise (before connection) the charges that will be made for use of the network if a user enrolls with it.
	This does not include access to the network based on an SSPN subscription – it’s only for users that enroll with the local network.
	Optional


Network Selection

	Reference
	Requirement
	Notes (informative)
	Requirement Class

	REQ d15N1 
	Define functionality by which a STA can determine whether its subscription to an SSPN would allow it to access a particular 802.11AN before actually joining a BSS within that 802.11 AN.  This mechanism shall take into account the possibility of hierarchical authentication arrangements including roaming agreements between the SSPN or Proxy Network and the 802.11 AN.  The mechanism must be scalable. 
	It’s not acceptable for a STA to be required to attempt IEEE 802.1X authentication with all available networks until it finds one that works.  Equally it’s not practical for a solution that requires every possible credential supplier to be listed in a beacon due to scalability problems.

Q: Is this mechanism unidirectional or bidirectional? 

A: Must be unidirectional – there would be no reason why an AP would want to go out finding STAs that might be able to authenticate with it.

Q: What is meant by scalable?
A: Scalable implies that as the number of system entities increases, the complexity of that system also increases in a less than or equal to linear manner.  However, we need to debate a target figure – there is a Bell Labs paper on this.  Of the order of 100s of SSPNs is one suggestion
	Required

	REQ d15N2 
	The mechanism described in REQ d15N1 must allow a STA that has multiple SSPN subscriptions to select the correct security credentials when authenticating with a Local Network.
	It’s possible to imagine a protocol where the STA asked “do you support either SSPN A or SSPN B?” and the AP simply replied “yes” without saying which, and leaving the STA unable to decide which set of credentials to try first.  This requirement simply makes clear that this sort of protocol isn’t acceptable.
	Required

	REQ d15N3 
	Define functionality to support authentication with multiple SSPNs  through a single AP.
	It’s not acceptable to require a separate “virtual” AP for each SSPN. Note that this is not a requirement that a STA be able to use multiple SSPNs simultaneously – that comes later. This is just saying that a single AP can have a population of STAs where some are using one SSPN, and some another one.
	Required

	REQ d15N4 
	Define functionality by which a STA can determine which interworking services are available before joining a BSS.
	A classic example is whether internet access is provided (some open networks might exist only to give access to a local server) but the style of interworking may also be significant – is tight or loose coupling provided?  Is access to IMS in the SSPN provided?  See 11-05/1595r0 for more on this subject.
	Optional

	REQ d15N5 
	Functionality shall be provided by which APs can advertise (before connection) the charges that will be made for use of the network if connection is authorized based on an SSPN subscription.
	There are some thoughts on sizing of the information in 11-04-0691r0.

TGu perhaps should just define the mechanism to exchange the information and not the details of the content itself. This should be left to other organizations or indeed industry.
There are doubts whether this information would be practical to advertise. – advertising all the price plans of SSPN based services would probably make the beacon too long.

(see also REQ d15E4)
	Optional

	REQ d15N6 
	Functionality shall be provided by which during the connection process a STA can be informed of the actual charges to be applied to this session.
	It’s possible that there will be user specific costs – for example if the SSPN has different service plans.  If this is the case, you probably don’t want the AP advertising (in REQ d15N5) every service plan for every SSPN!  

Again, this is essentially a requirement for the definition of an information element, rather than the actual contents/details of that information. In this respect it is identical to REQ d15N5.

Q: How far do we need to go with defining the format of the information element?  None at all and it’s pretty much a waste of time.  But we probably aren’t the right people to define L3 parameters…
This is probably out of scope because there is really no reason for the AP to get involved – it’s more sensibly done at a higher level between the STA and the SSPN (remember it’s the SSPN that sends out the bill…)


	Out of Scope (802.21 & IETF – ask Dorothy)

	REQ d15N7 
	It should be possible to inform an STA about un broadcasted SSID without letting the STA probe for each preferred SSID.


	Multiple SSIDs are not a scaleable solution. 

3GPP already provides this using EAP methods. It is the intention of this requirement to provide similar information at IEEE 802.11 MAC layer.

See 11-05-383r0. Is this a possible implementation of REQ d15N1?
	Complete – see  REQ d15N1


Protection
	Reference
	Requirement
	Notes (informative)
	Requirement Class

	REQ d15P1 
	Define STA behavior when it is in possession of suitable credentials to use an 802.11 AN, but a candidate AP, while claiming to be part of that 802.11 AN, does not have security enabled.
	When a user roams from one AP to another within an 802.11 AN we don’t want them to roam to an attacker AP that is set-up without protection.  The same is true where the user has credentials, but the initial AP doesn’t ask for them.

This is a very difficult area.  If a STA with credentials happily associates with an AP that doesn’t support the appropriate authentication then we have a potential security hole.  But then if we don’t allow this, it makes it much more difficult to upgrade existing networks.

This is equally a problem whatever credentials are not being used.  It is not an enrolment issue – the problem only occurs once the user has enrolled and been provided with a valid set of credentials.

       
	Out of Scope - Forward to 3GPP, 3GPP2, Wi-Fi (but talk to TGw first)

	REQ d15P2 
	Define functionality to prevent hijack of MAC addresses.
	The current standard does not prevent an authorized STA connecting to the DS with a MAC address that is already a duplicate of an existing address, and hence hijacking traffic that was meant for it.  IEEE 802.1AL will not satisfy this requirement, but may have a significant impact on this in the future. Hence IEEE 802.1AL should be monitored.
	Required

	REQ d15P3 
	Provide functionality for MAC Address Anonymity
	See 11-05-170r0.  Many cellular networks currently provide mechanisms by which the identity of a cellular terminal is not disclosed over the air, in order to prevent tracking.

Recall that TGp and TGw have also discussed this issue.
	Required (but check TGw aren’t doing it)

	REQ d15P4 
	Provide functionality so that illegal APs can not masquerade as real ones.
	11-05-0333r5 splits “illegal APs” into multiple types – “free agent”, “rogue”, “evil twin”, and “castaway”, to which could be added “accidental rogue”.

 This is a general problem with 802.11, which could only be solved by protecting the beacon.
	Out of scope

	REQ d15P5 
	Define the way in which the mechanism as defined in REQ d15N1 can be secured, so that an AN can not pretend to provide access to a SSPN.
	Possibly not, as bi-directional authentication itself would limit the usefulness of a network pretending to provide access.
	Optional


Authentication

	Reference
	Requirement
	Notes (informative)
	Requirement Class

	REQ d15A1 
	A STA shall be able to authenticate with different SSPNs simultaneously, in order to gain simultaneous access to multiple Corresponding Networks.
	Note that certain Corresponding Networks (such as the Internet) may be accessible based on Authorization from more than one SSPN at a time.

Note, it maybe that this will come “for free” if MAC address anonymity is implemented…
	Optional


SSPN Interface
	Reference
	Requirement
	Notes (informative)
	Requirement Class

	REQ d15S1 
	Define functionality by which Authorization Information can be transferred from the SSPN to the Local Network.
	This requirement does not define what’s actually in the Authorization Information – that’s inferred from later requirements that explicitly assume that certain information is part of the AI.
	

	REQ d15S2 
	Define functionality by which admission control and QoS mapping decisions made locally in the 802.11 AN can be influenced by the contents of the Authorization Information.
	Certain SSPNs may want access to different classes of service to be dependent on different subscription options.  Depending on the roaming agreement, the 802.11 AN may wish to honor these limitations.
	

	REQ d15S3 
	Define functionality by which the Authorization Information described in REQ d15S1 can be modified by the SSPN.
	Allows the SSPN to revoke, or modify the Authorization Information during a session.  See TS23.234v6.40 (section

5.1.1).

Related to RADIUS/Diameter issues in the AP.
	

	REQ d15S4 
	Make accessible accounting information for transfer to the SSPN.  This shall include information about accepted TSPECs, their duration, and about actual traffic flows.
	It’s expected that there would be some sort of byte and packet count, together with time, cross-referenced against TSPEC, or QoS class.

Perhaps this should also be related to standard MIBs, etc, for which the AP is already collecting data?
	


802.21 MIH Support
This cluster of requirements will not be completed until later in the 802.21 process.  So it is not expected that initial proposals will address them.
	Reference
	Requirement
	Notes (informative)
	Requirement Class

	REQ d15H1 
	Provide a mechanism (for APs) to indicate Media Independent Handoff capability
	This could be just a bit/flag to inform STAs that an access point is IEEE 802.21 MIH (Media Independent Handover) enabled. Thus the STAs can query for further MIH information.

Again this is a request for content transfer.
Need to ask 802.21 whether they want a bit or an IE.
	Required

	REQ d15H2 
	Provide a transport mechanism for MIH related information elements in state 1: unauthenticated, unassociated (class 1 frames)
	This transport could be both, broadcast or point to point communication. Data to be transferred is mainly a basic set of MIH information elements, but also remote events and commands are possible.

Possibly a very important requirement, as this implies that TGu may have to ensure that 802.11 is capable of carrying .21 information elements.
Need to ask 802.21 more about this.  Do they just want to add info to beacons?  Do they want to be able to broadcast separate (to the beacons) information?  Do they understand the security impacts of class 1 frames?
	Required

	REQ d15H3 
	Define SAPs, primitives and event/state information to support IEEE 802.21 MIH functionalities.
	IEEE 802.21 MIH proposes MAC layer Service Access Points and associated primitives. These primitives help in collecting link information and controlling link behaviors. Link state information has to be provided to MIH functions. This includes mechanisms and functions to generate the state information based on e.g. thresholds (also set from higher layer). 

Again this is a requirement for tight integration between IEEE 802.11 and IEEE 802.21, so again is very important.

Refer to IEEE 802 Architecture Standing Committee.
	Required


User Plane

	Reference
	Requirement
	Notes (informative)
	Requirement Class

	REQ d15U1 
	Proposals shall not prevent a STA (subscription permitting) from accessing multiple Corresponding Networks at the same time.
	For example a STA may access subscribed services in its Subscription Service Network while using the Local Network for internet access.  The assumption here is that there is only one SSPN, and one set of authorization information, but that multiple CNs are being accessed.  See REQ d15A1 for multiple SSPNs.
If segmentation between local internet access and connection via the SSPN is achieved at layer 3, there may be no need for additional changes at layer 2.  However, if layer 2 segmentation is used (e.g. VLANs) then there needs to be some mechanism of informing the STA of the mapping from VLAN tag to service.

	Required

	REQ d15U2 
	Functionality shall be provided by which traffic destined for a particular Corresponding Network can be segregated from traffic destined for other Corresponding Networks. 
	This is probably out of scope as it refers to the internals of the 802.11AN.  As long as REQ d15U1 is satisfied, the AP should have enough information to segment the traffic in some way that is out of our scope.
	Out of scope


	REQ d15U3 
	Provide functionality to map external QoS classes to IEEE 802.11 specific parameters.
	Perhaps the requirement should read that some sort of mapping mechanism is available, not it’s intended functionality. IEEE 802.21 would then try to normalize it. This should then conform to the IEEE 802.21 model.

Indication of end to end QoS service may be desired here. It may be that the network also requires QoS information from the 802.11 AN itself. Possibly 2 requirements here?
This is also IETF NSIS related, particularly if you then start talking about “end to end” QoS, and that is certainly outside the scope of IEEE 802.11.  The mapping part (i.e. QPspec work in NSIS) may be IEEE 802.11 relevant.
	Out of scope


Miscellaneous
	Reference
	Requirement
	Notes (informative)
	Requirement Class

	REQ d15M1 
	Proposals shall describe how they minimize battery consumption for mobile devices.
	While this isn’t a directly measurable requirement, it’s important that proposals take this into account, and describe what impact it has on their proposals.

View 1: This is actually an objective and should be removed as a requirement.

View 2: The most useful requirements are often un-measurable.  It’s important that all proposals keep this in mind, so down-grading it to an “objective” would be a bad move.
	Required

	REQ d15M2 
	Define functionality by which APs can provide information which will enable a STA to determine whether or not roaming to a candidate AP would require re-configuration (automatic or manual) of layer 3 networking.
	This could be achieved by the APs advertising either information about the L3 routers accessible through them (ARID) or by identifying the ESS to which the AP is connected.  However other solutions are not precluded.
Note: It is recognized that the suggested requirement class is extremely controversial, and it is expected that the motion to accept this requirement will be subject to a motion to amend. 
	Out of scope - To be forwarded to .21 and 11r


Comparison Criteria

This section describes criteria which will help to evaluate the different proposals.

	
	Requirement
	Evidence Required

	
	Proposals should minimize the reduction in network throughput due to increases in overhead that may be required by the proposal.
	Increase in length (octets) of beacon and probe response. Description of other overheads included in the proposal.
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