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Abstract

This submission contains some possible functional requirements for TGu.  The aim is that these suggested requirements would be considered by the TG, and classified as “In Scope”, “Out of Scope”, and “To Be Forwarded”.  
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Definition of Requirement Classes

Each of the requirements will eventually be allocated to one of the following requirement classes by the TG:

	Requirement Class
	Definition

	In Scope
	A requirement that the TG expects to be addressed by a proposal or proposals.

	Out of Scope
	A requirement that the TG expects not to be addressed by a proposal or proposals

	To Be Forwarded
	A requirement that the TG believes to be out of scope for the TG, but that must be addressed in another place if the work of the TG is to succeed.


Requirements
Where a requirement source is shown, this is not the result of an official liaison unless specifically noted.  These requirements represent our understanding of the needs of the body indicated.
In some cases we have significantly developed the requirement subsequently – the “derived from” column will probably soon disappear…
	
	Requirement
	Derived From
	Notes (informative)
	Requirement Class

	1
	Define a mechanism by which the user is able to determine what enrolment methods are supported by the network .  Allow signalling of “OPEN” (anyone can use the network without prior credentials).
	WiFi
	Some networks allow users to enrol “over the air” – for example, the WiFi alliance has defined such a mechanism (called UAM).  The idea is to allow a STA to determine whether a network supports such a mechanism (and if so which one).  If the network does not support enrolment, then the user must already be in possession of security credentials if the RSN IE indicates that data transfer is protected.  
	

	2
	Define a mechanism for user enrolment.
	WiFi
	The only current widely adopted enrolment mechanism is the WiFi Alliance’s UAM mechanism and this has many problems.  A standardised mechanism is desirable.
	

	3
	Define a mechanism by which a STA can determine whether it is already in possession of suitable security credentials before joining a BSS.  This mechanism shall take into account the possibility of hierarchical authentication arrangements including roaming agreements between the SSPN or Proxy Network and the 802.11 AN.  The mechanism must be scalable. The mechanism must allow selection of the correct credential set to use during authentication.
	WiFi
	It’s not acceptable for a STA to be required to attempt 802.1X authentication with all available networks until it finds one that works.  Equally it’s not practical for a solution that requires every possible credential supplier to be listed in a beacon due to scalability problems.
	

	4
	Define a mechanism by which Authentication Information can be transferred from the Guarantor to the Local Network.
	
	This requirement does not define what’s actually in the Authentication Information – that’s inferred from later requirements that explicitly assume that certain information is part of the AI.
	

	5
	Define STA behaviour when it is in possession of suitable credentials to use an 802.11 AN, but where the current AP does not require these credentials.
	
	This is a very difficult area.  If a STA with credentials happily associates with an AP that doesn’t support the appropriate authentication then we have a potential security hole.  But then if we don’t allow this, it makes it much more difficult to upgrade existing networks.
	

	6
	Define a mechanism by which admission control and QoS mapping decisions made locally in the 802.11 AN can be influenced by the contents of the Authentication Information.
	
	Certain SSPNs may want access to different classes of service to be dependent on different subscription options.  Depending on the roaming agreement, the 802.11 AN may wish to honour these limitations.
	

	7
	The mechanisms provided to fulfil other requirements shall support connection to multiple Guarantors through a single AP.
	
	It’s not acceptable to require a separate “virtual” AP for each Guarantor.
	

	8
	Define a mechanism by which a STA can determine which interworking services are available before joining a BSS.
	
	A classic example is whether internet access is provided (some open networks might exist only to give access to a local server) but the style of interworking may also be significant – is tight or loose coupling provided?  Is access to IMS in the SSPN provided?  See 11-05/1595r0 for more on this subject.
	

	9
	All mechanisms shall be defined with minimising battery consumption for mobile devices in mind.
	
	While this isn’t a directly measurable requirement, it’s important that proposals take this into account, and describe what impact it has on their proposals.
	

	10
	Define a mechanism for collecting billing information and transferring it to the Guarantor shall be defined.  This information shall include information about accepted TSPECs and their duration, and about actual traffic flows.
	
	It’s expected that there would be some sort of byte and packet count cross-referenced against TSPEC, or QoS class.
	

	11
	Define a mechanism to prevent hijack of MAC addresses.
	
	The current standard does not prevent an authorised STA connecting to the DS with a MAC address that is already a duplicate of an existing address, and hence hijacking traffic that was meant for it.  802.1AL may have a significant impact on this.
	

	12
	Provide a mechanism for MAC Anonymity
	
	See 05/170r0.  Many cellular networks currently provide mechanisms by which the identity of a cellular terminal is not disclosed over the air, in order to prevent tracking.
	

	13
	Provide a mechanism to certify beacons so that rogue APs can not masquerade as real ones.
	
	This may be difficult to do without prohibitive overhead due to the problem of rogue APs copying beacons from valid APs elsewhere in the building.  However, the network selection mechanism should probably include a mechanism for distinguishing accidental SSID clashes.
	

	14
	Need a mechanism by which a STA can determine which APs are connected to the same DS as the current AP, and hence are preferred for roaming.
	
	Sometimes called “ARID” because of the (incorrect) assumption that what is required is some means of identifying the routers connected to the DS.
	

	15
	A STA shall be able (subscription permitting) to access multiple corresponding networks at the same time.
	
	For example a STA may access subscribed services in its Subscription Service Network while using the Local Network for internet access.
	


The following requirement is believed to be satisfied by requirement 3.

	
	Requirement
	Derived From
	Notes (informative)
	Requirement Class

	
	Find a mechanism for discovering subscription service providers supported by the IEEE 802.11 access network, prior to association and/or authentication, as early as possible. 3GPP will have list on the handset of preferred local networks (SSIDs), it will attempt to connect via each of them in turn.  If connection succeeds, it will stop, if not EAP returns a list of proxy networks which can be displayed to the user if no connection to any local network worked.  We need to do better than this.
	3GPP
	Is this different from the WiFi requirement to be able to access different networks?  That is, is a service a network, or an application running over the network? Sabine agrees is a duplicate.
	


Comparison Criteria
This section describes criteria which will help to evaluate the different proposals.
	
	Requirement
	Derived From
	Evidence Required

	
	Proposals should minimise the reduction in network throughput due to increases in overhead that may be required by the proposal.
	WiFi
	Increase in length (octets) of beacon and probe response. Description of other overheads included in the proposal.
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