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Monday January 17, 2005, Monterey, CA

Task Group V, 10:30-12:30 meeting

No agenda changes were requested.

Patent policy was read to the task group.

Security – there was a question on the floor as to what security issues exist in TGV, and whether Jesse’s group will be addressing all of the issues. One outstanding security related issue is one of policy, which is not being addressed by Jesse. Harry will be present at Jesse’s e-mail and will pose the question.

WG Chair – nominees are requested to provide their name to the 802.11 chair, vice chair or task group chair. There is currently only one candidate for this position. Names will be read at Wednesday’s plenary, providing their background and qualifications. A vote will be done at that time. 

Secretary – The task group needs a full time secretary.

Agenda – Joe wants to present on Thursday, and Harry has a couple of presentations; one is a usage scenario and the second is a brainstorming/work in progress. If people have all encompassing proposals, please bring them in. In 802.11k, there were many small incomplete proposals, which were used to create a complete proposal. The next task group chair will decide what the process will be.  The brainstorming presentation could be a starting point for a requirements document.

There is a question on the floor as to whether the format for the week proposed by the chair is appropriate; work on documents created by the study group. No objections.

Timeline – We need a timeline for putting work into the WG. We could use the TGk timeline as a reference.

802.11k usage scenarios – The task group looked at document 11-03-0634-00-000k_Scenarios_Summary_7_24-03.doc. This is an outline of the usage scenarios that were proposed in 802.11k, which was used as the basic requirements. This document includes various types of measurements that would be useful. This document includes specific scenarios where 802.11k can be used, such as hotspots, apartment dwellings, etc. For enterprise environments, being able to detect rogue APs is very important. The management issues are very different for environments that have ubiquitous coverage vs. those that have spotty coverage. The goal is to detail in every scenario, what kind of information could be used.

Brainstorming – The TG discussed a previously created slide that describes problems that need to be addressed. One example is the AP MIB, which does not represent the current state of the art. The other problem is that there is a STA MIB, but there is no standard method of retrieving that data from the station, from a centralized console or network management system. There is also a discussion regarding spectrum management, and what the inputs and outputs are required both on the client and AP side. Issues with regards to 802.21, specifically in terms of having devices that have multiple radios. Localized intelligence and how much intelligence needs to be in the AP. Load Balancing and location are hot topics, so anything that could be done to increase location accuracy and load balancing mechanisms would be useful. Defining interfaces to upper layers, such as providing information about how many clients are using the AP, the types of applications using it, etc. Finally, Wake on LAN/WLAN would be useful. 

There was a discussion about E911, and what the regulations about enterprise WLAN requirements for E911. There was no conclusion as to what the requirements are, but the TG feels this problem does need to be addressed. There is a belief from one manufacturer that for VoIP services in an enterprise, location will be required. Location accuracy is variable from state to state, and even municipality to municipality. Just stating that no work is required in this space is not sufficient. We need to address this problem in IEEE.

The TG chair would like to start working on a list of scenarios, or just re-use the scenarios in the 802.11k document (mentioned above). These would be useful to turn into a management framework. The group feels that starting with the list in 802.11k would be helpful.

The TG chair will ask Tony (last name?) to come in and discuss how the IEEE wireless network is managed, and what problems specifically he has seen in the past. This could be very useful information to create a list of requirements for the TG. The new chair would probably like to see some of this material be put into a presentation for future meetings.

 

The TG discussed VoIP, and some packet priority discussions, and whether any action is required in 802.11v, such as how tags are managed. This is handled by 802.11e's access control, and is not part of what we will be doing in this TG. The discussion also revolved around whether automatic configuration of devices, such as VoIP, is an area that should be considered by the TG. One point was made that there are many security issues around this, which the TG would have to address.
 

One comment was made that auto-configuration is a security issue that should not be addressed, but members of the TG disagree.
 
Meeting was recessed until 1:35pm.
Pat R Calhoun - Acting Secretary

Minutes of the TGv 1/17/05:  

Meeting was called to order at 1:35pm.

1.  Chair provided a draft spreadsheet to start collecting requirements for the wireless network management.

2.  First discussion relative to the spreadsheet was about high speed mobile and the relationship between airports and airplanes, as well as train stations and trains.


Specialized load balancing situation


Get off of my BSS


Listed as cross communications from transport to platform


Neighbor report is one thing that is pushed to the client.


How does the client know if he has left the train (neighbor report)


Border case for load balancing

3.  The chair added a column in the spreadsheet.  The following are the columns of the spreadsheet:


Service


Managed Need


Required Management

	User Scenario Services
	Managed Need
	Required Management Functions
	Managed Services
	11k Measurements

	Public (hotspots and hotzones)
	Load balancing

QoS

Congestion

Link Quality

Usage Patterns

Density Modeling

Admission Control

Channel change
	Change BSSID
	Configuration Management

Performance Management

Accounting Management

Resource Management

Operations Fault  Management
	

	Governmental (MetroWiFi and Public Safety)
	
	
	
	

	Multiple Dwelling Units
	
	
	
	

	Homes
	
	
	
	

	Ubiquitous Enterprise
	
	
	
	

	Non-Ubiquitous Enterprise
	
	
	
	

	Handheld
	
	
	
	

	High speed mobile
	
	
	
	

	Airplanes  
	
	
	
	

	Transportation (train)
	Cross communications from transport to platform
	
	
	

	VOIP
	
	
	
	


Table 1

4. Mobile Assisted HandOff is “Mae Ho” – the client can assist, but the client probably is not the driver.  Wherever the client moves, the infrastructure must adjust to the client moves

5.  How do you put in the hooks to make management available to APs and clients.

6.  Goal:  Some other client than 802.11 that can manage the environment and infrastructure.   Put the hooks in layers 1 and 2 to enable management , by that entity, to manage the network.  Define the mechanisms and put them into the standard.  What are the messages between the client and the AP to make it happen?  

7. Decisions are out of scope for 11v.  11v is the use of standard interface for control to facilitate a useful wireless environment provided to an entity.

8. Mechanism to allow the client to ask the AP to make a channel change.

9. Public space could be like lighting up towns.

10. Added some categories to the list; MetroWiFi, Public Safety, Public Hotspots, Public Hotzones

11. Proposal to separate governmental and public with MetroWiFi and Public Safety under governmental.  Public would have hotspots and hotzones.

12.   Discussion about bringing 11h mechanisms into the 2.4GHz bands.

13.    Need for new measurements is one of the possibilities.

14.   Autoconfiguration of Access Points?  What are the mechanisms to reduce the power, choose a channel that has less interference.   11v is providing the “hooks” or “mechanisms” to manage the network.

15.  11e just put in a mechanism to report load balancing.  

	Managed Services
	Managed Need 
	Required Management Functions

	Configuration Management
	
	

	Performance Management
	
	

	Accounting Management
	
	

	Resource Management
	
	

	Operations Fault  Management
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Table 2

16. Discussion about putting the two tables so that there is a mapping of the 11k services into the 11v services (see table 1). 

17.   Chair asks for volunteers for pulling together a proposal for the Thursday morning meeting (Klein, Lefkowitz, Joe, Marian).  This evening at 1900 at the fireplace near the hotel registration desk.

18.   Discussion about the election process again.  Chair gave a redo of the election process during the week.

The meeting is in recess until 8:00 Thursday morning TGv.
Richard Paine - Acting Secretary


Thursday January 20, 2005, Monterey, CA

Task Group V, 8:00-10:00 meeting

No agenda changes were requested.

Call for Task Group chair – A request was made for people that would be interested in the position of task group chair for 802.11v. There was a question on the floor on whether we should wait longer to nominate a chair. The result was 5 votes to wait, 2 votes to proceed now and 3 abstain. The group will wait until the next meeting in March before electing a chair.

VoIP in 802.11 WLANs and E911 support – document 05/0014r0

Joe Kwak presented this technical contribution. The goal is to provide the infrastructure for E911 prior to any federal requirements. Emergency call support is a requirement for PSTNs today. E911 has been a considerable issue for cellular networks for some time. Challenges for VoIP remain. 

Possible solutions: Force the mobile user to take action to update his location, but this is impractical. Modify network protocols to automatically update user’s location but there is no appropriate protocol to handle this today. Priority will be required for emergency calls, and AP location is not known to the network in a standards based fashion, and it is not clear that nearest AP is sufficient for E911 requirements. 

Why this needs to be addressed: Waiting for regulations to be imposed can be very costly for infrastructure stakeholders. 

Recommendation: Begin to address location management today in TGv. 

There was a discussion on whether this work should occur in IETF, but the IEEE must provide layer one or two support. The IETF work could be leveraged.

There was additional discussion as to whether it is acceptable for the user to do some manual task to register location, but this is not acceptable in an emergency situation.

There is a sentiment that adding hooks for location is appropriate for the IEEE, but not the location algorithms. 

The chair stated that we should consider this topic as something that should be discussed in the future as a potential work item.

We need to take into account the fact that not only users are becoming mobile, but also networks are becoming mobile. Some mobiles can be temporary, such as the one at the IEEE meeting, and mesh introduces another level of complexity.

There is a question as to whether E911 calls should be possible on open networks and not require any form of authentication, as with GSM networks today.

802.11v Security - The chair went to the new PMF session to understand what their PAR was and whether they would address all of the security issues in 802.11v. The agreement was that 802.11v would document potential security issues and have people from PMF come in and assist us. If PMF is no longer in place, people from that group would still assist us.

Useful considerations to tightly controlled networks – document 05/0070r0

Joe Epstein presented the presentation . Tight control is one where the network is controlling stations, this is generally done for capacity of performance reasons. These types of networks are not required for all types of environments. 802.11k provides methods for intelligent networks to retrive information from the station, but 802.11v could provide ways to control client behavior. The types of uses where tight control is useful would be VoIP, high density data networks, mixed voice and data networks and 2.4 band networks.

Considerations: High density challenge back-off based calls. Rate adaptation can break cells,  but removing lower data rates is not an option since they are needed for range.

                        Co-channel interference in 2.4 is high due to limited number of channels

                        Channel changing may be detremental for voice applications and other 802.11r type applications.

Approaches: Assignment, which is network controlled mobility, allowing the network to control the client’s handoffs.

                   More information leads to better analysis

                   Proper resource and load calculations is necessary in order to perform admission control.

                   Inter-cell scheduling across cells on same channel

What could help: Network directed handoffs

                         Setting cell-based parameters (rather than AP based), such as RTS/CTS thresholds and station power levels

                         Setting/suggestion queue sizes, per class for both clients and AP

                         Limiting transmit rates (possibly per queue)

                         Limiting retry counts (possibly per queue)

802.11v provides a great opportunity to create tight control mechanisms for performance assurance and optimizations

Performance and stability problems are real, but are solvable

Specific mechanisms, and types of mechanisms, can be added from AP to client to gain these benefits

There is a question about TDM across cells, and why this is required for 802.11v.

Tight control may not be application in all instances, but client manufacturers would like to get some hints from the infrastructure. This is similar to the X.25 model, where intelligence was in the network vs. TCP/IP where intelligence resides in the station. The speaker recommended using cellular networks as a better comparison. 

A question as to what cell based vs. AP based means. A cell is a physical area that may comprise multiple APs. The speaker used transmit power as an example, where clients may be accessing an AP in an area, but because he’s using max power, he could be causing inteference in pico cell networks.

A change to the agenda is being called by the chair. The vote for the chair was not conducted properly, and there is a call if anyone objects to changing the agenda to perform the vote properly. The chair was directed by the WG chair with a positio nfrom this TG with a recommendation for the chair. There is one nomination, Pat Calhoun. A call is made for anyone else that would like to be chair, and no one responded. An election is called by the chair. A motion is raised by Bob O’Hara, who makes a motion to make Pat Calhoun chair by acclamation. This is seconded by Kevin Hayes. A question as to what happened to the previous results, and the chair stated that at the last vote, the chair did not make sure that voters were voting members. The procedure for 802.11 is still a WG item, but the 802.11 WG chair wants a recommendation from this TG. 

Motion

The motion “To recommend to the 802.11 Working Group that they affirm the appointment of Pat Calhoun as chair of TGv” is raised by Bob O’Hara and seconded by Kevin Hayes. 

Pat Calhoun was asked to provide a summary of his qualifications for the position. Joe Kwak speaks against the motion because since the announcment of the open position, he’s been asking several people to find capable facilitators from experienced 802 attendees. Due to the number of groups, many of these people are not involved in 802.11v, and these people have not responded. Joe believes it would be prudent to find out whether there would be other candidates that would be appropriate for this position. Since most of the attenddees in this TG are people from 802.11k, he feels that much of the work here will not necessarily start until 802.11k terminates and shuts down. He believes that perhaps we do not need a permanent chair until 802.11k ends. A personal comment is made that the nominee is a capable and experience meeting leader, however the major role in 802.11 of a chair is a meeting facilitator and Joe believes that the candidate would be more effective as a technical contributor. He would prefer a chair that is less of a contributor and more of a facilitator. Bob O’Hara stated that nominations have been open for 4 months and that there has been plenty of time for individuals to make their interest known, and those searching for such individuals. To wait to the last minute and ask tha the task group ignore those folks that have made their interest known in the off-chance that someone else comes up is an unreasonble demand. This task group needs permanent leadership and the 802.11 WG chair ask for a recommendation and we have a nomination. It would be derilict for us to ignore the instructions of the 802.11 WG chair. He also disputes that a technical contribution and meeting facilitator is conflicting, and there are many instances where this has occurred successfully, and it is only in voting in motions that the chair cannot express his particular view. Bob O’Hara sees no need to delay this decision and urges the group to support this motion. There are no objectsion to come to question. 

Voting members only this time.

Supporting the motion: 10  Opposing the motion: 3 Abstain:  4.

Network Characteristics for AP services – document  05/595r0

Rohan Mahy is presenting. This presentation was presented to WNG. 

The topic is that users need to be able to select an appropriate network. They need to do this not only based on signal strength and how busy an AP is. There are also other categories and what the fees are for a given SSID. The proposal talks about discovering this information at layer 2. The idea of associating and authenticating prior to knowing this information is non-deterministic and time-consuming. This proposal introduces new IEs in beacons and probe responses.

Users want access to an appropriate set of resources, such as Internet Access or access to an organization specific network. If the user has no previous relationship, they want to minimize the amount of time spent to get access to the network.

Ugly realities: Selecting a known SSID, but there are problems

                     User has no idea what services are available until after: associating, enrolling and paying

                     For instance: is Internet Access available? What about IPv6? Certain classes of application and is the network NAT’ed

                     If there are multiple WLANs available, there is no way to compare them without visiting each one

                     Most hostspots require lengthy manual web based enrollment process (tmobile requires 6 pages)

                     Non-technical users have very limited ways to test reason why some services are not working.

Proposal: Make this information discoverable at layer 2 prior to association (e.g., cost, services available, automatic enrollment via EAP)

               Don’t bloat beacons, one new IE in beacon, but most IEs are added in probe response.

Some questions were done in TGu as to whether this could be done in layer 3, through the IETF. While this is possible, it would require significant more work on the AP.

Recommendation: use categories defined in the BEHAVE WG in the IETF, building on earlier work done in STUN WG.

                           Unrestrictive, restrictive, web only, no access

There is a comment that this is a good idea, but not sure that this needs to be done at layer 2. Doing it at layer 3 could allow it to be leveraged for multiple wireless technologies. Also, adding new applications would make this management of “services” difficult. The speaker believes that the BEHAVE WG did a good job of describing the different service classes, and believes that new applications would fall within the categories already defined.

This proposal would increase the beacons by 3 octets, and probe requests would increase by 5 octets. Probe responses by an additional 18 octets for cost and 7 for enrollment.

There is a question as to whether this could create security vulnerabilities. There is a security discussion in the proposal, and one issue discussed is fraud with the cost tupples. You can mitigate through some other mechanism, such as EAP methods that allow for credit cards, etc.
As this was the last time Harry Worsell will chair these meetings, he offered his thanks to all who assisted him in getting the task group started.

Meeting was adjourned at 10:00am.
Pat R Calhoun - Acting Secretary
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