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Proposed Changes to the Draft

Add the following to the list of normative references in clause 2:

IEEE Std 802.1D™-2004, Standard for Local and Metropolitan Area Networks: Media Access Control (MAC) Bridges
ISO/IEC Technical Report 11802-5:1997(E),  Information technology—Telecommunications and information exchange between systems—Local and metropolitan area networks—Technical reports and guidelines—Part 5:Media Access Control (MAC) Bridging of Ethernet V2.0 in Local Area Networks

Make the following changes:
3.2 access point (AP): Any entity that has station functionality and provides access to the distribution services AP service, via the wireless medium (WM) for associated stations.
3.5 association: The service used to establish access point/station (AP/STA) mapping and enable STA invo​cation of the distribution system services (DSSs). MSDU forwarding service.
3.13 basic service area (BSA): The conceptual geographical area within which containing the members of a basic service set (BSS) may communicate.  It may contain members of other Basic Service Sets.
3.14 basic service set (BSS): A set of stations controlled by a single coordination function. A set of stations that have executed the synchronization procedure described in clause 11,1 to establish a common clock.  Note that membership of a BSS does not imply that data communication with all other members of the BSS is possible.
3.32 distribution MSDU Forwarding: The service provided by an Access Point  that, by using association information, delivers medium access control (MAC) service data units (MSDUs) within the distribution system (DS).

3.33 distribution system (DS): A system used to interconnect a set of basic service sets (BSSs) and inte​grated local area networks (LANs) to create an extended service set (ESS). 

3.34 distribution system medium (DSM): The medium or set of media used by a distribution system (DS) for communications between access points (APs) and portals of an extended service set (ESS). 

3.35 distribution system service (DSS)AP Service (APS): The set of services provided by the distribution system (DS) an AP that enable enables the medium access control (MAC) to transport forwarding of MAC service data units (MSDUs) between stations that are not in direct communication with each other over a single instance of the wireless medium (WM). These services include transport of MSDUs between the access points (APs) of basic service sets (BSSs) within an extended service set (ESS), transport of MSDUs between portals and BSSs within an ESS, and transport of MSDUs between stations in the same BSS in cases where the MSDU has a multicast or broadcast destination address or where the destination is an individual address, but the station sending the MSDU chooses to involve DSS. DSSs are provided between pairs of IEEE 802.11 MACs.
3.43 extended service area (ESA): The conceptual geographical area within which members of an extended service set (ESS) may communicate. An ESA is larger than or equal to a basic service area (BSA) and may involve several basic service sets (BSSs) in overlapping, disjointed, or both configurations.

3.56 infrastructure BSS: The infrastructure includes the distribution system medium (DSM), access point (AP), and portal entities. It is also the logical location of distribution and integration service functions of an extended service set (ESS). An infrastructure contains one or more APs and zero or more portals in addition to the distribution system (DS). An Infrastructure BSS is a BSS that contains one (and only one) Access Point. 

3.57 integration The service that enables delivery of medium access control (MAC) service data units (MSDUs) between the distribution system (DS) and an existing, non-IEEE 802.11 local area network (LAN) (via a portal). 
3.69 minimally conformant network: An IEEE 802.11 network in which two stations in a single basic service area (BSA) are conformant with IEEE Std 802.11, 1999 Edition.

3.84 portal: The logical point at which medium access control (MAC) service data units (MSDUs) from a non-IEEE 802.11 local area network (LAN) enter the distribution system (DS) of an extended service set (ESS).

3.122 Pairwise Virtual MAC Entity: The virtual IEEE802.1D MAC entity created by an RSNA capable Access Point for each STA that associates with it, and used to handle the transmission of unicast receiver frames.

3.123 Group Virtual MAC Entity: The virtual IEEE802.1D MAC entity created by an RSNA capable Access Point to handle transmission of broadcast/multicast destination frames.

3.124 Wireless Distribution System (WDS): A Backbone LAN (or part of one) where the MAC used to access the medium is the MAC specified in this standard.  This standard describes a frame format for use in the WDS, but does not describe how such a link would be established, how transmissions would be protected, or the filtering rules for broadcast/multicast transmissions.
3.125 WDS Virtual MAC Entity: The virtual IEEE802.1D MAC entity created by an RSNA capable Access Point to handle forwarding of frames across a wireless distribution system link. 
3.126 MAC Relay Entity: IEEE 802.1D defines a MAC Relay Entity that is responsible for forwarding frames between MAC Entities.  For the purposes of description every AP is assumed to contain a MAC Relay Entity.

3.127 Backbone LAN: The network used to connect Access Points in an ESS.  For the purposes of description this is assumed to be an IEEE 802 LAN, but this is not a requirement.
5.1.1.4 Interaction with other IEEE 802 layers
IEEE 802.11 is required to appear to higher layers [logical link control (LLC) and IEEE802.1D] as a current style IEEE 802 LAN. This requires that the IEEE 802.11 network handle station mobility within the MAC sublayer. To meet reliability assumptions (that LLC makes about lower layers), it is necessary for IEEE 802.11 to incorporate functionality that is untraditional for MAC sublayers.

5.2 Components of the IEEE 802.11 architecture
The IEEE 802.11 architecture consists of several components that interact to provide a wireless LAN that supports station mobility transparently to upper layers. 
The basic service set (BSS) is the basic building block of an IEEE 802.11 LAN. Figure 1 shows two BSSs, each of which has two stations that are members of the BSS. 
It is useful to think of the ovals used to depict a BSS as the coverage area within which the member stations of the BSS may remain in communication. (The concept of area, while not precise, is often good enough.) This area is called the Basic Service Area (BSA).  If a station moves out of its BSS BSA, it can no longer directly communicate with other members of the BSS.

Make the following changes to clause 5.2.1.1:
5.2.1.1 STA to BSS association membership is dynamic

The association between a STA and aA STA’s membership of a BSS is dynamic (STAs turn on, turn off, come within range, and go out of range). To become a member of an infrastructure a BSS, a station shall become “associated.” These associ​ations are dynamic and involve the use of the distribution system service (DSS), which is described in 5.3.2. follows the synchronisation procedure described in clause 11.1.
Replace clauses 5.2.2 and 5.2.2.1 with the following text.  The existing clause 5.2.2.2 remains a sub-clause of the new clause 5.2.2.
5.2.2 Extended Service Set (ESS): The large coverage network
PHY limitations determine the direct station-to-station distance that may be supported. For some networks this distance is sufficient; for other networks, increased coverage is required.
In the IEEE 802 architecture, such extension is achieved by the use of IEEE802.1D bridges to connect different LAN segments together.  The ESS introduces a component called the Access Point (AP) to the architecture to provide an indirect MSDU forwarding service to STAs.
While this standard assumes, for the purposes of description, that the Access Point is an IEEE 802.1D bridge, it explicitly does not require this.  Implementers are free to implement an Access Point in any way they choose (for example a repeater, or a layer 3 device) as long as it provides the same services to STAs.  This set of services is called the Access Point Service (APS), and includes the MSDU forwarding service, plus other services required to maintain the operation of the AP.

An AP is a STA that provides the APS in addition to acting as a STA.

The mechanisms described in this standard ensure that each BSS may contain only a single AP.  Multiple BSSes may be connected together to form a single large coverage network by connecting the individual APs together using an IEEE802 compliant LAN.  Such a large coverage network is called an Extended Service Set (ESS).

An ESS has the characteristic that a STA uses identical procedures for transmitting MSDUs to a destination whether the destination is:

a) A member of the same BSS (including the STA function in the AP)

b) A member of a different BSS that is part of the same ESS

c) A non-IEEE 802.11 device connected to the LAN used to connect the APs.

A STA can move from BSS to BSS within the same ESS without informing the STAs that are sending MSDUs to it.
Nothing is assumed by IEEE 802.11 about the relative physical locations of the BSSs in Figure 2.
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Figure 2-ESS
All of the following are possible:
a) The BSSs may partially overlap. This is commonly used to arrange contiguous coverage within a physical volume.
b) The BSSs could be physically disjointed. Logically there is no limit to the distance between BSSs.
c) The BSSs may be physically collocated. This may be done to provide redundancy. 
d) One (or more) IBSS or ESS networks may be physically present in the same space as one (or more) ESS networks. This may arise for a number of reasons. Two of the most common are when an ad hoc network is operating in a location that also has an ESS network, and when physically overlapping IEEE 802.11 networks have been set up by different organizations.
One special case is where the LAN that connects the APs (or an element of it) is an IEEE802.11 LAN.  Such a LAN is called a Wireless Distribution System (WDS).  This standard defines a suitable data frame format for use in a WDS, but does not specify the mechanisms for establishing such a connection.

5.2.2.1 Association
A STA that wishes to make use of the MSDU Forwarding Service provided by an AP will join the BSS containing the AP, and will exchange Association frames with the AP to construct an association with the AP.  This is called the Association service.
A STA that wishes to move from one BSS to another may make use of the Reassociation service.  The Reassociation service is identical to the Association Service, but makes use of Reassociation frames that allow the STA to provide the AP with the MAC address of the AP the STA is currently associated with.  This information may or may not be of use to the new AP.

In clause 5.2.3 “Area Concepts”, replace figure 5 with the following:
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Figure 5-Collocated Coverage Areas
Delete clause 5.2.4 “Integration with wired LANs”

Make the following changes to clause 5.3 “Logical Service Interfaces”
5.3 Logical service interfaces

The IEEE 802.11 architecture allows for the possibility that the DS may not be identical to an existing wired LAN. A DS may be created from many different technologies including current IEEE 802 wired LANs. IEEE 802.11 does not constrain the DS to be either data link or network layer based. Nor does IEEE 802.11 constrain a DS to be either centralized or distributed in nature. 
IEEE 802.11 explicitly does not specify the details of DS implementations. Instead, IEEE 802.11 specifies services. The services are associated with different components of the architecture. There are two categories of IEEE 802.11 service—the station service (SS) and the DSS. Both categories of service are used by the IEEE 802.11 MAC sublayer.
The complete set of IEEE 802.11 architectural services are as follows:
a) Authentication
b) Association
c) Deauthentication
d) Disassociation
e) Distribution MSDU forwarding
f) Integration
g) Confidentiality
h) Reassociation
i) MSDU delivery
j) DFS
k) TPC
This set of services is divided into two groups: those that are part of every STA – the Station Services (SS), and those that are part of a DS an AP– the Access Point Service(APS).
Make the following changes to clause 5.3.2 “DSS”
5.3.2 DSS APS
The service provided by the DS AP is known as the DSS APS. 
These services are This service is represented in the IEEE 802.11 architecture by arrows within the APs, indicating that the services are service is used to cross media and address space logical boundaries. This is the convenient place to show the services in the picture. The physical embodiment of various services may or may not be within a physical AP. 
The DSSs are provided by the DS. They are accessed via a STA that also provides DSSs. A STA that is providing access to DSS is an AP. 

The DSSs services that comprise the APS are as follows:
a) Association
b) Disassociation
c) Distribution MSDU Forwarding
d) Integration

e) Reassociation

DSSs are specified for use by MAC sublayer entities.

Figure 7 combines the components from previous figures with both types of services to show the complete IEEE 802.11 architecture.
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Figure 7—Complete IEEE 802.11 architecture
Delete clause 5.3.3 “Multiple logical address spaces”

Make the following change to the first two paragraphs of clause 5.4:

5.4 Overview of the services

There are several services specified by IEEE 802.11. Six Five of the services are used to support MSDU delivery between STAs. Three of the services are used to control IEEE 802.11 LAN access and confidentiality. Two of the services are used to provide spectrum management.
This subclause presents the services, an overview of how each service is used, and a description of how each service relates to other services and the IEEE 802.11 architecture. The services are presented in an order designed to help build an understanding of the operation of an IEEE 802.11 ESS network. As a result, the SSs and DSSs services that are part of the SS and APS are intermixed in order (rather than being grouped by category)
Make the following changes to clause 5.4.1.1:
5.4.1.1 Distribution MDU Forwarding
This is the primary service used by IEEE 802.11 STAs. It is conceptually invoked by every data message to or from an IEEE 802.11 STA operating in an ESS (when the frame is sent via the DS AP). Distribution is via a MSDU Forwarding is part of the DSS APS.
Refer to the ESS network in Figure 7 and consider a data message being sent from STA 1 to STA 4. The message is sent from STA 1 and received by STA 2 (the “input” AP). The AP STA2 gives the message to the distribution MSDU Forwarding service of the DS AP . It is the job of the distribution MSDU Forwarding service to deliver forward the message within the DS in such a way that it arrives at the appropriate DS destination AP for the intended recipient. In this example, the message is distributed forwarded to STA 3 (the “output” AP) and STA 3 accesses the WM to send the message to STA 4 (the intended destination).
How the message is distributed within the DS is not specified by IEEE 802.11. All IEEE 802.11 is required to do is to provide the DS with enough information for the DS to be able to determine the “output” point that corresponds to the desired recipient. The necessary information is provided to the DS by the three association related services (association, reassociation, and disassociation).

IEEE802.11 assumes (but does not require) that the APs are IEEE802.1D bridges and that the LAN that connects them is an IEEE802 compliant LAN (perhaps with additional IEEE802.1D bridges).    IEEE802.1D bridges flood copies of all frames with unknown destinations on all ports.  Such behaviour is not desirable in a wireless environment where bandwidth is comparatively limited, and so output APs only forward frames to STAs that they know to be present.  STAs inform the AP of their presence by invoking the three association related services (association, reassociation, and disassociation).

The previous example was a case in which the AP that invoked the distribution MSDU Forwarding service was different from the AP that received the distributed forwarded message. If the message had been intended for a station that was a member of the same BSS as the sending station, then the “input” and “output” APs for the message would have been the same. 
In either example, the distribution service was logically invoked. Whether , the message actually had to traverse the physical DSM or not is a DS implementation matter and is not specified by this standard.

While IEEE 802.11 does not specify DS implementations, it does recognize and support the use of the WM as the DSM. This is specifically supported by the IEEE 802.11 frame formats. (Refer to Clause 7 for details.)

Delete clause 5.4.1.2 “Integration”
Make the following changes:
5.4.2 Services that support the distribution MSDU Forwarding service
The primary purpose of a MAC sublayer is to transfer MSDUs between MAC sublayer entities. The information required for the distribution MSDU Forwarding service to operate is provided by the association services. Before a data message can be handled by the distribution MSDU Forwarding service, a STA shall be “associated.” 
To understand the concept of association, it is necessary first to understand the concept of mobility.
5.4.2.2 Association
Association is the service by which a STA that is a member of a BSS gains access to the APS, and in particular the MSDU Forwarding service of the APS.  
The Association service is used when the STA has performed an ESS-transition, or when it has no information about previous associations.

In a pre-RSNA, the association service is invoked by the exchange of Association frames (see clause 7).
In an RSNA, there are additional steps.

The exchange of Association frames invokes the creation of a new Pairwise Virtual MAC Entity, and its associated IEEE 802.1X Authenticator PAE for the association.  The STA is not granted access to the DS, but may send frames to the AP’s IEEE 802.1X Uncontrolled Port as such frames do not transit the DS (even though they are formatted as if they do).

The two parties to the association then carry out the selected AKM (see clause 8) using frames sent to each other’s IEEE 802.1X Uncontrolled Port.  On successful completion of the AKM, the IEEE 802.1X Controlled port is authorised, and access to the MSDU Forwarding service is granted.
To deliver a message within a DS, the distribution service needs to know which AP to access for the given IEEE 802.11 STA. This information is provided to the DS by the concept of association. Association is necessary, but not sufficient, to support BSS-transition mobility. Association is sufficient to support no-transition mobility. Association is a DSS.

Before a STA is allowed to send a data message via an AP, it shall first become associated with the AP. The act of becoming associated invokes the association service, which provides the STA to AP mapping to the DS. The DS uses this information to accomplish its message distribution service. How the information provided by the association service is stored and managed within the DS is not specified by this standard.

Within a robust security network (RSN), this is different. In an RSNA, the IEEE 802.1X Port determines when to allow data traffic across an IEEE 802.11 link. A single IEEE 802.1X Port maps to one association, and each association maps to an IEEE 802.1X Port. An IEEE 802.1X Port consists of an IEEE 802.1X Con​trolled Port and an IEEE 802.1X Uncontrolled Port. The IEEE 802.1X Controlled Port is blocked from pass​ing general data traffic between two STAs until an IEEE 802.1X authentication procedure completes successfully over the IEEE 802.1X Uncontrolled Port. Once the AKM completes successfully, data protec​tion is enabled to prevent unauthorized access, and the IEEE 802.1X Controlled Port unblocks to allow pro​tected data traffic. IEEE 802.1X Supplicants and Authenticators exchange protocol information via the IEEE 802.1X Uncontrolled Port. It is expected that most other non-AKM protocol exchanges will make use of the IEEE 802.1X Controlled Ports. However, a given protocol may need to bypass the authorization function and make use of the IEEE 802.1X Uncontrolled Port.

NOTE—See IEEE P802.1X-REV for a discussion of Controlled Port and Uncontrolled Port.13

At any given instant, a STA may be associated with no more than one AP so that IEEE802.1D forwarding works correctly. This ensures that the DS may determine a unique answer to the question, “Which AP is serving STA X?” Once an association is completed, a STA may make full use of a DS (via the AP) the MSDU Forwarding service to communicate. Association is always initiated by the mobile STA, not the AP.

An AP may be associated with many STAs at one time. 

A STA learns what APs are present and then invokes the association service requests to establish an association by invoking the association service. For details of how a station learns about what APs are present, see 11.1.3. 
5.4.2.3 Reassociation
Association is sufficient for no-transition message delivery between IEEE 802.11 stations. Additional functionality is needed to support BSS-transition mobility. The additional required functionality is provided by the reassociation service. Reassociation is a DSS part of the APS.
The reassociation service is invoked to “move” a current association from one AP to another. This keeps the DS informed of the current mapping between AP and STA as the station moves from BSS to BSS within an ESS. Reassociation also enables changing association attributes of an established association while the STA remains associated with the same AP. Reassociation is always initiated by the mobile STA. 
No facilities are provided to move an RSNA during reassociation. Therefore, the old RSNA will be deleted, and a new RSNA will need to be constructed.

5.4.2.4 Disassociation
The disassociation service is invoked when an existing association is to be terminated. Disassociation is a DSS part of the APS. 
In an ESS, this tells the DS AP to void existing association information. Attempts to send messages via the DS AP to a disassociated STA will be unsuccessful.
The disassociation service may be invoked by either party to an association (non-AP STA or AP). Disassociation is a notification, not a request. Disassociation cannot be refused by either party to the association. 
APs may need to disassociate STAs to enable the AP to be removed from a network for service or for other reasons. 
STAs shall attempt to disassociate when they leave a network. However, the MAC protocol does not depend on STAs invoking the disassociation service. (MAC management is designed to accommodate loss of an associated STA.)

Make the following change to the description of Class 3 frames in clause 5.5:
c)
Class 3 frames (if and only if associated; allowed only from within State 3):

1)
Data frames

—
Data subtypes: Data frames allowed. That is, either the “To DS” or “From DS” FC bits may be set to true to utilize DSSs the MSDU Forwarding service.
Change figure 9 in clause 5.6 and the immediately following paragraph as follows:
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Figure 9—IEEE 802.11 architecture (again)
An IBSS consists of STAs that are directly connected. Thus there is (by definition) only one BSS. Further, because there is no physical DS, there cannot be a portal, an integrated wired LAN, or the DSSs. The logical picture reduces to Figure 10.

Make the following change to the next to last paragraph of clause 6.1.3 “MSDU ordering”:
In order for the MAC to operate properly, the DS must meet the requirements of ISO/IEC 15802-1: 1995.

Add the following new clause after the existing clause 6.1.3 “MSDU ordering” and renumber as appropriate.

6.1.4 MSDU format
This standard is part of the IEEE802 family of LAN standards, and as such all MSDUs are LLC PDUs as defined in ISO/IEC 8802-2: 1998.  In order to achieve interoperability, implementers are recommended to apply the procedures described in ISO/IEC TR 11802-5: 1997(E)  (previously known as IEEE 802.1H) with specific attention to the operations required when passing MSDUs to or from LANs or operating system components that use the Ethernet frame format.  Note that such translations may be required in a STA whether it is an AP or not.
Rename clause 6.2.1 MAC data services as follows:
6.2.1 STA MAC data services

Add the following new clauses directly after the existing 6.2.1.3.4 “Effect of Receipt”

6.2.2 AP MAC data services
The IEEE 802.11 MAC in an Access Point supports the following additional service primitives and parameters as defined in IEEE802.1D in order to support the MSDU Forwarding service:
· M-UNITDATA.request
· M-UNITDATA.indication
· MAC_Enabled

· MAC_Operational

· operPointToPointMAC

· adminPointToPointMAC

.These primitives and parameters are described in detail in the following clauses (6.2.2.2 to 6.2.2.5).  Clause 6.2.2.1 describes how the IEEE 802.11 MAC provides the functionality of MAC entities as described in IEEE 802.1D.
6.2.2.1 Provision of IEEE802.1D MAC Entities
In a pre-RSNA AP there is a one to one correspondence between the IEEE 802.11 MAC entity and the IEEE 802.1 MAC entity.  In an RSNA capable AP, the use of IEEE 802.1X which is defined on a per-MAC entity basis requires the IEEE 802.11 MAC entity to present itself as a series of IEEE 802.1 MAC entities as described in this clause.
IEEE 802.1X provides authentication of the device connected to a MAC entity.  Hence the IEEE 802.11 MAC entity creates a new virtual MAC entity for each STA with which it is associated, allowing IEEE802.1X to be instantiated on this virtual entity.   Such a virtual entity is called a Pairwise Virtual MAC Entity because of the correspondence between the entity and the pairwise key that is generated to restrict access to that entity.
In addition, a further virtual MAC entity must be instantiated for the transmission by the AP of multicast/broadcast frames.  Such frames are protected using the Group Key, so this entity is called the Group Virtual MAC Entity.  Note that 802.1X is not used with this virtual MAC entity, as frames can not be received via this MAC entity.
Where an AP is communicating with another AP using the WDS frame format, an additional virtual MAC entity must be created for each such AP.    Such an entity is called a WDS Virtual MAC Entity.

The IEEE 802.11 MAC can distinguish the virtual MAC entity associated with a received MSDU by examining the transmitter address (or source address in those frames that do not contain a transmitter address).

It should be noted that STAs associated with an AP do not transmit multicast/broadcast frames directly.  Instead they are transmitted as unicast frames to the AP, which will hence associate them with the transmitter’s Pairwise Virtual MAC entity before forwarding them to the IEEE 802.1D MAC Relay Entity (subject to possible controlled port filtering).  The Relay Entity will then return a copy of the frame to the AP’s Group Virtual MAC entity and WDS Virtual MAC Entities for transmission so that other STAs in the BSS and WDS APs will receive a copy.

In an RSNA capable AP, IEEE 802.1D protocols such as Spanning Tree Protocol and Rapid Spanning Tree Protocol shall not be instantiated on the Pairwise and Group Virtual MAC Entities.  The Group Virtual MAC Entity is for transmission of frames only, and the Pairwise Virtual MAC Entity is for the connection of a single device only, and can not be used for connection of an IEEE 802.1D bridge.

6.2.2.2 M-UNITDATA.request

The parameters of the primitive are as follows:

M_UNITDATA.request  (
frame_type,

destination_address,

source_address,

mac_service_data_unit,

user_priority,

access_priority,

frame_check_sequence

)

The frame_type parameter always takes the value user_data_frame. 

The destination_address parameter specifies either an individual or a group MAC sublayer entity address.
The source_address  parameter specifies an individual MAC sublayer address of the sublayer entity to which the MSDU is being transferred.
The mac_service_data_unit parameter is encoded in the Frame Body field (see clause 7.1.3.5) of MAC frames. The length of the MSDU shall be ≤ 2304 octets. The length is not encoded in MAC frames; rather, it is conveyed in the PHY headers.

The semantics of the user_priority parameter are identical to the priority parameter of clause 6.2.1.1.2

The access_priority parameter is not  used by the IEEE802.11 MAC.

The frame_check_sequence parameter is not used, as an individual MSDU may be fragmented into multiple MPDUs before transmission.
6.2.2.3 M-UNITDATA.indication

The parameters of the primitive are as follows:

M_UNITDATA.indication (  

frame_type,

destination_address,

source_address,

mac_service_data_unit,

user_priority,

frame_check_sequence

)

The frame_type parameter always takes the value user_data_frame. 

The destination_address parameter is either an individual or a group address as specified by the DA field of the incoming frame.
The source_address parameter is an individual address as specified by the SA field of the incoming frame.
The mac_service_data_unit is the (possibly defragmented) body of the received data frame.

The semantics of the user_priority parameter are identical to the priority parameter of clause 6.2.1.2.2
The frame_check_sequence parameter is not used, as an individual MSDU may have been fragmented into multiple MPDUs before transmission.
6.2.2.4 MAC_Enabled and MAC_Operational
As IEEE 802.11 creates and destroy virtual MAC entities for each association, these parameters will always be TRUE for Pairwise Virtual MAC Entities.

For a Group Virtual MAC Entity, or pre-RSNA MAC Entity, MAC_Enabled is TRUE unless the MAC has been disabled by management.  MAC_Operational is only true when at least one STA is associated with the AP.
6.2.2.5 operPointToPointMAC and adminPointToPointMAC
For a pre-RSNA MAC Entity, adminPointToPointMAC will be set to “ForceFalse” and operPointToPointMAC will be set to False.
For a Pairwise or Group Virtual MAC Entity, adminPointToPointMAC will be set to “ForceTrue” and operPointToPointMAC will be set to True.

In clause 7.1.3 change “To DS” and “From DS” to “To Relay” and “From Relay” in both the text and in figure 20.
Make the following changes:
7.1.3.1.3 To DS Relay field
The To DS Forwarding field is 1 bit in length and is set to 1 in data type frames destined for the DS AP’s MAC Relay Entity. This includes all data type frames sent by STAs associated with an AP. The To DS Relay field is set to 0 in all other frames.
This bit was called the “To DS” bit in previous versions of this standard, but had the same functionality.
7.1.3.1.4 From DS Relay field
The From DS Relay field is 1 bit in length and is set to 1 in data type frames exiting the DS AP’s MAC Relay Entity. This includes all data type frames sent by an AP. It is set to 0 in all other frames.
This bit was called the “From DS” bit in previous versions of this standard, but had the same functionality.

The permitted To/From DS Relay bit combinations and their meanings are given in Table 2.

Table 2—To/From DS combinations in data type frames
	To/From DS Relay values
	Meaning

	To DS Relay = 0
From DS Relay = 0
	A data frame direct from one STA to another STA within the same IBSS, as well as all management and control type frames.

	To DS Forwarding = 1 
From DS Relay = 0
	Data frame destined for the DS AP’s MAC Relay Entity.

	To DS Relay = 0
From DS Relay = 1
	Data frame exiting the DS AP’s MAC Relay Entity.

	To DS Relay = 1 
From DS Relay = 1
	Wireless distribution system (WDS) frame being distributed from one AP to another AP.


In clause 7.2.2 “Data frames” change “From DS” to “From Relay” and “To DS” to “To Relay” in the text, and in table 4.

Make the following change to the third bulleted paragraph of clause 8.4.1.2.1 “Security association in an ESS”: 
· A STA already associated with the ESS can request its IEEE 802.1X Supplicant to authenticate with a new AP before associating to that new AP. The normal operation of the DS MSDU Forwarding service via the old AP provides the communication between the STA and the new AP. The STA’s IEEE 802.11 management entity delays reassociation with the new AP until IEEE 802.1X authentication completes via the DS Backbone LAN. If IEEE 802.1X authentication completes successfully, then PMKSAs shared between the new AP and the STA will be cached, thereby enabling the possible usage of reassociation without requiring a subsequent full IEEE 802.1X authentication procedure.
Make the following change to the note in clause 8.4.6 “RSNA authentication in an ESS”:
NOTE—A roaming STA’s IEEE 802.1X Supplicant may initiate preauthentication by sending an EAPOL-Start message via its old AP, through the DS and the Backbone LAN, to a new AP.
Make the following changes to the fourth and fifth paragraphs of clause 8.4.6.1 “Preauthentication and RSNA key management”

A STA’s Supplicant can initiate preauthentication when it has completed the 4-Way Handshake and config​ured the required temporal keys. To effect preauthentication, the STA’s Supplicant sends an IEEE 802.1X EAPOL-Start message with the DA being the BSSID of a targeted AP and the RA being the BSSID of the AP with which it is associated. The target AP shall use a BSSID equal to the MAC address of its Authentica​tor. As preauthentication frames do not use the IEEE 802.1X EAPOL EtherType field, the AP with which the STA is currently associated need not apply any special handling. The AP and the MAC in the STA shall handle these frames in the same way as other frames with arbitrary EtherType field values that require distri​bution via the DS forwarding via the MSDU Forwarding Service.
An AP’s Authenticator that receives an EAPOL-Start message via the DS may initiate IEEE 802.1X authen​tication to the STA via the DS. The DS will forward this message to the AP with which the STA is associated. 

Make the following change to clause 9.2.7.

9.2.7  Broadcast and multicast MPDU transfer procedure
In the absence of a PCF, when broadcast or multicast MPDUs are transferred from a STA with the ToDS To Relay bit clear, only the basic access procedure shall be used. Regardless of the length of the frame, no RTS/CTS exchange shall be used. In addition, no ACK shall be transmitted by any of the recipients of the frame. Any broadcast or multicast MPDUs transferred from a STA with a ToDS To Relay bit set shall, in addition to conforming to the basic access procedure of CSMA/CA, obey the rules for RTS/CTS exchange, because the MPDU is directed to the AP. The broadcast/multicast message shall be distributed into the BSS. The STA originating the message shall receive the message as a broadcast/multicast message. Therefore, all STAs shall filter out broadcast/multicast messages that contain their address as the source address. Broadcast and multicast MSDUs shall be propagated throughout the ESS.
There is no MAC-level recovery on broadcast or multicast frames, except for those frames sent with the ToDS To Relay bit set. As a result, the reliability of this traffic is reduced, relative to the reliability of directed traffic, due to the increased probability of lost frames from interference, collisions, or time-varying channel properties.

Make the following change to the second paragraph of clause 9.2.8

9.2.8 ACK procedure
An ACK frame shall be generated as shown in the frame exchange sequences listed in 9.7.Upon successful reception of a frame of a type that requires acknowledgment with the ToDS To Relay bit set, an AP shall generate an ACK frame. An ACK frame shall be transmitted by the destination STA that is not an AP, when it successfully receives a unicast frame of a type that requires acknowledgment, but not if it receives a broadcast or multicast frame of such type. After a successful reception of a frame requiring acknowledgment, transmission of the ACK frame shall commence after a SIFS period, without regard to the busy/idle state of the medium. . (See Figure 132.)

Make the following change to paragraph “g” of clause 11.4.2 “AP association procedures”

g) The SME will inform the DS of enable the MSDU Forwarding Service for the new association.
Make the following change to paragraph “g” of clause 11.4.4 “AP reassociation procedures”

g) The SME will inform the DS of enable the MSDU Forwarding Service for the new association.
Make the following change to paragraph “c” of clause 11.4.6 “AP disassociation procedures”

c) The SME will update the DSMSDU Forwarding service.
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Abstract


This submission provides draft changes to 802.11ma draft 5 to remove the DS, Integration function and Portal etc.  These architectural concepts cause a great deal of confusion, and a much simpler architectural description is possible if they are removed, without limiting the right of implementers to use any mechanism they choose for connecting APs.





It also contains redefinitions of certain related terms (such as BSS) where the definition appeared to be incorrect, corrections to the architectural description of section 5, incorporation of additional concepts required to completely explain the 802.11i architectural changes, plus updates to the work carried out for 802.11c.











�Description of association within a section describing the IBSS is inappropriate.
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