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Abstract

In this document we propose the Fast Handoff Packet Delivery (FHPD) method focusing on the QoS aspects of fast inter-BSS transitions. This proposal deals with not only the signaling protocol but also innovative methods for speeding up packet delivery of the handoff signaling protocols using IEEE 802.11e mechanisms. It expedites packet delivery sequence for handoff packets from security context transfer to QoS traffic stream setup. It uses HCCA based method for bounded maxim delay and EDCA based method for expedited handoff related packet delivery. This proposal is beneficial for various handoff scenarios (normal four-way handshake, proposed faster inter-BSS handshake, full 802.1x authentication, etc), and is designed also for seamless integration with other security-focused proposals.
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1 Introduction

1.1 Background

One of the most important tasks to guarantee the QoS (Quality of Service) for applications when a station (STA) moves from one BSS (Basic Service Set) to another is to shorten the delay for the inter-BSS transition period. There are a number of good methods proposed for this purpose [3-9] addressing the problem from different aspects. 

As has been described in the literatures [3-10], the general roaming process consists of the following stages: scanning, open authentication, re-association, security context transfer or setup which may include 802.1x authentication and PTK (Pairwise Transient Key) derivation (four-way handshake), and QoS setup and admission control. During this process, management frames with correspondent acknowledgements (ACK) are transmitted between the roaming STA and the target AP (Access Point). Since the transmission of a management frame is based on DCF (Distributed Coordination Function), the time spent in a roaming process is highly dependent upon the traffic load in the target BSS [10]. 

This proposal focuses on the delivery time of each management frame transmitted during the roaming process. The basic idea is to introduce the IEEE 802.11e mechanism, i.e., EDCA (Enhanced Distributed Channel Access) and HCCA (Hybrid coordination function Controlled Channel Access), to the packet delivery of the management frames during the roaming process.

1.2 Definitions and Assumptions

Fast Handoff Packet Delivery (FHPD): a method to shorten the transmission time of management frames during the roaming process.

FHPD duration: a time period that starts at the first uplink (from STA to AP) management frame from a roaming STA and ends before the transmission of the first data fame.

2 Proposed Information Elements in Management Frames

We propose to use one new Information Element (IE) in Beacon Frame and two new Information Elements (IE) in the first pair of uplink and downlink (from AP to STA) management frames, respectively, after an STA moves from the old BSS to the new BSS. 
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Figure 1 FHPD Capability Information Element
2.1 FHPD Capacity Indication Element
Figure 1 shows the proposed IE in Beacon Frame, namely the FHPD Capability Indication Element. It consists of 4 fields, Element ID, Length, FHPD Control, and FHPD Parameters. Element ID and Length are standard fields. FHPD Control is a one-octet-long field with the following definition:

B0 = 1: 
the AP is currently supporting HCCA mode; 

     0: 
the AP does not support HCCA mode.
B1= 1:  the AP is currently supporting EDCA mode;

    0: 
the AP does not support EDCA mode.
B2B3 = 00:   the AP prefers to use DCF mode for FHPD;

       01:   the AP prefers to use EDCA mode for FHPD;

       10:   the AP prefers to use HCCA mode for FHPD;

       11:   the AP prefers to not accept any roaming STA as a result of admission control.

B4B5B6B7:  reserved.

FHPD Parameter is reserved for future definition.
2.2 FHPD Request Information Element

[image: image2]
Figure 2 FHPD Request Information Element

Figure 2 shows the FHPD Request IE in the first management frame sent by an STA moving from an old BSS to a new one. This element, called FHPD Request Information Element, consists of four fields, Element ID, Length, FHPD Control, and Minimum Response Time. 

The FHPD Control filed is specified as follows:
B0 = 1:  the STA supports HCCA mode; 

0:  the STA does not support HCCA mode.
B1= 1:   the STA supports EDCA mode;

    0:
 the STA does not support EDCA mode.

B2B3 = 00: the STA prefers to use DCF mode for FHPD;

       01: the STA prefers to use EDCA mode for FHPD;

       10: the STA prefers to use HCCA mode for FHPD;

       11: reserved.

B4B5B6B7:  reserved.

The Minimum Response Time is the time that an STA takes to process an incoming handoff frame. In HCCA mode, the AP can use this information to schedule the separation in time between the current downlink handoff packet and the next uplink transmission opportunity granted by AP to the roaming station. The value of the response time is measured in Time Unit (TU), which is 32 us.  Let T denote the value of the two-octet-long field. We have

     Minimum Response Time = T * a,
where the value of a is 32μs.

2.3 FHPD Response Information Element

[image: image3]
Figure 3  FHPD Response Information Element
Figure 3 shows a new Information Element in the response frame from the AP that received the first management frame that includes a FHPD Request Information Element from a roaming STA. This element, called the FHPD Response Information Element, consists of four fields: Element ID, Length, FHPD Control, and FHPD Parameter. 
The FHPD Control filed is specified as follows:
B0 = 1: 
the AP is currently supporting HCCA mode; 

0: 
the AP does not support HCCA mode.

B1= 1:   the AP is currently supporting EDCA mode;

0:  the AP does not support EDCA mode.

B2B3 = 00: 
the AP mandates the STA to use DCF mode for FHPD;

       01:
the AP mandates the STA to use EDCA mode for FHPD;

       10: 
the AP mandates the STA to use HCCA mode for FHPD;

       11: 
the FHPD Request is rejected.
B4B5B6B7: 
reserved.

The TID (Traffic ID) sub-field of FHPD Parameter is specified as follows:

When TID (B0B1B2B3) is smaller than 8, it is the correspondent value of User Priority in EDCA mode assigned by the AP for handoff packets.

When TID (B0B1B2B3) is between 8 and 15, it is the correspondent value of TSID (Traffic Stream ID) used in HCCA Polling.

3 Fast Handoff Packet Delivery

The FHPD procedure includes setup stage and packet delivery stage. We first describe the procedure in FHPD setup stage and then describe the procedures of packet delivery corresponding to HCCA and EDCA modes respectively.

3.1 FHPD Setup Procedure

Figure 4 shows a general sequence of the proposed FHPD setup procedure. An AP supporting FHPD delivery methods periodically broadcasts beacons including the FHPD Capacity Information Element with the format as described in 2.1. It indicates the currently supported channel access mode(s) and the preferred mode for FHPD by setting B0B1B2B3 bits in the FHPD Control filed. The AP may prefer to not accept any roaming STA as a result of the decision of admission control.

Before an STA decides to move from an old BSS to a new one, it receives beacon(s) and obtains the information about the FHPD capability from the new AP. If the AP does not accept any handoff to the BSS, the STA has to either search a new target AP or terminate the link. When the STA decides to roam to the selected AP, the STA determines the preferred channel access mode for FHPD based on its capability, the QoS requirement of application(s) running, the information about the capacity of the new AP, and so on. It also calculates its minimum response time for a handoff protocol frame so that the AP can schedule the separation between a downlink packet and an uplink CAP (Controlled Access Period). Then, the STA prepares the FHPD Request Information Element as described in 2.2 and adds it to the first uplink management frame. This frame can be an Authentication Request or a Re-association Request depending upon the first frame finally defined for fast roaming. The STA sends the frame based on DCF until the completion of this setup stage.
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Figure 4 General FHPD process

Upon receiving the FHPD Request, the AP decides the channel access mode for the STA to use in the remaining roaming process. It may deny the request in cases that it does not support the mode requested by the STA. If the mode is HCCA, the AP sets up a TSID in the TID field. If the mode is EDCA, it sets up a user priority in the TID field. The AP sends out the FHPD Response Information Element in a management frame, e.g., Authentication Response or Re-association Response, corresponding to the request frame of the STA. After this exchange, the setup procedure of FHPD ends and the rest of the handoff packet delivery will be based on the determined channel access mode.
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Figure 5 HCCA-based expedited delivery sequence
Figure 5 shows an example using the expedited delivery sequence on the basis of HCCA. T1 is the fast delivery setup period, T2 is the HCCA controlled handoff period, and T3 is the QoS admission control period. The FHPD duration is over after T1+T2+T3. The STA can then transmit its payload in normal operation. 

3.2 HCCA Controlled Packet Delivery Procedure

We still use Figure 5 to explain the HCCA controlled handoff procedure. After the initial setup period (T1), the rest of the handoff signaling protocol frames can be delivered using HCCA mechanism for bounded delay. In HCCA controlled handoff, all downlink protocol frames can be delivered through preemption by AP using PIFS (Point coordination function Inter-frame Spacing) after the end of an on-air transmission. All uplink protocol frames can be delivered through polling by AP. AP can schedule handoff exchange sequences around existing admitted TSPEC (traffic specification) schedules, as well as considering minimum separation between consecutive handoff signaling frames. As a result, the delay due to handoff can be bounded and is not related to the traffic load in the BSS. 

The proposed HCCA controlled packet delivery procedure can be applied to various handoff scenarios as follows:

·  Cached PMK with accelerated handshake

·  Cached PMK with normal 4-way handshake

·  Full EAP (Extensible Authentication Protocol)/Radius authentication plus four-way handshake

In general, this proposal can be applied combined with other fast inter-BSS handoff methods proposed to shorten the transition time [3-9] to improve the total handoff performance.

3.3 EDCA Controlled Packet Delivery Procedure

The proposed FHPD method also supports EDCA controlled handoff. After the initial setup period (T1), the STA is assigned an User Priority to use for subsequent handoff protocol frames. In normal cases when the highest priority Access Category (AC) has excess bandwidth left, the highest priority AC (3) will be assigned. All uplink protocol frames can be delivered using the queue corresponding to this high priority. For downlink management frames delivery, AP can still use AP preemption if it chooses to do so. Unlike the HCCA controlled handoff where the handoff delay can be bounded, EDCA based method will statistically achieve much faster handoff, but no delay bound can be guaranteed. The EDCA method also can be applied to various handoff scenarios: 
- Cached PTK with accelerated handshake

·  Cached PTK with normal four-way handshake

·  Full EAP/Radius authentication plus four-way handshake

Like the HCCA controlled handoff, the proposed EDCA method can be combined with other proposals to shorten the transition time [3-9] to improve the total handoff performance. 

4 Conclusion

This proposal addresses a critical missing piece in Fast Inter-BSS handoff. It provides the proposed Fast Handoff Packet Delivery method for speedy delivery of the handoff packets. Using HCCA mode, a deterministic handoff delay bound can be guaranteed. Using EDCA mode, significant improvement can be obtained in handoff delay. This proposal achieves its benefits for various scenarios that will be encountered in real-world handoff applications, e.g., the scenarios where cached PMK exists or full 802.1x authentication is needed. 

Finally, this proposal can be combined naturally with other proposals, which try to reduce the number of total frames in the roaming process to achieve better results.
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