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[This amendment is based on IEEE Std 802.11(tm), 1999 Edition (Reaff 2003), as amended by IEEE Std 802.11a(tm)-1999, IEEE Std 802.11b(tm)-1999, IEEE Std 802.11b-1999/Cor 1-2001, IEEE Std 802.11d(tm)-2001, IEEE Std 802.11g(tm)-2003, IEEE Std 802.11h(tm)-2003, IEEE Std 802.11i(tm)-2004, and IEEE Std802.11j(tm)-2004.]

NOTE -- The editing instructions contained in this amendment define how to merge the material contained herein into the existing base standard and its amendments to form the comprehensive standard.  

The editing instructions are shown in bold italic. Three editing instructions are used: change, delete, and insert. Change is used to make small corrections in existing text or tables.  The editing instruction specifies the location of the change and describes what is being changed either by using strikethrough(to remove old material) or underscore(to add new material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions may require renumbering. If so, renumbering instructions are given in the editing instructions. Editorial notes will not be carried over into future editions.

3. Definitions

Insert the following definitions in alphabetical order into Clause 3, renumbering as necessary:

3.122 pre-transition authenticator:  An entity that enables a station to preauthenticate prior to a BSS transition and before the station chooses a destination.  This entity stores cryptographic key material obtained during preauthentication and required by a station to complete a key confirmation handshake with an access point until the station is ready to reassociate, at which point it forwards this material to a destination access point.

4. Abbreviations and acronyms

Insert the following new acronyms at appropriate locations in clause 4:

PTA

pre-transition authenticator

5. General Description

5.4 Overview of the services

5.4.3 Access and confidentiality control services

5.4.3.1 Authentication

After 5.4.3.1.1, insert 5.4.3.1.2

5.4.3.1.2 Preauthentication with a PTA

Because many BSS transition candidates may exist within an ESS, the STA may opt to preauthenticate with a PTA, instead of an AP, in advance of a transition.  

Preauthentication with a PTA may be invoked by a STA while it is associated with an AP (with which it previously authenticated) that advertises support of fast transition services.  To Preauthenticate with a PTA, the STA communicates with the PTA using the DS.  

Preauthentication with a PTA allows a STA to establish cryptographic keys for later use with an AP in the ESS network.  Association and key management procedures for use with a PTA are defined to reduce the authentication service overhead during a BSS transition.  

5.4.3.4 Key management

Insert the following paragraphs at the end of 5.4.3.4:

Procedures are also defined to reduce BSS transition times when stations that have previously authenticated prepare to reassociate with a new access point.  In particular, when a station has preauthenticated or when key material is cached at the destination AP, the station may split the 4-way handshake into messages exchanged via the DS before the transition and messages that are conveyed to the destination AP during reassociation.  Streamlining the 4-way handshake using these procedures helps minimize the length of time during a BSS transition when a station lacks a RSNA and is unreachable. 

5.9 IEEE 802.11 and IEEE 802.1X

After 5.9.2.2, insert 5.9.2.3

5.9.2.3 AKM optimizations supporting a fast BSS transition

When an AP supports fast transition services, a STA may split the 4-way key confirmation handshake into messages exchanged between the Supplicant and an Authenticator over the DS before the transition and messages that are conveyed to the destination AP during reassociation.  

It is assumed that both the Supplicant and AS authenticate each other and generate a PMK.  The STA chooses either the PTA or an Authenticator (AP) to facilitate IEEE 802.1X authentication and receive the generated PMK from the AS.  Once a PMK has been generated, the station may proceed with the following AKM operations:

a) A STA that is associated with an AP (with which it previously authenticated) may request the contents of EAPOL-Key message #1 from either a PTA or an Authenticator through the DS.  Upon receiving this information, the STA may continue AKM operations starting from EAPOL-Key frame message #2 after selecting a destination access point.

b) Once the STA has selected a destination access point for its BSS transition, it resumes the 4-way handshake, starting with a message that conveys the contents of EAPOL-Key message #2 to the Authenticator or the PTA.  The STA may combine the information in message #2 with a reassociation request, or it may encapsulate this information into an EAPOL-Key message.

c) The Authenticator or PTA replies to message #2 with the contents of message #3.  This information may be transmitted to the Supplicant in a reassociation response, or it may be encapsulated in an EAPOL-Key message.

The fourth message in the 4-way handshake is optional, and may be omitted if the AP has the capability to install keys without the final message and if the STA signals its intent to skip the message #4 in its reassociation request.

Upon successful completion of the key confirmation handshake, the Authenticator and Supplicant have authenticated with each other, and the IEEE 802.1X Controlled Ports are unblocked to permit general data transfer.

After 5.9.5, insert 5.9.6

5.9.6 PTA to AP protocol 

The PTA to AP authentication definition is out of scope of this amendment, but, to provide security assurances, the protocol must support the same authentication and key management functions as the Authenticator-to-AS protocol, namely mutual authentication between the PTA and the AP and the ability to pass the generated key from the PTA to the AP in a manner that provides authentication of the key source, ensures integrity of the key transfer, and preserves confidentiality of the key from all other parties.

7. Frame formats

7.2 Format of individual frame types

7.2.3 Management frames

7.2.3.1 Beacon frame format

Insert the following rows at the appropriate location in Table 5:

	Order
	Information
	Notes

	TBD
	Fast Transition Capability
	The Fast Transition Capability information element is only present when dot11FastTransitionOptionImplemented is true.


7.2.3.4 Association Request frame format

Insert the following rows at the appropriate location in Table 7 in 7.2.3.4 as shown:

Table 7 – Association Request frame body

	Order
	Information

	TBD
	TSPEC


7.2.3.5 Association Response frame format

Insert the following rows at the appropriate location in Table 8 in 7.2.3.5 as shown:

Table 8 – Association Response frame body

	Order
	Information

	TBD
	TSPEC


7.2.3.6 Reassociation Request frame format

Insert the following rows at the appropriate location in Table 9 in 7.2.3.6 as shown:

Table 9 – Reassociation Request frame body

	Order
	Information

	TBD
	Fast Transition Control

	TBD
	EAPOL-Key Message

	TBD
	TSPEC


7.2.3.7 Reassociation Response frame format

Insert the following rows at the appropriate location in Table 10 in 7.2.3.7 as shown:

Table 10 – Reassociation Response frame body

	Order
	Information

	TBD
	Fast Transition Control

	TBD
	EAPOL-Key Message

	TBD
	TSPEC


7.2.3.9 Probe Response frame format

Insert the following rows at the appropriate location in Table 12 in 7.2.3.9 as shown:

Table 12 – Probe Response frame body

	Order
	Information
	Notes

	TBD
	Fast Transition Capability
	The Fast Transition Capability information element is only present when dot11FastTransitionOptionImplemented is true.


7.3 Management frame body components

7.3.1 Fixed fields

7.3.1.9 Status Code field

Insert the Status codes shown in the following table into Table 19

	TBD
	Preadmission request accepted

	TBD
	Request declined – Preadmission is not supported

	TBD
	Request declined – The current AP is busy, try again

	TBD
	Request declined – No existing admitted AC_VI or AC_VO traffic streams 

	TBD
	Request declined – Preadmission for AC_BE or AC_BK traffic stream is not permitted

	TBD
	Request declined – Invalid TSPEC parameter

	TBD
	Request declined – Invalid transition candidate AP address

	TBD
	Unable to reach or receives no response from transition candidate AP

	TBD
	TSPEC admission status unavailable 

	TBD
	TSPEC admitted 

	TBD
	TSPEC admitted with changes

	TBD
	TSPEC declined 

	TBD
	Association granted without bandwidth reservation


7.3.1.11 Action field

Insert the following row into Table 19a:

	Code
	Meaning
	See Subclause

	TBD
	Fast Transition
	7.4.5


7.3.2 Information Elements

Insert the element IDs shown in the following table into Table 20:

	Information Element
	Element ID

	Fast Transition Capability
	TBD

	Fast Transition Control
	TBD

	EAPOL-Key Message
	TBD

	Transition Candidate Report
	TBD

	Preadmission Control
	TBD

	Preadmission Status Report 
	TBD


7.3.2.25 RSN information element

7.3.2.25.3 RSN capabilities

Replace Figure 46tc with the following:

	B0
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B15

	Pre-Auth
	No Pairwise
	PTKSA Replay Counter
	GTKSA Replay Counter
	Fast Transition
	PTA
	Reserved

	Bits: 1
	1
	2
	2
	1
	1
	8


Figure 46tc—RSN Capabilities field format 

Change the text in 7.3.2.25.3 as follows:

· Bit 6: Fast Transition.  An AP sets the Fast Transition subfield of the RSN Capabilities field to 1 to signal it supports the Fast Transition procedures described in 8.5.4 and 8.5.5 and sets the subfield to 0 when it does not support Fast Transition.  A non-AP STA sets the Fast Transition subfield to 0.

· Bit 7: PTA.  An AP sets the PTA subfield of the RSN Capabilities field to 1 to signal it supports communicating with a PTA and retrieving a PMK from a PTA during reassociation.  If the bit is set to 1, the AP implements a PTA to AP protocol and accepts reassociation requests from STA that have preauthenticated with a PTA.  Otherwise, the bit is set to 0.

· Bits 68-15: Reserved.  The remaining subfields of the RSN Capabilities field are reserved and shall be set to 0 on transmission and ignored on reception.

After 7.3.2.25, insert 7.3.2.26 through 7.3.2.31 and renumber tables and figures as necessary:

7.3.2.26 Fast Transition Capability element

The Fast Transition Capability element contains capability information bits and is transmitted in beacon and probe response frames by an AP providing Fast Transition services.  The Fast Transition Capability element is defined in Figure R1.

	Element ID
	Length
	Fast Transition Info

	Octets: 1
	1
	1


Figure R1 – Fast Transition Capability element format

The Element ID field shall be equal to the Fast Transition Capability value in Table 20.

The Fast Transition Info field is 1 octet and contains subfields advertising which Fast Transition services an AP supports.  The format of the Fast Transition Info field is defined in Figure R2.

	B0
	B1
	B2
	B3
	B7

	Fast Transition
	PTA
	Preadmissions
	Reserved

	Bits: 1
	1
	1
	5


Figure R2 – Fast Transition Info field

The Fast Transition subfield is 1 bit in length and indicates, when set by an AP, support for the Fast Transition procedures described in 8.5.4, 8.5.5 and 11.9.

The PTA subfield is 1 bit in length and indicates whether an AP is capable of communicating with a PTA and retrieving a PMK from a PTA during reassociation.  If the bit is set to 1, the AP implements a PTA to AP protocol and accepts reassociation requests from STA that have preauthenticated with a PTA.  Otherwise, the bit is set to 0.

The Preadmissions subfield is 1 bit in length and indicates whether an AP supports preadmissions services.  The bit, if set, indicates that the AP supports admissions control services and is capable of processing preadmissions requests and accepting preadmissions requests from STA that are associated with a different AP.  

All other subfields are reserved and shall be set to zero.

7.3.2.27 Fast Transition Control element

The Fast Transition Control information element contains information needed to perform key management and admissions control procedures during the reassociation step of a fast BSS transition.  The format of the Fast Transition Control element is defined in Figure R3.  

	Element ID
	Length
	FT Control Info
	PTA Address

	Octets: 1
	1
	1
	6



Figure R3 – Fast Transition Control element format

The Element ID field shall be equal to the Fast Transition Control value in Table 20.

The FT Control Info field is 1 octet long and provides information used to control the behavior of the fast transition key confirmation handshake and admissions control procedures.  The structure of the FT Control Info field is defined in Figure R4.

	B0
	B1
	B2
	B3
	B7

	Shortened Handshake
	PMK in PTA
	Activate TS
	Reserved

	Bits: 1
	1
	1
	5


Figure R4 – FT Control Info field

The Shortened Handshake subfield is 1 bit in length and specifies the requested type of key confirmation handshake for reassociation.  A non-AP STA requests to shorten the key confirmation handshake and complete AKM without transmitting the final message of the 4-way handshake by setting the Shortened Handshake subfield to 1.  If the AP sets the Shortened Handshake subfield to 1, the non-AP STA may complete the key confirmation handshake and without transmitting the final message of the 4-way handshake.  Otherwise, the non-AP STA shall complete the entire 4-way key confirmation handshake.   

The PMK in PTA subfield is 1 bit in length and specifies the requested location of the PMK to be used for AKM.  The STA requests to use a PMK that is cached at a PTA by setting the PMK in PTA subfield to 1.  Otherwise, the PMK in PTA subfield is set to 0.

The Activate TS subfield is 1 bit in length and contains a request that the AP activate admitted TSPECs.  The STA requests the AP to activate any admitted TSPECs belonging to the STA by setting the Activate TS subfield to 1.

All other subfields are reserved and shall be set to zero.

The PTA Address field is 6 octets in length and contains an IEEE MAC individual address of a PTA.  A non-AP STA sets the PTA Address field to the IEEE MAC individual address of the PTA at which it has stored a spare PMK for use during a fast BSS transition.  An AP sets the PTA Address field to the IEEE MAC individual address of the PTA from which STAs associated with this AP may obtain preauthentication services.  
7.3.2.28 EAPOL-Key Message element

The EAPOL-Key Message information element contains an EAPOL-Key frame to enable IEEE 802.1X messaging in management frames.  The format of the EAPOL-Key Message element is defined in Figure R5.

	Element ID
	Length
	EAPOL-Key frame

	Octets: 1
	1
	variable


Figure R5 – EAPOL-Key Message Information Element

The Element ID field shall be equal to the EAPOL-Key Message value in Table 20.

The EAPOL-Key frame field contains an EAPOL-Key frame as defined in 8.5.2.

7.3.2.29 Transition Candidate Report element

The Transition Candidate Report information element contains fast transition information about a neighboring AP.  The format of the Transition Candidate Report element is defined in Figure R6.

	Element ID
	Length
	BSSID
	Transition Candidate Information
	PTA Address

	Octets: 1
	1
	6
	1
	6


Figure R6 – Transition Candidate Report element format

The BSSID field is 6 octets in length and contains an IEEE MAC individual address of an AP that provides AKM services.  

The Transition Candidate Information field is 1 octet in length and indicates the capabilities of the AP having the address in the BSSID field.  The structure of the Transition Candidate Information field is defined in Figure R7.

	B0
	B1
	B2
	B3
	B4
	B5
	B7

	Reachable
	Fast Transition
	PTA Enabled
	Preadmissions
	Reserved

	Bits: 1
	2
	1
	1
	3


Figure R7 – Transition Candidate Information field

The Reachable subfield indicates whether the AP having the address in the BSSID field is reachable by the STA for the purposes of preauthentication.  If the bit is set to 1, it indicates that the AP having the address in the BSSID field is reachable for the purposes of preauthentication.  Otherwise, the bit is set to 0.

The Fast Transition subfield indicates whether the AP having the address in the BSSID field supports Fast Transition procedures described in 8.5.4.  The values are as follows:

Table R1 – Fast Transition subfield

	Fast Transition
	Value

	Procedures Supported
	0

	Unknown
	1

	Procedures Not Supported
	2

	Reserved
	3


The PTA Enabled subfield indicates whether the AP having the address in the BSSID field is capable of communicating with a PTA and retrieving a PMK from a PTA during reassociation.  If the bit is set to 1, the AP is known to implement a PTA to AP protocol and accepts reassociation requests from stations that have preauthenticated with a PTA.  Otherwise, the bit is set to 0.

The Preadmissions subfield indicates whether the AP having the address in the BSSID field supports preadmissions services.  The bit, if set, indicates that the AP is known to support admissions control services and is capable of accepting preadmissions requests from STA that are associated with a different AP.  Otherwise, the bit is set to 0.

The PTA Address field is 6 octets in length and contains an IEEE MAC individual address of a PTA from which STAs associated with the AP having the address in the BSSID field may obtain preauthentication and fast transition services.  

7.3.2.30 Preadmission Control element

The Preadmission Control element contains preadmission policy information and a list of neighboring APs to which the STA wishes to submit a preadmission request.  The format of the Preadmission Control element is defined in Figure R8.

	Element ID
	Length
	Preadmission Policy
	AP List

	Octets: 1
	1
	1
	variable


Figure R8 – Preadmission AP Control element format

The Element ID field shall be equal to the Preadmission Control value in Table 20.

The Preadmission Policy field specifies a requested set of status update options for a STA submitting a Preadmissions Request.  The format of the Preadmission Info field is defined in Figure R9.

	B0
	B1
	B7

	Immediate Update
	Reserved

	Bits: 1
	7


Figure R9 – Preadmission Policy field

The Immediate Update subfield is 1 bit in length and specifies the requested Preadmissions Status Update mode to be used with a STA that submits a Preadmissions Request.  A non-AP QSTA sets the Immediate Update subfield to 0 to request the current AP to buffer Preadmissions Status Reports from neighboring AP until a Preadmissions Status Inquiry request is received.  A non-AP QSTA sets the Immediate Update subfield to 1 to request the current AP to deliver Preadmissions Status Reports without waiting for a Preadmissions Status Inquiry request.

All other subfields are reserved and shall be set to zero.

The AP List subfield contains a list of BSSIDs of intended preadmission transition candidate APs.

7.3.2.31 Preadmission Status Report element

The Preadmission Status Report element contains information about the status of a Preadmission Request made by a non-AP STA.  The format of the Preadmission Status Report element is defined in Figure R10.

	Element ID
	Length
	BSSID
	Status Code
	Lower Timestamp Reference
	Bandwidth Holding Time
	Altered TSPEC Count

	Octets: 1
	1
	6
	2
	4
	2
	1


Figure R10 – Preadmission Status Report element format

The Element ID field shall be equal to the Preadmission Status Report value in Table 20.

The BSSID field is defined in 7.1.3.3.3.

The Status Code field is defined in Table 19.

The Lower Timestamp Reference field is 4 octets in length and contains the lower 4 bytes of the current AP’s TSF timestamp at the point in time where the current AP received a response from the transition candidate AP, as indicated by the BSSID field, to a Preadmissions request. This Lower Timestamp Reference field provides the timestamp reference and signifies the starting point of the Bandwidth Holding Time.

The Bandwidth Holding Time field is 2 octets in length and specifies the maximum amount of time, in units of TUs, the transition candidate AP, as indicated by the BSSID, will preserve the established bandwidth reservation. A transition candidate AP shall set Bandwidth Holding Time and Altered TSPEC Count fields to zero if it did not grant bandwidth reservation to the non-AP STA.

The Altered TSPEC Count field is 1 octet in length and contains the number of TSPEC elements that have been altered by the transition candidate AP identified by the BSSID and enclosed in the Preadmission Status Report. The subfield shall be set to 0 if no TSPEC has been altered. If the Altered TSPEC Count subfield is set to non-zero, those TSPECs altered by the transition candidate AP shall be enclosed in a Preadmissions Status Report frame right after the Preadmission Status Report element.

7.4 Action frame format details

Insert the following subclauses after subclause 7.4.4.

7.4.5 Fast Transition Action Details

Several action frame formats are defined for Fast Transition purposes.  An Action field, in the octet field immediately after the Category field, differentiates the formats. The Action field values, associated with each frame format are defined in Table R2.

Table R2 – Fast Transition Action field values

	Action field value
	Meaning

	0
	Transition Candidate Report Request

	1
	Transition Candidate Report Response

	2
	Preadmission Request

	3
	Preadmission Response

	4
	Preadmission Status Inquiry

	5
	Preadmission Status Report

	6-255
	Reserved


7.4.5.1 Transition Candidate Report Request frame format

The Transition Candidate Report Request frame uses the Action frame body format and is transmitted by a STA requesting fast transition authentication and key management information for the AP with which the STA is currently associated and for neighboring Authenticators.  The format of the Transition Candidate Report Request frame body is shown in Table R3. 

Table R3 – Transition Candidate Report Request frame body

	Order
	Information

	1
	Category

	2
	Action

	3 
	Dialog Token 


The Category field is set to 4 (representing Fast Transition).

The Action field is set to 0 (representing Transition Candidate Report Request).

The Dialog Token field, defined in 7.3.1.12, provides matching between request and response frames.

7.4.5.2 Transition Candidate Report Response frame format

The Transition Candidate Report Response frame is transmitted by an AP in response to a Transition Candidate Report Request frame from a STA.  The frame body of the Transition Candidate Report Response frame contains the information shown in Table R4.

Table R4 – Transition Candidate Report Response frame body

	Order
	Information

	1
	Category

	2
	Action

	3
	Dialog Token

	4 - n
	Transition Candidate Report


The Category field is set to 4 (representing Fast Handover).

The Action field is set to 1 (representing Transition Candidate Report Response).

The Dialog Token field, defined in 7.3.1.12, provides matching between request and response frames.

The Transition Candidate Report field shall contain the Transition Candidate Report Elements defined in 7.3.2.29.  If the AP has no information to report on neighboring Authenticators, the AP shall respond with a Transition Candidate Report Element for itself.  Otherwise, the current AP shall respond with Transition Candidate Report Elements for itself and neighboring APs.  The number and length of the Transition Candidate Report Elements in a Transition Candidate Report frame is limited by the maximum allowed MMPDU size.

7.4.5.3 Preadmission Request frame format

The Preadmission Request frames are used to carry Preadmission Control and TSPEC elements and to request bandwidth reservations on neighboring APs for traffic streams using the procedures defined in 11.8.1.

The frame body of the Preadmission Request frame contains the information shown in Table R5.

Table R5 – Preadmission Request frame body

	Order
	Information

	1
	Category 

	2
	Action 

	3
	Dialog Token

	4
	Preadmission Control

	5 – n
	TSPEC


The Category field is set to the value representing Fast Transition in Table 19a.

The Action field is set to 2, which represents Preadmission Request.

The Dialog Token field, defined in 7.3.1.12, provides matching between request and response frames.

The Preadmission Control element is defined in 7.3.2.30.

The TSPEC elements, defined in 7.3.2.15, contain QoS parameters that define the bandwidth requirement of the STA making the Preadmission Request.

7.4.5.4 Preadmission Response frame format

The current APs use Preadmission Response frames to acknowledge reception of Preadmission Request and indicate the intention to forward a preadmission request to the listed preadmission APs.

The frame body of the Preadmission Response frame contains the information shown in Table R6.

Table R6 – Preadmission Response frame body

	Order
	Information

	1
	Category 

	2
	Action 

	3
	Dialog Token

	4
	Status Code


The Category field is set to the value representing Fast Transition in Table 19a.

The Action field is set to 3, which represents Preadmission Response.

The Dialog Token field, defined in 7.3.1.12, provides matching between request and response frames.

The Status Code is defined in 7.3.1.9.

7.4.5.5 Preadmission Status Inquiry frame format

The Preadmission Status Inquiry frame is sent by a STA to inquire on the status of a Preadmission Request. 

The frame body of the Preadmission Status Inquiry frame contains the information shown in Table R7.

Table R7 – Preadmission Inquiry frame body

	Order
	Information

	1
	Category 

	2
	Action 

	3
	Dialog Token


The Category field is set to the value representing Fast Transition in Table 19a.

The Action field is set to 4, which represents Preadmission Status Inquiry.

The Dialog Token field, defined in 7.3.1.12, provides matching between request and response frames.

7.4.5.6 Preadmission Status Report frame format

The current AP uses Preadmission Status Report frame to provide preadmission status updates to a STA.  The Preadmission Status Report frame may be sent in response to a Preadmission Status Inquiry frame or if the STA has requested “Immediate Status Update” in the Preadmission Request frame.
The frame body of the Preadmission Status Inquiry frame contains the information shown in Table R8.

Table R8 – Preadmission Status Report frame body

	Order
	Information

	1
	Category 

	2
	Action 

	3
	Dialog Token

	4 – n
	Preadmission Status Report or Altered TSPECs 


The Category field is set to the value representing Fast Transition in Table 19a.

The Action field is set to 5, which represents Preadmission Status Report.

The Dialog Token field, defined in 7.3.1.12, provides matching between request and response frames.

Each of the Preadmission Status Report elements represents the preadmission status of a transition candidate AP. 

The Altered TSPEC Count subfield in a Preadmission Status Report element shall be set to indicate the number of TSPECs altered by the respective transition candidate AP. All TSPECs altered by a particular transition candidate AP shall be listed immediately after the Preadmission Status Report element of that AP. A sample of Preadmission Status Report can be found in 11.8.1.2.

8. Security

8.1 Framework

8.1.4 RSNA assumptions and constraints (informative)

Change the text of 8.1.4 as shown:

d) The AP, and AS, and PTA have a trustworthy channel between them that can be used to exchange cryptographic keys without exposure to any intermediate parties.

e) An IEEE 802.1X AS never exposes the common symmetric key to any party except the AP or PTA with which the STA is currently communicating. This is a very strong constraint. It implies that the AS itself is never compromised. It also implies that the IEEE 802.1X AS is embedded in the AP or PTA or that the AP and PTA are is physically secure and the AS, PTA and the AP lie entirely within the same administrative domain. This assumption follows from the fact that if the AP or PTA and the AS are not co-located or do not share pairwise key encryption keys directly, then it is impossible to assure the mobile STA that its key, which is distributed by the AS to the AP or PTA, has not been compromised prior to use.

8.4 RSNA security association management

8.4.1 Security Associations

8.4.1.2 Security association life cycle

8.4.1.2.1 Security association in an ESS

Change the text in 8.4.1.2.1:

A STA roaming within an ESS establishes a new PMKSA by one of threethe following schemes:

Insert the following before the final paragraph of 8.4.1.2.1.

· A STA already associated with the ESS can establish a PMK that is held at the PTA until reassociation occurs.  The PMK is established by sending an IEEE 802.1X EAPOL-Start message to the PTA, which then initiates IEEE 802.1X authentication.  Upon roaming to a new AP within the ESS, the STA indicates that a PMK has been created, and the new AP retrieves the PMK from the PTA.

Additionally, a STA may establish a PTKSA in advance of a BSS-transition for use at the destination AP.  The STA establishes a PTK by communicating with a destination AP via the DS.  This procedure is described in 8.5.5.

8.4.6 RSNA authentication in an ESS

Insert 8.4.6.3 after 8.4.6.2:

8.4.6.3 Fast Transition Keying

A STA shall not use Fast Transition keying except when pairwise keys are employed.  Fast Transition keying shall not be used unless the current AP advertises the Fast Transition capability in the RSN information element.  Fast Transition keying allows a STA to complete IEEE 802.1X authentication and establish a PMK before the handover destination AP has been chosen.  

A STA may identify one or more PTAs by sending a Transition Candidate Report Request action frame.  The Transition Candidate Report identifies potential destination APs and the addresses of PTAs.

A STA’s supplicant can initiate Fast Transition keying by sending an IEEE 802.1X EAPOL-Start message with the DA being the address of the PTA and the RA being the BSSID of the AP with which it is associated.  

The PTA initiates IEEE 802.1X authentication with the STA via the DS upon receiving an EAPOL-Start message via the DS.  Upon receiving the PMK from the AS, the PTA shall simply store the PMK as a key entry for the STA.  

A PTA may transfer the PMK to an AP when the following are true:

· The PTA and AP share mutual authentication and a secure channel for transferring keys exists between the two.

· The PTA has received a request for the PMK from the AP including a valid PMKID and the STA address.  The PMKID is calculated (as defined in 8.5.1.2) using the PMK, the BSSID of the AP, and the STA address.

Once transferred, a PMK must be deleted from the PTA.  A PTA shall never transfer a PMK more than one time.

8.5 Keys and key distribution

8.5.3 4-way Handshake

Insert section 8.5.3.5 after 8.5.3.4.

8.5.3.5 4-way Handshake Request Message

The 4-way Handshake Request message is sent by a Supplicant to request an Authenticator to initiate the 4-way Handshake.  The message is an EAPOL-Key frame, and the Packet Body contains the key descriptor depicted in Figure 43u and described in this section.  

When sent using the DS, the EAPOL-Key frame is sent with Ethernet Type 88-C7, rather than 88-8E.  Additionally, when the request is received via the DS, Message 1 of the 4-way Handshake should be sent via the DS.

The 4-way handshake request message uses the following values for each of the EAPOL-Key frame fields:

Descriptor Type = N – see 8.5.2

Key Information:

Key Descriptor Version = 1 (RC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap with HMAC-SHA1-128)

Key Type = 1 (Pairwise)

Install = 0

Key Ack = 0

Key MIC = 0

Secure = 0

Error = 0

Request = 1

Encrypted Key Data = 0

Reserved = 0 – unused by this protocol version

Key Length = Cipher-suite-specific; see Table 20f

Key Replay Counter = 0

Key Nonce = 0

EAPOL-Key IV = 0

Key RSC = 0

Key MIC = 0

Key Data Length = length in octets of data included in Key Data field

Key Data = information elements depending on usage (e.g. RSN information element, Fast Transition Control information element)
Insert sections 8.5.4 and 8.5.5 after 8.5.3 and renumber remaining sections

8.5.4 Fast Transition 4-way Handshake

A STA may initiate a Fast Transition 4-way Handshake in preparation for a BSS-transition to a destination AP that advertises the Fast Transition capability in the RSN information element.  A Fast Transition 4-way Handshake differs from the 4-way Handshake defined in 8.5.3 by reducing the amount of information that must be sent during a BSS transition, allowing the handshake to complete more rapidly.  The Fast Transition 4-way Handshake also includes the EAPOL-Key messages along with the Reassociation management frames to reduce the total number of messages required.

8.5.4.1 ANonce Distribution (Replacing Message 1)

After a STA has established a PMK at a PTA as described in 8.4.6.3, the PTA may provide an ANonce value to the STA, and to the destination AP after it is selected, eliminating the need for Message 1 of the 4-way Handshake.  The PTA generates an ANonce value before the destination AP has been chosen, and may send the ANonce and PMK to a destination AP when a request is received.

The STA requests an ANonce value in advance of roaming by sending a 4-way Handshake Request message, via the DS, to the PTA.  The details of the 4-way Handshake Request message are given in 8.5.3.5.  The Key Data field shall be empty.

Upon receiving the 4-way Handshake Request message, the PTA shall create and store an ANonce value associated with the STA.  Additionally, the PTA shall construct 4-way Handshake Message 1 as described in 8.5.3.1.  However, the Key Data field shall be empty and the Key Ack bit shall be set to 0.  The message shall be sent via the DS to the STA.

The STA shall receive Message 1 and extract and store the ANonce value.  The STA will not respond to Message 1, but uses the message only to obtain the ANonce.

8.5.4.2 Initiating a Fast Transition 4-way Handshake (Replacing Message 2)

A STA may derive the PTK for use upon reassociation when a destination AP has been chosen, but before sending the Reassociation message to initiate the BSS-transition.  The STA retrieves the ANonce delivered in the Message 1 from the PTA.  The STA likewise generates a unique SNonce.  

The STA selects a PMK available for use at the destination AP; it may have been established at the PTA or previously established (cached) at the AP.  If a PMK other than that established at the PTA is used, the STA shall still use the ANonce generated by the PTA to perform the 4-way handshake; the ANonce generated at the PTA is not restricted for use only with PMKs stored at the PTA.  Using the nonce values and the selected PMK, the STA derives the PTK and creates a 4-way Handshake Message 2 as described in 8.5.3.2.   The station shall derive the PMKID for the chosen PMK and include this PMKID as an entry in the PMKID list of the RSN information element.  

The PMKID list may contain more than one PMKID if the STA has multiple PMKs available for use at the AP.  However, handshake message 2, included with the Reassociation message, contains a MIC that assumes the use of a single PMK; therefore, the PMK used to derive the PTK and calculate the MIC shall be the first PMKID listed in the RSN information element.   

A STA initiates a Fast Transition 4-way Handshake by including the Fast Transition Control information element in the Reassociation management frame.  The STA shall set the Shortened Handshake subfield to the appropriate value to indicate its preference to send the 4th message of the 4-way handshake.  The STA shall set the PMK in PTA subfield if the PMKID refers to a PMK located at the PTA.  The STA shall include the PTA address in the PTA Address field.  When the Fast Transition Control information element is included, the STA shall also include the EAPOL-Key Message information element with the 4-way Handshake Message 2 in the EAPOL-Key frame field.  

Upon receiving a Reassociation management frame with both the Fast Transition Control and EAPOL-Key Message information elements, the AP shall extract the PMKID list from the RSN information element.  If the PMK in PTA subfield in the Fast Transition Control information element is set to 1, the AP shall omit checking whether its authenticator has retained a PMK matching the first listed PMKID, and shall immediately contact the PTA to retrieve the indicated PMK.  The AP contacts the PTA using the address provided in the PTA Address field of the Fast Handover Reassociation information element, and shall include the first listed PMKID and the STA address in the request.  The AP shall contact the PTA if and only if the PMK in PTA subfield is 1.

If the PMK is retrieved from the PTA, the PTA shall also provide the appropriate ANonce value to the AP.  If the PMK is not retrieved from the PTA, the AP shall contact the PTA in order to retrieve the appropriate ANonce value, and the request shall include the STA address.

If the AP is unable to locate the first or only PMK indicated, but is able to locate an alternative PMK, it shall begin a new 4-way handshake with the found PMK.  The AP shall send a Reassociation response message that includes the RSN information element containing the appropriate PMKID, and shall include an EAPOL-Key message information element containing Message 1 of the 4-way handshake (with a unique ANonce) to derive the PTK from the appropriate PMK.  When Message 1 is sent with the Reassociation response message, it shall be constructed as described in 8.5.3.1.  Messages 2, 3, and 4 are subsequently sent as described in 8.5.3.

If the first or only indicated PMK was located, the Authenticator at the AP then extracts the EAPOL-Key frame corresponding to Message 2 from the information element sent in the reassociation request.  The Authenticator derives the PTK and verifies the Message 2 MIC as described in 8.5.3.2, and constructs Message 3.  Finally, the AP extracts the Reassociation Handshake subfield in the Fast Transition Control information element and stores the value. 

8.5.4.3 Continued Fast Transition 4-way Handshake (Replacing Message 3)

When constructing the Reassociation response management frame, the AP shall include the EAPOL-Key Message information element with Message 3 contained if the Message 2 MIC was successfully verified.    The AP shall not include the EAPOL-Key Message information element if it was unable to locate any indicated PMK in the STA’s Reassociation request frame.  In such a case, the AP may subsequently initiate IEEE 802.1X authentication with the STA.

The Fast Transition Control information element shall also be included in the Reassociation response frame.  The AP shall set the Shortened Handshake subfield as shown in Table R9.

Table R9 – Shortened Handshake subfield

	Value sent by STA in Reassociation Request
	Desired Behavior
	Value sent by AP in Reassociation Response

	0
	STA will send Message 4
	0

	1
	STA will omit Message 4
	1

	1
	STA will send Message 4
	0


The AP shall set other bits of the FT Control field to 0, and the PTA Address field shall contain the address of the PTA from which STAs associated with the AP may obtain preauthentication and fast transition services.  The AP sends the Reassociation Response with the Fast Transition Control and EAPOL-Key Message information elements.  If the AP set the Shortened Handshake subfield to 1, it may use the MLME-SETKEYS.request primitive to configure the PTK into the IEEE 802.11 MAC.

If the EAPOL-Key frame corresponding to Message 3 was included in the reassociation response, the STA shall extract the frame.  The STA verifies the RSN information element and the Message 3 MIC, as described in 8.5.3.3.

8.5.4.4 Optional 4th message

Upon receiving the Reassociation response management frame including an EAPOL-Key frame corresponding to Message 3, the STA shall extract the Fast Transition Control information element and examine the Shortened Handshake subfield.  If the value is set to 0, the STA must send Message 4 of the 4-way handshake.  This is constructed as in 8.5.3.4, and sent in an EAPOL-Key frame encapsulated in an 802.11 data frame.

If the Shortened Handshake subfield is set to 1, the STA may omit sending Message 4.  The STA may use the MLME-SETKEYS.request primitive to configure the IEEE 802.11 MAC to send and receive MPDUs protected by the PTK. 

8.5.5 Pre-Transition Handshake

A STA may perform a Pre-Transition Handshake in order to establish a PTKSA with a destination AP prior to sending a Reassociation Request.  The Pre-Transition Handshake allows the STA to exchange the first three messages of the 4-way handshake via the DS, and the fourth message with the Reassociation request frame.

A STA may identify one or more potential destination APs and associated PTAs by sending a Transition Candidate Report Request action frame.  The Transition Candidate Report identifies potential destination APs and the addresses of PTAs.

Before choosing a destination AP, a STA may perform the initial steps of a Pre-Transition Handshake.  The STA should establish a valid PMK at a PTA as described in 8.4.6.3, unless all potential destination APs have cached valid PMKs for the STA.  Additionally, the STA may request the ANonce from the PTA whether or not the PTA was used to establish a PMK.  To request an ANonce, the STA shall construct and send a 4-way Handshake Request message to the PTA.  The Key Data field shall be empty.

Upon receiving the 4-way Handshake Request message, the PTA shall create and store an ANonce value associated with the STA.  Additionally, the PTA shall construct 4-way Handshake Message 1 as described in 8.5.3.1.  However, the Key Data field shall be empty and the Key Ack bit shall be set to 0.  The message shall be sent via the DS to the STA.

To continue the Pre-Transition handshake, the STA must choose a destination AP.  If the STA has obtained an ANonce from the PTA, the STA shall construct 4-way Handshake Message 2.  The Key Data field shall contain the RSN information element and, possibly, the Fast Transition Control information element.  The RSN information element shall contain a PMKID referring to a PMK available for use at the destination AP.  If a PMK referenced in the PMKID list is located at the PTA, the STA shall also include the Fast Transition Control information element.  The Fast Transition Control information element shall set the Shortened Handshake subfield to 0, the PMK in PTA subfield to 1, and provide the address of the PTA in the PTA Address field.  Once constructed, the 4-way Handshake Request shall be sent to the destination AP via the DS.

If the STA has not obtained an ANonce from the PTA, the STA shall construct a 4-way Handshake Request message with the Key Data field containing the RSN information element and, possibly, the Fast Transition Control information element, as described in the previous paragraph.  The handshake request message shall be sent to the destination AP via the DS.  

Upon receiving a 4-way Handshake Request message or 4-way Handshake Message 2, the destination AP shall extract the RSN information element and, if included, the Fast Transition Control information element.  The AP shall attempt to locate the referenced PMK, contacting the PTA if the PMK is not locally cached and the Fast Transition Control information element is included.  If no referenced PMK is located, the AP shall initiate IEEE 802.1X authentication with the STA via the DS.  Following authentication, the AP may continue the Pre-Transition Handshake by sending Message 1 to the STA via the DS.

After locating a referenced PMK, the AP shall perform the following:

· If the 4-way Handshake Request message was sent by the STA, the AP shall create a unique ANonce, construct Message 1 of the 4-way Handshake, and send the message to the STA via the DS.  Upon reception, the STA performs the procedures described in 8.5.3.1, and constructs and sends Message 2 via the DS.  Upon reception of Message 2, the AP shall continue as described below.

· If the 4-way Handshake Message 2 was sent by the STA, the AP shall continue as described below.

To process 4-way Handshake Message 2, the AP completes the procedures described in 8.5.3.2, and sends Message 3, using the DS to communicate.

After receiving Message 3, the STA shall verify the RSN information element and the Message 3 MIC.  If verified, the STA may construct and store Message 4, but the STA shall not send Message 4 via the DS.  Likewise, the STA shall not issue the MLME-SETKEYS.request primitive.

A STA initiates the BSS-transition by sending a Reassociation Request management frame to the destination AP.  Included in the management frame should be the RSN information element (including the PMKID referencing the PMK used in the 4-way handshake) and an EAPOL-Key Frame information element containing Message 4 of the 4-way Handshake.

Upon receiving the Reassociation Request, the destination AP shall verify Message 4 as described in 8.5.3.4.  After constructing and sending the Reassociation Response message, it may use the MLME-SETKEYS.request primitive to configure the PTK into the IEEE 802.11 MAC.  Upon receiving the Reassociation Response, the STA shall likewise use the MLME-SETKEYS.request primitive to install the PTK.

If the destination AP is unable to verify Message 4 (e.g., the calculated MIC does not match the MIC that the Supplicant included in the EAPOL-Key frame), it shall respond with a Disassociation frame and may delete the PMKSA. 

The Pre-Transition handshake does not require communication with a PTA.  In such a case, the STA must have a valid PMK in place at the destination AP.  The 4-way Handshake Request message, initiating the handshake, shall not contain a Fast Transition Control information element.  All other aspects of the Pre-Transition Handshake without a PTA are as described above.  

9. MAC sublayer functional description
9.9 HCF

9.9.3 Admission Control at the HC
Insert the following subclauses to the end of subclause 9.9.3:

The admission control mechanism described in this subclause applies to APs and associated non-AP STAs. Non-AP STAs may submit a request for preadmission to one or more preadmission capable transition candidate APs prior to reassociation. The preadmission mechanism is described in detail in clause 11.8.1.

11. MAC sublayer management entity
Insert the following subclauses with the figures and tables included therein, renumbering as necessary:

11.8 Fast Transition Admissions Control operation

11.8.1 Fast Transition QoS Preadmission 

APs capable of supporting QoS Preadmission for fast transition shall signal this capability through the use of the Preadmission subfield in the Fast Transition Capability Information Field in beacon and probe response frames.

Non-AP STAs may utilize preadmission to make simultaneous bandwidth reservations on a number of transition candidate APs capable of supporting QoS preadmissions. To do so, non-AP STAs shall assemble a list of transition candidate APs prior to the preadmission. The method used by non-AP STAs to discover preadmission-capable transition candidate APs is out of the scope of this standard.


Figure R11 – Preadmission Frame Exchange Sequence

Non-AP STAs initiate preadmission operation by sending a Preadmission Request to the current AP. The current AP shall first acknowledge the reception of preadmission request by sending a Preadmission Response frame and then contact individual transition candidate APs via the DS on behalf of the requesting non-AP STA. The protocols by which the current AP communicates with transition candidate APs is out of the scope of this standard.

A transition candidate AP may choose to accept, decline, or alter bandwidth reservations made by non-AP STAs and shall send appropriate notifications back to the current AP. 

The current AP may send Preadmission Status Report autonomously, if the non-AP STA has requested “Immediate Status Update” in the corresponding Preadmission Request, or in response to a Preadmission Status Inquiry received from the non-AP STA.

11.8.1.1 STA operation during preadmission

Non-AP STA shall submit a request for preadmission only if the current AP indicates such support in the Fast Transition Capabilities information elements transmitted in beacon or probe response frames.

To initiate preadmission and submit a request for bandwidth reservation on transition candidate APs, non-AP STA shall transmit a Preadmission Request management action frame to the current AP. The preadmission request shall include a list of transition candidate APs, preadmission control, and TSPECs for desired bandwidth reservations. 

Non-AP STA shall remain in the awake state to receive the Preadmission Response frame from the current AP after transmitting a Preadmission Request frame.

If a non-AP STA has selected to receive an immediate status update by setting the “Immediate Status Update” subfield to 1 in Preadmission Request, it shall stay awake until reception of the Preadmission Status Report.

If a non-AP STA has selected to receive delayed status update by setting the “Immediate Status Update” subfield to 0 in Preadmission Request, it shall transmit a Preadmission Status Inquiry frame to solicit Preadmission Status Reports from the current AP. Non-AP STA shall transmit Preadmission Status Inquiry frame only if the current AP has indicated “Preadmission request accepted” in the Preadmission Response.

Non-AP STAs shall only request preadmission and bandwidth reservation for currently admitted traffic streams associated with AC_VO and AC_VI. Non-AP STAs shall not request preadmission and bandwidth reservation for non-admitted traffic streams and/or traffic streams belonging to AC_BE and AC_BK. 

Non-AP STAs shall try to activate pre-admitted bandwidth reservation by sending a reassociation request frame to the desired transition candidate AP, with the “Activate TS” bit set in the Fast Transition Control element, before the “Bandwidth Holding Time” expires. Failing to do so may cause the non-AP STA to lose a pre-admitted bandwidth reservation, forcing the non-AP STA to re-negotiate bandwidth reservation during reassociation.

11.8.1.2 Current AP operation during preadmission

The current AP shall transmit a Preadmission Response management action frame at the earliest possible time after receiving a Preadmission Request frame from an associated non-AP STA. The current AP shall include in the Preadmission Response frame the Status Code notifying the non-AP STA whether the Preadmission Request is accepted or declined. A current AP shall decline a Preadmission Request in one of the following situations: 

· The current AP is unable to handle the request immediately and requests the non-AP STA to try again later.

· The requesting non-AP STA doesn’t have any admitted traffic stream associated with AC_VO and AC_VI.

· The requesting non-AP STA is requesting preadmission for traffic streams associated with AC_BE or AC_BK.

· One or more parameters in any of the TSPECs are invalid.

· One or more transition candidate AP addresses are invalid.

· The current AP doesn’t support preadmission.

Once the current AP accepts a Preadmission Request and responds with a Preadmission Response indicating acceptance, it shall encapsulate TSPEC in appropriate inter-AP frames and forward them through the DS to all transition candidate APs listed in the Preadmission Request.  The protocol and frame format used by the current AP to forward encapsulated preadmission information to individual transition candidate APs is out of the scope of this standard. Nevertheless, new frame types may be defined in 802.11 for carrying preadmission information between current and transition candidate APs.

If the non-AP STA has indicated “Immediate Status Update” in the Preadmission Request, the current AP shall send the “Preadmission Status Report” immediately upon availability without waiting for “Preadmission Status Inquiry” frame from the non-AP STA.  Otherwise, the current AP shall buffer information received from transition candidate APs and send a Preadmission Status Report only upon receiving a Preadmission Status Inquiry frame from the non-AP STA.

The current AP shall assemble a Preadmission Status Report management action frame with available preadmission status information from transition candidate APs and altered TSPEC, if any, and return to the non-AP STA at the earliest possible time. The current AP shall continue buffering TSPECs and preadmission status information until completing the transition or reaching the maximum buffer limit.

Preadmission Status Report may include preadmission status information from one or more transition candidate APs. Each transition candidate AP is represented by a Preadmission Status Report information element identified by the BSSID of the transition candidate AP. The Status Code in each Preadmission Status Report IE indicates whether a preadmission request is granted or denied by the respective transition candidate AP.

If a transition candidate AP has accepted the preadmission request, the respective Preadmission Status Report IE shall contain the non-zero Bandwidth Holding Time returned from the transition candidate AP and the current AP’s TSF timestamp indicating the starting point of the bandwidth holding time. The current AP shall set Altered TSPEC Count to indicate the number of altered TSPECs, if any, and place them immediately after the respective Preadmission Status Report IE. 

Depending on the existence of altered TSPECs, the frame body of the Preadmission Status Report may look as follows:

	Order
	Information

	1
	Category 

	2
	Action 

	3
	Dialog Token

	4 
	Preadmission Status Report Entry – Transition Candidate AP1

	5
	Preadmission Status Report Entry – Transition Candidate AP2

	6
	Altered TSPEC 1

	7
	Altered TSPEC 2

	8
	Preadmission Status Report Entry – Transition Candidate AP3

	:
	

	N
	Preadmission Status Report Entry – Transition Candidate APn


11.8.1.3 Transition Candidate AP operation during preadmission

Transition candidate APs shall respond to each preadmission request transmitted by the current AP through the DS. Transition candidate APs may individually choose to admit, conditionally admit, or decline a TSPEC according to admission control procedures described in clause 9.9.3. 

When a TSPEC is admitted, the transition candidate AP shall notify the current AP with status code “TSPEC admitted”, a non-zero “Bandwidth Holding Time”, and timestamp reference indicating the starting point of the bandwidth holding time. The transition candidate AP shall allocate bandwidth according to the admitted TSPEC and hold the reservation for as long as the “Bandwidth Holding Time”.

When a TSPEC is conditionally admitted, the transition candidate AP shall notify the current AP with status code “TSPEC admitted with changes” and send the altered TSPEC back to the current AP.

When a TSPEC is declined, the transition candidate AP shall notify the current AP with status code “TSPEC declined”.

Transition candidate APs shall buffer original TSPECs received from the current AP and/or altered TSPECs, if any, for as long as the “Bandwidth Holding Time” or until the max storage limit is reached.

11.8.1.4 STA and AP operations during transition

Once a non-AP STA decided to handover to a transition candidate AP that has admitted or conditionally admitted its TSPECs, it shall transmit a reassociation request frame that includes a Fast Transition Control information element and has the “Activate TS” bit set in the FT Control Info subfield of the element. Non-AP STA may optionally include TSPECs in reassociation request frame if the transition candidate AP is a QAP and supports Fast Transition services. Non-AP STA shall only send TSPECs in the reassociation request if they are new additions or modifications to the preadmitted ones. In other words, non-AP STA shall not repeat TSPECs, which remain the same as those admitted during preadmission, in reassociation request.

The transition candidate AP shall substitute TSPECs received in reassociation request for preadmitted TSPECs of the same TSID and allocate bandwidth accordingly. 

The transition candidate AP shall include status code “Successful” in reassociation response if it is able to honor all pre-admitted TSPEC reservations.

The transition candidate AP shall include status code “Association granted without bandwidth reservation” in reassociation response frame if it allows reassociation but is unable to honor the preadmission bandwidth reservation due to one of the following reasons:

· Bandwidth reservation wasn’t available.

· The “Bandwidth Holding Time” timer has expired.

· Catastrophic situations preventing the transition candidate AP from honoring previously admitted TSPECs.

Upon successful completion of the reassociation, the transition candidate AP becomes the new current AP of the non-AP STA. The new current AP shall immediately notify the previous current AP about such transition. 

The previous current AP may delete all TSPECs that were previously buffered for the non-AP STA after receiving notification from the new current AP.

11.8.2 Fast Transition QoS operation without Preadmission

Non-AP STAs may optionally include TSPECs in reassociation request frames if the STA or destination AP does not support Preadmission.  The STAs may include one or more TSPEC information elements with the reassociation request frame to request their addition.

The transition candidate AP shall construct a Reassociation response frame that includes a status code indicating its admission of requested TSPECs.  The AP shall include status code “Successful” in the reassociation response if it is able to honor all requested TSPECs included in the Reassociation request.  The AP shall include status code “Association granted without bandwidth reservation” in the reassociation response frame if it allows reassociation but is unable to admit the requested TSPECs.
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Abstract


The Seamless BSS Transition Protocol (sBSSTP) modifies procedures for establishing an RSNA and defines new procedures for performing preadmission to allow an IEEE 802.11 STA to transition between BSS more rapidly.  A pre-transition authenticator (PTA) is established to allow the STA to complete IEEE 802.1X authentication without designating a destination AP.  Additionally, the 4-way handshake, the portion of RSNA setup required to create the encryption key (PTK), can be shortened and incorporated within existing Reassociation management frames.  An alternative method, the pre-transition handshake, allows the first portion of the 4-way handshake to occur using the DS; before the STA communicates with the destination AP during reassociation.  Furthermore, to reduce transition time and increase chances of resources being allocated to a STA after a transition, sBSSTP allows STAs to initiate admission control signalling with transition candidate APSs over the DS through the STA’s current AP.
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