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Add to Clause 3 “Definitions” renumbering as appropriate:
3.1
Opportunistic Key Caching: A strategy used by a STA whereby a cached PMKSA is offered to an AP during association even though the AP has not advertised that it has cached such a PMKSA. This is used in scenarios where the AP is connected to a remote PMKSA cache and may not realize that the cached PMKSA is available
3.2
Key Circle (KC): a collection of one or more BSS's that share a central facility for storing PMKs
3.3
Controller: A device that is connected to one or more APs and provides a facility for storing PMKs in a Key Circle.

3.4
Key Circle Identifier (KCID): a binary sequence of arbitrary length that universally and uniquely identifies a KC.
3.5
Extended Key Circle (EKC): a collection of KCs that are able to share PMKSA information.
3.6
Extended Key Circle Identifier (EKCID): a binary sequence of arbitrary length that universally and uniquely identifies an EKC.
3.7
TAP Key Hierarchy: The hierarchy of PMKs and derived PMKs that supports fast transition.

3.8
TAP PMSKSA: The PMKSA established as a result of following the security procedures of Section 20.
3.9
(re)association: shorthand for either association or reassociation.
Insert the following acronyms in Clause 4, alphabetizing as required:

DA-PMK
Derived AP PMK

D-PMK

Derived PMK

EKC

Extended Key Circle

EKCID

Extended Key Circle Identifier

KC

Key Circle

KCID 

Key Circle Identifier

PCQ

Pre-key Confirmation Request

PCS

Pre-key Confirmation Response

PEQ

Pre-key Establishment Request

PES

Pre-key Establishment Response

PIQ

Pre-key Initiation Request

PIS

Pre-key Initiation Response

RIC

Resource Informarion Container

Rnode

Resource Node

TAP

Transition Acceleration Protocol
Add the following clause:
20 Transition Acceleration Protocol
As wireless networking becomes more prevalent, is deployed in a variety of architectures, and supports applications such as telephony, shortcomings that could previously be ignored now become apparent.

This section deals with the problem of intermittent connectivity loss due to transitioning between BSSs in an ESS. Each time the wireless station must abandon its connection with one AP and establish a new connection with another, there is a brief loss of connectivity, which may result in packet loss. In many interesting cases, packet loss will have effects that are noticeable to the user, particularly when running real-time applications. With streaming TCP connections, loss of even a single packet will result in a transmission hiccup whose duration may be far in excess of the actual gap in connectivity. With real-time transmission of voice data, audible cracks and pops result. The more frequently the station must roam, the more annoying these packet losses will be. 

This section defines, an approach that minimizes the duration of connectivity loss during roaming. This approach is scalable and secure, and accommodates a variety of 802.11 system architectures.

20.1 General Concepts

For a station to roam from one AP to another, there are three phases that it must go through:

· AP Discovery - the station must locate an AP to roam to

· Resource establishment – the station may establish that the new AP will provide connection resources it needs to maintain active sessions.

· Roaming Gap - the station must abandon the current AP and establish a connection with a new AP.

20.1.1 AP Discovery

When signal quality of the current association falls below some threshold, the station will scan multiple channels for an AP with a better signal. This process typically takes hundreds of milliseconds. While scanning different channels, the station cannot receive on its current channel, and packets may be lost.

There are various strategies for keeping the scan interval short and avoiding packet loss. However, such strategies can be provided through techniques defined in 802.11k and are therefore beyond the scope of this document.

20.1.2 
Resource Pre-establishment

If the station depends on a level of resources to maintain its current connection then it is the responsibility of the station to determine that such resources will be available before transitioning to the new access point. An example of required resource is link availability as defined by TSPECs. Other types of resources may be defined in future standards.

The new AP may be able to commit the required resources in advance of the transition and notify the station of a reservation. The process of reserving resources is called “resource pre-establishment.” To avoid denial of service attacks, the number of access points with which the station is allowed to reserve resources concurrently may be controlled such that new reservations are denied when a limit is reached. The limit number may be set by administrative policy, heuristics or other method and may include 0.

20.1.3 The Roaming Gap

Once a suitable roaming candidate has been found, the station must stop communication with the current AP and attempt to establish a traffic-bearing connection to the new AP. During this roaming gap, packet loss can occur. If the station fails to establish the new connection it may immediately resume communication with the old AP so that the roaming gap is always terminated by resumption of communications (either to the current or new AP), subject to continuing viable radio environment.

The roaming gap in 802.11-1999
 compliant stations comprises:

· Setting up the radio for the new channel

· Exchanging (re)association request/response with the new AP.

· Performing authentication

· Performing key management

· Establishing other aspects of connection state, for example QoS

Bridging latencies on the subnet also contribute to the roaming gap. Each AP acts as a bridge, and there may be other bridges on the subnet as well. When a new connection occurs, the new AP must make the MAC address of the station known on its own segment to reconfigure other bridges in order to attract traffic for the station. Both the bridging latency of the subnet and the latency of reconfiguration of bridges with the station's MAC address directly contribute to the roaming gap.

20.1.4 
Roaming in 802.11i

With 802.11i, latency introduced via 802.1X authentication is reduced via PMK caching and pre-authentication. When the station and the new AP have a cached security association, either due to a prior association or pre-authentication, the station does not need to re-authenticate to the new AP; however, it still must perform a 4-way handshake in order to establish session keys for data communication. 

Even with this reduced 802.11i exchange, latencies will be measured in the tens of milliseconds with well-powered stations, and higher when handhelds are used.

20.1.4.1 Pre-authentication and PMK Caching in 802.11i

802.11i allows a station to pre-authenticate to a new AP prior to roaming, using the connection to the current AP to communicate with the new AP via the DS. This allows the establishment of a PMKSA in advance of roaming with an AP that has not yet been visited.  Upon (re)association with an AP where pre-authentication has been accomplished, PMK caching can be utilized by presenting a PMKID in the (re)association request.

This mechanism does not accommodate architectures that can centrally store PMKSA information for use with multiple APs. When roaming between APs which are under central control, the station does not realize that the cached PMKSA for the current AP can be used with the new AP. A mechanism to ameliorate the situation has been informally defined, dubbed "Opportunistic Key Caching", in which the station offers up a PMKID to the next AP in the hope that it will be valid. 

However, there is a residual problem related to pre-authentication. If APs in a centralized architecture advertise pre-authentication capabilities, unnecessary 802.1X authentications will be initiated by the supplicant in advance of Opportunistic Key Caching, which would have succeeded. If APs in a centralized architecture do not advertise pre-authentication capabilities, Opportunistic Key Caching will work as intended when roaming among APs controlled in a centralized architecture, but pre-authentication will not be used when roaming across key boundaries, when it would be useful.

20.1.4.2 The 802.11i Lifetime Problem

When an EAP authentication occurs to a AAA server, the AAA server informs the AP of the lifetime of the authentication; for example, RADIUS and Diameter servers return the Session-Timeout attribute. At some point in advance of expiration, the AP must initiate a re-authentication in order to allow the session to continue. Since a new PMK is generated as a result of authentication, the AAA lifetime represents an absolute maximum lifetime for a PMK. 

In IEEE802.11i, the AP does not communicate expiration information to the station. When the station attempts to re-associate with a cached PMKID, it may find that the AP does not accept it and a full authentication will ensue.

20.1.5 Reducing the Roaming Gap

This section introduces new strategies to reduce the roaming gap to a minimum:

· A "pre-keying" mechanism is employed to eliminate the 4-way handshake during transition, when a cached PMKSA exists.

· The natural capabilities of centralized AP architectures are exploited to allow pre-keying with APs with which the station has no previous association.

· A multi-tiered security architecture is employed to distribute derivative PMKSAs to related 802.11 network elements, to allow pre-keying to be employed even upon first association to an AP.

· The lifetime of the PMKSA is communicated to the station, allowing it to judge whether it should attempt pre-keying or perform pre-authentication.

· The scope of the PMKSA is communicated to the station, allowing it to select the appropriate PMK for pre-keying or determine that pre-authentication is required.

· Continuity of network service quality is enabled by the use of the Resource Pre-establishment.

20.2 Scope of This Clause
This section describes mechanisms to support pre-keying and resource pre-establishment between a station and an AP. It describes a key hierarchy to extend the scope of a PMK from a single AP to many APs in a complex network that may include both standalone APs and centralized architectures. This section also defines a new 802.11 authentication type, which allows the client to initiate a handshake to establish the PTK prior to (re)association.

In order to provide the ability to transition to previously unvisited APs, a means of secure distribution of derived keying material between network elements must be available. One example of such a protocol is the Context Transfer Protocol (CTP) defined by the IETF.

This section also specifies a method by which a station can determine that other session state, such as QoS state created via 802.11e; will be available by the end of the roaming gap.

20.3 Key Circles and Extended Key Circles

20.3.1 Key Circle

A Key Circle (KC) is a collection of one or more BSS's that share a central facility for storing PMKs negotiated through any of the BSS's. The network element that stores the PMKs is called the Controller. 

The Controller may be any device that manages PMKs on behalf of the APs in its collection; or, in the case of a standalone AP, it may be the AP itself.

20.3.1.1 Key Circle Identifier

A Key Circle Identifier (KCID) is a binary sequence of arbitrary length 
that 
universally and uniquely identifies a KC. No two KCs may have the same KCID. 

To ensure global uniqueness, the first three octets of the KCID must be set to an Organizationally Unique Identifier (OUI). The remainder of the binary sequence is managed by the vendor named in the OUI as its own private namespace, within which it must guarantee uniqueness. 

One option for selection of a KCID is the MAC address of the Distribution System (DS, e.g. wired side) interface of the Controller. This automatically fulfills the OUI requirement. Also, using the Controller MAC address permits multiple Controllers within an Extended Key Circle (see section 20.3.2) to communicate with each other without requiring additional configuration.

Another option is to set the KCID to the BSSID of one of its member APs. However, the KCID may not be set to a value that may also be assigned as the BSSID of an arbitrary AP, because that AP may be a member of a different KC that uses that BSSID as its KCID, and global uniqueness would be violated.

20.3.2 Extended Key Circle

An Extended Key Circle (EKC) is a collection of KCs that are able to share PMKSA information.

Typically, an EKC will be a collection of Controllers within a common administrative domain. It also may be a collection of APs, where each AP serves as its own KC.

When a station roams across KCs within a common EKC, the new KC may securely retrieve a derivative PMK from the original KC with which the station originally negotiated the PMK. The PMK provided to the new KC is a derivative of the original PMK, computed from the original PMK and the new KCID using a PRF. This ensures that each KC has a cryptographically separate PMK for the same station.

Multiple derivations of the PMK between KCs are not permitted. Each new KC to which the station roams must apply to the original KC in which the PMK was established for a derivative PMK, not to a KC that has obtained a derivative PMK. 

All KCs in an EKC should share a common AAA infrastructure. Primarily, this is to ensure the integrity of audit/accounting information. 

20.3.3 Extended Key Circle Identifier

A Extended Key Circle Identifier (EKCID) is a binary sequence of arbitrary length that universally and uniquely identifies an EKC. No two EKCs may have the same EKCID.

To ensure global uniqueness, the first three octets of the EKCID must be set to an Organizationally Unique Identifier (OUI). The remainder of the binary sequence is managed by the vendor named in the OUI as its own private namespace, within which it must guarantee uniqueness. 

One option for selection of EKCID is the KCID of one of the KCs that is a member of that EKC.

20.3.4 PMK Derivation

An important goal is to minimize the possibility that compromise of secret information on one device can threaten the security of sessions on another device. This aim cannot be entirely achieved without use of public key cryptography, which, in the interest of simplicity and compatibility with current 802.11i security practice is not adopted in this section. Where keys are derived in a hierarchy using hashing techniques, there will always be elements towards the top of the hierarchy whose compromise would threaten the security of elements below it. For example, the AAA server on which keys are established will have the knowledge to decrypt any session on any AP.

However, it is possible to ensure that the propagation of equivalent keying material is not widespread, and that devices that are in different branches of the key hierarchy use keying material that are cryptographically separate. Devices with knowledge of keys that are higher in the key hierarchy, such as AAA servers and Controllers, can more easily be physically secured to prevent the possibility of compromise.

The PMK can be derived from any AKM protocol, including pre-shared keys. A PMK that is distributed by an AAA server should have an assigned lifetime. For example, the RADIUS protocol communicates key lifetime through the Session-Timeout attribute. It is important to note that any keys derived from the original PMK cannot have a lifetime that is greater than its parent.

The new key hierarchy defined in this section is called the “TAP Key Hierachy” and is implemented using the standard 802.11i PRF function, with separate labels assigned to separate derivations. Each derivation applies the 802.11i PRF to a PMK and additional contextual data to create a new, subordinate PMK. 

The hierarchy is three levels deep; thus, the original PMK can never undergo more than two derivations. Devices higher in the key hierarchy perform PMK derivations for devices beneath them, and must transmit keys securely to those devices. 

The KC in which the PMK was originally established is called the "original KC". The original KC may provide a derivative PMK to any other KC within its EKC; the KC that receives such a key is called a "foreign KC". However, a foreign KC may not provide a derivative PMK to another foreign KC. 
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Figure 1: TAP Key Hierarchy

There are altogether three types of PMK, each corresponding to a level of the key hierarchy. The PMK is the original 802.11i PMK. The D-PMK (Derived PMK) used by a Controller in a KC is cryptographically bound to the KC through the use of the KCID. The D-PMK is only used for the purposes of computing the DA‑PMK (Derived AP PMK), which is used by an Access Point during the PTK derivation, and is cryptographically bound to the AP through the use of the BSSID. Figure 1 provides an illustration of the key hierarchy.

20.3.4.1 PMK

The original PMK established via the AKMP is at the root of the TAP key hierarchy.

The PMK is used to derive a D-PMK for the KC in which it is to be used. In an association under the TAP Key Hierarchy, the PMK is never used directly to derive the PTK. 

The PMK must be securely stored in the Controller of the original KC.

20.3.4.2 D-PMK

The D-PMK is at the second level of the TAP Key Hierarchy and is bound to a KC

The D-PMK is 32 octets in length, and is derived from the original PMK using the following formula:


D-PMK = PRF-256(PMK, "D-PMK", SPA || KCID)

where the KCID is that of the KC in which the D-PMK is to be used.

The D-PMK is computed by the original KC; it may be used within the original KC or securely communicated to a foreign KC within the EKC. The D-PMK is solely used to derive the DA-PMK. 

20.3.4.3 DA-PMK

The DA-PMK is the third level of the TAP Key Hierarchy and is bound to an AP. 

The DA-PMK is 32 octets in length, and is derived from the D-PMK using the following formula:


DA-PMK = PRF-256(D-PMK, "DA-PMK", SPA || BSSID)

The DA-PMK is computed by the Controller of the KC and securely communicated to the AP that will use it. 

The AP uses the DA-PMK to derive a PTK.

The DA-PMK is generally stored in the device that participates in the PTK key exchange. In architectures where the authenticator is located in a centralized device, the DA-PMK would remain in the controller. However, in distributed architectures that include the authenticator function in stand-alone access points, the DA-PMK may reside in the APs themselves.

20.3.4.3.1 Derivative PMK Distribution Diagram

Figure 2 illustrates how the various derivations of the PMK are distributed to network components. The example deployment consists of two KCs in a common EKC, with two APs per KC. 
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Figure 2 : TAP Key Distribution

20.4 Resource Pre-establishment

Two aspects of policy drive the approach taken for resource pre-establishment:

1. Whether new resources are provided by the new AP on demand or whether they are limited to those that station has already been allocated by its current AP
2. The importance to the station of maintaining service level to its user. For example, whether degraded service would cause failure of a VoIP session or only reduced quality

If the new AP’s policy does not permit allocation of resources that are not already assigned to the station at its current AP, then it must communicate with the current AP. If the policy is unrestrictive, then the new AP can make the allocation based only on its local environment.

If the station requires particular resources to maintain a session then it must determine with near certainty that those resources will be available upon completing a transition. This implies a need for pre-reservation. If the resources are desirable but not necessary then the station only needs to estimate the probability of their availability after transition. Resource pre-establishment shall be optional.

20.4.1 Steps in resource pre-establishment

Resource pre-establishment is a service provided by APs which may be invoked by stations prior to a transition. If invoked two steps are required: Request and Commit. In some cases the AP may require that the Request be sent under protection of a MIC; this will result in an additional round trip in which the Request is resent.

The Request step must occur prior to (re)association. In this phase the station submits a request message to the new AP including an address reference to the current AP (Address Contact Point) and a list of desired resources. The AP must respond with either:

1) an immediate result indicating which resources have been allocated,  or indicating failure of the allocation
2) an notification that the station must re-issue the request at a later time (not ready)
3) an acknowledgement of the request without immediate allocation. In this case the allocation may be deferred by the AP until the point of association. This response is only valid where the station has indicated such a deferred allocation decision is acceptible
The commit phase occurs when the station successfully (re)associates to the the new AP and the resources are fully assigned. Between the Request and Commit step the AP may reserve the resources, which implies that the resources may not be allocated to another station. However, they are not fully assigned since the station has not yet joined the new AP.
If the station has issued a Request for resources the AP must either reject or confirm the allocation of resources. The AP shall indicate its decision at one of two points:

1) In response to a Request prior to (re)association. Assuming the allocation is successful, no further notification is given and the Commit step is implicit with the (re)association response (providing specified time limits are observed.)
2) As part of the (re)associate response message, coincident with the Commit step. In this case if the requested resources cannot be provided the (re)association attempt fails.
The number of access points to which the station may pre-allocate may be limited by a count held at the current AP. Implementation of the limit mechanism depends on communication between the new AP and the current AP. When requesting resource pre-reservation, the station must include a reference to its current AP in the Notify message and the new AP may check with the current AP whether it is authorized to pre-allocate resources. 

20.4.2 Message Structure (RIC)

Requests for resources and subsequent responses from the AP are encapsulated in a Resource Information Container (RIC) carried in a pre-key message. It comprises a series of Information Elements called Resource Nodes (RNode) each with similar structure: a node header and an optional payload. The RNode header includes index numbers and control bits uses to reference and group resource requests.

Three types of RNodes are defined: root, group and leaf. Leaf RNodes may include request information such as a required TSPEC. Group RNodes comprise only reference information. The root node is always present in the RIC.
Request messages comprise a root node and one or more leaf nodes each defining a requested resource. Optionally group nodes may be included to indicate that a set of resources should be allocated together. Each node contains control bits that determine whether the resource request is mandatory (i.e. essential to the station) and whether the resource is currently assigned to the station at the current AP. Control bits in the root node override all the other nodes so that if the “mandatory” bit is set in the root nodes all resources in the RIC must be assigned. Similarly the setting of the “mandatory” bit in a group node indicates all resources in the group are required.

Response messages from the AP may contain partial RICs. In this case some or all of the leaf and group nodes may be omitted. For example if all resources are successfully allocated only the root node is sent indicating success. Similarly if an entire group has been allocated only the group node need appear in the response. The payload field of leaf nodes is always omitted in responses.
Example Deployments



20.4.3 
Single KC Deployment

A deployment might include a single stand-alone AP or a centralized controller overseeing multiple APs.

The Controller and its AP(s) constitute a single KC. No EKC is required.

In the centralized controller architecture, when the station roams to a new AP, if the new AP does not have a DA-PMK in its cache for this station, retrieves a DA-PMK from its Controller.

20.4.4 EKC Deployment

A deployment might comprise multiple KCs, each of which may be a stand-alone APs or a Controller overseeing multiple APs. Each Controller or stand-alone AP constitutes a single KC, and all are members of a common EKC.

When a station roams to a foreign KC, if the new AP does not have a DA-PMK in its cache for this station, it retrieves a DA-PMK from its Controller (which may be co-resident in the case of stand-alone APs). If the Controller does not have a D-PMK in its cache for this station, it retrieves a D-PMK from the Controller of the original KC in order to derive the DA-PMK required by the new AP. 

20.4.5 Multi-EKC Deployment

A deployment might comprise multiple EKCs as well as KCs that are not part of EKCs. In other words, it may be impractical (and possibly unnecessary) to include the entire wireless infrastructure in a single EKC.

In this case, it will not always be possible to share PMKSA information when roaming. However, pre-authentication may be used when roaming across EKCs, so that pre-keying may be accomplished in any case. The station will be able to cache PMKSAs for multiple EKCs, so pre-authentication will not have to occur frequently, even if the station oscillates frequently between the EKCs.

20.5 The TAP PMKSA

The PMK Security Association established according to this section is called a TAP PMKSA, and is distinguished from an ordinary PMKSA defined in 802.11i. 

The PMKSA that results from the AKM protocol is potentially a TAP PMKSA if the AP has advertised pre-keying capability in its beacon and probe response and the station has advertised pre-keying capability in its (re)association request. Confirmation that a TAP PMKSA has been established is provided by the AP, either in its (re)association response when pre-keying is performed, or during the 4-way handshake. If the AP does not confirm that a TAP PMKSA has been established, the PMKSA must be considered by both parties to be an 802.11i PMKSA.

Informative note: Even if both parties advertise TAP capabilities, the AP may wait for the results of authentication to decide
 whether to establish a TAP PMKSA. For example, authorization by the AAA server might be required in order to enable pre-keying.


The substantive difference between a TAP PMKSA and an 802.11i PMKSA is that the TAP PMKSA may be used for pre-keying and/or to create derivative PMKSAs, but may not be used for RNSA Key Management as defined in 80211i, in which the RSN IE of the station's (re)association request includes a PMKID to select a cached PMKSA for use in the 4-way handshake in order to avoid performing the AKM. Any PMKSA derived from a TAP PMKSA is also a TAP PMKSA.

The elements of a TAP PMKSA are as follows:

· PMK (either original or derivative)

· PMK type (PMK, D-PMK, or DA-PMK)

· KCID with which the original PMK was established

· BSSID (if DA-PMK)

· Station MAC address

· Lifetime

· Authorization parameters conveyed by the AAA infrastructure

· The number of concurrent resource pre-allocations allowed

TAP PMKSAs must be transmitted between network elements to support pre-keying. For example, the original KC must transmit a TAP PMKSA with a D-PMK to the foreign KC to which the station roams. 

Note that it may not be necessary to cache PMKSAs for all types of PMK. The station may cache only PMKSAs for original PMKs and derive any other type of PMKSA as needed. APs and Controllers may also discard derivative PMKs, as they can retrieve new ones as needed; however, PMKSA retrieval incurs network overhead, and caching is therefore a performance choice for the infrastructure elements. However, if the need arises to free memory, derivative PMKSAs should be discarded before original PMKSAs.

20.5.1 PMKSA Lifetimes

One of the elements of the PMKSA is its lifetime. When 802.1X authentication is used, the PMK's, and hence the PMKSA's, lifetime is typically returned by the AAA backend; for example, in the Session-Timeout attribute returned by a RADIUS server. Lifetimes may also be assigned by APs, in the absence of other policy. The AP, at its option, may apply its own policy to reduce the PMK lifetime received from the AAA backend, though it may not increase that lifetime.

Whenever a derived PMK is transferred to a KC or AP, its expiration time shall also be transferred (either as an absolute time or remaining time). The remaining lifetime that is communicated to the station by the AP is computed based on the expiration time. Normally, the expiration time is equal to the originally assigned expiration time (that is, the time at which the PMK was assigned plus its original lifetime). The transferred expiration time must never exceed the original expiration time assigned to that PMK. 

20.5.2 Reducing Lifetimes of 802.1X PMKs

When transferring a derived PMK, its lifetime may be reduced. However, reducing the PMK's lifetime may result in pre-key failures, depending upon the architecture and implementation. 

One reason that network elements may want to reduce the PMK's lifetime upon transfer is to allow cached PMKSAs to be purged sooner once the station is believed to have moved to a different AP or KC. 

The station must keep a single lifetime for all related PMKs; that is, for the original PMK and all PMKs derived from it. When it receives a reduced lifetime for a derived PMK, it must reduce the lifetime for that PMK and all related PMKs in its cache. It must never increase the lifetime of a cached PMK; thus, the lifetime for the set of related PMKs will be the lowest lifetime received for any of them.

When a KC reduces the lifetime of a derived PMK upon transfer to an AP or other KC in its EKC, it introduces the risk of pre-key failure. A pre-key failure is possible when a reduced lifetime is communicated to an AP but the station never completes the association to that AP and thus is not informed of the reduced lifetime. If the original KC purges the PMKSA from its cache upon expiration of the reduced lifetime, the station, retaining the original lifetime, may attempt to pre-key with an AP in the original KC and fail.

Note that the pre-key failure only can occur when a derived PMK is transferred, presumably due to an anticipated association, but the association does not complete. If the association completes, the station will have been advised of the reduced lifetime and will not attempt pre-keying with that derived PMK beyond that lifetime.

For these reasons, reducing lifetimes upon derived PMK transfer is not recommended. Implementations that require it should be aware of the implications, and take whatever measures possible to reduce risk of pre-key failure.

20.5.3 Transferring Lifetimes of Pre-Shared-Keys

When the PMK is a Pre-Shared-Key (PSK), it may have an indefinite lifetime, which ends only when the PSK is deleted or changed. 

When transferring a D-PMK based on a PSK, the KC should indicate a finite lifetime, to allow changes or deletions of PSKs to take effect within a reasonable time period.

The risks associated with reduced lifetimes for PMKs established via 802.1X generally do not apply to PSKs, since the PSKs are permanently configured in the KC and there are no cache purging issues.

20.6 Negotiations Between Station and AP

20.6.1 Capability Negotiation

20.6.1.1 AP Beacon/Probe Response

A TAP-capable AP shall include the following IEs in its beacon and probe response messages:

TAP Advertisement IE - indicates the options and version supported by the AP.

KCID IE - indicates the KC to which the AP belongs. This IE must be present if the TAP Advertisement IE is present.

EKCID IE - indicates the EKC to which the AP belongs. This IE must be present if the TAP Advertisement IE is present and has the EKC bit set; it must not be present otherwise.

20.6.2  (Re)Association Without Pre-keying

This section describes the (re)association process when a pre-key sequence was not completed prior to association. This will occur if the station has no cached PMKSA with the KC or EKC of the AP, or if the pre-key sequence was attempted but failed.

20.6.2.1 (Re)Association Request From Station

The TAP-capable station may include the TAP Advertisement IE in its (re)association request, provided that the AP has advertised TAP capability and the station supports a TAP version less than or equal to the TAP version advertised by the station. If the station supports only higher versions than the AP, the station must omit the TAP Advertisement IE and not perform any of the TAP functions described in this section during its association with this AP. 

20.6.2.2  (Re)Association Response From AP

The (re)association response from the AP does not differ from the normal (re)association response.

20.6.2.3 AKMP

Upon (re)association, a PMK is established according to the negotiated AKMP; for example, if 802.1X is the AKMP, EAP authentication is performed.

If PSK is the negotiated AKMP, the PMK is already established and no special processing is performed between (re)association and 4-way handshake.

20.6.2.4 TAP 4-Way Handshake

Upon (re)association and successful execution of the AKMP, the 4-way handshake occurs.

20.6.2.4.1 Handshake Message 1 From Authenticator

If a valid TAP Advertisement IE appeared in the (re)association request from the station, with a TAP version supported by the AP, the AP confirms the use of TAP processing by including a TAP PMKID IE in handshake message 1, and omitting the 802.11i PMKID IE. This indicates that the PMKSA between station and AP is a TAP PMKSA.

Instantiating the TAP PMKSA implies that the PMKSA may be shared within the KC and EKC. It also implies that the TAP key hierarchy will be used to compute the PTK; that is, the original PMK is used to compute the D-PMK, which is used to compute the DA-PMK, which is used to compute the PTK. 

Upon receipt of handshake message 1, the supplicant proceeds as follows:
1 If the TAP PMKID IE is not present, the PMKSA is not a TAP PMKSA, and the 4-way handshake must proceed as per 802.11i.

2 If the TAP PMKID IE is present, the station must derive a DA-PMK, and compute the PMKID based on the DA-PMK. If the computed PMKID does not match that of the TAP PMKID IE from the authenticator, the station must discard handshake message 1.

3 If the TAP PMKID IE is present and the PMKID computed by the supplicant matches the PMKID sent by the authenticator, the supplicant generates an SNonce and computes the new PTK based on the DA-PMK, SNonce, ANonce, SPA and AA.

20.6.2.4.2 Handshake Message 2 From Supplicant

Handshake message 2 is as per 802.11i.

20.6.2.4.3 Handshake Message 3 from Authenticator

The authenticator must include a TAP Update IE in handshake message 3, to indicate the remaining lifetime of the PMK.

20.6.2.4.4 Handshake Message 4 From Supplicant

Handshake message 4 is as per 802.11i.

20.6.3 (Re)Association With Pre-keying

If a TAP PMKSA exists that can be used between the station and the AP to which the station intends to transition, the station may initiate a pre-key sequence prior to (re)association with that AP.

The pre-key sequence establishes a new PTK and may negotiate resource allocations to be used when the new association begins. Once the PTK has been established, both station and AP shall instantiate pairwise keys for use in the impending association prior to the exchange of (re)association messages, to ensure that keys are already in place once the association begins, thus avoiding race conditions that could result in packet loss. Upon (re)association, use of the new PTK is confirmed, allocated resources are committed, and the connection is established without requiring use of the AKMP and 4-way handshake.

Note that the PTK and other connection information established during the pre-key sequence is intended to be short-lived, and a station should only initiate the pre-key sequence shortly prior to (re)association. The AP may enforce narrow time constraints through the use of timeout intervals communicated to the station during the pre-key sequence.

The first part of the pre-key sequence is carried in 802.11 Authentication MAC management frames, with Authentication algorithm number set to TBD and Authentication transaction sequence number initially set to 0, monotonically increasing with each message in a single pre-key sequence. The Status code field is unused and always set to 0; a separate Status Code field is provided in the body of the message, allowing it to be included in the message's MIC. The Challenge Text IE is is not used; instead, a TAP pre-key message appears, encapsulated in one or more TAP IEs. The type of pre-key Message is specified in a selector within the message. 

A final exchange of Pre-key messages is carried in the (re)association request and response.

The pre-key sequence comprises a series of request/response round trips driven by the station. The result of the pre-key sequence is the establishment of a new PTK and, optionally, the allocation of resources to be used with the new AP. At least one round trip will be required in MAC Authentication frames prior to the (re)association exchange.

Each pre-key request sent by the station includes a Supplicant Replay Counter, which must be echoed in the AP's response. The value of the Supplicant Replay Counter in the first request in a pre-key sequence must be 0; each subsequent request must increment that value by 1.

The station may utilize mechanisms to avoid packet loss during the pre-key sequence prior to (re)association. For example, it may switch to the channel of the new AP in order to execute a single round trip and then return to its original channel to exchange data and other frames with the currently associated AP. The station repeats this as many times as are necessary to complete the pre-key sequence. 
The station may also utilize mechanisms to avoid packet loss while off-channel; such mechanisms are out of scope in this specification.

The AP is expected to respond to each request speedily, to allow the station to minimize the time during which it must remain off-channel. Both station and AP are expected to utilize the time between round trips to perform cryptographic computations, resource allocation, and other operations that might incur delay. Furthermore, the AP is expected to utilize the time between round trips to retrieve the derivative PMK and other connection information from an external device, if required.

The AP's response contains a Status Code, which may be an information code or a failure code. 
An information code indicates that the AP has accepted the station's pre-key request and the pre-key sequence either has completed successfly or may continue with the prospect of completing successfully. Information codes include the following: 
"Success", when present in an Authentication frame, indicates that the station may proceed to issue a (re)assocation request. When present in the (re)assocation response, it simply confirms the success of the association.

"Not Ready", when present in an Authentication frame, indicates that the station must issue another Authentication frame request prior to (re)assocation. "Not ready" is not valid in a (re)assocation response.
A failure code 
indicates 
that the pre-key sequence has terminated in failure. Failure codes include the following:
"PMKSA Not Available" indicates that the AP cannot retrieve the PMKSA requested by the supplicant and cannot perform pre-keying. "PMKSA Not Available" shall not be issued in a (re)association response.
"Unexpected Request" indicates that the AP is not currently preforming a pre-key sequence with this station. This could occur, for example, if the AP has discarded context for an expired pre-key sequence. "Unexpected Request" shall not be issued in a PIS, as the PIQ to which the AP is responding establishes a new pre-key sequence and no prior AP context is required.

"Resources Not Available" indicates that the AP cannot or will not allocate the resources requested by the station.  "Resources Not Available" may be issued in any pre-key response, including the (re)association response.
Each Authentication frame pre-key response issued by the AP contains two time interval fields to help the station determine when to issue its next request:

· the minimum interval that the station should wait before it sends the next request, 

· the maximum interval before which the entire pre-key sequence must complete and a (re)association request must be sent. 

These interval values shall be set to 0 in a (re)association response, as the pre-key sequence has completed.

If the next pre-key request from the station is not received prior to expiration of the maximum interval, the AP may discard its state for this pre-key sequence.

20.6.3.1 Pre-key Initiation

20.6.3.1.1 Pre-key Initiation Request (PIQ) From Station

Prior to initiating the pre-key sequence, the station will have the AP's TAP Advertisement IE, KCID IE, EKCID IE, and RSN IE from the AP's beacon or probe response. It thus can determine whether it has or can derive a valid TAP PMKSA for the new AP's KC or EKC. If the station does not have or cannot derive a valid TAP PMKSA for this association, it must not initiate the pre-key sequence.

If the station determines it has a valid TAP PMKSA, it computes the derived PMKs required for the new association using the PMK in its cache. If the cache does not include a D-PMK for the KC, it must be calculated. Similarly, the station must compute the DA-PMK associated with the BSSID, if it is not already present. The PMKID is then computed using the DA-PMK as the source.

The station must also generate an SNonce, to be used in all pre-key requests transmitted by the station during this pre-key sequence.

The station initiates the pre-key sequence by sending a Pre-key Initiation Request message (PIQ). This message contains the station's TAP Advertisement IE and RSN IE, as well as the KCID, PMKID and SNonce. It may also include Resource Information Container (RIC) IEs to request resource allocation. The KCID is that of the KC with which the original PMKSA was established; this may or may not be the KC of the AP. The PIQ is not signed with a MIC.

20.6.3.1.2 Pre-key Initiation Response (PIS) From AP

Upon receipt of the PIQ, the AP must create a new pre-key context for the station, and it must generate an ANonce, to be used in all pre-key responses transmitted by the AP to this station.

It then performs the following steps:
4 The AP creates a new pre-key context for the station.

5 The AP generates an ANonce, to be used in all pre-key responses transmitted by the AP to this station during this pre-key sequence.

6 If the AP can speedily determine that the PMKSA requested by the station cannot be retrieved, it responds with a PIS with a Status Code set to "PMKSA Not Available". This message is not signed with a MIC.

7 If the AP can speedily determine that it cannot or is not permitted to allocate the requested resources, it responds with a PIS with a Status Code set to “Resources Not Available”. This message is not signed with a MIC

8 If the AP does not have a cached PMKSA with matching PMKID for the station, it responds with a PIS with Status Code of "Not ready", after which initiates retrieval of the PMKSA from the KC. This message is not signed with a MIC.

9 If the AP cannot allocate the requested resources immediately and may not defer the allocation, it responds with a PIS with Status Code of "Not Ready". This message is not signed with a MIC.
10 If the AP’s policy requires that the RIC be authenticated by the station before it performs resource allocation, it responds with a PIS Status Code of “Not Ready”. This message is not signed with a MIC.
11 Otherwise, the AP computes the PTK, and responds with a PIS with Status Code of "Success". The PIS must be signed with a MIC.


The PIS must include the AP's TAP Advertisement IE and RSN IE; these must be identical to the IEs included by the AP in its beacon and probe response. Since they are covered by the MIC, this protects against the possibility that the unprotected beacon or probe response were tampered with.


The PIS must also include a PIQ-MIC, computed by the AP over the PIQ 
transmitted 
by the station. The PIQ-MIC confirms to the station that the PIQ it transmitted was correctly received by the AP.


If the AP has allocated the resources requested in the PIQ, it must include a RIC response  indicating those resources for which allocation was successful. 

After the AP sends its PIS with Status Code of "Not ready", it should retrieve of the PMKSA for the station from the KC and pre-compute the PTK prior to receipt of the PEQ from the station. It may  prepare any resources requested by station in its PIQ. It may contact the station’s current AP to validate a resource request list or confirm that the station may engage in resource pre-allocation

Note that the AP may elect to respond with Status Code of "Not ready", even if it has the PMKSA and is able to allocate the requested resources. This would be done if the AP requires a message signed with a MIC prior to committing resources, for example. 

20.6.3.1.3 Receipt of PIS By Station

Upon receipt of the PIS, the station performs the following steps:

12 If the Supplicant Replay Counter in the PIS does not match that of the PIQ, the station discards the PIS.

13 If the Status Code of the PIS indicates failure
, 
the station must abandon its attempt to pre-key with this AP.

14 If the Status Code of the PIS is "Not Ready", the station schedules its next message within the time interval indicated in the PIS. This will be a PEQ. (Note that the PIQ is never reissued within a pre-key sequence.)

15 If the PIS contains an invalid MIC, the station must discard the PIS.

16 If either the TAP Advertisement IE or the RSN IE in the PIS does not exactly match the corresponding IE from the station's beacon or probe response, the station must abandon its attempt to pre-key with this AP
.

17 
If the PIQ-MIC IE is absent or invalid, the station must abandon its attempt to pre-key with this AP.

18 Otherwise the Status Code of the PIS is "Success", and the station schedules its next request within the time interval indicated in the PIS. This will be a (re)association request.

After receipt of a valid PIS with Status Code of "Success" or "Not ready", the station has the AP's ANonce. It may use the interval prior to its issuing the next request to compute the PTK, based on the derivative PMK, SNonce, ANonce, SPA and AA.

20.6.3.2 Pre-key Establishment and Resource Confirmation

This message pair (PEQ/PES) is only required if the PIS contained Status Code of "Not ready". If the PIS contained Status Code of "Success", this message pair is omitted and the station proceeds directly to (re)association.

20.6.3.2.1 Pre-key Establishment Request (PEQ) From Station

After a PIQ/PIS exchange in which the PIS contained Status Code of "Not ready", the station issues a Pre-key Establishment Request message (PEQ). This message contains the station's TAP Advertisement IE and RSN IE. The message also contains an exact copy of the RIC if present in the PIQ. The station signs this message with a MIC using the KEK of the newly derived PTK. 

The PMKID sequence in the station's RSN IE is not meaningful during pre-key. The station must not include PMKIDs in its RSN IE and the AP must ignore them if they are present.
20.6.3.2.2 Pre-key Establishment Response (PES) From AP

Upon receipt of the PEQ, the AP performs the following steps:

19 If the AP is not expecting a PEQ from this station, it responds with a PES with Status Code of "Unexpected request".

20 If the Supplicant Replay Counter in the PEQ is invalid, the AP must discard the PEQ.

21 If the SNonce in the PEQ does not match that of the PIQ, the AP must discard the PEQ.
22 If the RIC in the PEQ does not match that of the PIQ the AP must discard the PEQ
23  If the AP has determined that the PMKSA requested by the station cannot be retrieved, it responds with a PES with a Status Code set to "PMKSA Not Available". This message will not be signed with a MIC.

24 
If the AP has not completed its retrieval of a derivative PMKSA with matching PMKID resources, or has not yet computed the new PTK, it responds with a PES with Status Code of "Not Ready". This message will not be signed with a MIC.

25 If the PEQ contains an invalid MIC, the AP discards the PEQ.

26 If the AP has determined that it cannot or is not permitted to allocate the requested resources it responds with a PES with a Status Code set to “Resources Not Available.” This message will not be signed with a MIC

27 If the AP has not yet completed allocation of resources and is not permitted to defer the allocation it responds with a PES with a Status Code set to “Not Ready.” This message will not be signed with a MIC

28 Otherwise, the AP responds with a PES with Status Code of "Success". The PES must be signed with a MIC.


The PES must include the AP's TAP Advertisement IE and RSN IE; these must be identical to the IEs included by the AP in its beacon and probe response. Since they are covered by the MIC, this protects against the possibility that the unprotected beacon or probe response were tampered with.


If the AP has allocated the resources requested in the PEQ (and has not already notified the station in a PIS or previous PES), it must include a RIC response indicating those resources for which allocation was successful.
20.6.3.2.3 Receipt of PES By Station

Upon receipt of the PES, the station performs the following steps:

29 If the Supplicant Replay Counter in the PES does not match that of the PEQ, the station discards the PES.

30 If the ANonce in the PES does not match that of the PIS, the station must discard the PES.

31 If the Status Code of the PES indicates failure, the station must abandon its attempt to pre-key with this AP.

32 If the Status Code of the PES is "Not Ready", the station schedules a reissue of the PEQ within the time interval indicated in the PES.

33 If the PES contains an invalid MIC, the station must discard the PES.

34 If either the TAP Advertisement IE or the RSN IE in the PES does not exactly match the corresponding IE from the station's beacon or probe response, the station must abandon its attempt to pre-key with this AP.

35 Otherwise, the Status Code of the PES must be "Success", and the station schedules its next request within the time interval indicated in the PES. This will be a (re)association request
.

20.6.3.3 (Re)Association

20.6.3.3.1 (Re)Association Request From Station

After a successful pre-key sequence, the station issues a (re)association request to the AP, and includes a Pre-key Confirmation Request (PCQ) IE in the (re)association request. The station includes its SNonce and signs the PCQ with a MIC based on the KEK of the new PTK. 

Prior to issuing the (re)association request, the station should instantiate the pairwise key for communication with the AP, based on the newly derived PTK.

The station's TAP Advertisement IE and RSN IE are not meaningful in a (re)association request when a PCQ is included, as they have already been negotiated during the pre-key sequence. The station must not include either IE in its (re)association request, and the AP must ignore them if present. 

20.6.3.3.2 (Re)Association Response From AP

Upon receipt of the (re)association request, the AP performs the following steps:

36 If a PCQ IE is not present in the (re)association request, the AP proceeds as per 802.11i, regardless of whether a pre-key sequence had been completed.

37 If the (re)association request was not preceded by a successful pre-key sequence (or if the AP discarded its state relating to the pre-key sequence), the AP fails the (re)association request with a Status Code of "Unexpected request". 

38 If the PCQ contains an invalid Nonce, Supplicant Replay Counter or MIC, the AP discards the (re)association request. 
39 If the station requested resources and indicated the “defer” option in its RIC request, the AP may now attempt to allocate the resources if it has not already done so. If the allocation is successful the AP must include a RIC response containing only those resources which are being committed. If the allocation is unsuccessful, the AP fails the (re)association request with a Status Code of “Resources not available”. No RIC is included if resource allocation has already been indicated during the pre-key sequence.
40 Otherwise, the AP returns a successful (re)association response, which must include a Pre-key Confirmation Response (PCS) IE. The PCS includes the remaining lifetime for the PMK on which this association is based, as well as an initial GTK for use in the association. The AP includes its ANonce and signs the PCS with a MIC.


Prior to issuing the (re)association response, the AP should instantiate the pairwise key for communication with the station, based on the newly derived PTK.

20.6.3.3.3 Receipt of (Re)Association Response By Station

Upon receipt of a (re)association response from the AP indicating success, the station performs the following steps:

41 If a PCS IE is not present in the (re)association response, the supplicant must discard the (re)association response.

42 If the PCS IE contains an invalid Nonce, Supplicant Replay Counter or MIC, the supplicant must discard the (re)association response.

43 The supplicant must decrypt the GTK, if present. If decryption fails, the supplicant must consider the (re)association to have failed.

44 Otherwise, the station instantiates the decrypted GTK, if present, and considers the connection open.

If the station receives a (re)association request indicating failure it must delete all state associated with the pre-key sequence and may resume operation with its current AP.

20.6.3.4 Retries

If the supplicant does not receive a response within 100 milliseconds to a pre-key request or to a (re)association request that includes a PCQ, it may elect to resend the request. Any request that is resent must be an exact duplicate of the original, including the Supplicant Replay Counter. If the authenticator receives a request that is a duplicate of the immediately preceding request, it must discard the duplicate request if it is still processing the original request, or it must resend its last response if it has already responded to the original request. 

20.6.3.5 Subsequent Use of AKM Protocol and 4-Way Handshake

Once a secure association has been established, either via the 4-way handshake or the pre-key sequence, additional exchanges may occur. For example, a new 4-way handshake may occur to establish new transient keys based on the current PMKSA, or the AKM protocol (e.g. 802.1X authentication) and a 4-way handshake may occur to establish both a new PMKSA and new transient keys. Additionally, resource allocations may be changed using the ADDTS and DELTS procedure described in draft 802.11e.

If the current PMKSA is a TAP PMKSA and a new 4-way handshake is initiated, the authenticator must include the TAP PMKID IE in handshake message 1 and the TAP Update IE in handshake message 3 to re-confirm that the PMKSA is a TAP PMKSA. The 4-way handshake does not by itself create a new 802.11i PMKSA, and therefore cannot be allowed to "demote" a TAP PMKSA to an ordinary PMKSA.

However, if the AKM protocol is used to establish a new PMKSA, the authenticator has the option of confirming it as a TAP PMKSA or not. Normally it would, by including the TAP PMKID IE in handshake message 1 and the TAP Update IE in handshake message 3.

20.6.3.6 DS Update

Du
ring a normal 802.11i 4-way exchange, this DS update should occur after a successful 4th 802.11i message. However, when a station invokes a TAP pre-key exchange, the AP should perform the DS update after sending a successful (re)association response.

20.7 Resource Information Container (RIC)

A general Resource Information Container (RIC) is defined allowing a station and access point to establish resources prior to a transition. The structure of the RIC is designed to be efficient for small resources requests (such as a single ADDTS) but flexible so that a number of resources can be requested in a single message. The ability to combine together multiple requests reduces overhead and assists in rapid pre-allocation of resources. A RIC may be a request or a response each of which has similar format but different rules of construction. The RIC is constructed using sub-components called nodes of which there are three types: root, group and leaf.

20.7.1 RIC Nodes

20.7.1.1 Root Node
Every RIC shall contain one root node which shall be the first node. The root node provides the following information:

· The number of resource requests associated with the RIC

· Status and control bits that apply to the entire RIC

· The Contact Point information for the station’s current access point

20.7.1.2 Leaf Node

A RIC request shall contain an arbitrary number of leaf nodes describing requested resources. Each leaf node shall respresent a single requested resource and shall be uniquely identified within the RIC by an index number. In RIC request messages the details of the resource is provided in the payload field of the leaf node. For RIC response messages the payload field shall be omitted and the resource request identified by the leaf index number. The leaf node contains status and control bits related to the request and response.
20.7.1.3 Group Node
A group node may be used to indicate a connection between two or more leaf nodes (“subordinate nodes”). An access point processing grouped resource requests shall either allocate all the resources described in the subordinate nodes or none of them.

The group node contains the lowest and highest index numbers for the subordinate nodes which must have sequential index numbers. The group node contains status and control bits related to the request and response.

In a RIC response message, only the group node is present and the subordinate nodes shall be omitted.

20.7.2 Example RIC requests
A simple RIC “request” comprises a single root node and one or more resource requests contained in “leaf nodes.” Each leaf node contains one resource descriptor such as an ADDTS. The root node provides the identity of the current AP and also indicates how many leaf nodes are present. The minimum possible RIC is shown in Figure 3.

	Root node
	Leaf node with ADDTS


Figure 3: RIC with single TSPEC

Multiple resource requests may be concatenated as shown in Figure 4.

	Root
	Leaf1
	Leaf2
	Leaf3
	Leaf4


Figure 4: RIC with four resource requests

To assist with efficient decision making by the new AP, the structure allows resource requests to be grouped together. This allows the station to indicate that the resources are related and that it is necessary to allocate the whole group together (i.e. partial allocation is no use). Groups are indicated by the optional insertion of group nodes as shown in Figure 5.

	Root
	Group 1-3
	Leaf 1
	Leaf2
	Leaf3
	Leaf4


Figure 5: Grouping resource requests

In Figure 5 the Group node links leaf nodes 1,2 & 3. Leaf 4 is not part of the group.

20.7.3 RIC Format

The Resource Information Container is constructed using information elements, where each information element contains a single node of the RIC. This specification defines one leaf node type, which carries an ADDTS action. The RIC contains a list of required resources determined by the station. 

The information elements in the RIC must be concatenated in a specific order.  Each information element that makes up the RIC has an identical format describing one of three types:

Root: there is one and only one Root node in the RIC
Group: There may be several Group nodes indicating a connected set of resources
Leaf: Each Leaf node contains a single resource description
The ordering of nodes in the RIC is shown in Figure 6. Each leaf node shall be assigned a sequential index number starting at 1 and incrementing by 1. Groups of leaf nodes shall be defined a contiguous subset defined by the lowest and highest index number in the group. Group definitions must not overlap.

	Root
	Group
	-----
	Group
	Leaf
	Leaf
	Leaf
	-----
	Leaf
	Leaf


Figure 6: Structure of Resource Information Container

Note that a RIC sent as part of a RIC: response may have a partially populated content. This is because successful allocation of a group may be indicated by the group or root node without including the subordinate leaf nodes.

20.7.4 Resource Information Container Information Element

Each IE which makes up the RIC has an identical format as shown in Figure 7.

	EID
	Length
	Control 
	Type / IndexL
	IndexH
	Payload



1
1
1
1
1
0 – 252


Figure 7  : Resource Information Container IE Format

The Element ID (EID) and Length fields are as defined for standard information elements. The Control octet contains information relating to how the node should be interpreted and handled by the receiving party. The Control octet also indicates whether the node is a root, group or leaf node. The interpretation of the remaining fields differs between root, group and leaf nodes as follows:

Leaf Nodes: the Type/IndexL field is interpreted as an identifier of the specific content of the payload field.  The value of IndexH is used to name the leaf node with a number unique within the RIC. The Payload field is of arbitrary length between 0 and 252 bytes as appropriate for the Type Field. For leaf nodes contained in RIC response messages, the payload must be omitted.
Group Nodes: the Type/IndexL and IndexH fields are interpreted as the lowest and highest index value of all leaf nodes contained in the group. The payload is omitted.

Root Node: the Type/IndexL field is interpreted as an identifier type for the current AP's Contact Point contained in the payload field.   The value of IndexH is the highest value of Leaf Index used within the RIC. The Payload field contains the appropriate Contact Point information for the current AP.

The format of the control octet is shown in Figure 8.

bit 0
1
2
3
4
5
6
7

	Node Type
	mandatory
	current/defer*
	rsv
	rsv
	rsv
	rsv


*defer for Root node, current for Leaf node
Figure 8 : The Control Octet

The Node Type field shall be interpreted as:

00 = Root
01 = Group
10 = leaf
11 = reserved
The mandatory bit works as follows.

Root node: If the mandatory bit of the root node is set then all resources described in the RIC must be successfully allocated to avoid a rejection of the request. In this case the state of the mandatory bit of all subordinate group and leaf nodes is ignored. If the mandatory bit of the root node is clear then those of the group nodes take precedence as follows:

Group node: For a group node all the resources contained in subordinate nodes must be allocated together. If any one of these resources cannot be allocated then none of these resources shall be allocated. If the mandatory bit of the group node is set and the resources cannot be allocated then the entire RIC request shall fail and a failure code returned. In the mandatory bit is clear then the result of the allocation (success or fail) shall be indicated in group node in the RIC response.
Leaf node: The mandatory bit if the leaf node is ignored if it is part of a group. Otherwise, if the mandatory bit of a leaf node is set then the resource described in the leaf must be allocated. If it fails to allocate then the entire RIC shall be marked as unavailable. If the mandatory bit is not set then the result of the allocation shall be indicated in the RIC response.
The current bit only has meaning in leaf nodes. It shall be set by the station for resources that the station believes it has allocated at the current AP. The corresponding resource description must be identical to the one used when the allocation was obtained from the current AP. This bit can be used as a hint to the new access point in case its policy requires it to verify such a claim. The policy of the new AP may be to reject any resource requests that are not marked as current.

The defer bit only has meaning in the Root node and indicates that the station is prepared to wait until (re)association to find out whether the resources are available. When this bit is set in a request the access point may at its option allocate the resource immediately or defer the decision. If it chooses to defer, the AP shall set the defer bit in the Root node of the RIC response. If it allocates the resources it shall clear the defer bit in the Root node of the RIC response. Note that the AP must clear the defer bit in a RIC response carried in a (re)association response, as deferral has no meaning upon (re)association.
20.7.4.1 RIC Request and Response

A RIC Request is any RIC occurring in a PIQ or PIS message. A RIC Request must have all Leaf nodes present including the payload field.

A RIC Response is any RIC occurring in a PIS, PES or (re)association response message and is constructed as follows:

· If the access point is deferring resource allocation the response message comprises a single root node, identical to that of the request (i.e. with the “defer” bit set). Otherwise,

· the root node shall always be present and shall be indentical to the root node of the request except that the “defer” bit shall be clear and the “mandatory” bit shall be set as follows:

1. If all the resources in the RIC request have been successfully allocated then the mandatory bit shall be set. In this case the RIC response shall contain only the root node, all others being omitted

2. If some (non mandatory) resources are unallocated then the mandatory bit of the root node shall be clear and the resource allocations shall be defined by further nodes in the RIC response

· If the mandatory bit of the response root node is clear then all group nodes in the RIC request shall also appear in the RIC response. The contents of the group nodes shall be indentical to the request except that the mandatory bit shall be set as follows:
1. If all the resources in the group were allocated the mandatory bit is set

2. If none of the resources in the group were allocated the mandatory bit is clear

The subordinate nodes of each group shall always be omitted from the response

· If the mandatory bit of the response root node is clear and any leaf nodes are present that are not part of a group, then all such leaf nodes shall be included in the response. The contents of the leaf nodes shall be identical to the request except that the payload field shall be omitted and the state of the mandatory bit shall indicate whether or not the resource has been allocated.
.The following notes relate to the construction of the RIC response:

· If all resources are allocated the response comprises a single root node with the mandatory bit set.

· A RIC response will not have any payload fields and will not include leaf nodes for groups.

· Successful allocation of a resource (or group) is indicated by setting the mandatory bit in the appropriate response node.

· If the AP has permission to defer the allocation and chooses to do so, it may response with a single root node with the defer bit set. Otherwise the defer bit is clear in RIC responses.

· If any leaf or group nodes in the request were indicated to be optional (mandatory bit clear) and the allocation fails, then the node (or group node) shall be included in the response. In this case the mandatory bit shall be clear to indicate that the resource is unallocated.
20.7.4.2 Encapsulation of ADDTS

One example of the use of a RIC leaf node is to request the allocation of a TSPEC and associated parameters. This is accomplished by incorporating the contents of an “ADDTS” action frame as defined in draft IEEE802.11e. The format of an ADDTS action frame is shown in Figure 9. For use in the RIC, the entire ADDTS message including the Category field shall be included as the payload of the leaf node. This will be interpreted by the receiving access point in the same manner as if it had been received as a discrete action frame. For use in the RIC the dialog token shall be set equal to the index of the node.

	Order
	Information

	1
	Category (QOS)

	2
	Action (0)

	3
	Dialog Token (index)

	4
	TSPEC

	5-n
	TCLAS (opt)

	n+1
	TCLAS Processing (opt)


Figure 9: ADDTS format

20.7.4.3 Resource Type Definition
0
Reserved
1
ADDTS action frame
2-255
Reserved

20.7.4.4 Contact Point Definition
0
None
1
48-bit MAC address contact point

2
64-bit MAC address contact point

3
32-bit IP address contact point

4
128-bit IP address contact point

5 - 255
Reserved

20.7.4.4.1 48-bit MAC Address Contact Point

This shall have a value equal to a 48-bit MAC address, where the MAC address is used to contact an AP.  The length of this value is 6 octets.

20.7.4.4.2 64-bit MAC Address Contact Point

This shall have a value equal to a 64-bit MAC address, where the MAC address is used to contact an AP.  The length of this value is 8 octets.

20.7.4.4.3 32-bit IP Address Contact Point

This shall have a value equal to a 32-bit IP address, where the IP address is used to contact an AP.  The length of this value is 4 octets.

20.7.4.4.4 128-bit IP Address Contact Point

This shall have a value equal to a 128-bit IP address, where the IP address is used to contact an AP.  The length of this value is 16 octets.

20.7.5 Use of the Resource Container Information Element

The Resource Pre-allocation process may only be invoked by stations that have an existing association to an AP in the same administrative domain as the new AP. Upon connection to a new AP where no TAP PMKSA exists, the station shall not use resource pre-allocation and must allocate required resources after association in the normal way. Once resources have been obtained then pre-allocation at a new AP may be performed. The pre-allocation process should not be used for the creation of resources over and above the current connection, but such use is not prohibited. However, the new AP is allowed to have a policy whereby it rejects any requests that are different from the current allocation or rejects any requests that exceed the current allocation while allowing those that are less than current. Definitions of “exceed” and “less than” in this context are out of scope.

The method by which access point communicate to confirm allocations is out of scope in this specification, but one example of a protocol is the IETF’s Context Transfer Protocol (CTP).

20.8 TAP Information Elements

The following Element IDs are defined for TAP Information Elements:

	Information Element
	Element ID

	TAP Advertisement
	TBD

	KCID
	TBD

	EKCID
	TBD

	TAP PMKID
	TBD

	PIQ-MIC
	TBD

	TAP Update
	TBD

	RIC
	TBD

	Extended IE More
	TBD

	Extended IE Final
	TBD


20.8.1 Extended IE Format

The Extended IE format is used for certain IEs that themselves carry embedded IEs. The purpose of this format is to permit fragmentation across multiple IEs, should the embedded IEs extend the length of the data beyond 255 octets.

20.8.1.1 Extended IE Payload Format

The payload of an Extended IE is as follows. 

	Name
	# octets
	value

	Selector
	4
	

	Payload Length
	2
	

	selector-specific data
	variable
	


20.8.1.1.1 Selector

This field is four octets in length. Its value represents the message type of this Extended IE. The first 3 octets contain an Organizationally Unique Identifier, the final octet contains a type.

20.8.1.1.2 Payload Length

This field is two octets in length, representing an unsigned binary number. Its value is the total length of the Extended IE payload, from the Selector through selector-specific data. 

20.8.1.1.3 selector-specific data

This format of this field is separately defined for each Selector.

20.8.1.2 Encapsulating Extended IEs

Two new Element IDs are defined for encapsulating extended IEs:

	Name
	value

	Extended IE More
	TBD

	Extended IE Final
	TBD


The payload is split into segments, each no longer than 255 octets. Each segment is prefixed by a one octet Element ID and a one octet length. For all segments other than the last, the "Extended IE More" Element ID is used. For the last segment, the "Extended IE Final" Element ID is used.

The fragmented IE sequence must be consecutive and contiguous.

If the Extended IE includes a MIC, the MIC is applied to the payload only, prior to fragmentation and encapsulation; in other words the Element ID and length at the start of each segment are not included in the computation.

20.9 TAP Information Element Formats

20.9.1 TAP Advertisement

The TAP Advertisement IE specifies the TAP capabilities and version that are implemented by the sender, whether station or AP.

	name
	# octets
	value

	TAP Descriptor
	4
	


20.9.1.1 TAP Descriptor

The TAP Descriptor is four octets in length, containing bit fields defined as follows:

	bit number
	meaning

	0 - 4
	TAP Version

	5
	Pre-keying

	6
	TAP Pre-authentication

	7
	EKC

	8
	Resource Pre-allocation


TAP Version

TAP Version is a value between 0 and 31. 

The AP, in its beacon and probe response, sets TAP Version to the highest version it supports.

The station, in its (re)association request, sets TAP Version to the highest version it supports that is less than or equal to the TAP Version advertised by the AP.

The TAP Version defined by this specification is 0. 

When future versions of TAP are defined, both station and AP should continue to support previous versions, if practical. If the station cannot support a version less than or equal to the version advertised by the AP, it must omit the TAP Descriptor IE and all other TAP IEs from its (re)association request, and proceed with normal 802.11i behavior. If the AP cannot support the version indicated by the station, it must not include TAP IEs in its (re)association response or in any handshake messages during the association with that station.

Pre-keying

The Pre-keying bit, when set, indicates that the sender is capable of pre-keying via Authentication frames.

TAP Pre-authentication

The TAP Pre-authentication bit, when set by the AP, indicates that it is capable of pre-authentication using the mechanism defined in 802.11i.

A station should attempt to pre-authenticate with an AP that sets the TAP Pre-authentication bit only if it has no valid cached TAP PMKSA that would allow pre-keying with that AP. If the AP does not set the TAP Pre-authentication bit, it must not attempt to pre-authenticate with that AP.

The TAP Pre-authentication bit in the TAP Descriptor is distinct from the Pre-authentication bit in the RSN Capabilities field of the RSN IE. A centralized architecture that supports Opportunistic Key Caching 

may 
artificially set its RSN Capabilities with Pre-authentication off, in order to prevent unnecessary authentications when Opportunistic Key Caching can succeed. However, this prevents pre-authentication from being used in situations when it would be appropriate. The TAP Pre-authentication bit allows an AP to handle TAP and non-TAP situations differently; that is, it may elect to clear its RSN Pre-authentication bit and set its TAP Pre-authentication bit.

Note that TAP Pre-authentication does not depend on the availability of pre-keying.

The TAP Pre-authentication bit has no meaning when sent by a station; it must be set to 0 by the station and must be ignored by the AP.

EKC

The EKC bit, when set by the AP, indicates that its KC is a member of an EKC.

The station must advertise Pre-keying as a precondition of advertising EKC membership.

If the AP sets the EKC bit, it must include an EKCID IE in its beacon and probe response.

The EKC bit has no meaning when sent by a station; it must be set to 0 by the station and must be ignored by the AP.

Resource Pre-allocation

The Resource Pre-allocation bit, when set by the AP, indicates that it can perform resource pre-allocation upon request by the station.


The station must advertise Pre-keying as a precondition of advertising Resource Pre-allocation.

The Resource Pre-allocation bit has no meaning when sent by a station; it must be set to 0 by the station and must be ignored by the AP.

20.9.2 KCID

The KCID IE specifies a Key Circle ID.

	Name
	# octets
	value

	KCID
	variable
	


20.9.3 EKCID

The EKCID IE specifies an Extended Key Circle ID.

	Name
	# octets
	value

	EKCID
	variable
	


20.9.4 PIQ-MIC

The PIQ-MIC IE is sent in a PIS when Status Code is "Success". This allows the AP to confirm to the station that the PIQ transmitted by the station was correctly received by the AP. Because the PIQ is not MIC'd, it is necessary to provide confirmation of its validity in the first message that contains a MIC.

If the PIS contains Status Code of "Not ready", there is no need to compute a MIC on the PIQ, since the station's PEQ will repeat the same information under protection of a MIC.

Though this MIC is computed by the AP over a pre-key message transmitted by the station, it is computed as are all other pre-key message MICs. 

MIC = PRF-128(KCK, "Pre-key message MIC", Pre-key message)

The MIC field is set to all zeroes prior to computation. The MIC is applied to the entire Pre-key message, starting from the Selector through the Encrypted IEs.

	Name
	# octets
	value

	PIQ-MIC
	16
	


20.9.5 TAP PMKID

The TAP PMKID is sent in handshake message 1 to indicate that a TAP PMKSA, not an ordinary PMKSA, is to be used. If the TAP PMKID IE is present in handshake message 1, the 802.11i PMKID IE must be omitted.

The PMKID itself is computed exactly as in 802.11i.

	Name
	# octets
	value

	PMKID
	16
	


20.9.6 TAP Update

The TAP Update IE is sent by the AP in handshake message 3.

	name
	# octets
	value

	Remaining Lifetime
	4
	


20.9.6.1 Remaining Lifetime 

The Remaining Lifetime is four octets in length, representing an unsigned binary number. Its value indicates the number of seconds remaining before this PMK expires, and the AKM protocol must be re-initiated (e.g. 802.1X re-authentication). 

Normally, the expiration time for the PMK is set by the AAA infrastructure, e.g. from the Session-Timeout attribute of the RADIUS Access-Accept (see section 20.5.1 for more information).

Remaining Lifetime may be set to any value less than or equal to the expiration time originally set for the PMK less the current time.

20.9.7 Resource Information Container (RIC)

As described in section 20.7, the RIC comprises a series of information elements that must be concatenated in a specific order and without intervening IEs that are not part of the RIC.

Each information element that forms part of a RIC has an identical format as follows:

	name
	# octets
	value

	ElementID
	1
	

	Length
	1
	

	Control
	1
	

	Type / Index
	1
	

	IndexH
	1
	

	Payload
	0 – 252
	


20.9.7.1 ElementID

The value of the ElementID field shall be TBD

20.9.7.2 Control

The control octet contains bit fields that determine the content of the RIC node and indicate the status of resources and requests. The format of the Control octet is a follows:

	
bits
	name
	function

	0 – 1
	Node Type
	Determines the type of node represented by the IE

	2
	Mandatory
	Determines allocation strategy for the resource

	3
	Current/Defer
	Root: Indicates deferral of resource allocation

Leaf: Indicates resource is allocated at current AP

	4 -7
	Reserved
	


The function of these bit fields is described in more detail in section 20.7.4
20.9.7.3 Type/Index

For nodes of type Root and Leaf this field indicates the type of data included in the payload field.

For nodes of type Group this field indicates the lowest index number for the set of nodes contained within the group.

20.9.7.4 IndexH

For nodes of type Leaf this field indicates the index number of the node. Index numbers shall be unique and shall be allocated to leafs starting with the value 1 and incrementing by 1 for each successive node.

For nodes of type Group and Root this field indicates the highest index number of the set of nodes contained with in the group (or the entire set for a root node).

20.9.7.5 Payload

The payload field is present in RIC request nodes of type Root and Leaf. 

For nodes of type Root the payload shall include the Contact Point of the current AP as described in section 20.7.4
For nodes of type Group the payload is unused and shall be empty.

For nodes of type Leaf the payload shall contain information appropriate to the Resource Type indicated in the Index/Type field

20.10 Pre-key Messages

All Pre-key messages share a common format. The type of each Pre-key message is specified in the Selector field. Request types have low bit set to 0, response types have low bit set to 1.

Request messages are issued by the supplicant and responses by the authenticator. The response type must match the request type; that is, the response type must be the request type + 1.

Pre-key Messages are in Extended IE format (see section 20.8.1). This format allows the message to be longer than 255 octets, and permits multiple IEs to be embedded, either encrypted or unencrypted. Thus, arbitrary IEs may be included in a Pre-key message; for example, RIC IEs used to negotiate resource allocation prior to (re)association. The Pre-key message also includes a MIC.

The format of a Pre-key Message payload is as follows:

	name
	# octets
	value

	Selector
	4
	

	Payload Length
	2
	

	Unencrypted IEs Offset
	2
	

	Encrypted IEs Offset
	2
	

	Status Code
	2
	

	Key Length
	2
	

	Supplicant Replay Counter
	2
	

	Nonce
	32
	

	Key RSC
	8
	

	Remaining Lifetime
	4
	

	MIC
	16
	

	Reissue Min Interval
	2
	

	Association Max Interval
	2
	

	Unencrypted IEs
	variable
	

	Encrypted IEs
	variable
	


Selector

This field is four octets in length. Its value represents the message type of this Pre-key message. The first 3 octets contain an Organizationally Unique Identifier, the final octet contains a type.

The following selectors are defined:

	Pre-key message Type
	Selector

	Pre-key Initiation Request (PIQ)
	XX-XX-XX-00

	Pre-key Initiation Response (PIS)
	XX-XX-XX-01

	Pre-key Establishment Request (PEQ)
	XX-XX-XX-02

	Pre-key Establishment Response (PES)
	XX-XX-XX-03

	Pre-key Confirmation Request (PCQ)
	XX-XX-XX-04

	Pre-key Confirmation Response (PCS)
	XX-XX-XX-05


Payload Length

This field is two octets in length, representing an unsigned binary number. Its value is the total length of the message, from the Selector through the Encrypted IEs field. 

Unencrypted IEs Offset

This field is two octets in length, representing an unsigned binary number. Its value is the offset, in octets, from the start of the pre-key message (that is, from the Selector) to the Unencrypted IEs field. 

The length of the Unencrypted IEs field is determined by subtracting Unencrypted IEs Offset from Encrypted IEs Offset.


This value must be set even if the Unencrypted IEs field is empty
. 


The purpose of including this field is to allow additional fixed fields to be defined prior to the start of the Unencrypted IEs field in future versions of TAP.

Encrypted IEs Offset

This field is two octets in length, representing an unsigned binary number. Its value is the offset, in octets, from the start of the pre-key message (that is, from the Selector) to the Encrypted IEs field. 

The length of the Encrypted IEs field is determined by subtracting Encrypted IEs Offset from Payload Length.

This value must be set even if the Encrypted IEs field is empty. 

Status Code

This field is two octets in length, representing an unsigned binary number. Its value is the result of the operation. Fatal errors have high bit set; non-fatal indications have high bit clear.

This value is only meaningful in a response sent by the authenticator. The supplicant must set this value to 0 in its request.

The following values are defined (hex):

0000
Success.

0001
Not Ready. 

8001
PMKSA Not Available. 

8002
Unexpected Request. 
8003
Resources Not Available. 

Key Length

This field is two octets in length, representing an unsigned binary number. Its value is the length in octets of the pairwise key. This length is cipher-suite specific.

Supplicant Replay Counter

This field is 2 octets in length, representing an unsigned binary number. Its value is a counter that is initialized to 0 at the start of each Pre-key message sequence. The supplicant shall increment this value for each new request, and the authenticator shall echo the value sent by the supplicant in its response.

The authenticator shall validate that the Supplicant Replay Counter has been incremented since the last request, and discard any request with an invalid Supplicant Replay Counter. Note, however, that frame loss may result in a retry of a request, and the Supplicant Replay Counter is not incremented in this case (see section 20.6.3.4).

Nonce

This field is 32 octets in length.

Both supplicant and authenticator generate fresh random values at the start of a pre-key sequence. The supplicant's random is the SNonce, and the authenticator's random is the ANonce. The supplicant must set the Nonce field to its SNonce, and the authenticator must set the Nonce field to its ANonce. Neither SNonce nor ANonce may vary during the pre-key sequence. 

Key RSC

This field is 8 octets in length, and represents an unsigned binary number in little-endian form; that is, the first octet is the least significant. Its value specifies the initial RSC to be used on the station with the GTK. The first 6 octets are mapped to the TSC for TKIP or the PN for AES-CCMP.

This value is only meaningful in a PCS send by the authenticator in a successful (re)association response that includes a GTK IE. It must be set to all zeroes otherwise.

Remaining Lifetime 

The Remaining Lifetime indicates the number of seconds remaining before this PMK expires, and the AKM protocol must be re-initiated (e.g. 802.1X re-authentication). 

Normally, the expiration time for the PMK is set by the AAA infrastructure, e.g. from the Session-Timeout attribute of the RADIUS Access-Accept.

Remaining Lifetime may be set to any value less than or equal to the expiration time originally set for the PMK less the current time.

When the station receives the Remaining Lifetime, it must assume that it applies to the entire original PMK and all derivative PMKs (D-PMKs and DA-PMKs) that are based on the original PMK.

This value is only meaningful in a PCS send by the authenticator in a successful (re)association response. It must be set to all zeroes otherwise.

MIC

This field is 16 octets in length. 

It is computed using the PRF-128 function as follows:

MIC = PRF-128(KCK, "Pre-key message MIC", Pre-key message)

The MIC field is set to all zeroes prior to computation. The MIC is applied to the entire Pre-key message, starting from the Selector through the Encrypted IEs.

The PIQ message does not include a MIC. The PIS and PES messages do not include a MIC when Status Code is not "Success" . All other messages must include a MIC. If a message does not include a MIC, the MIC field shall be set to zeroes by the sender and ignored by the receiver.

Informational note: The computation of this MIC varies from normal 802.11i MIC computation. A PRF is used to allow label text to distinguish the MIC for this message from the MIC for an EAPOL-Key message or any other message that might be defined in the future. This prevents a substitution replay attack should the same KCK be used to protect different types of messages that happen to place the MIC at the same message offset.

Reissue Min Interval

This field is 2 octets in length, representing an unsigned binary number. Its value is the minimum number of milliseconds that the supplicant should wait prior to sending the next request in the pre-key sequence. This value represents the authenticator's guess as to when it will have the necessary information to satisfy the supplicant's request. It may be set to 0.

This value is only meaningful in a PIS or PES message; that is, in a response sent by the authenticator in a MAC Authentication frame. The supplicant must set this value to 0 in its request; the authenticator must set this value to 0 in its PCS message carried in its (re)association response.

Association Max Interval

This field is 2 octets in length, representing an unsigned binary number. Its value is the maximum number of milliseconds that the authenticator is willing to allow for the entire pre-key sequence to complete and a (re)association request to be received from the supplicant. The interval is measured from the time at which this response is sent, and each new value overrides the value sent in a previous response. If the authenticator does not receive a (re)association request within this interval, it may discard is state and abandon this pre-key sequence

This value is only meaningful in a PIS or PES message; that is, in a response sent by the authenticator in a MAC Authentication frame. The supplicant must set this value to 0 in its request; the authenticator must set this value to 0 in its PCS message carried in its (re)association response.

Unencrypted IEs

This field contains a sequence of 0 or more IEs. Its length is determined by subtracting Unencrypted IEs Offset from Encrypted IEs Offset.

An KCID IE must be included if the original PMKSA was established with a different KC than the one that the AP is a member of.

Encrypted IEs

This field contains a sequence of 0 or more IEs, encrypted using AES Key Wrap. Its length is determined by subtracting Encrypted IEs Offset from the total length of the message.

The KEK is used as the encryption key.

Rather than use the default IV, as in 802.11i, a distinct IV is used for each encryption. When the supplicant performs encryption, the IV shall be set to the Supplicant Replay Counter. When the authenticator performs the encryption, the IV shall be set to the Supplicant Replay Counter with the first bit (that is, the high order bit of the first octet) set.

20.10.1 Pre-key Initiation Request (PIQ)

The PIQ is the first Pre-key message sent by the supplicant. It is carried in a MAC Authentication frame.

The MIC field is unused and must be set to zeroes.

The following IEs must be included in the Unencrypted IEs field:

· Supplicant TAP Advertisement IE

· Supplicant RSN IE

· PMKID IE

· KCID IE

The following IEs may be included in the Unencrypted IEs field:

· a sequence of RIC IEs

20.10.2 Pre-key Initiation Response (PIS)

The PIS is sent by the authenticator in response to the PIQ. It is carried in a MAC Authentication frame. Its contents differ depending on Status Code.
The following Status Codes are valid in a PIS:

· Success

· Not Ready

· PMKSA Not Available

· Resources Not Available

For any Status Code other than "Success", the MIC field is unused and must be set to zeroes, and no IEs are included in the Unencrypted IEs or Encrypted IEs field.
When Status Code is "Success", the MIC field must contain a valid MIC, and the following IEs must be included in the Unencrypted IEs field:

· PIQ-MIC IE

· Authenticator TAP Advertisement IE

· Authenticator RSN IE
· Abbreviated RIC if a RIC was included in the PIQ
Note that because the PIQ does not contain a MIC, it is necessary for the AP to confirm to the station that the PIQ was received correctly. This is accomplished by including a PIQ-MIC IE in the PIS when Status Code is "Success".

20.10.3 Pre-key Establishment Request (PEQ)

The PEQ is issued by the supplicant after it has received a PIS from the authenticator with Status Code of "Not Ready". It is carried in a MAC Authentication frame. 

If the authenticator's PIS contained Status Code of "Success", the PEQ is not issued.

The MIC field must contain a valid MIC.

The following IEs must be included in the Unencrypted IEs field:

· Supplicant TAP Advertisement IE

· Supplicant RSN IE

· PMKID IE

· KCID IE

· An exact duplicate of the RIC IE sequence included in the PIQ, if such IEs were present.

20.10.4 Pre-key Establishment Response (PES)

The PES is sent by the authenticator in response to the PEQ. It is carried in a MAC Authentication frame. Its contents differ depending on Status Code.
The following Status Codes are valid in a PES:

· Success

· Not Ready

· Unexpected Request

· PMKSA Not Available

· Resources Not Available

For any Status Code other than "Success", the MIC field is unused and must be set to zeroes, and no IEs are included in the Unencrypted IEs or Encrypted IEs field.
When Status Code is "Success", the MIC field must contain a valid MIC, and the following IEs must be included in the Unencrypted IEs field:

· Authenticator TAP Advertisement IE

· Authenticator RSN IE
When Status Code is "Success" and a RIC was included in the PEQ, the following IEs must be included in either the Unencrypted IEs or Encrypted IEs:

· Abbreviated RIC if a RIC was included in the PEQ
The choice of which of the IEs fields to use depends on the sensitivity of the information being transmitted.
Note that both the Unencrypted IEs field and the Encrypted IEs field may contain additional IEs related to the impending session. For example, IEs that would otherwise be sent in as part of the 4-way handshake may be sent in the PES.
20.10.5 Pre-key Confirmation Request

The PCQ is issued by the supplicant/station in its (re)association request, after it has received either a valid PIS or PES with Status Code of "Success". The new association will use the negotiated PTK and resource allocations established in prior pre-key messages.

The MIC field must contain a valid MIC.

20.10.6 Pre-key Confirmation Response

The PCS is sent by the authenticator/AP in its (re)association response, in response to the PCQ. This confirms use of the negotiated PTK and resource allocations established in prior pre-key messages.
The following Status Codes are valid in a PCS:

· Success

· Unexpected Request

· Resources Not Available

The outer Status code of the Association Response or Reassocation Response Management frame must be set in accordance with the Status Code of the PCS. If the Status Code of the PCS is "Success", the Status code of the Management frame must be 0. It the Status Code of the PCS is not "Success", the Status code of the Management frame must be TBD.
For any Status Code other than "Success", the MIC field is unused and must be set to zeroes, and no IEs are included in the Unencrypted IEs or Encrypted IEs field.
When Status Code is "Success", the MIC field must contain a valid MIC, and the Remaining Lifetime field must be filled in with the number of seconds remaining in the PMKSA. If group keys are in use, the Key RSC must be filled in and a GTK IE must be included in the Encrypted IEs field. 

Note that both the Unencrypted IEs field and the Encrypted IEs field may contain additional IEs related to the new session. For example, IEs that would otherwise be sent in as part of the 4-way handshake may be sent in the PCS.
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�Again, I contend that it would be useful to include some text detailing how some of the 11k work can be used. 


�I agree. Pat, do you want to add an informative paragraph.


�Strictly this should 802.11i since authentication is shown after assocition


�While this is all true in practice, the concept of the AP as a bridge is not valid in 802.11 nor is any discussion about subnets. It’s probably easier to delete this than put in 802.11 standardeze.


�It's not just APs as bridges, but other bridges that might be in the system. This is general background on the problem to be solved, and not intended as normative.


�good in general but to help implementation I think its betterto specify the length


�I think mostly people will use 6 byte IDs, but I'm not sure we ought to require that.


�Well, I think the current text is actually fine. What do you feel is missing?


�In the EKC case, you can have multiple standalone APs or multiple controllers. I think these should be broken out into two examples. We should enumerate deployments, and show how they map to our scheme, not vice versa.


Also, in the Single KC deployment it's not worth mentioning a single standalone AP, since you've got nowhere to roam to.


�I think this section has gotten worse with editing. The standalone AP deployment has been merged into other sections, resulting in loss of explanatory power. These are examples, and each one should be related to an easily imaged situation. I'd like to put it back as it was (more or less).


�This seems problematic. The station may require a TAP PMKSA and only attempted to authenticate because it expected to get one


�I agree this is problematic, and would like to see it go away. Otherwise, how would a client know whether it would successfully roam. We are introducing a level of doubt in the algorithm, which is not what we need.


�There is nothing that requires the AP to set the PMKSA as a TAP one upon 4-way. So it's always possible to advertise TAP and not give TAP. This simply makes that explicit.


�Should we have a separate failure to state to the client that we just don’t have no stinkin’ state for it, and that it must go back to 802.1X? Also, where is “Resources not available”?


�Added the  no stinkin' state and other failure codes.


�I added a step in PEQ processing to return Unexpected request at the appropriate time. 


�So the whole PIQ is included in the PIS? Any reason why we can’t just include the MIC itself, which isn’t perfect, but reduces the overhead.


�The PIS only contains a MIC of the PIQ, not the whole PIQ. This is called a PIQ-MIC and is a new IE. So it's as you suggest, not as you feared.


�I deleted this text as details of the response RIC are now given in 20.7 and a too brief description here can only create confusion.


�So this is a failure that is one not listed in our TAP specific section, right? If so, then what does one constitute “other failure”?


�This would be one of the failure codes that we've defined. All Status Codes are either "information" or "failure" codes, as of this version of the spec.


�What happens if the result code is Resources not available?


�That would be a failure code, handled in step 2.


�Reordered.


�Is it still an open question whether Action frames can come between PES and association?


�My view is that updates to allocated resources (via action frames) should not be allowed as this defeats the point of the RIC and all the mechanisms for validating the requested resources


�The following paragraph was deleted but I want to preserve the text in case people feel it should be reinserted.





"The current 802.11 standard is unclear on when an AP must update the Distribution System (DS) with a notification of the station’s current point of attachment, which is generally done via an XID packet."


�Jon, I assumed you intended 255 minus the fixed information after EID/Length.


�There was a reason why I chose 210 but I can’t remember it now. 252 seems to make more sense.


�The point here is that a switch wants to turn 802.11i pre-authentication off, both in the TAP and non-TAP cases, because it creates unnecessary 802.1X authentications when PMKIDs would otherwise be used. But when you're crossing switches and you can't use either TAP or a PMKID, you do want to indicate that pre-authentication is possible, so this is how you do it.


�I think this is very problematic because it assumes that OKC clients understand this IE. I would think OKC should be substituted for TAP.


�The station may or may not do OKC, and may or may not do TAP. The AP already has to optimize for either OKC or non-OKC clients in its choice of whether to set the 802.11i pre-auth bit. If it keeps that bit off, to optimize for OKC clients, it may now set the TAP pre-auth bit to further optimize for TAP clients. 


�Ok, then my question is what does it mean to NOT set the pre-key bit?!?


�You can still set TAP Pre-authentication. This means that you don't pre-key, but you pre-authenticate across KCs even though you don't pre-authenticate within a KC..


�I removed "More" from the table below, as we no longer use it.


�I allege this is the new text. 


�Where is this alleged new text?


�Yes, it would, but its length would be computed as 0. Added text to clarify.
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