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1. Review: 802.11i makes the following security claims:

a. data origin authenticity

b. data integrity

c. immunity from replay

d. data confidentiality

The requirement 1.d is not feasible without a, b, c being true. Requirements a, b, and c assume that pairs of devices have pairwise keys.

2. In particular, the pairs <STA, AP1> and <STA, AP2> must have cryptographically independent PMKs, or all the 802.11i security claims are voided. This rules out sharing PMKs among different APs.

3. Similarly, how do we detect whether what is a distinct STA? Again, the only visibile identifier seems to the the STA MAC Address.

4. 802.11i defines key caching, but it does not define how long the PMK is available. The PMK and therefore the subordinate PTK can timeout and the client will not learn about this. If PMK caching is used, an AP shall convey to the STA the timeout or expiry conditions of the STA’s cached PMK(s). 

5. A STA may attempt a secure fast transition if it believes the targeted next AP has a PMK cached for the STA. How does the client learn whether an AP has cached a PMK is for it?

6. An AP may permit a STA to perform a secure fast transition if the STA requests to use a PMK that the AP has cached for that STA. 

7. A PMK shall never be shared between APs. 

8. A PTK shall never be shared between APs or by different associations. 

9. “Switches” that maintain PMKs at a single point only may share PTKs derived from the same PMK with different APs under its control, but only after the mobile STA securely has been securely notified that the PMK has not been compromised through this sharing, i.e., that each such AP is “part of” the “same” switch. How are distinct APs detected under 802.11i? The only visibile identifier seems to be BSSID.

10.  “Switches” shall not maintain copies of a PMK at APs under their control unless they maintain a different PMK at each such AP. Each such PMK shall be cryptographically separated from the others in this case, so that compromise of one of the APs will not compromise the PMK at a different AP 

11. An AP shall test the liveness of the mobile STA at reassociation when the mobile STA does a secure fast transition to it. This is required to synchronize replay counters.
12. A mobile STA shall test the liveness of the AP at reassociation when it does a secure fast transition to a new AP. This is required to synchronize replay counters.
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